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GLOBAL PROLIFERATION OF WEAPONS OF
MASS DESTRUCTION

TUESDAY, OCTOBER 31, 1995

U.S. SENATE,
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS,

COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Permanent Subcommittee on Investigations met, pursuant to
notice, at 9:36 a.m., in room SD-342, Dirksen Senate Office Build-
ing, Hon. Ted Stevens presiding.

Present: Senators Stevens, Nunn, Cohen, Glenn, Dorgan, and
Akaka. Also present: Senator Lugar.

Staff present: Daniel S. Gelber, Chief Counsel to the Minority;
John Sopko, Deputy Chief Counsel to the Minority; Alan Edelman,
Counsel to the Minority; Mark Webster, Investigator to the Minor-
ity; Mary Robertson, Assistant Chief Clerk to the Minority; Richard
Kennan (Detailee, U.S. Customs); Renee Pruneau-Novakoff
(Detailee, CIA); Harold Damelin, Chief Counsel and Staff Director;
Eric Thorson, Chief Investigator; Michael Bopp, Counsel; Ste phen
H. Levin, Counsel; Ariadne Allen, Investigator; Jack Cobb, Coun-
sel; Christopher Greer, Investigator; Susanne Homer, Librarian;
Mary Ailes, Staff Assistant; Carla J. Martin, Chief Clerk; Ken
Myers (Senator Lugar); Dan Bob (Senator Roth); John Roots (Sen-
ator Stevens); Jim Bodner (Senator Cohen); Al McDermott (Govern-
mental Affairs Committee); Christine Ciccione (Governmental Af-
fairs Committee); Matt Sikes (Senator Nunn); Rick Valentine (Sen-
ator Smith); Nina Bang-Jensen (Senator Lieberman); Debra Wada
(Senator Akaka); Len Weiss (Governmental Affairs Committee);
Randy Rydell (Governmental Affairs Committee); and Tom Griffith
(Senate Legal Counsel).

OPENING STATEMENT OF SENATOR STEVENS
Senator STEVENS. My apologies for being late. All the tour people

are in from Alaska, and 25 people for me is like 5,000 people for
you, Sam.

Let me thank all of you for being here. The Subcommittee is
going to continue a series of hearings on the serious and growing
worldwide threat that is posed by the proliferation of weapons of
mass destruction, which encompass chemical, biological, and nu-
clear weapons, and weapons material. These hearings today and to-
morrow will focus specifically on the risks resulting from the pro-
liferation of chemical and biological weapons by examining as a
case study the sarin gas attack on a Tokyo subway station by the
Japanese cult known as Aum Shinrikyo.



Senator Roth is unable to be here today. He is the Chair of the
Permanent Subcommittee. We will put Senator Roth's statement in
the record at the beginning of this hearing.

[The prepared statements of Senator Roth and Senator Akaka
follows:]

PREPARED STATEMENT OF SENATOR WILLIAM V. ROTH, JR.

A new era in the use of weapons of mass destruction is upon us. Consider that
the same substances used in certain detergents, ceramics and even pen ink are key
ingredients to lethal chemical weapons Consider also that deadly biological agents
may be extracted from seemingly-innocuous plants, may be produced in the labora-
tory in almost unlimited quantities, and may be ordered from private suppliers for
ostensible research purposes. With these facts in mind, understand that madness
has recognized the deadly simplicity and availability of chemical and biological
weapons, and is reaching to these agents as its newest method.

This Subcommittee has a longstanding history of investigating and exposing the
problem of weapons proliferation. The record we have created chronicles the spread
of chemical and biological weapons throughout the world, the threat to domestic and
global security posed by the conventional arms bazaar, and the black market for nu-
clear materials. Today we turn reluctant eyes to another page from this somber
compendium.

The chapter we now examine is perhaps the most chilling. It describes the hor-
rible potential of chemical and biological weapons that we first examined back in
1989. Today, after a religious cult in Japan known as the "Aum Shinrikyo" cruelly
and barbarously unleashed this horrible potential on innocents, we must revisit this
subject. What was once science fiction is now reality.

This hearing focuses on the Aum Shinrikyo as an example of what can happen
when madness finds a method. The madness, in this case, began with a man named
Shoko Asahara, a disaffected yoga instructor who formed a religious cult in the mid-
1980s and named it Shinrikyo, or "supreme truth" in Sanskrit. The cult was devoted
to Siva, the Hindu god of destruction and reproduction, and predicted Armageddon
in 1997. It attracted up to sixty-five thousand members worldwide, including an es-
timated ten thousand followers in Japan, more than thirty thousand in Russia, and
numerous others around the rest of the world, including in the United States.

In the late 1980s, the Aum secured protected status as a religious corporation and
began amassing large quantities of cash, land and other assets through questionable
means. Asahara organized the cult by establishing a ministerial cabinet patterned
after the Japanese government.

Its finances and structure in place, the Aum turned its attention to finding a
method through which it could carry out Asahara's mad ambitions. The Aum is al-
leged to have engaged in a bewildering number of sinister activities, which can be
divided into three categories. The first consists of the Aum's elaborate, malicious
preparations. These included a uranium-mining and chemical-testing expedition to
the Australian outback where Aum scientists experimented with sarin on sheep; an
attempt by the cult's office in New York to purchase a highly sophisticated laser
device capable of measuring plutonium; the construction of factories to manufacture
chemical, biological, and conventional weapons; and the development of a microwave
device the size of a refrigerator to dispose of bodies, and a laser cannon for use
against the Tokyo police.

The second category is comprised of attempts to murder innocent civilians and
government officials. In addition to other attempts, the Aum spread anthrax bac-
teria from the top of a Tokyo building; deployed briefcases containing small fans in-
tended to spread chemical and biological agents in covert fashion; and, in a Tokyo
subway restroom, set on fire two plastic bags of chemicals, which, had they not been
found quickly and extinguished, would have combined to produce a cloud of deadly
hydrogen cyanide gas.

The third category is comprised of actual killings allegedly committed by the Aum.
Among these are the grisly tale of a remodeled two-ton truck spraying sarin in a
residential area of Matsumoto resulting in seven deaths and five hundred injured;
the March 20, 1995 Tokyo subway gassing resulting in twelve deaths and five thou-
sand injured; and the murder of both cult "enemies" and disobedient followers by
lethal injection.

Perhaps the most obvious lesson we can learn from the Aum is this: Chemical and
biological weapons can be produced and deployed by organized, well-funded and sci-
entifically-knowledgeable groups. A related concern is that, if a group cannot
produce chemical or biological weapons itself, it may find them for sale.



The conditions for the creation of a chemical and biological weapons black market
appear to exist already. The Department of Defense reports that dozens of countries
have some biological and/or chemical systems capabilities. Russia alone has an esti-
mated stockpile of forty thousand metric tons of chemical weapons protected by se-
curity systems described as "rudimentary." A recent article in the Washington Times
notes that a former Soviet military office is under investigation for aiding in the
shipment of nearly a ton of chemical substances to unidentified Middle East buyers
in 1993.

This summer, Iraq admitted to having developed a large biological weapons pro-
gram. More recently, Iraqi officials have been accused of withholding information
from a United Nations group monitoring the disposal of these weapons.

Here in the United States, I think we have been surprised to find ourselves more
than simply spectators to these troubling events. Earlier this year, two men in Min.
neapolis were convicted of possessing ricin, a biological toxin twice as lethal as the
deadliest cobra venom. Also this year, a Columbus, Ohio man allegedly obtained
three vials of bubonic plague bacteria from a private supplier of biological cultures.
And with sadness, we remember the tragedy in Oklahoma City, where agricultural
fertilizer was mixed with fuel oil to create an explosion our nation will never forget.

We must squarely address the face of terrorism by working diligently to prevent
the unlawful diversion and production of chemical and biological weapons. Globally,
it may be time to refine our arms controls conventions to better counter the threats
posed by terrorist organizations. Domestically, the Senate has passed an anti-terror-
ism measure designed to help law enforcement agencies thwart terrorist attempts
and to stiffen the penalties on such reprehensible activities. The idea is to bolster
both prevention and deterrence, and it is a good one. This measure should become
law.

Terrorist groups like the Aum Shinrikyo rely upon anonymity and surprise in
order to accomplish their objectives. I believe that through hearings such as this we
help raise awareness of terrorism, its objectives, and its methods. Our message is
not just to beware, but to be aware of terrorist methods in order to halt these orga-
nizations before they act.

I commend the distinguished ranking member, Senator Nunn, and his staff for
their efforts to bring these problems to the public's attention. For years, my col-
leagues, Senators Nunn and Lugar, have warned of weapons of mass destruction
with clarion voice, and their efforts deserve our praise.

I also thank the Japanese and Tokyo governments for their cooperation with the
Subcommittee. They have done our country a great service in helping to shed light
on the Aum Shinrikyo and its perverse pursuits.

Before closing, I want to point out a fundamental challenge groups like the Aum
present to Japan, the United States and the rest of the democratic world. The chal-
lenge is to strike a balance between security and associational and religious free-
doms. We must pursue domestic security with care, so that we do not sacrifice free-
doms central to democracy.

PREPARED STATEMENT OF SENATOR DANIEL K. AKAKA

Mr. Chairman, today's hearing focuses on a profound threat to world peace-the
proliferation of weapons of mass destruction. The use of chemical, biological and nu-
clear weapons and the procurement of materials to manufacture these weapons, par-
ticularly by terrorist organizations, pose a significant threat to our national security,
as well as to peace efforts around the world.

One only has to look at the Middle East to see that delicate efforts to bring peace
to the region are being threatened by fringe terrorist groups. The Japanese cult,
Aum Shinrikyo, is another example of the potential threat that the United States
and our allies face. The bombing of the World Trade Center and the Oklahoma Fed-
eral Building and the derailing of an Amtrack train in Arizona show only to clearly
the threats we face here in the United States. Today's hearing will show that Amer-
icans are not immune to the growing threat posed by the proliferation of chemical,
biological and nuclear weapons. The time has come for us to confront this issue and
to determine a course of action to respond to this rising specter of danger.

The ratification of the Chemical Weapons Convention would be the first step to
ensure that future generations of Americans are safeguarded from the horrors of
chemical weapons. It can also serve as a model for other arms control and verifica-
tion treaties.

Senator Stevens, I am pleased to be here today, and I commend Senator Nunn
and Senator Roth for their leadership in this area. I look forward to learning more
about the threat from weapons of mass destruction to our country and the world.



Senator STEVENS. On March 20 of this year, the world was
stunned by the sarin gas attack in the Tokyo subway station that
killed 12 people and injured over 5,000. 1 think there is no question
that these weapons are menacing because countries or individuals
seeking mass destruction capability find them relatively cheap to
produce and do not demand the elaborate technical infrastructure
needed to make nuclear weapons.

These hearings raise very timely and important questions, both
for the world community and for our Nation. We have seen all too
clearly that we are not immune from terrorist acts. This investiga-
tion has been conducted by the Subcommittee's minority staff, and
I commend the Subcommittee's ranking minority member, Senator
Nunn, and his staff for the outstanding work they have done on
this important investigation.

Senator Lugar, I am please very much to have you here. While
not a Member of this Subcommittee, we also commend you for the
fine work you have done in this area. You have a long-standing
commitment to this important issue, and I appreciate the attend-
ance of the witnesses who have agreed to come before the Sub-
committee. Let me yield now to Senator Nunn.

OPENING STATEMENT OF SENATOR NUNN
Senator NUNN. Thank you very much, Chairman Stevens.
Today we begin a series of hearings to examine the global pro-

liferation of weapons of mass destruction. As we stand at the
threshold of the 21st century, there is perhaps no greater threat to
this Nation and, indeed, to the world's national security than the
illicit spread of these awesome and awful devices.

The end of the Cold War and the collapse of Soviet Communism
eliminated what many considered to be the gravest threat to our
world stability and security, that is, the threat of an all-out con-
frontation and even war between the two superpowers. We have
moved from an era of high risk but also high stability to a climate
of much lower risk but also much less stability. In many ways, the
world is a far more unstable place today than it was a decade ago.
Ethnic, religious, racial, and political conflicts have led to an in-
creasing level of violence and terrorism around the globe. It seems
no place is immune today-not the marketplaces of Sarajevo, not
the buses of Tel Aviv, not the subways of Paris, not the office build-
ings of New York or Oklahoma City. Zealotry in the name of a
cause has created individuals and groups who are increasingly will-
ing to do the unthinkable. Unfortunately, the ability to obtain
weapons of mass destruction and carry out the unthinkable is in-
creasingly coming within their grasp.

While the fall of the Soviet Union has certainly diminished the
risk of a major war between the United States and a would-be
challenger, it has also created new risks which could have a very
severe impact on the United States. Never before has an empire
collapsed leaving some 30,000 nuclear weapons, hundreds of tons
of fissile material, at least 40,000 tons of chemical weapons, ad-
vanced biological weapons, huge stores of sophisticated conven-
tional weapons, and literally thousands of scientists with the
knowledge to make all of these very sophisticated weapons. As the
remnants of that empire struggle to achieve democratic reforms



and build a free-market economy, the challenge facing the Rus-
sians, and the entire world, is to ensure that the former Soviet °

Union does not become a vast supermarket for the most deadly in-
struments known to man. Unfortunately, there are already many
prospective customers.

At the same time, the inexorable advance of science and commu-
nications has made the technology of these instruments available
to an ever-widening'audience. The ingredients for sarin and other
chemical weapons are easily accessible today over the Internet, as
is information about biological weapons and even instructions as to
how to make a nuclear device. The scenario of a terrorist group ei-
ther obtaining or manufacturing and using a weapon of mass de-
struction is no longer the stuff of science fiction or even adventure
movies. It is a reality which has come to pass and one which, if we
do not take appropriate measures, will increasingly threaten us in
the future.

Indeed, it is just that reality which has led to today's hearing.
In an event that was little noticed at the time outside of Japan, 7
people died and over 500 were treated at hospitals when a mysteri-
ous vapor seeped into the open windows of an apartment complex
in the city of Matsumoto on June 27, 1994. While some experts ul-
timately concluded that the vapor was the deadly nerve gas sarin,
no group ever claimed credit for the incident and no arrests were
made. As a result, the world paid little attention to the Matsumoto
City incident.

The world was forced to pay attention, however, on the morning
of March 20, 1995. On that day, at the height of the morning rush
hour, several members of a religious cult which preached Armaged-
don between the United States and Japan unleashed a sarin gas
attack on the innocent civilian riders of the Tokyo subway system.
The attack specifically targeted a central station in the heart of the
city which served the major government agencies of the Japanese
Government.

Twelve persons were killed and over 5,000 were injured. If the
cult had crafted a more efficient delivery system prior to their at-
tack, the death toll could have easily soared into the tens of thou-
sands. Nevertheless, the relatively low death toll from this attack
is a credit to the excellent work of the Japanese emergency re-
sponse and health authorities. As a result of the investigation
which followed the Tokyo attack, Japanese authorities were able to
develop evidence that this cult had also carried out the earlier at-
tack which I alluded to in Matsumoto City.

The cult, known as the Aum Shinrikyo, thus gained the distinc-
tion of becoming the first group, other than a nation during war-
time, to use chemical weapons on a major scale. I believe this at-
tack signals the world has entered into a new era. Because of these
concerns, . I directed the Subcommittee minority staff to examine
the activities of the Aum and to report back to the Subcommittee
and to the Senate on the lessons to be learned from this group.
Their report is deeply disturbing.

For example, this was a group which, in furtherance of its reli-
gious and political goals, sought to acquire and planned to use
some of the deadliest weapons known to man.



The Aum had built its own chemical manufacturing plant in
which it produced such chemical agents as sarin and VX gas. They
had also built a plant to develop biological weapons and may have
developed such agents as botulin toxin and anthrax.

With over $1 billion in assets, money was no object for this
group. They were willing to spend hundreds of thousands of dollars
at a time on pieces of equipment to aid in their weaponization pro-
gram. They were even willing to consider the cost of buying a nu-
clear weapon.

The Aum's reach stretched literally around the world as they
sought to fulfill the prophecies of their leader. The Aum had made
extensive contacts in Russia in an effort to obtain military training,
equipment, and weapons, including laser weapons and even nu-
clear weapons. They had traveled to Australia to mine uranium
and to carry out tests with chemical agents. They even had mem-
bers working here in the United States attempting to obtain ad-
vanced technology and equipment to help them carry out weapons
production.

As we will hear today, the Aum's office in the United States was
accessing and attempting to purchase sophisticated computer pro-
grams and equipment with potential military applications.

Despite all this activity, and despite the fact that the group's
doomsday philosophy was primarily against the United States, the
Aum was virtually unknown to U.S. intelligence or law enforce-
ment prior to the March 20 subway attack. In an age when we
have witnessed two major terrorist attacks on targets in the United
States, anything other than constant vigilance in this area could
have catastrophic consequences. Yet preventing groups such as the
Aum from arising in the future and obtaining similar destructive
capabilities is an extremely complex problem. It is not one that will
be solved in 1 or 2 years. It is not one that will yield to simple solu-
tions. It is a problem which will have to be fought on many fronts:

We must develop a real awareness of the proliferation threat
among the public and, in particular, among the business and sci-
entific communities which are the source of much of the precursor
technology and materials which are vital to these groups.

We must also beef up our human intelligence, and that means
we must develop better coordination between intelligence and law
enforcement, not only in this country but also around the world.

We must develop a global strategy, one which includes the coun-
tries of the former Soviet Union and, in particular, Russia to im-
prove our capabilities worldwide to track and trace nuclear, chemi-
cal, and biological material. This means we must concentrate on re-
search and development efforts to greatly improve our capabilities
to detail, trace, and track weapons of mass destruction.

We must enhance export control regimes worldwide and develop
better technologies for better border control.

We must also make maximum use of arms control agreements
such as START II and of international treaties and conventions
such as the Non-Proliferation Treaty, the Biological Weapons Con-
vention, and the Chemical Weapons Convention. And that gets
right here at home in the Senate.

We must have a global coordinated effort against international
organized crime and terrorism.



We must intensify our cooperative efforts with the countries of
the former Soviet Union to help them destroy their excess weapons
and materials, improve their accounting and storage for those they
do maintain, and constructive economic alternatives for their sci-
entists who will otherwise inevitably be tempted to sell their
knowledge to Libya, North Korea, or groups around the world such
as the Aum.

On this last point, we will hear tomorrow from a number of ex-
perts who will discuss the controls on chemical and biological weap-
ons in the former Soviet Union, including a form.: ." Soviet chemical
weapons scientist who will express his concerns on this issue.

It is my hope that the Subcommittee's hearings today and tomor-
row, Mr. Chairman, will help to focus attention on these issues.
The activities of the Aum should serve as a warning to us all. This
is a lesson we will ignore at our own peril.

Before I conclude, I would like to thank the Government of
Japan for the assistance they have provided to the Subcommittee
in connection with this investigation. On relatively short notice
they arranged for the Subcommittee staff to travel to Tokyo and
provided them with a series of highly informative briefings from a
number of key agencies and ministries. They have been candid and
forthcoming in their discussions with our Subcommittee, and they
have been very gracious in responding to the Subcommittee's re-
quests. The United States and Japan have forged a valuable part-
nership over the years, and the cooperation the Japanese Govern-
ment has exhibited in this matter proves the worth of that partner-
ship again.

I would like to note the assistance of the Australian Government
in this matter as well. They, too, have been gracious in providing
the Subcommittee with important information and documents
which were an invaluable aid to this investigation. I would also ac-
knowledge the assistance of Russian authorities in this matter.

I would also, Mr. Chairman, thank you and thank Senator Roth
and the entire majority staff for their cooperation and support in
connection with this hearing. Last, but certainly not least, I would
like to join you, Mr. Chairman, in welcoming our good friend, Sen-
ator Dick Lugar, who has worked diligently on these issues with
me and with others over the years, and certainly he is an expert
in this area and has taken the lead on many of these areas legisla-
tively. Senator Lugar, we are delighted to have you.

Senator Cohen, it is good to be with you, as usual, in your dili-
gent work on this Subcommittee, so I look forward, Mr. Chairman,
to hearing from the staff and from our witnesses this morning.

Senator STEVENS. Senator Cohen, do you have an opening state-
ment?

OPENING STATEMENT OF SENATOR COHEN
Senator COHEN. I do, Mr. Chairman. I will try and make it as

brief as possible.
For years, the threat of terrorists acquiring and using nuclear,

.biological, chemical or other weapons of mass destruction has been
the realm of fiction, speculated upon by authors ranging from
Larry Collins to Stephen King (as well as a less well-known author
from Bangor, Maine).



In March, however, the world was shocked by the news that a
hitherto unknown religious cult in Japan had unleashed a nerve
gas attack in the Tokyo subway system. As one of our witnesses
will tell us this morning, we would not have been shocked had we
been paying attention, for this same cult had staged an even more
sophisticated-although, fortunately, less deadly-nerve gas attack
last year in Japan.

What really is shocking is that this cult had established a global
network of individuals engaged in the acquisition of advanced tech-
nology, the acquisition of weapons, the testing of weapons, the rais-
ing of funds, and possibly the planning of attacks outside Japan-
this and the fact that this network operated beneath the gaze of
the U.S. intelligence and under the nose of Japanese law enforce-
ment.

With the leader of the Aum now in the dock in Tokyo, some
might be inclined to view the case as a bizarre bit of history or at
most, as one Japanese publication put it: Japan's answer to the
O.J. trial. But the past is prelude, and having ignored the implica-
tions of the 1994 gas attack in Japan, we will have only ourselves
to blame if we are caught off guard next time.

Countries that we know to be sponsors of international terrorism,
such as Iraq, Iran, Libya, and Syria, have devoted considerable re-
sources to developing and producing biological and chemical weap-
ons. It does not require much imagination to envision that those
who hire terrorists to blow up jumbo jets might also enlist them
to poison our population.

And, as the Aum case demonstrates, even small but dedicated
groups can develop the means to unleash death on an unsuspecting
society. As the witnesses today will testify, the Aum not only devel-
oped the ability to produce and deliver chemical weapons, it also
had begun taking steps to develop biological weapons and had nu-
clear ambitions, as well.

Our witnesses will also testify to the fact that there are no easy
solutions. The very nature of our free and open society makes us
America, the vulnerable.

To cite one example, the Senate's consideration of the Anti-Ter-
rorism Bill last spring highlighted the delicate balance that must
be struck in a free society between protecting our civil liberties and
protecting our citizens lives. While some point to the Branch
Davidian case as an example of excessive use of force by the state,
our witnesses today will testify that the Aum case demonstrates
excessiveness at the other end of the spectrum. The unfettered
freedom given religious groups by the Japanese Government appar-
ently contributed directly to thousands of innocent casualties that
resulted from the Aum's nerve gas attacks last year and this
spring.

While the Japanese and American legal and social contexts are
very different, the Aum case holds lessons for us as we continue
the always ongoing quest for how best to "insure the domestic tran-
quillity" and "secure the blessings of liberty."

One lesson is that if prevention fails, then proper preparation
can minimize the consequences of an attack. I believe that during
the coming 2 days of hearings, one message we will hear repeatedly
is that the United States can be much better prepared than we cur-



rently are and that much of what needs to be done involves not bil-
lions for new technology but better coordination among Federal
agencies and between Federal and local officials.

During consideration of the Anti-Terrorism Bill, the Senate
adopted an amendment drafted by Senator Nunn and others re-
garding use of the Armed Forces to respond to chemical weapons
and biological weapons attacks.

Attached to it was an amendment I drafted requiring the Execu-
tive Branch to improve the coordination among the many Federal
agencies that have a role in countering the chemical weapons and
biological weapons threat. It also required improvements in civilian
agencies' capabilities so that they do not become totally and perma-
nently reliant on the military.

The military has a contribution to make in addressing these
threats, but it should play a supporting role and not the leading
role in domestic law enforcement activities.

I hope the coming 2 days will give us an opportunity to explore
these and other issues related to this critical issue.

Senator Nunn, I commend you for launching, back when you
were chairman, these investigations into the threat posed by weap-
ons of mass destruction. I look forward to working with you and
other Members of the Senate to define measures to better protect
the American people from this threat, based in part on the testi-
mony we will receive today and tomorrow.

Senator STEVENS. Senator Glenn?

OPENING STATEMENT OF SENATOR GLENN

Senator GLENN. Thank you. Just briefly, Mr. Chairman, I, too,
want to compliment you and all those who have been involved with
having this hearing. Over 6 years ago, the Senate Committee on
Governmental Affairs and the Permanent Subcommittee on Inves-
tigations (PSI), jointly held a series of hearings that were called
"Global Spread of Chemical and Biological Weapons." Out of that
came a 746-page print that I believe still remains one of the best
available references for those who are interested in doing back-
ground work in this area, one of the best reference works that we
have in leading up to the current consideration of these areas.

I think this is much more likely to be a problem for us and other
nations around the world by far than ICBM concerns, because this
is so much easier to do.

In those hearings, just to demonstrate this very briefly, back in
those days when we had the other hearings we had the testimony
of David Goldberg who was a chemical weapons analyst, Depart-
ment of the Army, and I asked him at that hearing about how com-
mon the knowledge was about how to produce these things. And he
said you can go to any first-year organic chemistry book and at
least get the basic chemistry for the production of some of these
agents. It is very easy. And Judge Webster, who was the head of
CIA at that time, I asked him about what size area would be need-
ed to set up a plant to produce this, and I asked him compared
with this room or a factory or a warehouse and whatever, and
Judge Webster's testimony was, when he referred to this room, he
said this is large enough to produce a small factory, and that is



probably about as far as I should go in being specific about it. But
the process is not that involved. That was Judge Webster.

So you could set up a factory, a small factory, in a place the size
of this room. So it is no wonder we have trouble keeping up with
where these things are all over the world, so I think it is one of
our toughest problems. I am glad to see us following through on
this, and I think we need a lot more attention on this thing.

I don't know that we can solve this problem. It is so easy to
transport this stuff. It is not like ICBMs. You can take this stuff
and go through detectors at airports and all sorts of things. And
yet biological weapons are as vulnerable-I mean, they are as de-
structive as nuclear weapons except they just take a little bit more
time as they produce their toxins and so on. It takes a little more
time, but with a small cache of these things, you can kill as many
people as a nuclear weapon would kill in just a few seconds. So it
is one of our biggest problems.

I think our first thing to do is to get the chemical weapons con-
vention taken care of. I would like to see that get approved. At
least that puts the stamp of disapproval of most of the industri-
alized world on these things so we then can work forward from
that. Thank you, Mr. Chairman.

Senator STEVENS. Senator Lugar, do you have a comment this
morning?

OPENING STATEMENT OF SENATOR LUGAR
Senator LUGAR. Yes, I do, Mr. Chairman. I thank you for your

welcome, and Senator Roth and Senator Nunn for their invitation
to join the Committee and to work jointly with the European Af-
fairs Subcommittee of the Foreign Relations Committee on these
problems.

Conventional wisdom holds that, of many extraordinary changes
in the world since the fall of the Berlin Wall, the one that is likely
to have the most profound consequences for American national se-
curity involves the expiration of Communism, and, with it, the ex-
pansion of the Soviet adversary. However, assessed in terms of di-
rect consequences for American security, the disappearance of So-
viet Communism is rivaled and perhaps exceeded, in my view, by
the collapse of the totalitarian command and control society, espe-
cially the command and control of the superpower arsenal of weap-
ons of mass destruction and weapons-usable materials.

As a consequence of the collapse of this command and control so-
ciety, the vast potential supermarket of nuclear, chemical, and bio-
logical weapons and weapons-usable materials is becoming increas-
ingly accessible. Absent a determined program of action that is as
focused, serious, and vigorous as America's Cold War strategy, it
is my view that Americans have every reason to anticipate acts of
nuclear, chemical, or biological terrorism against American targets
before this decade is out.

The single most important truth about the security environment
in which we now live is that Russia is convulsed by a genuine on-
going revolutionary transformation of the state, the economy, the
military, and the society. But unlike prior revolutions, history has
chosen to store in the midst of this current Russian revolution a



superpower arsenal of nuclear, chemical, and biological weapons
and materials.

For seven decades, the bad news was that a totalitarian Com-
munist government imprisoned its entire society. But one of the
few benign results of that totalitarian system was unquestioned
control of dangerous weapons-usable materials, including weapons
of mass destruction. With the disappearance of the Soviet Union
and the death of Communism, powerful forces are now tearing
apart the fabric of command and control in that economy, govern-
ment, and state. Among these forces, the most powerful is the
deepest yearning for individual freedom which, under conditions of
disintegrating authority, is often indistinguishable from license and
anarchy which help to breed conditions of lawlessness in which
nothing can be secure from loss, theft, or sale.

The human beings and systems designed by a totalitarian state
to manage the Soviet Union's arsenal of weapons of mass destruc-
tion are not unaffected by these developments. Over the past 3 or
4 years, trickles of weapons-usable materials have begun showing
up in the West. The current trickle forewarns of an impending flow
of nuclear, chemical, and biological weapons materials and perhaps
even of weapons themselves.

With the loosening of controls over the safety and security of
weapons-grade material that has accompanied this disintegration
of the Soviet Union, the question arises: Has the likelihood of a
weapon of mass destruction exploding in U.S. territory gone up or
down? It is my view the risk has increased.

While the probability of large-scale nuclear, chemical, or biologi-
cal exchange has mercifully decreased, the probability that one,
two, or a dozen weapons of mass destruction detonating in Russia,
or Europe, or the Middle East, or even the United States, has in-
creased. Because this threat comes in a form so unfamiliar, indeed
so radically different from prior experience, and because the instru-
ments and policy to address it are so unlike the "business" that the
White House and the national security establishment have pursued
for decades, the American political leadership, the Congress, and
the American people have great difficulty awakening to this fact.

These are precisely the kinds of challenges that my colleague,
Sam Nunn, has been willing to address during his tenure in the
Senate, and I have been pleased to join with him in tackling such
issues during the past few years.

On August 22 and 23, Senator Nunn and I initiated this series
of hearings. Those initial hearings were held under the auspices of
the European Subcommittee of the Foreign Relations Committee.
We called the hearings to sound a wake-up call about this most di-
rect threat to U.S. national security interests to date and for the
foreseeable future. The defining danger of proliferation of weapons
of mass destruction is not so much Iran's purchase of civilian nu-
clear reactors from Russia that may assist Iranian nuclear ambi-
tions a decade hence. Rather, it is the threat today and tomorrow
that Iran and other aspiring proliferants will purchase weapons of
mass destruction or weapons-usable material from some fragment
of the Russian custodial system.

The second purpose of those hearings was to begin to define in
some detail the shape of this new and barely recognizable threat.



American policy has long recognized the risk posed by additional
states acquiring weapons of mass destruction, but traditional non-
proliferation is not the leading edge of the problem. Nor is the
main problem one of accelerating "denuclearization" and reduction
of chemical and biological weapons by the dismantling of ready
weapons, although this is vitually important. Rather, today the de-
fining danger is that of the loss of control of tens or hundreds of
pounds of weapons-usable materials, such as uranium, plutonium,
and sarin, or, indeed, of numbers of actual weapons themselves.

Although we were treated during the August hearings to some
graphic descriptions of lax security at Russian nuclear facilities,
the security at Russian nuclear facilities is considered generally
better than the security at Russian chemical weapons storage sites.
Indeed, many Russian scientists believe that Russia's chemical ar-
senal presents a far more exposed and appealing target for poten-
tial thieves and terrorists than the nuclear sites.

The third purpose of the initial hearings was to begin to outline
a strategy and an agenda for action that would galvanize the Presi-
dent and the American people to adopt policy priorities and the
requisite resources commensurate with the vital national interests
the U.S. has in the fate of the former Soviet arsenal. To date, the
United States response to this threat has not even begun to ap-
proximate the U.S. stakes in the matter.

Although there are a vast number of small U.S. programs which
Senator Nunn and I have sponsored, and which the Senators here
today have supported, that are designed to deal with many dif-
ferent weapons issues in the former Soviet Union, these programs
cumulatively address only at the margins the need to reduce the
near-term leakage threat of materials and weapons. A new level of
commitment, effort, and resources is required if the United States,
is to guard itself against this new threat.

Difficult as it is, identifying a new challenge is the easier part
of the problem. Summoning the political leadership, the political
will and resources, and the support of the American people is hard-
er still. Despite the threat of loose weapons of mass destruction
and weapons-usable materials, will the political leadership of the
country, including the Congress, step up to the plate? Do any new
initiatives, however vital to the national interests of the United
States, have much prospect of getting a serious hearing in the cli-
mate of massive deficits, deep budget cuts, and shrinking leader-
ship and imagination?

Why is the Senate not debating the chemical weapons convention
now, negotiated by the Bush administration, submitted by the Clin-
ton administration, to determine how this multilateral vehicle can
assist the United States in meeting the kind of threat and terror
visited on Tokyo's subway system?

Or will this new threat be given the priority it deserves only on
the morning after the first act of nuclear, chemical, or biological
terrorism takes place on American soil? What will we wish we had
done? What will the administration do then? What will the Con-
gress and the American people demand then?

These hearings today and tomorrow are designed to force us to
pause, reflect, prioritize, and summon political leadership and the
support of the American people to address this new security threat



to our country. I am pleased to have an opportunity once again to
work with my colleague, Sam Nunn, and his colleagues on this
Subcommittee, and I commend them and the Permanent Investiga-
tions Subcommittee for continuing this probe into a new and
present danger to the United States.

I thank you, Mr. Chairman.
[The media release from Senator Lugar follows:]

PREPARED STATEMENT OF SENATOR LUGAR

LUGAR WARNS OF PROLIFERATION OF WEAPONS OF MASS DESTRUCTION

SENATOR CALLS WEAPONS PROLIFERATION "GREATEST TiIREAT TO OUR NATIONAL
SECURITY"

WASHINGTON-U.S. Sen. Richard Lugar today issued the following statement
at hearings of the Senate Permanent Subcommittee on Investigations on "Global
Proliferation of Weapons of Mass Destruction:"

"Conventional wisdom holds that of the many extraordinary changes in the world
since the fall of the Berlin Wall, the one that is likely to have the most profound
consequences for American national security involves the expiration of Communism
and, with it, the expansionist Soviet adversary that served as the fixed point for
U.S. security policy.

"However, assessed in terms of direct consequences for American national security,
the disappearance of Soviet communism is rivaled and perhaps exceeded, in my view,
by the collapse of the Soviet totalitarian command and control society, especially the
command and control of the superpower arsenal of weapons of mass destruction and
weapons-usable materials. As a consequence of the collapse of this command and
control society, a vast potential supermarket of nuclear, chemical, and biological
weapons and weapons-usable materials is becoming increasingly accessible.

"Absent a determined program of action that is as focused, serious, and vigorous
as America's Cold War strategy, it is my view that Americans have every reason to
anticipate acts of nuclear, chemical, or biological terrorism against American targets
before this decade is out.

"The single most important truth about the security environment in which we
now live is that Russia is convulsed by a genuine, ongoing revolutionary trans-
formation of the state, the economy, the military and the society. But unlike prior
revolutions, history has chosen to store in the midst of this current Russian revolu-
tion a superpower arsenal of nuclear, chemical, and biological weapons and mate-
rials.

"For seven decades, the bad news was that a totalitarian Communist government
imprisoned its entire society. But one of the few benign results of that totalitarian
system was unquestioned control of dangerous weapons-usable materials, including
weapons of mass destruction. With the disappearance of the Soviet Union and the
death of communism, powerful forces are now tearing apart the fabric of command
and control in the economy, the government, and the state. Among these forces, the
most powerful is the deepest yearning for individual freedom which, under condi-
tions of disintegrating authority, is often indistinguishable from license and anarchy
which helps to breed conditions of lawlessness in vWhich nothing can be secure from
loss, theft, or sale.

"The human beings and systems designed by a totalitarian state to manage the
Soviet Union's arsenals of weapons of mass destruction are not unaffected by these
developments. Over the past three or four years, trickles of weapons-usable materials
have begun showing up in the West. The current trickle forewarns of an impending
flow of nuclear, chemical, and biological-weapons materials and perhaps even of
weapons themselves.

"With the loosening of controls over the safety and security of weapons-grade ma-
terials that has accompanied the disintegration of the Soviet Union, the question
arises: Has the likelihood of a weapon of mass destruction exploding on U.S. territory
gone up or down? It is my view that such a risk has increased. While the probability
of a large-scale nuclear, chemical, or biological exchange has mercifully decreased,
the probability that one, or two, or a dozen weapons of mass destruction detonating
in Russia, or Europe, or the Middle East, or even the United States has increased.

"However, because this new threat comes in a form so unfamiliar, indeed so radi-
cally different from prior experience, and because the instruments and policies to
address it are so unlike the 'business' that our White House and national security



establishments have pursued for decades, the American political leadership, the
Congress and the American people have great difficulty in awakening to this fact.
But these are precisely the kinds of challenges that my colleague, Sam Nunn, has
been willing to address during his tenure in the Senate, and I have been pleased
to join with him in tackling such issues over the past few years.

"On August 22 and 23, Senator Nunn and I initiated this series of hearings. Those
initial hearings were held under the auspices of the European Subcommittee of the
Foreign Relations Committee. We called those hearings to sound a wake-up call
about this most direct threat to U.S. interests today and for the foreseeable future.
The defining danger of proliferation of weapons of mass destruction is not so much
Iran's purchase of civilian nuclear reactors from Russia that may assist Iranian nu-
clear ambitions a decade hence. Rather, it is the threat today and tomorrow that
Iran and other aspiring proliferants will purchase weapons of mass destruction or
weapons-usable materials from some fragment of the Russian custodial system.

"The second purpose of those hearings was to begin to define in some detail the
shape of this new and barely recognizable threat. American policy has long recog-
nized the risks posed by additional states acquiring weapons of mass destruction,
but traditional non-proliferation is not the leading edge of this problem. Nor is the
main problem one of accelerating 'denuclearization' and reducing the threat of chem-
ical and biological weapons by dismantling thousands of ready weapons, although
this is vitally important. Rather today, the defining danger of weapons of mass de-
structior; is that of the.loss of control of tens, or hundreds of pounds of weapons-
usable materials such as uranium, plutonium, and sarin, or indeed, of numbers of
actual weapons themselves. Although we were treated during the August hearings
to some graphic descriptions of lax security at Russian nuclear facilities, security
at nuclear facilities is considered generally better than the security at Russian
chemical weapons storage sites. Indeed, many Russian scientists believe that Rus-
sia's chemical arsenal presents a far more exposed and appealing target for poten-
tial thieves or attackers than the nuclear sites.

"The third purpose of those initial hearings was to begin to outline a strategy and
agenda for action that will galvanize the President and the American people to
adopt the policy priorities and the requisite resources commensurate with the vital
national interests the U.S. has in the fate of the former Soviet arsenal. To date, the
U.S.'s response to this new threat of nuclear, chemical and biological leakage has not
even begun to approximate U.S. stakes in the matter. Although there are a vast num-
ber of small U.S. programs that Senator Nunn and I have sponsored that are de-
signed to deal with many different weapons issues in the former Soviet Union, these
programs cumulatively address only at the margins the need to reduce the near-
term leakage threat of materials and weapons of mass destruction to the United
States. A new level of commitment, effort, and resources is required if the United
States is to guard itself against this new threat.

"Difficult as it is, identifying a new challenge is the easier part of the problem.
Summoning the political leadership, the political will and resources, and the support
of the American people to act is harder still. Despite the threat of loose weapons of
mass destruction and weapons-usable materials, will the political leadership of this
country, including this Congress, step up to the plate? Do any new initiatives, how-
ever vital to the national interests of the United States, have much prospect of get-
ting a serious hearing in the climate of massive deficits, deep budget cuts, and
shrinking leadership and imagination? Why is the Senate not debating the Chemical
Weapons Convention-negotiated by the Bush Administration and submitted by the
Clinton Administration-to determine how this multilateral vehicle can assist the
U.S. in meeting the kind of threat and terror visited on Tokyo's subway system?

"Or will this new threat be given the priority it deserves only on the morning after
the first act of nuclear, chemical, or biological terrorism takes place on American
soil? What will we wish we had done? What will the Administration do then? What
will the Congress and the American people demand then?

"These hearings today and tomorrow are designed to force us to pause, reflect,
prioritize, and to summon political leadership and the support of the American peo-
ple now to address this new security threat to our country.

"I am so pleased to have the opportunity once again to work with my friend and
partner, Sam Nunn, and to commend him and the Permanent Investigations Sub-
committee for continuing to probe into this new and present danger to the United
States."

Senator STEVENS. I am the new Chairman here, and under the
circumstances that this investigation has been conducted primarily
by the minority staff under the direction of Senator Nunn, I believe



it is only proper that he should Chair these hearings. So I turn the
Chair over to him.

Senator NUNN [presiding]. Mr. Chairman, thank you very much.
We, as you know, swear in all the witnesses before our Subcommit-
tee, so I will ask both of our witnesses, John Sopko, who is the
Deputy Chief Counsel, and staff counsel, Alan Edelman-and I be-
lieve Rick Kennan is not going to testify, but our two witnesses,
John and Alan, will testify, so I would ask both of you to hold up
your right hand affd take the oath. Do you swear the testimony you
will give before the Subcommittee will be the truth, the whole
truth, and nothing but the truth, so help you God?

Mr. SOPKO. I do.
Mr. EDELMAN. I do.
Senator NUNN. Thank you. I would ask you to go ahead and pro-

ceed with your statements, and I understand, Rick, you are not
going to be testifying this morning. Right?

Mr. KENNAN. That is correct.
Senator NUNN. We thank you for your help. John?

TESTIMONY OF JOHN F. SOPKO, DEPUTY CHIEF COUNSEL TO
THE MINORITY, ACCOMPANIED BY ALAN EDELMAN, COUN-
SEL TO THE MINORITY, PERMANENT SUBCOMMITTEE ON IN-
VESTIGATIONS
Mr. SOPKO. Thank you. Mr. Chairman and Members of the Sub-

committee, as you noted, this week the Subcommittee begins the
first in a series of hearings concerning the global proliferation of
weapons of mass destruction by looking at the case study of the
Aum Shinrikyo's activities in Japan and elsewhere.

As noted by Senator Glenn, 6 years ago in 1989, this Subcommit-
tee, in conjunction with the Committee on Governmental Affairs,
held 4 days of hearings on the spread of chemical and biological
weapons. At those hearings, the specter of terrorist groups using
chemical or biological weapons was only hypothetical. As we all
know from recent events in the United States, the destructive in-
tentions of fanatical groups and individuals has become an actual-
ity in Oklahoma, New York City, and in Arizona. And, just 7
months ago, on March 20, we witnessed the first major use of
chemical weapons by terrorists with the sarin gas attack in the
Tokyo subway system.

Commentators throughout the world now agree that these events
are of major international significance. The proverbial genie has
been released from its bottle. In a quantum leap, terrorists respon-
sible for the American and Japanese events have planted ideas and
provided roadmaps for others to attack American domestic targets
as well as to use such weapons against innocent civilian popu-
lations worldwide.

In the course of the last 5 months, the minority staff conducted
hundreds of interviews of both government and private individuals.
The staff received both classified and unclassified briefings from al-
most every major U.S. law enforcement and intelligence agency as
well as many elements of our military and civilian agencies. The
staff was also briefed by numerous foreign agencies, including offi-
cials of the Japanese, German, Russian, Ukrainian, and Australian
governments. In addition, 2 months ago the staff traveled to Japan,



Russia, Ukraine, and Germany to obtain firsthand information con-
cerning the activities of the Aum cult.

The staffs investigation of the activities of the Aum Shinrikyo
found evidence to suggest that the Aura cult was a clear danger to
not only the Japanese Government but also to the security inter-
ests of the United States and that this danger, although lessened
significantly by recent actions of the Japanese authorities, is still
present.

Although the findings may initially sound farfetched and almost
science fictional, the actions of the Aum and the facts corroborated
from multiple sources by the staff create a terrifying picture of a
deadly mixture of the religious zealotry of groups such as the
Branch Davidians, the anti-government agenda of the U.S. militia
movements, and the technical know-how of a Dr. Strangelove.

The staff found, for instance, that: The cult was extremely large
with approximately 40,000 to 60,000 members; the cult was ex-
tremely wealthy with more than $1 billion in assets; the cult was
actively recruiting scientists and technical experts in Japan, Rus-
sia, and elsewhere; that the cult was planning and apparently had
the means to directly assault the leadership of the Government of
Japan; that the cult had produced chemical weapons, including
toxic agents such as sarin, VX, phosgene and sodium cyanide; that
the cult was also in the process of developing biological weapons,
including anthrax, botulism and "Q" fever; that the cult attempted
to assassinate the chief law enforcement officer for Japan as well
as the Governor of Tokyo; that the cult had successfully infiltrated
various levels of Japanese Government and industry, including ele-
ments of Japan's law enforcement and military community; that
the cult regularly used murder and kidnapping to silence its en-
emies in Japan; and that the cult acquired conventional arma-
ments and attempted to acquire weapons of mass destruction and
their technologies from the former Soviet Union.

The cult leadership was ruthless, cunning, and fully willing to
utilize any and all means, including the killing of hundreds of
thousands of innocent citizens, to carry out its avowed purpose of
plunging both the United States and Japan into a war of Armaged-
don. As noted in the opening statements of various Senators, the
cult, its activities, and intentions were not fully appreciated by U.S.
law enforcement and intelligence services until after the Tokyo gas-
sing incident on March 20, 1995.

In a large sense, the Aum incident is a remarkable yet frighten-
ing case study of the threat modern terrorism poses to all indus-
trial nations. It serves as a harsh wake-up call for the United
States which until recently was rather complacent about the threat
of terrorism.

Much is still not known about all of their interests and activities,
especially here in the United States and Russia. Most of the trials
in Japan have just started. To the staffs knowledge, none of the
defendants have been debriefed by U.S. officials. Despite this,
much can be learned from what the staff was able to uncover in
its short 5-month inquiry.

The following will be a brief summary of what we know about
the Aum and its activities around the world.



In August of 1989, the Tokyo Metropolitan Government granted
the Aum official religious corporation status, which was just taken
away, we believe, yesterday by the Japanese authorities. This law
provided the Aum various privileges including massive tax breaks
and de facto immunity from official oversight and prosecution. The
staff was repeatedly told, especially on its Japanese trip, that this
was a significant event in the development of the Aum's deadly ac-
tivities. Although the police could investigate a religious group for
criminal acts, the staff was told by Japanese cult experts and gov-
ernment officials that in practice this would be difficult if not im-
possible to do because of the law and the government's reluctance
to do such investigations.

With its registration as a legally recognized religion, the Aum's
activities and character dramatically changed. Its net worth grew
from less than 430 million yen, approximately $4.3 million, when
recognized in 1989 to more than 100 billion yen, or approximately
$1 billion, by the time of this year's Tokyo incident. Likewise, the
membership rose dramatically after legalization. From merely a
score of members in 1984, it grew by its own account to 10,000
members in 1992 and over 50,000 worldwide in 1995. From one of-
fice in Japan in 1984, it expanded to over 30 branches in over 6
countries. We have prepared a chart, which shows some of the
worldwide activities and locations of the Aum sect.1

The staff learned that starting in 1989 the cult also became more
aggressive and dangerous. With its dramatic growth, the staff
found evidence of increased complaints from parents and family
members of Aum recruits alleging kidnappings and other physical
assaults.

Another event that the staff learned was important in the chang-
ing character of the Aum cult concerned their brief foray into poli-
tics. The year after they became a registered religion, Asahara an-
nounced to his members that the Aum was to run a slate of can-
didates in the Japanese Diet in February of 1990. Asahara and 24
members of the inner circle ran for the parliament and all lost.

The 1990 election defeat was the final turning point for the direc-
tion the Aum would eventually take. After their defeat, the Aum
gave up all legal pretensions and turned away from normal inter-
action with the larger Japanese society. From then on, the rhetoric
of Armageddon and paranoia became incessant. Cult experts in
Japan told the staff that in hindsight it appears that from 1990 on-
ward, the die apparently was cast for a violent confrontation with
the people of Japan.

It was a core element of the Aum religion that salvation would
only come at the end of Armageddon to those who adopted the Aum
faith. The Aum foretold salvation for those Aum members who at-
tained a higher state through the teachings of Asahara, the Su-
preme Master. Asahara also preached salvation even to those mem-
bers who perished in the predicted Armageddon since they were as-
sured a special status in their reincarnated state.

In 1989, Asahara published a major religious treatise on Arma-
geddon called "The Destruction of the World." In it, Asahara appar-

I See Appendix F of Staff Statement.



ently described a worldwide calamity based upon a war between
Japan and the United States that would start sometime in 1997.

In 1993, Asahara again publicly reiterated his predictions of Ar-
mageddon. In a book entitled "Shivering Predictions by Shoko
Asahara," he stated that, "From now until the year 2000, a series
of violent phenomena filled with fear that are too difficult to de-
scribe will occur. Japan will turn into waste land as a result of a
nuclear weapons' attack. This will occur from 1996 through Janu-
ary 1998. An alliance centering on the United States will attack
Japan. In large cities in Japan, only one-tenth of the population
will be able to survive."

He later wrote that, "A Third World War will break out. I stake
my religious future on this prediction. I am sure it will occur."

Although most of Asahara's prophecies predicted this Armaged-
don in 1997 or 1998, documents recently seized by Japanese au-
thorities from Aum facilities indicate that sometime starting in
1994 the date for this cataclysmic event was moved up specifically
to November of 1995. The staff was told by Japanese Government
sources that they were concerned from their analysis of the cult
teachings that the Aum may have "decided to speed things up" by
instigating the predicted war between Japan and the United States
in November of 1995.

This November prediction is especially troubling as it coincides
with the planned visit of President Clinton and 17 other world
leaders who are scheduled to gather in Osaka, Japan, for the an-
nual Asia-Pacific Economic Cooperation meeting. It is scheduled
now for November 16-19. The staff has not discovered any credible
link between these two events. We have no credible evidence that
the Aum planned an attack directly at the APEC gathering. How-
ever, the timing of the two events raises some concern.

It is a vexing task to quantify the level of threat a group such
as the Aum presents to United States security. As this report indi-
cates, the Aum was highly dangerous and extensively erratic and
unpredictable, obtaining much of their direction from the "proph-
ecies" and ramblings of a charismatic madman. However, it is clear
that a core belief of the Aum was that the United States was their
enemy and that a war with the United States was a central compo-
nent of their prediction of Armageddon. Although no specific threat
against President Clinton has been documented, the staff has
learned that both the United States Secret Service and the Japa-
nese Government take such a threat seriously and have taken se-
curity precautions.

In the course of our inquiry, it also became clear that the Aum
included among the followers many highly trained graduates in the
sciences and technological fields from some of Japan's leading uni-
versities. They included members with degrees in fields such as
medicine, biochemistry, architecture, biology, and genetic engineer-
ing. A distinctive feature of this cult was that many were young in-
tellectuals in their 20's and 30's who had dropped out of Japanese
society.

Among some of Japan's best and brightest who joined the cult in-
cluded a former researcher of the Japanese National Space Devel-
opment Agency, an expert on chemical weapons who majored in or-
ganic physics at Tsukuba University, a researcher who studied ele-



mentary particles, a reporter with a major Japanese newspaper, a
physicist from Osaka University, a cardiac specialist, and an or-
ganic chemist, to name a few. In the longer version of the staff
statement, which is over 100 pages, we detail some of the members
and the actual description of their backgrounds.

Senator NUNN. Without objection, your entire statement will be
put in the record, and I understand it has been given out. Is that
correct, the complete statement?

Mr. SOPKO. That is my understanding, Senator.
The staff also confirmed that they recruited from the military,

the police, and certain key technological industries and faculties to
further their militarization and intelligence functions.

For example, the staff learned that the Aum had a strategy to
recruit officers of the Japanese Self Defense Force and to use them
as "combat troops" for the cult as well as to assist them in training
other Aum members and in providing intelligence on Japanese
Government activities.

The Aum obtained the list of hundreds of Japanese Defense
Force members and tried to recruit them. The list was recovered
during the arrest of an Aum follower. This strategy placed a high
priority on recruiting members of the First Airborne Brigade and
other highly trained divisions of the Japanese military. The staff
discovered evidence that to carry out this recruitment drive, the
Aum even wiretapped the house of the First Airborne Brigade's
commander to spy on his private life.

Some of these Japanese Defense Force recruits individually or in
cooperation with other Aum members: Assisted in the burglary of
the Metropolitan Police Department office to steal driver's license
data; assisted in the break-in of the Hiroshima factory of
Mitsubishi Heavy Industries in an attempt to steal technical docu-
ments on weapons such as tanks and artillery; assisted in a
firebombing attack on the Aum headquarters in Tokyo in an at-
tempt to inspire public sympathy for the Aum; and provided mili-
tary training to other Aum members.

These Japanese Defense Force members also passed secret infor-
mation to the Aum concerning the Metropolitan Police's planned
raid on the Aum facilities. This raid was supposed to occur on
March 20, 1995, but was postponed because of the Tokyo subway
gassing that occurred on that date. The staff learned that these of-
ficers alerted the Aum of the anticipated raid, and as a result the
Aum initiated their deadly subway assault to try to thwart that
raid.

Unlike other religions, the Aum was organized into ministries
and departments that attempted to mirror the Japanese Govern-
ment. The staff has prepared a chart, which will be made an ex-
hibit, that identifies all of the most important ministries. Some of
the members of the inner circle who were heads of these ministries
included Hideo Murai, the former Minister of Science and Tech-
nology. His was a key ministry which reportedly had over 300
members including a number of skilled scientists. Murai himself
was assassinated after the Tokyo event, apparently by Japanese or-
ganized crime figures.

We have also listed Kiyohide Hayakawa, age 45, who was the
Minister of Construction. He was one of Asahara's chief advisors



and considered the mastermind of the sect's growth and militariza-
tion. He supervised the operations in the United States, Russia,
and Australia, among other things.

Yoshihiro Inoue, age 25, the Intelligence Minister, was respon-
sible for gathering intelligence on government counter measures.
He was implicated in the major burglaries of the defense contrac-
tors as well as the infiltration of the Japanese Defense Forces. He
has also been implicated in the letter bomb attack on Tokyo Gov-
ernor Aoshima.

We have also listed Tomomitsu Niimi, 31, who is the Minister of
Home Affairs for the Aum. This ministry was responsible for main-
taining control and discipline over the membership. It was involved
in most of the kidnappings and torture of dissident and runaway
members.

Also listed is Ikuo Hayashi, 48, the Treatment Minister. He was
a key player in developing the sarin for the Tokyo attacks.

Also listed is Seiichi Endo, age 34, the Health and Welfare Min-
ister. Mr. Endo and his ministry were responsible for the chemical
and biological weapons research and development. Endo has appar-
ently confessed to his involvement in the sarin attacks and that
Asahara had closely directed his research and development.

As I previously mentioned, the Aum was very wealthy. Japanese
Government estimates place its assets at over 100 billion yen, or
approximately $1 billion. They also list 16 separate pieces of prop-
erty in 11 different prefectures belonging to the Aum. They also
note that the cult possessed a large amount of liquid assets includ-
ing a large helicopter, boats, gold bars, and cash.

The Aum amassed this fortune in a number of ways. Not only
did they require their followers to turn over all of their earthly pos-
sessions, they also came up with a number of ingenious and out-
landish money-making schemes from running noodle shops, operat-
ing a publishing house, and other legitimate businesses, all the
way to extortion and selling their spiritual leader's blood and bath
water.

We have before you, Senator, some of the various books that they
published, actually very high quality publishing. They also pub-
lished comic books, as well as other documents. Here are some
Asahara tee shirts that they sold even after the Tokyo gas attack.
It turned out that the successor to Asahara, who has been subse-
quently arrested, name Joyu, had become a teen idol to many
youngsters in Japan, even after the Tokyo event. So you could go
to their stores and buy this stuff, as well as cookies and other food
products.

We have also prepared a chart here (appendix B) which we have
sourced to the Japan Times, which is purportedly based upon docu-
ments that they had obtained listing some of the items that the
Aum would sell. They ranged from headgear designed to syn-
chronize one's brain waves to that of Asahara that would cost you
approximately $10,000 a month, to a 200-cc bottle of water from
Asahara's bath for $20. A significant amount was probably raised
from these activities, although the exact total is not known.

As we mentioned, the Aum was also actively engaged in the
preparation for both a conventional and unconventional attack
upon the Japanese Government and its people. Much evidence of



the Aum's militarization comes from former Aum members who
have confessed to Japanese authorities. These confessions have
been corroborated by weapons parts, equipment, and records seized
by Japanese police, including the notebooks of Construction Min-
ister Hayakawa and the computer files found at the sect's offices.

The Aum apparently had planned to illegally manufacture as
many as 1,000 AK-47's and cartridges before the police raids. The
staff learned that the Aum had been manufacturing parts for these
guns with the aid of computer-controlled machine tools at the
Aum's complex. t

It also appears that the Aum was interested in developing laser
weapons. The staff has learned from Japanese Government sources
that notations found in Hayakawa's handwritten notebook indicate
the cult was actively seeking information on the development of
such weapons.

The cult also attempted to steal technology from NEC's laser
beam laboratory in November of 1994. At the end of December
1994, Aum followers were arrested for burglarizing Mitsubishi
Heavy Industries Research Center in Hiroshima. They apparently
broke into that facility on a number of occasions in an effort to
steal documents and data on laser beam technology.

The Aum's cult was also aggressively involved in chemical and
biological weapons production. Although the extent of their success
is not fully known to this date, the staff found evidence that they
successfully produced nerve agents such as sarin, tabun, soman,
and VX, and biological agents such as botulism and anthrax, and
controlled substances such as LSD.

Just last week, on October 20, Japanese prosecutors revealed the
full extent of Asahara's plot to use deadly sarin gas. At the initial
arraignment against four cult members, the prosecutor publicly
charged that the four, under the direction of Asahara, planned to
produce 70 tons of sarin within 40 days of completion of the sarin
production facility at Satyam No. 7. The prosecutors added that 20
kilograms of one batch was used in the June 1994 Matsumoto at-
tack which killed 7 people.

It appears that starting in the spring of 1993, the Aum utilized
its own chemical company to start acquiring the chemical agents
and other materials necessary for full-scale production. Sarin re-
search and production was conducted under the direction of
Masami Tsuchiya, head of the cult's chemical team, and Seiichi
Endo, the cult's Health and Welfare Minister. Production occurred
at a facility in the Aum compound site in Kamikuishiki called
Satyam No. 7. We have blown up photographs, aerial photographs
taken of Satyam No. 7 and some of those buildings which we are
showing right now.1

Reports from Japanese officials indicate that the sarin production
facility was extremely sophisticated. It was almost all fabricated by
the Aum members themselves who utilized their other companies
as sources for material and technical expertise. According to pros-
ecution sources, the cult produced 30 kilograms of sarin from their
computerized chemical plant sometime in 1994 before an accident
caused them to shut down operations. It is believed that the sarin

1 See Exhibit No. 11.



for the June 27, 1994, Matsumoto incident was made at this facil-
ity before the accident.

We also have a chart showing the interior design of Satyam No.
7. We were told by almost every official we spoke to that it was
a highly sophisticated chemical plant. (See appendix G.)

These are photographs, Senator, purportedly taken by a news re-
porter who snuck into the Satyam plant prior to the police closing
it down, and he took a number of these photographs showing the
interior of the building. We were denied access to the facility, so
we could not corroborate whether these photographs accurately de-
pict that facility.'

As previously noted, the Aum also tried to develop other chemi-
cal weapons such as soman, tabun, and VX. The staff confirmed
from official documents that the Auma produced VX on at least four
separate occasions, although full-scale production never occurred.

The staff confirmed from official documents that Mr. Niimi and
others were involved in at least two VX attacks. They include the
attack on a Mr. Hamaguchi with VX on December 12, 1994, while
he was walking on an Osaka street. Hamaguchi died 10 days later
on December 22. And if I can emphasize that although sarin is ex-
tremely deadly, as the witnesses in the next panel will discuss, VX
is an even more deadly gas. And the fact that they were at least
developing small quantities of VX is very significant for an under-
standing about how technically skilled and capable this group was.

The police detected a by-product of VX in Mr. Hamaguchi's blood
serum confirming the presence of VX after his death. In another in-
cident, Niimi attacked a Mr. Nagaoka, the head of the "Association
of the Victims of Aum Shinrikyo" with VX gas in January of 1995.
He fortunately survived but was in a coma for several weeks per
a staff conversation we had with his son.

Ominously, there have been police reports cited in the Japanese
ress that sodium cyanide, linked to cult members, was found in
ate September 1995 in Japan. Police claim to have found as much

as 8.5 kilograms of sodium cyanide in the apparent hideout of an
Aum fugitive. The sources have said that this amount of sodium cy-
anide could kill approximately 70,000 people.

Materials seized at the Aum facilities and other evidence con-
firms that the Aum had embarked upon an, intense research and
development program for the production of biological weapons.
Judging from this evidence, Japanese authorities believe the Aum
succeeded in producing botulism toxin. The same Japanese authori-
ties are less certain but have serious concern that the Aum had
also produced anthrax bacillus. I will not describe both of those two
agents, but the next panel will go into great detail about the
lethality and medical consequences of both of those agents. Again,
it goes to the importance of this cult as a case study because of
their technical capabilities.

The staff has confirmed that Seiichi Endo, Health and Welfare
Minister for the cult, confessed that he had been working on devel-
oping biological weapons and was close to finalizing this effort be-
fore the Tokyo incident. He claims to have embarked upon this
work at the specific instructions of Asahara, the leader. Other Aum

ISee Exhibit No. llc.



followers have also confessed to their involvement in the biological
program.

Probably the most chilling of all the reports coming out of Japan,
Senators, were those that the Aum had actually attempted to use
bacteria warfare.

The staff has learned that a number of devices were found by the
police in Tokyo that authorities believe may have been intended to
disperse anthrax. Three attache cases were discovered on March
15, 1995, 5 days before the Tokyo gas attack. We do not have a
blown-up depiction of this chart, but this does appear as an appen-
dix to the staff statement, and it shows the device as well as the
containers. There were batteries in there and fans.

When the devices were found, none of the liquid was found. This
later becomes important, as Mr. Edelman will tell you, because the
Aum specifically was here in the United States purchasing large
quantities of camcorder batteries, large quantities of serum bottles,
and large quantities of small fans. We don't know specifically if
this was used for bacterial dispersal or for chemical dispersal. We
have had experts tell us it could have been utilized for either.
Again, the witnesses in the next panel will discuss in some detail
the significance of dispersal of either anthrax or chemical agents.

Mr. Chairman, in light of the length of this statement, I won't
go into more detail about many of the other crimes and criminal
activities committed by the cult. But, in the days following the sub-
way attack, I think public scrutiny was on just the sarin attack by
this cult. But, the staff has found upon closer scrutiny of the Aum's
activities that there is a common character-excuse me, a common
thread of criminality leading back to almost the date it was legally
chartered. It includes murder, attempted murder, kidnapping, and
burglaries. We have prepared a chart that shows their various
criminal activities in Japan that we were able to corroborate. A
more detailed description is found in the staff statement.

Senators, late in the evening of June 27, 1994, a substance later
identified as sarin seeped through the open windows of apartments
and houses in the Kaichi Heights neighborhood near the old heart
of the city of Matsumoto. Seven people eventually died and over
500 were injured and taken to hospitals. It was not until the police
arrests subsequent to the next year's Tokyo incident that
uncontrovertible evidence was developed linking the Aum to
Matsumoto. The staff has confirmed that Japanese police have con-
fessions from a number of Aum followers implicating the Aum in
this gas attack. The Science and Technology Minister for the Aum,
Hideo Murai, as well as his successor, Masami Tsuchiya, have been
implicated.

Tsuchiya, in a confession, has provided the police a motive for
this sarin gas attack. The sarin was released within 30 feet of the
dormitory where three judges were staying. These were three
judges who were hearing a court case involving the Aum. Tsuchiya
has told the police that he and his cohort proceeded to the parking
lot next to the judges' dormitory and sprayed sarin out of a nozzle
device attached to a truck specifically outfitted for that purpose. An
electric heater was used to heat the liquid into a gaseous state for
dispersal by an electrically powered fan. The gassing lasted for ap-



proximately 10 minutes, releasing a gas that was carried on a
southeasterly wind into the targeted residence.

Matsumoto proved to them, the cult, that they could effectively
deliver sarin. The police have recovered portions of the truck and
the special fittings used in the Matsumoto attack.

Apparently the truck and its device were taken apart soon after
the Matsumoto incident so it was not available to be used the fol-
lowing year in Tokyo. This would later have ramifications for the
citizens of Tokyo. When it came time for the Aum to strike again,
it has been surmised that they lacked their only tested delivery
system. Its absence may have played a major role in the Aum's
choice of the target and method of delivery, and that is the sub-
ways of Tokyo.

On the morning of March 20, 1995, the Aum attempted to mur-
der tens of thousands of innocent people in order to create unimagi-
nable disorder and chaos. Unlike the earlier Matsumoto incident in
which the Aum targeted a specific group of people, the Tokyo sub-
way attack involved the indiscriminate use of the chemical nerve
agent sarin on an enormous civilian population. Had the chemical
mixture and delivery system been slightly different, the resulting
tragedy would have been unprecedented, if not beyond comprehen-
sion.

The Aum's plan was to place approximately 11 small containers
of sarin on 5 trains running on 3 different lines of the Tokyo sub-
way system. That subway system has over 5 million riders daily.
The selected trains were scheduled to arrive at the central
Kasumigaseki station within 4 minutes of each other at the height
of morning rush hour, between 8:00 and 8:10 a.m. The containers,
which were made out of nylon polyethylene and wrapped in news-
paper, were placed on baggage racks or left on the floor and punc-
tured by Aum members to release their deadly cargoes of sarin.

As planned, most of the stricken trains converged at the height
of rush hour and disgorged their sick and frightened passengers.

We would like to show a still photo of some of the events on that
tragic day, but we also have prepared a brief 45-second clip from
a tape provided to us by the Australian federal police. This longer
version of the tape describes the activities of the Australian police
in Australia in investigating the Aum, and we ask that it may be
made an exhibit. But we have a smaller portion of that tape which
was used by the Australian police as a training tape.

The CHAIRMAN. Without objection, it will be made a part of the
record and appropriately numbered.1

Mr. SOPKO. Just to give a brief feel for what occurred that morn-
ing and after the incident, if we could play that please.

[Videotape played.]
Mr. SOPKO. This event, Senator, succeeded in killing 12 and in-

juring 5,000. Some have argued, Senator, that this shows it was
not a successful event since it only killed that number, although
Aum's plan was also to create massive terror on the streets of
Tokyo. Not only did it succeed in killing these people and injuring
these people, it succeeded, even to this day, in affecting the psyche

1 See Exhibit No. 16b.



of Japanese citizens as well as the psychology of people around the
world.

It succeeded in causing panic and chaos in the station and
throughout Tokyo as commuters and subway workers alike col-
lapsed in severe fits of coughing, choking, and vomiting. It was
only a fortunate mistake by the Aum in the preparation of the spe-
cial batch of sarin used that day and the inferior dissemination sys-
terq usel to deploy it that limited the number of casualties.

Senator, we have reviewed a number of reports describing men,
women, and children in panic, coughing uncontrollably, collapsing
in heaps. On one platform, over 30 passengers collapsed after being
overcome with fumes that were strong enough to be smelled one
floor above. Subway workers and other emergency workers who
first arrived on the scene quickly became victims themselves.

The Tokyo attack was first viewed as the long-prophesied attack
on the Government of Japan by the Aum. However, the Japanese
Government now believes that the gas attack was meant merely as
a diversionary feint in anticiration of a planned government raid.
The staff has learned that the police have evidence that the Aum
leadership planned the Tokyo attack after they discovered that the
police were going to raid their facilities in search for a kidnaped
notary public.

From March 23 through September 4, 1995_tlie police have con-
ducted over 500 raids on approximately 300 locations, arresting al-
most 400 Aum members and charging them in 240 separate cases.
Many of those charged have started to appear for trials, including
Asahara who was scheduled to start trial on Thursday, October 26.
He fired his attorney the day before the trial started.

Despite this aggressive response from the Japanese authorities,
criminal activities of the Aum did not come to an end with the
Tokyo incident or the arrests.

For example, on March 30, 1995, only 10 days after the sarin
subway attack, the Commissioner General of the National Police
Agency was shot and seriously wounded by an unknown assailant
who has now been linked to the Aum.

On April 19, 1995, in what appears to have been a copycat at-
tack, more than 500 people were sickened and taken to hospitals
complaining of stinging eyes, sore throats, nausea, and dizziness
after inhaling a mysterious gas released at different places around
the Yokohama station.

On April 23, 1995, 1 month after the subway incident, Murai, the
Aum's Science and Technology Minister, was stabbed to death.

On May 5, 1995, the Aum struck again by attacking Shinjuku
station, one of the busiest in Tokyo, with another chemical weapon.
In this case, the Aum used sodium cyanide placed in public rest-
rooms. This did not succeed, but chemical experts have estimated
the amount of gas that would have been released would have been
sufficient to kill between 10,000 to 20,000 people.

On May 16, the data that Asahara was arrested, the Aum sent
a letter bomb to the Governor of Metropolitan Tokyo which ex-
ploded in the hands of his secretary, blowing off the fingers of his
eft hand.

And as late as July 4, 1995, another gas attack was attempted
in Tokyo by the Aum, again involving hydrogen cyanide.
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The threat still remains that other devices may be employed in
the future, especially during some of the more important trials. The
staff has been advised that not all of the chemicals produced by the
Aum have been accounted for, nor have all the more fanatical
members been arrested. As an example, as late as September dur-
ing the staffs fact-finding trip, the entire city of Tokyo was fes-
tooned with wanted posters for some of the Aum members.

Until all of the fanatical members, their weapons of mass de-
struction, and their assets are accounted for, there is still some jus-
tification for the Japanese and the Americans to be concerned.

Mr. Edelman will now proceed and describe in detail the over-
seas operations of the Aum, including their activities here in the
United States.

Mr. EDELMAN. One reason why we in the United States should
be concerned about the Aum is because of the truly global nature
of this cult. In this section we will examine the Aum's activities in
7 different countries on 4 different continents, including Russia and
the United States.

Through a number of private and governmental sources, includ-
ing Aum documents, the staff has confirmed that the Aum began
its activities in Russia in 1991, and the organization there quickly
grew to become the Aum's largest organization in the world. The
first followers registered in Moscow in 1991, and in June 1992, the
Russian Ministry of Justice registered the cult as an official reli-
gious organization.

There have been many allegations in the Japanese and Russian
press about Aum activities in Russia. The staff attempted, but was
unable, to confirm many of these allegations while in Moscow in-
vestigating this issue. Moreover, the staff has learned that U.S.
Government officials themselves have been unable to confirm or
deny many of the allegations. We will therefore attempt to differen-
tiate between what we know and what the press reports.

Following the sarin gas attack on the Tokyo subway, two Russian
Duma committees began investigations on their own of the Aum-
the Committee on Religious Matters and the Committee on Secu-
rity Matters.

The Russian Duma has reported that the Aum had 11 branches
outside of Moscow and at least 7 inside Moscow. Some of the other
Aum headquarters in Russia were located in St. Petersburg,
Kazan, Perm, Vorkuta, Tyumen, Samara, Vladivostok, Elista, and
Vladikavkaz.

On the chart,' which is up right now, you can see the location
of many of the Aum's centers. Those are the cities marked in red.
We have also put on this map the location of many of Russian's
strategic facilities, particularly missile assembly plants, chemical
and biological production facilities. You will notice that many of the
Aum's centers were located near these important strategic facilities
of Russia-we believe that that was no accident.

According to Russian press reports, the Aum was very specific in
targeting its recruiting in Russia. The sect asked prospective mem-
bers to choose the subjects among 24 fields they wanted to pursue

I See Exhibit No. 42a.



in the future. Physics, chemistry, and biology were reportedly the
top three areas listed.

Based upon official Japanese documents and numerous press re-
ports and staff interviews, the staff has confirmed that in 1992 the
Aum bought radio time from one of the largest radio stations in
Russia, the state-run Mayak Radio. They obtained a 3-year con-
tract at a cost of $800,000 per year, according to a Russian press
report. The staff has confirmed that the Aum broadcast an hour-
long program on a daily basis over this station. These broadcasts
were also relayed via an Aum radio tower located in Vladivostok
which broadcast those reports to Japan every evening. Aum pro-
grams were also televised on Russia's 2x2 television station.

Even before the Tokyo sarin gas attack, the Aum had become
controversial in Russia. According to Russian press reports, at the
end of 1992 parents of cult members, led by a Russian Orthodox
priest who claims to have deprogrammed up to 50 Aum members,
initiated a civil lawsuit against the sect. On July 15, 1994, Russia's
Ministry of Justice annulled the registration of the Russian branch
of the Aum on technicalities having to do with their registration
procedure. A few weeks later, however, the organization was re-
registered by the Moscow Department of Justice as "Moscow's Auma
Religious Association."

Following the subway attack, the activities against the Aum in
Russia intensified. By mid-April of 1995, President Boris Yeltsin
publicly ordered Russia's Prosecutor General, the Federal Security

ervice, and the Commission for Religious Organizations in the
Russian Government to thoroughly investigate the Aum. In re-
sponse to this edict, Russian press reports indicate that the Rus-
sian court that had been hearing the parents' lawsuit banned all
of the Aum's activities in Russia. The court charged that the Aum
was harming Russia's young people and criticized Mayak Radio
and the Russian television station for allowing Aum propaganda on
its airwaves. The Aum was ordered to pay 20 billion rubles, the
equivalent of $4 million, to the defendants, and it lost its registra-
tion in Russia as an official religion. The group was also banned
from further television and radio broadcasting. Despite these ac-
tions, an Aum official in Moscow said, "Aum will not cease to exist
in Russia. We shall continue to exist in other forms, but we shall
prevail by all means."

The Russian press stated that July 1995, Russian authorities
began arresting Aum members. In early July, Russian authorities
detained the leader of the Tatarstan branch of the Aum. On July
21, 1995, Russian law enforcement officials arrested one of the
leaders of the Moscow branch of the sect, Outi Toshiyatsu, who is
a Japanese citizen. Russian authorities charged Toshiyatsu with
organizing groups that infringe on citizens' rights and with causing
material damage by cheating or breaching confidence. There has
been no trial yet of this individual in Russia.

It is clear that the Aum was interested in the technology and
weapons that are available in Russia. The major proponent of the
sect s expansion into Russia was the Aum's Construction Minister
Kiyohide Hayakawa. He was also the mastermind of the Aum's at-
tempts to arm itself, according to Japanese officials and cult docu-
ments.



In total, Hayakawa visited Russia 21 times from 1992 to 1995,
spending a total of 180 days there. The staff believes that Haya-
kawa played a key role in obtaining technology and weapons from
Russia. Hayakawa helped to purchase a Soviet-made MI-17 heli-
copter and invited Russian engineers to Japan to help train sect
members to maintain the helicopter, this according to official Japa-
nese documents.

The staff has confirmed that the helicopter passed through Japa-
nese customs in 1994 via Azerbaijan Air and that the Aum subse-
quently inquired about certification for a larger MI-26 helicopter
and the requirements to fly such a helicopter to Japan from Russia.

Japanese police sources also allege that Hayakawa brought pistol
models to Japan from Russia in the spring of 1994 in order to at-
tempt to produce those pistols in Japan. These sources also claim
that documents seized from Hayakawa upon his arrest included
blueprints for the Soviet Kalashnikov assault rifle.

There have been many allegations that Aum members may have
received military training in Russia.

Official Japanese documents and press reports state that a tour-
ist brochure printed by a company known as Devenir Millionaire,
an Aum-affiliated travel company located in Tokyo, described a
tour of Russia that included shooting exercises at Russian military
facilities. The brochure claimed that the exercises would be per-
formed under the supervision of former Spetznaz members of the
Russian armed forces.

Press reports claim also that Aum Defense Ministry leader Kibe
and Secret Unit member Furukawa underwent comprehensive pilot
training in Russia. The Aum paid Russian instructors at Moscow's
"Airfield Number 3" $15,000 each for a rigorous training course.
Furukawa was in charge of planning military training in Russia
under a special Russian unit. As indicated elsewhere in this state-
ment, the staff has also confirmed that Kibe received helicopter
training in the United States, in South Florida in late 1993.

Russian Defense Ministry officials have denied that any training
took place at their official facilities. In contrast, though, the staif
found Russian and Japanese press reports which provided the fol-
lowing information:

Russian military sources told Japanese reporters that Asahara
had inspected a military base near Moscow in the summer of 1993,
although they again denied that training took place at that time.
Together with a number of followers, Asahara met military officials
there for talks, and inspected the grounds.

The chief of staff of the Far Eastern Military District of Russia
has publicly denied rumors that Aum members were trained as pi-
lots at his base but admitted that there are many private firms and
air companies with helicopters at their disposal.

In addition to obtaining conventional arms and training in Rus-
sia, the Aum apparently saw the country as a source for more ex-
otic weapons. At the time of his arrest, Hayakawa had information
on him about a gas laser weapon. His documents referred to the
name of a Russian city where "there is a weapons market" and
noted the distance of that city from Moscow.

Hayakawa's documents also indicated that the sect was inter-
ested in obtaining a space-launch rocket, this again according to



Japanese press. According to these accounts, Japanese officials said
that the documents include a reference to a Russian proton rocket
and reference its prices and the need to build a base in Japan.

The Aum's interests apparently extended to even the most dev-
astating of weapons. There are references in the documents seized
from Hayakawa as to the purchase of nuclear weapons. The docu-
ments contain the question: "How much is a nuclear warhead?"
The documents then go on to list several prices. It is unclear to the
staff whether thd references in these notebooks are reflections of
actual discussions or negotiations or merely the musings of Min-
ister Hayakawa.

Much has been written in the press about the relationship be-
tween the Aum and officials of the Russian Government. Most of
these allegations have been denied in whole or in part by the offi-
cials in question, and little has actually been confirmed by either
U.S. or Japanese Government officials.

The following, however, has been reported by both Russian and
Japanese press sources: That Asahara led a delegation of 300 Aum
members to Russia in March 1992. During that trip, Asahara pur-
portedly met with Parliament Vice President Aleksandr Rutskoy
and former Russian Parliament Speaker Ruslan Khasbulatov.

It has also been reported that Russian Parliamentarian Vitaliy
Savitsky, the chairman of the Duma's Religious Affairs Committee,
told his fellow parliamentarians, '"is committee seriously sus-
pected that the Aum Shinrikyo had been assisted in its penetration
into Russia by Russian intelligence services."

It has been reported that the premier nuclear research facility in
Russia, the Kurchatov Institute, had Aum followers among the em-
ployees.

During 1992 to 1993, Aum leaders reportedly visited Russia and
approached Russian science officials seeking laser and nuclear
technologies, and Shoko Asahara reportedly met with Nikolay
Basov while in Moscow in 1992. Mr. Basov is the 1964 Nobel Prize
winner for his research on the principle of laser technology.

It has also been reported that the Secretary of the Russian Secu-
rity Council, Oleg Lobov, met with the Aum and may have received
large sums of money from the Aum.

A Russian known to be a secretary of Lobov's sent facsimiles to
Hayakawa in Japan, and Hayakawa reportedly visited Lobov dur-
ing his visits to Russia throughout the 1992-95 time period.

Lobov reportedly met with Aum officials on his own without in-
forming the Russian embassy or asking its advice. Sources say that
this February 1992 meeting was agreed to without the participa-
tion of the Russian Foreign Ministry or intelligence services prior
to Lobov's trip to Japan. No leading embassy staffers were present
at that meeting.

All of the officials have denied the allegations that they helped
the Aum. The staff, however, has discovered photographs that ap-
peared in Aum publications purporting to show Rutskoy,

asbulatov, Basov, and Lobov meeting with Aum leader Asahara.
The staff has also reviewed official Japanese documents which do

corroborate limited aspects of the above reports. These documents
state that in December 1991 a Russian business person visited
Russia with Hayakawa, then the cult's administration director, and



met with Lobov, the President of the Russian-Japan College, the
present Russian Secretary of the Security Council, Mr. Muravjbv,
the Secretary General, and Mr. Khushchov, the chairman of the
Board of Trustees.

In February 1992, Mr. Lobov was invited to Japan by Nissho-
Iwai Company, Ltd., and met with Asahara.

In March 1992, after chartering an Aeroflot aircraft, a delegation
of 300 cult members headed by Asahara visited Russia and met
with Rutskoy, Khasbulatov, and Lobov.

Again, these last few items are items which have been confirmed
through official Japanese documents.

In addition, the staff has been able to confirm, through its own
visit to Russia and a visit to the Kurchatov Institute, that an em-
ployee of the institution was and still is a member of the Aum.

The Aum's most intriguing presence may have been in Australia.
The staff has confirmed that the Aum was in Australia from April
1993 to October 1994. From documents provided to the staff by the
Australian Federal Police, the staff determined that the cult pur-
chased a 500,000-acre sheep ranch in Banjawarn, Australia, lo-
cated approximately 375 miles northeast of Perth, Western Aus-
tralia's state capital. In order to purchase this farm, the cult
formed a front company named Clarity Investments, and another
company, Maha Posya Australia, Ltd., in 1993.

The Australian Federal Police gave the staff documents confirm-
ing that in April 1993 three members of Aum Shinrikyo arrived in
Perth from Tokyo. The three included Construction Minister Haya-
kawa, who was also the person instrumental in setting up the
Aum's operations in Russia, and Intelligence Minister Yoshihiro
Inoue. The two hired an Australian citizen of Japanese heritage
who was a real estate agent based in Perth, and with her viewed
remote farming properties in Western Australia.

Ultimately, the group decided on the property in Banjawarn Sta-
tion, an area where there is a known uranium deposit. In April
1993, Hayakawa allegedly offered to purchase this property for
cash; however, the offer was refused by the owner. Following this
refusal, the Aum formed its two front companies, and through
these companies managed to purchase the property for approxi-
mately $400,000. The Aum subsequently purchased eight mining
leases in September 1993 for approximately $4,700 each.

Shortly after purchasing the property, Hayakawa met with a
consulting geologist. During that meeting he told the geologist that
the Aum wished to obtain a ship and inquired what price they
could expect to pay. Hayakawa also mentioned at the meeting that
the Aum wanted to export uranium ore from Banjawarn Station in
44-gallon drums.

Shortly thereafter, Hayakawa and another Aum member by the
name of Maki engaged an Australian travel agent to make arrange-
ments for six 4-wheel-drive vehicles and a chartered aircraft. The
staff has confirmed that shortly thereafter cult leader Shoko
Asahara arrived in Perth with 24 followers from Japan. The Aum
traveled with chemicals and mining equipment on which they paid
over $20,000 in excess baggage fees. According to the Australian
police report, among the baggage was a mechanical ditch digger,



picks, petrol generators, gas masks, respirators, and shovels. A cus-
toms duty of over $15,000 was paid to import these items.

Because of the large amount of excess baggage being brought in
by the group, Australian Customs searched the entire group. This
search revealed 4 liters of concentrated hydrochloric acid, including
some in containers marked as hand soap. Among the other chemi-
cals that Australian Customs officials found were ammonium chlo-
ride, sodium sulphate, perchloric acid, and ammonium water. All of
these chemicals and some of the laboratory equipment were seized
by the Australian authorities.

Having lost their chemicals to the authorities, the Aum members
used their real estate agent and their geologist-both of whom
were Australian citizens-to obtain new chemicals from chemical
wholesalers. These chemicals were obtained either in the name of
Maha Posya or in the name of the real estate agent's company.

The Aum also tried to hire earth-moving equipment from a min-
ing operation at an adjoining station. The mine operators refused
to lend their equipment without a mine worker to operate it, a de-
mand which the Aum refused. A backhoe ultimately was hired by
the Aum without an operator from a rental company for 3 days,
from September 16-18, 1993. Digging and evidence of earth-moving
equipment has been found on the property.

The Aura also established a laboratory on the Banjawarn Station
property which was stocked with computers and various digital and
laboratory equipment. Witnesses told Australian Federal Police
that the laboratory contained laptop computers, digital equipment,
glass tubing, glass evaporators, beakers, bunsen burners, and ce-
ramic grinding and mixing bowls.

Shortly after the sarin gas attack in Matsumoto in June 1994,
the Banjawarn Station property was offered for sale. Mr. Maki
handled the details of the sale and seemed very anxious that the
sale proceed quickly. The property was sold in late July 1994 for
$237,000, almost $165,000 less than what the Aum had paid for it
only a year earlier.

The Aum's activity on the property is partially known and, to
some degree, still a mystery. Various police sources indicate that
Hayakawa was interested in extracting uranium from Australia for
the development of weapons. Documents seized from Hayakawa in-
clude some 10 pages written during a 1993 visit to Australia which
refer to the whereabouts of properties of uranium in Australia, in-
cluding one reference praising the quality of the uranium in the
state of South Australia.

It appears, however, that the Aum was interested in more than
just mining on the Banjawarn property. The chairwoman of the ab-
original community living near the Banjawarn Station said that
she and other aborigines saw about 5 people wearing full-length
suits and helmets on the remote site in late August of 1993. The
suited sect members were standing by a twin-engine airplane and
others were in the plane.

In March 1995, shortly after the Tokyo subway attack, the Aus-
tralian police were invited to the sheep station by its new owners
who had found papers with Japanese writing and various chemi-
cals on the property. The chemicals that the police found could
have been used for mineral processing or to make an irritant gas.



The current owners of the property have stated that the Japa-
nese occupants had a number of gas masks in their possession but
that they took them when they left. One gas, mask was left behind
and seized by Australian police. Paper dusk masks were also lo-
cated in a plastic bag bearing Japanese writing.

The staff has confirmed that the Aum conducted experiments
with sarin on sheep at its Banjawarn Station property. The Aus-
tralian Justice Minister said that members of the Aum tested sarin
in Australia before the Tokyo attack. He said that tests on wool
and soil samples taken from the Banjawarn Station had confirmed
traces of the chemical. The Justice Minister stated that sarin resi-
due had also been found in and near a group of about 29 dead
,neep that were located on the property. Specifically, traces of the
acid that results when sarin breaks down was found in the soil and
in the wool of the sheep.

In addition, authorities found a document written in Japanese
and titled "Banjawarn Station." This document suggested the sect
may have been experimenting on the sheep. The document con-
tained notations for classifying dead or injured sheep by using
unique Japanese markings.

In addition to its activities in Russia and in Australia, the Auma
also had a presence here in the United States. The Aum officially
came to the United States in late 1987 when it incorporated an of-
fice in New York City under the name Aum USA Ltd., a not-for-
profit corporation. Although the office purported to promote the
cult's book sales and recruitment of followers, the staff's review of
documents and records and interviews of the manager of the office
establish that the office was also acting as a purchasing agent for
the cult as it attempted to obtain high technology equipment, com-
puter software and hardware, and other items from the United
States.

According to corporate records, the New York City office was ini-
tially organized by Fumihiro Joyu, an individual who took over for
Mr. Asahara after he was arrested. Mr. Joyu is himself now under
arrest in Japan.

The articles of incorporation were amended in 1988, and at that
time Mr. Asahara himself appeared as a director of the corporation.
The company was a tax-exempt organization and registered as a
charity in New York.

In the early 1990's, according to corporate documents, Yumiko
Hiraoka became the primary manager of the Aum's office and all
office-related documents thereafter were in her name. Later this
morning, Ms. Hiraoka will testify before the Subcommittee.

Despite a claim of aggressive recruitment by Hiraoka, the cult
maintained an active membership of less than a few dozen devotees
in the New York area.

The staffs investigation, though, reflects that the cult's New
York office was actively involved in the procurement and attempted
procurement of high technology items with possible military use.
Though most of the documents at the Aum's headquarters were
taken by the cult after the Tokyo incident, entries in the Aum's
ledgers reflect various payments to technology and laser compa-
nies. The cult utilized various corporate entities to facilitate these



transactions, including its primary alter ego, Aum USA Company,
and the company Maha Posya.

In August 1993, the cult attempted to obtain a Mark IVxp inter-
ferometer from the Zygo Corporation in Middlefield, CT. This de-
vice is a laser measuring system primarily used for measuring lens
systems, optical components, and flat and spherical surfaces. It is
a dual commercial/military use item and has numerous applica-
tions, including the possible measuring of plutonium spheres. The
U.S. Commerce Department prohibits the export of this machine to
certain countries, including Libya, Iran, North Korea, and Cuba.
The machine, though, is not prohibited for export to Japan.

In August of 1993, representatives of Zygo received contacts from
the Aum, including telefaxes from Hiraoka. On August 23, Zygo is-
sued a price quotation for the system of over $102,000. Addition-
ally, the Aum requested a vibration isolation table from Zygo
which, with modest reconfiguration, could also be used to measure
spherical surfaces such as plutonium. Neither of these purchases,
however, was ever consummated.

In 1994, the Aura did complete two sales transactions with
Lydall Technical Paper of Rochester- , NH. These transactions,
which totaled approximately $32,000, were for HEPA media, which
is an air filtration media. The staft would note that this media is
used in so-called clean rooms and that the Aum itself constructed
clean rooms at their compounds in Tokyo to facilitate their han-
dling and production of sarin and other chemical and biological
weapons.

In January 1995, the Aum purchased molecular modeling soft-
ware from a company known as Cache Scientific of Beaverton, OR.
This shipment cost approximately $2,900 and consisted of basic
software, including a manual and computer diskettes.

In a similar effort, the Aum contacted Biosym Technologies, In-
corporated, a molecular design software company located in San
Diego. During February and March of 1995, Aum members nego-
tiated with Biosym for the purchase of a sophisticated computer
hardware system and over 20 different software programs. This
hardware was purchased for $47,000.

Following the Tokyo attack, the computer hardware was re-
turned to Biosym, but the disk drive containing the software was
missing. Allegedly, this disk drive was taken to Japan. The drive
ultimately was returned to Biosym by the Aum, but it is unknown
at this time whether the sect was able to download the information
that the drive contained.

In March 1995, Mr. Hiramatsu contacted sales and technical rep-
resentatives of Hobart Laser Products. This company manufactures
extremely sophisticated lasers for industrial and scientific applica-
tions including cutting and welding. According to the company, for
approximately 2 weeks leading up to March 18, 1995, the Aum ne-
gotiated for the purchase of a 3-kilowatt laser welder with installa-
tion support. This system costs approximately $450,000.

From discussions with Hiramatsu and Murai, the operating pa-
rameter set forth by Murai allowed Hobart to draw the following
technical conclusions:

One, that the Aum wanted the laser to be operable from within
a glove box, a sealed-room environment outside of which the opera-



tor could manipulate the equipment through the usage of thick
gloves. Experts have advised the staff that this is particularly use-
fu1 if biological toxins, aerobic or contact poisons, or nuclear emis-
sions are of concern.

Also, Murai indicated the laser would be used to weld aluminum
oxide. The welding was to be of canisters, and perhaps canisters
within canisters.

Of primary concern to Hiramatsu and Murai was the rapid deliv-
ery of this expensive laser. Hobart representatives were told that
it was required immediately and that cash was available.

When the company informed the Aum members, however, that
this was custom-made equipment and that it would take some
months to provide to the Aum, the cult quickly cut off discussions
on March 18, 1995, which was just 2 days prior to the Tokyo at-
tack.

Also in March of 1995, Mr. Hiramatsu contacted Tripos, Incor-
porated of St. Louis, Missouri. This company specializes in molecu-
1ar design software that is used by highly trained physicists and
chemists to develop new therapeutic drugs in the pre-clinical de-
sign phase. It' can also be used to research and develop biological
toxins.

Beginning in June of 1994, the Aum established a relationship
with a purchasing agent on the West Coast to assist it in obtaining
military technology and hardware. The company, International
Computers and Peripherals, was a U.S. business in California
formed to export computer parts to Japan. The partners in the ven-
ture, Phillip Rupani, Cameron Hader, and Kevin Singh, sought
Japanese companies as potential clients.

Through telefax, telephone, and personal contacts, ICP developed
a business relationship with Hiramatsu and Tsuyoshi Maki and
began to obtain computer parts presumably for the Aum's computer
stores in Japan. However, near the end of 1994, Hiramatsu began
to make requests for other items from ICP. Initially, he wanted to
obtain thousands of serum bottles, hundreds of mechanical fans,
and equal amounts of camcorder batteries. As Mr. Sopko indicated
earlier, these are precisely the types of items which were utilized
to make the deployment devices used in the attache cases which
were found in the Tokyo subway system.

Later, Hiramatsu began to inquire about obtaining laser equip-
ment, survival equipment, and similar items. At one point,
Hiramatsu asked whether ICP knew how to obtain arms, a plane,
and container ships. Hiramatsu told Rupani that the arms were for
a customer in the Middle East. The staff has deposed Mr. Rupani,
one of the partners in this company, and with your permission, we
would like to play a very short 2- or 3-minute excerpt from that
deposition in which he discusses his contacts with the Aum.

[Videotape played.]
Mr. EDELMAN. That was just a brief excerpt of a longer deposi-

tion of Mr. Rupani, and we would request that the complete video
deposition be made an exhibit to the record.'

Senator NuNN. Without objection, it will be made part of the
record and appropriately numbered.

I See Exhibit No. 33.



Mr. EDELMAN. In January of 1995, the staff has learned that Mr.
Maki and Mr, Hiramatsu began to seek military equipment from
sources in the United States. During that month, Mr. Maid at-
tended a Winter Market Show at the Reno Convention Center in
Nevada at which time he made contact with a representative of
Rothco Company, a firm in Smithtown, NY. Mr. Maki inquired
about obtaining survival equipment through Rothco and expressed
an interest in obtaining gas masks.

A week after this meeting, Rothco received a request wherein
Mr. Maki requested various items, including 200 military-style
knives and various types of gas masks. Rothco ultimately shipped
two gas masks to the Aum in Japan as samples, a Russian mask
and an Israeli mask. Following that shipment, Rothco received a
request. for 400 of the Israeli gas masks with filters, and the com-
pany's account was credited with over $3,000 in payment for those
gas masks. It was requested, however, that Rothco send the gas
masks not directly to Japan, but to ICP, Mr. Rupani's company in
California, and that that company would act as a freight
consolidator.

Two days after the Tokyo attack, sources from Japan contacted
ICP and told the company representative that they should stop
selling to Maha Posya because they were involved with the Aum
and were killing people in Japan. At that time, Mr. Rupani recalled
the Maha Posya shipment from the freight forwarder and returned
it to ICP in California. Mr. Rupani opened the shipment and dis-
covered that it did include the gas masks in it.

As we saw on the large chart of the Aum's world activities, the
Aum was in numerous countries aside from Russia and the United
States. They had an office in Germany. They had businesses in Tai-
wan. They even had a tea plantation which they ran in Sri Lanka.
So this was truly an organization whose tentacles reached around
the globe.

The threat posed by the Aum today is unknown. It still has sub-
stantial assets, thousands of devotees, and authorities are unsure
whether its weapons and weapons potential has been completely
neutralized. Furthermore, the anti-Western rhetoric and the Arma-
geddon prophecies that fueled the tragic and near-cataclysmic inci-
dents in Tokyo and elsewhere are still evident.

The cult's rise and its efforts to obtain and deploy weapons of
mass destruction raise numerous policy issues, however, that ex-
tend well beyond the specific threat posed by Shoko Asahara and
his disciples of the Aum Shinrikyo. The Aum was merely one exam-
ple, a case study, of what may be the most dominate and emerging
threat to our national security today.

That concludes our formal statement, Mr. Chairman. We do have
a number of exhibits in a bulky form which we would request be
made part of the record.1

Senator NUNN. Without objection, they will be part of the record.
I would like to tharik you, Mr. Edelman, Mr. Sopko, and also

Rick Kennan, Mark 'Webster, Scott Newton, Renee Pruneau-
Novakoff, and on the majority side, Harry Damelin, Mike Bopp,
and Steve Levin for a very, very thorough job. I don't have a lot

1The exhibits appear in the Appendix beginning on page 368



of questions. We have other panels, and we have a third witness
today that you have alluded to. But if you could summarize, distin-
guishing between what type of weapons they actually had and had
developed and those weapons that they were working on, could you
summarize that for us, the weapons they actually possessed that
we know about and the weapons that they were working on that
they never did actually deploy?

Mr. SOPKO. Well, from the chemical and biological point of view,
Senator, we know they had and deployed sarin and VX. Those are
the primary ones. They were working on botulism and anthrax.
There is some debate-and we haven't confirmed it-that they
could have had both of those, but I don't believe they intentionally
deployed it. There may have been accidental deployment.

They also had a Russian helicopter that they were attempting to
put a dispersal device on. They had drone aircraft that they were
going to put a dispersal device on. They had-

Senator NUNN. Drone aircraft, unpiloted small aircraft that could
carry chemical or biological-

Mr. SOPKO. That is correct, Senator. It has a tank in it, and then
it is used to spray. They also had AK-47's and were building more
AK-47's. We know they had some Russian-made pistols that they
obtained.

Now, they were trying to obtain laser weapon technology. They
were also trying to obtain some other military technology like
tanks and other hardware, but they weren't able to do it.

Senator NUNN. We have no evidence they actually had laser
weapons at this stage?

Mr. SOPKO. No, Senator.
Senator NUNN. No evidence that they had gained access to any

nuclear device at this stage?
Mr. SOPKO. No, Senator, although they were looking for nuclear

material and nuclear scientists to help them.
Senator NUNN. Do we have evidence of how much uranium min-

ing they did in Australia, if any?
Mr. EDELMAN. There is evidence that they did some excavation

in Australia. It has not been confirmed whether they actually took
any uranium ore out of Australia, and it is not clear the total
amount of ore, if any, which they may have been able to extract
from the ground.

Senator NUNN. So we don't know that.
Mr. EDELMAN. We don't know what, if anything, they took from

Australia.
Senator NUNN. In summarizing, what weapons do we know that

they actually got or weapons material or sophisticated equipment
actually had delivered to Japan from the United States as opposed
to what they were trying to get? What do we know about in terms
of what actually got through to Japan?

Mr. EDELMAN. In terms of actual weapons, I don't believe we
have any evidence that there were actual weapons that they ob-
tained from the U.S. and sent to Japan. They did obtain some tech-
nology which they could have utilized in making their weapons, in
particular in making chemical or biological agents.



Senator NUNN. But most of what they were trying to get in this
country, though, was intercepted after they became known follow-
ing the March attack, was it not?

Mr. EDELMAN. There was at least one instance where material
was intercepted by law enforcement authorities. In other instances,
the deals which the Aum was trying to arrange with various com-
panies fell through, either because of price or for other reasons.
The companies may have started to become suspicious of why these
people wanted the items.

Senator NUNN. But most of the records were taken out of their
offices before we had a chance to examine them, were they not?

Mr. EDELMAN. That is correct. From our interviews with the
manager of the New York office, we were told that within a month
after the subway attack, the key cult members from Tokyo came
to New York, went through all of the files there, and took a box
full of documents, which primarily contained all of the records of
their business transactions here in the U.S.

Senator NUNN. How did you discover the companies you have
listed here? You listed a number of American companies that they
had tried to procure various materials and technology from. How
did you find those companies?

Mr. EDELMAN. There were still some records left in the New York
office, including some accounting records which made references to
various companies. Our staff then followed through on those
names, contacted the companies, interviewed principals from those
companies, and through that method obtained somewhat of a pic-
ture of what the Aum's activities were.

Senator NUNN. But there could be a lot of other companies that
were in the records that you did not see. Is that right?

Mr. EDELMAN. It is very possible that there were many more
companies that we do not know about that the Aum may have been
dealing with here in the U.S.

Senator NUNN. So we really don't know how much may have
been delivered to Japan from the United States?

Mr. EDELMAN. No. We don't know how many companies they
may have contacted, how many different devices they may have ob-
tained, and how much they may have been able to get to Japan.

Senator NUNN. Do we know whether any of the companies that
we do know about violated any of our export laws?

Mr. EDELMAN. There was the one shipment when the sample of
two gas masks were sent to the Aum in Japan. That shipment
would appear to have violated export restrictions. We will have
representatives from the U.S. Customs Service testifying tomorrow.
They could better address that. But from what we have been told,
shipment of gas masks would require some sort of license or au-
thorization, and that apparently was not obtained in this instance.

Some of the other items which the Aura was seeking to acquire
were in one sense or another restricted, but the group never
reached the stage of actually trying to get them out of the country
for those restrictions to-

Senator NUNN. Are there any indications that the Aum actually
used biological weapons?

Mr. EDELMAN. There are a couple of reports. I think Mr. Sopko
alluded to one report of perhaps an accidental release of biological



toxins at the Tokyo headquarters. There has been another report
in the Japanese press which recites facts concerning a device which
was used by members of the Aum, a truck or a car with which they
purportedly drove around the Imperial Palace in Japan with a de-
vice that sprayed botulinum toxin. According to these press reports,
Mr. Asahara, Mr. Hayakawa, and Mr. Joyu were all present in that
vehicle as it circled the Imperial Palace, and this took place in the
summer of 1993

Senator NUNN. But no damage was done?
Mr. EDELMAN. According to the reports, there was no damage

done because the toxin itself loses its toxicity once it hits the air
and sunlight and daylight, so that there was never any damage.

We have not been able to independently confirm the veracity of
these allegations, however.

Senator NUNN. In the course of your investigation, you have
talked to a lot of our own law enforcement agencies, intelligence
agencies, emergency preparedness agencies, Secret Service and so
forth. What is your judgment about how prepared the United
States is in terms of our law enforcement agencies in particular to
handle a similar type threat in this country?

Mr. SOPKO. Senator, the verdict is out on that, unfortunately. We
do know that there are contingency plans to handle that type of
threat and to handle that type of incident. Those will be discussed
tomorrow by the government witnesses.

We have some concerns about the ability of the U.S. Government
and its many agencies to respond to such an incident. We have
some concerns about the intelligence and law enforcement coordi-
nation to respond to that incident. It is good, but it could be better.

We have some concerns about our medical capabilities to respond
to that incident.

Senator NUNN. The Japanese were pretty well prepared medi-
cally. Is that right?

Mr. SOPKO. They were pretty well prepared, and I don't believe
we would have been as good as they were if an incident like that
had happened. Now, that isn't to condemn our response, but the
Japanese, you have to realize, had an inkling something was going
to happen. They also have a different society and a different struc-
ture in responding to these type events. They also have a long his-
tory of disasters there like the earthquakes in which they have a
response team prepared.

Now, sometimes they don't work as well as they would want to,
but they seem to have had their medical response, their health care
and public service response to the incident put together quite well.
That probably causes more concern than even the law enforcement
and intelligence capabilities as when you look at our response from
the medical point of view here in the United States.

Senator NUNN. Wouldn't you have to have certain treatment
available for a chemical attack near the scene in order to be able
to cope with it?

Mr. SOPKO. That is correct, Senator, and you have to educate the
health care providers to be on the lookout for these type of inci-
dents, especially a biological attack. Again, our next panel will dis-
cuss that in more detail, and Dr. Young from the Public Health
Service will also discuss our medical response capabilities.



Senator NUNN. After looking at what happened in Japan, what
is your judgment about whether such an event could happen in the
United States and the likelihood of it in the next few years?

Mr. SOPKO. Senator, all of the experts we talked to said it is real-
ly not a question of if but just rather when an event will occur here
in the United States.

Senator NUNN. Most likely chemical, biological, nuclear? What is
most likely?

Mr. SOPKO. Senator, probably most likely either chemical or bio-
logical, not nuclear, just because of the difficulty of putting to-
gether a nuclear device versus a chemical and biological device,
which you can put together. I mean, Senator, we even foundmate-
rial on the Internet which, in a matter of seconds, one of our staff-
ers just pulled this off the Internet. It is called the "Killer Cults:
Wake Up and Smell the Poison." It describes how to make a sarin
weapon, describes how to make biological weapons. And that was
only in a matter of minutes we pulled this up. That is the unfortu-
nate thing. There is so much material out there already in the pub-
lic domain.

Senator NUNN. If you listed three or four things that we need
most to make priorities in terms of being prepared to prevent this
kind of occurrence but to deal with it if it ever occurred, what
would they be?

Mr. SOPKO. Well, intelligence is the key, Senator, and devoting
more resources to our intelligence efforts and then also cooperation
between our intelligence community and the worldwide intelligence
community because a terrorist event of the future is going to be
international in scope. So, international cooperation of intelligence
and law enforcement agencies is a second key priority.

The third would be to devote more resources and training to the
response to an incident. That is where I think the staff-and I
think Mr. Edelman will agree with me-feel the most concern. Are
we able to get highly trained fire crews and emergency crews out
there to an incident like this and not have them become the victims
themselves? I think those three areas would be probably the three
areas I would recommend.

Senator NUNN. At this point in time do we have law enforcement
that is equipped with chemical capabilities in dealing with this, gas
masks, etc.?

Mr. SOPKO. Senator, we do have those capabilities. Whether they
are adequate or not can best be answered probably by the upcom-
ing witnesses.

Senator NUNN. Mainly in our military, though, isn't it?
Mr. SOPKO. Yes, Senator. Our military is very well prepared for

that. They are up to speed on that. It is the question-and they can
support a civilian response to that. But the question is, Will the
military be there if an incident happens in some subway? It is
going to be some local fire department or local EMS crew that is
going to show up first. It is going to be a doctor or a series of doc-
tors in emergency rooms who are going to notice people coming in
with some type of illness first. And those are the people who have
to be educated and trained and equipped for this type of incident.

Senator NUNN. Thank you. Senator Cohen?
Senator COHEN. Thank you, Mr. Chairman.



You mentioned that there were Aum devotees in Russia. Are
there any, to our knowledge, in the United States?

Mr. EDELMAN. From our interviews with the manager of the
Aum's New York office, the number appears to be limited. Al-
though some of the authorities that we spoke with claimed that
there could be as many as 200 Aum members here in the U.S., we
have not found evidence to support that, and we believe that the
figures that we were given by the Aum's New York manager her-
self of perhaps a few dozen is probably closer to accurate.

Senator COHEN. Well, you mentioned that the timetable for this
conflict that has been preached by Hayakawa was accelerated to
November 1995. We also may recall that following the bombing in
Oklahoma, word was spread by some of the groups in this country
that the U.S. Government was, in fact, responsible for the gas at-
tack in Tokyo.

Now, was that due to Aum members spreading that? Was that
due to local militia groups contributing to that particular view of
the U.S. Government's activities? How do you attribute that story?

Mr. EDELMAN. The Aum has continuously accused the United
States of carrying out or seeking to carry out chemical and biologi-
cal warfare against it. There were times prior to the Tokyo attack
when foul odors were detected around their compound,
Kamikuishiki near Mt. Fuji, where people were found gagging and
coughing. The Aum in response to that claimed that their facilities
had been attacked by the U.S. military and that they themselves
had been sprayed by the U.S. military with chemical agents.

Senator COHEN. The question I am asking is whether or not the
Aum followers, to the extent they exist in the United States, were
responsible for planting that notion with some of the militia groups
in the United States who in turn started to circulate literature that
the United States was responsible for that.

Mr. EDELMAN. I don't think we have evidence of direct contacts
between the Aum in the U.S. and U.S. militia groups. We were told
by the New York manager that after the Tokyo attack, she received
a call from the hierarchy in Japan and was given instructions as
to how to deal with the media in the U.S. if they should call and
ask about this attack on the Tokyo subway system. And as well,
the Aum representatives in other countries were given a statement
by Asahara to give to the media disclaiming the Aum's responsibil-
ity for this.

Mr. SOPKO. Senator, if I can add, we do know that the Aum went
out and tried to hire U.S. experts after the Tokyo incident to go
back to Japan and appear on TV and to give news reports saying
that this could not have been an Aum-related incident but was,
rather, a military incident by either the Japanese or U.S. military.
So we know they attempted-we actually have the toll records of
some of the calls made to U.S. officials-not officials, but U.S. aca-
demics. Now, no one took that offer, but they were attempting.-to
do that to manipulate them, at least the Japanese media.

Senator COHEN. You indicated that we will hear during the
course of these hearings some testimony perhaps that there may
have been some kind of intelligence failure on our part. The ques-
tion I had is: Between June 1994 when the Matsumoto incident oc-
curred and December 1994, was the U.S. Government told by the



Japanese Government that sarin was involved, or was it told that
it was simply an industrial accident?

Mr. SOPKO. Senator, in an open setting, I am not going to be able
to answer that question.

Senator COHEN. All right. We will wait for a closed setting.
Mr. SOPKO. Yes. I would like to answer, and we can give you a

briefing, and I think our intelligence authorities can-but I believe
I am in an area which I don't think I can answer.

Senator COHEN. Will you also be prepared to brief the Committee
on what cable traffic, if any, came from our Embassy in Japan con-
cerning this? Even though this is an issue that was not followed
closely in the United States, it was followed very closely by the
Japanese press. And I would be interested in having the staff re-
veal, to the extent you have any knowledge about what kind of
cable traffic came back from our Embassy and what the assessment
was by our Embassy in Tokyo.

Mr. SOPKO. We would be more than happy to do that, Senator.
We do have some unclassified cables that we can also provide, so
we do know there was some reporting on the incident.

Senator, one thing I can say is that from our discussions with
every major U.S. law enforcement and intelligence agency, they all,
to a man, and woman, said the Aum was not on their radar screens
until Tokyo. Then all of a sudden it was on our radar. We got that
from everyone we talked to.

Senator COHEN. I am not drawing a parallel, necessarily, but you
may recall when they had the anthrax disaster in Sverdlovsk, the
Soviet .Government at that time claimed it was simply an accident,
a case of tainted meat. We learned years later that it was quite to
the contrary. So I would be interested in finding out whether or not
there was any initial reaction this may have simply been an indus-
trial accident as opposed to an identification of sarin being in-
volved.

Senator NUNN. Are you speaking of the first attack, the
Matsumoto attack?

Senator COHEN. Yes, Matsumoto, the first attack.
Another question Senator Nunn has raised concerns how do we

detect. Our biggest problem, it seems to me, is not necessarily de-
tection, but it still presents a problem. If, as Senator Glenn in his
opening remarks pointed out, you could have a facility the size of
this room producing these toxins, then it is going to be very hard
to detect them worldwide. We ran into this problem some years ago
with Libya, in Rabat. You may recall that the Libyans at that time
claimed it was simply a pharmaceutical facility, which raised seri-
ous questions in our minds since you would be hard pressed to jus-
tify why you have surface-to-air missile sites all around a pharma-
ceutical production facility. But, nonetheless, we were well aware
of what was being produced at that plant. There may be more in
production today, ever.

We can point to all of the other countries who are high on our
list of terrorist-sponsoring nations, so we know that there may be
a large number of countries developing both chemical weapons and
biological weapons, and I would point out that even though we
have agreements with Russia and others, they seem to be in viola-
tion of those agreements even as we speak. So assuming we get



treaties that are ratified, we still have the problem-I am sure
Senator Lugar will confirm-of monitoring compliance with those
treaties, which is going to be no easy task, particularly since we
are dealing with something that you can manufacture easily. In
fact you could even buy by mail order for about $35 in this country,
some of the toxins we are talking about.

So it is a question of how do we detect worldwide what is going
on, and then how do we detect at home what is going on. And as-
suming you can detect it, then you have the question in dealing
with it here at home of how do you resolve the conflicts between
our civil liberties and the need for order.

Mr. Chairman, I recall back in the late 1970's attending a con-
ference in Germany that addressed the threat of international ter-
rorism. An industrialist by the name of Schleyer had just been as-
sassinated and found in the trunk of his Mercedes. And at this con-
ference in Germany, which was my first trip, I was rather sur-
prised with the level of security. Helmut Schmidt and Henry Kis-
singer were in attendance, among many other people. And the
hotel was surrounded by armored personnel carriers, and every po-
lice officer was armed with a submachine gun. And I wondered at
that time would that level of security ever have to be necessary in
the United States, and would it be tolerated in the United States.
And that is something that has troubled me over the years in
terms of what level of security we will insist upon as we try to
wrestle with the threat, the ever increasing and looming threat of
international terrorism.

I don't know how we resolve that. We talk about law and order.
My own intuition tells me at some point in time we will reverse
it and talk about order and law, because I think people will de-
mand that we protect them, that we preserve their lives, and have
to reconcile the balance in favor of the preservation of life over that
of civil liberties. But that is precisely the threat that international
terrorism or domestic terrorism poses for all of us, and it is not one
with which we have yet come to grips, Mr. Chairman.

So we need more intelligence, and we will get more intelligence.
We need more cooperation between ourselves and other nations
such as Russia and other countries that they may be supporting,
directly or indirectly. We need to have better protective devices, but
as we look back now at the threat of nuclear war back in the late
1940's and early 1950's when we were taught to duck under our
tables, to hide from the blast and not look out the windows at the
light, and we look back now with some astonishment that we could
have been so naive that that was going to protect us. Similarly, we
now face the prospect that we may in each house have to have a
gas mask, that we may have to have protective devices in our base-
ment in order to respond adequately to the kinds of attacks which
I believe are more probable than not. They are more probable be-
cause of our lack of agent detection systems. They are more prob-
able because of our lack of vaccines and protective equipment, and
the ease with which these toxins can, in fact, be dispersed in our
society.

So we are going to face a different type of threat and the notion
that somehow we all have to have protective devices or the govern-



ment will have to have an adequate supply of these kinds of de-
vices raises the specter of another dimension.

Thank you very much, Mr. Chairman.
Mr. EDELMAN. If I could, Senator Cohen, your point about detec-

tion is particularly difficult in a case of a group like the Aum, be-
cause as you pointed out, with the Libya case you could have sur-
veillance satellites that find those missile sites around the facility.
But in the case of the Aum, how does one know that a building
that a religious group says is a Buddhist temple is not, in fact, a
chemical weapons plant?

Senator COHEN. For a very small amount of money, about $35,
you can actually purchase botulinum toxin by mail order. Of
course, it can be extremely lethal. If you take 10 pounds of tula-
remia, you can destroy human life within 100 square kilometers
compared to 50,000 pounds of chemical weapons to achieve the
same effect. You can-well, I won't go into it in open session how
many ways there are in which to disperse this, but I think that
this is an extremely important subject matter, Mr. Chairman. You
have been working at it a long time, and I think it is long overdue
that we raise the nature of the threat, the degree of cooperation we
are going to have to have. And notwithstanding treaties, I guess
my major point is this: We have treaties and we have agreements
with some of our major partners in peace. They are still violating
to this day--they are violating their- word and their commitment,
both in chemical weapons and especially in biological weapons. So
we have to call attention to that, in open session if possible, in
closed session if necessary.

Senator NrJNN. Senator Cohen, you make very, very good points
here. Senator Lugar asked the question in his opening remarks
about what will we ask ourselves about what we should have done
after we have the first one of these chemical attacks. And I think
that is the question we need to pose now.

I think it is imperative that we draw a balance between civil lib-
erties and protecting the lives of our people before something like
this happens, not wait until after it happens. And then you always
have overreaction. I think it is indicative during the Cold War
when most of us in the national security field realized that the
President of the United States might have to respond to a nuclear
attack immediately without time for Congress to even consider or
debate the matter of declaration of war, that in effect, de facto, the
President of the United States was ceded authority to respond with
massive retaliation to a nuclear attack against the United States,
with no meeting of Congress, no debate, nothing.

When we get to lesser contingencies, we have the big debate, as
we will appropriately do in the case of Bosnia, and as we appro-
priately did in the case of the Persian Gulf. So the authority that
will be ceded to the executive branch and in turn to law enforce-
ment and intelligence will depend on whether we get in front of
this question and prevent it or whether we wait until it happens,
in which case the demand for a whole lot more authority, notwith-
standing civil liberties concerns, will be there. If you ever have a
chemical attack in the United States where thousands of people are
killed, the whole nature of the civil liberties debate will change
overnight, as we all know.
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It is indicative also that we have an anti-terrorism bill that
assed the Senate. We worked out our concerns very carefully and,
think, drew a pretty careful balance about what the military

could do and when it could operate after the Attorney General,
after the Secretary of Defense. That bill is stuck in the House. But
if we had one chemical attack, what the militia is now saying-
some of the militia-about ceding of authority to the military would
disappear overnight. Within 2 days that bill giving authority to the
U.S. military to come in in emergency situations would pass. Now,
we don't want to give too much authority to the United States mili-
tary, but we are woefully ill prepared now in our law enforcement
community to deal with these kinds of attacks.

So under very careful circumstances, we have to have the ability
of our military to go in when there is this kind of attack with their
equipment, their special technologies, and assist law enforcement,
not take over but assist.

But I think the question of what we do in terms of this balance
will determine an awful lot, but I think it is imperative we get out
in front of the situation and strike the right balance rather than
waiting for it to happen and then greatly overreact at the expense
of our constitutional protections. So that is what this hearing is all
about.

I might also say, Senator Cohen, I share your view that we have
major challenges in verification and implementation of either
chemical and certainly the biological which has been on the books
now since 1972. Those are going to be continuing. We will have tes-
timony, I think, as we go through this hearing today and tomorrow
that will indicate that all of those implementation and verification
problems will be easier with the treaties than without them, and
that those are major challenges, as Senator Lugar well knows, that
exist now. And the absence of the treaties doesn't in any way facili-
tate either verification or implementation whereby the actual ratifi-
cation of those will make what is, by definition, an almost impos-
sible job more achievable than is the present case.

In my view, this set of hearings and those that Senator Lugar
has conducted already and those that he will conduct and those
that you and I have worked together on in the past, Senator
Cohen, indicate the national security area and arena that we are
going to be dealing with for the next 10 to 20 years. This is the
number one challenge. It is not Russia invading Poland or Czecho-
slovakia. It is the question of what comes out of the former Soviet
Union in terms of military threat that could be spread all over the
world. That is the challenge that we face at this point.

Senator COHEN. Could I add just one footnote to all of this? We
keep reading in our press about whether or not we have enough
of a mission for the Central Intelligence Agency and whether or not
it ought to engage in economic espionage. There is plenty for our
intelligence agencies to do. With regard to the notion that we are
now living in a more peaceful world, I think Senator Nunn has
clearly pointed out that while there is less of a nuclear threat to
the United States, but the nature of the threat has changed dra-
matically, and it is even more dangerous in many other respects.

We have quite a mission for the CIA and all of our intelligence
community to perform.



Senator NUNN. Senator Lugar?
Senator LUGAR. I had just one question. You have testified-and

I thought that it was a very important point-that the Aum group
was really not on the radar screens of our intelligence and defense
officials, until the Tokyo attack, despite the loss of life and other
activities earlier on.. Having visited with Japanese authorities, what was their percep-
tion of Aum? Did they appreciate that the intent of the organiza-
tion was the overthrow of the Japanese Government?

Mr. SOPKO. Senat6r, I don't believe they fully appreciated it ei-
ther. They knew about it. They had concerns about this group as
it got more violent. But as you will probably hear from some of the
other witnesses, they were reluctant to move for the same reason
that we may be reluctant to move against a religious organization
that is protected by statute.

I assume they were hoping it would just go away, we were told.
It didn't. They had an indication that the Aum was starting to de-
velop some type of chemical capability. I don't believe from our
interviews that they knew how far it had gone until the sarin was
released in Matsumoto and then in Tokyo. They probably had no
indication at all or very little inkling about the biological capabil-
ity, and only once they went into the site and actually opened the
doors to one of the buildings and then quickly shut it did they dis-
cover that there was a major bio lab and major bio research facility
there.

I think that probably summarizes it. They knew something was
going on, but they didn't fully appreciate it. And I don't believe
they fully appreciated the international scope of this organization.

Senator LUGAR. Prior to the Matsumoto incident or the Tokyo at-
tack, was there evidence of cooperation between intelligence au-
thorities in any of the other countries you have referenced, for in-
stance, from Russia, from Australia, from the United States? In
other words, did the Japanese, in trying to evaluate their predica-
ment, have any assistance from other nations?

Mr. SOPKO. Senator, there was very little discussion back and
forth, I think, between the various countries on this group. Japan
knew there was a problem there, viewed it wholly as domestic.

Now, at one point, as you may have heard when Mr. Edelman
was speaking, the Australians became concerned about who this
fellow Asahara was and why was he in Australia with all this ex-
cess baggage. They did contact the Japanese-now, this would have
been pre-Matsumoto, pre-Tokyo. They did contact the Japanese au-
thorities and got background on who Asahara was and some of the
other people.

To that extent, that was all of the international cooperation we
saw. As far as we know, neither the Japanese contacted the Rus-
sians nor the Russians contacted the Japanese or any-the U.S. or
whatever, prior to the Tokyo incident about this group.

Mr. EDELMAN. Just to add, the contact between the Australians
and the Japanese was more on the lines of police-to-police or police-
to-immigration authority contacts and did not appear to be of an
intelligence nature.

Senator LUGAR. If the United States were facing a similar predic-
ament and we were receiving similar amounts of information from



Australian police and export control authorities, to what extent
would this register on our radar screen? In other words, when
would it finally reach a point where the President of the United
States, the CIA or the Secretary of Defense would recognize that
there was a threat out there? If it didn't reach our radar screens
until Tokyo, obviously either the Japanese didn't tell us or we
didn't get the message in an appropriate form.

Mr. SOPKO. In this type of setting, Senator, that would probably
be a useful question to ask, and that is the appearance we have.

One of the things that is crucial is basically the analysis, getting
the information to some group or organization that can analyze it,
and it has got to be an all-sources center. Somewhere in our gov-
ernment or internationally somebody should be collecting, whether
it is law enforcement, whether it is intelligence, whether it is pub-
lic record information-which, surprisingly, in the course of our in-
vestigation we have been getting better information, better sources
in many areas from just public sources, you know, the academics
or the institutions out there.

But only when all of that information comes in somewhere and
somebody can then see a connection between an organized crime
case in Tokyo and a murder in Russia or the movement of-or cus-
toms documents that showed a movement of some satin by-product
will they understand what the significance of it is. And that is why
when we are talking about greater cooperation, it has got to be not
just among law enforcement but law enforcement with the intel-
ligence community and it has got to be international in scope.

Senator LUGAR. One of the points of this hearing is to serve as
a data base for all we have collected to date on the subject, as well
as to try to think through some institutional means of translating
the work of the hearing into policy. The witnesses we have heard
have done this collection from all sources, and by their analysis we
finally begin to see a pattern. But I don't believe this has been oc-
curring regularly, and this reinforces the utility of these hearings.

Senator NuNN. Thank you, Senator Lugar.
I believe we have about a 2-minute wind-up here with the Aus-

tralian video relating to both the uranium mining and the sheep
gassing. It will take about 2 minutes, if you all could play that, and
then we will call our next panel.

Alan, if you could tell us what is going on, I believe there is no
sound, it is just video.

Mr. EDELMAN. This is Mr. Hayakawa, the Construction Minister.
He was one of the first to come to Australia with Mr. Inoue, who
is their intelligence and action squad director. This is the actual
Banjawarn Station property. You can see it is in a very remote
area.

This is the Australian real estate agent they utilized to purchase
the property, which is in Western Australia in the Outback.

Subsequently, Mr. Hayakawa came back with Mr. Maki, who is
pictured here, and they stayed on the property.

These are some of the buildings on the property. You can see one
was labeled as a laboratory. This is the inside of that laboratory.
You can see there how remote the area of Australia was where
they were present. They had to use 4-wheel-drive vehicles to get
around. No neighbors around basically for miles and miles.



This is some of the excavation that the Aum members were doing
on that property, and many believe it was a search for uranium de-
posits. These are some of the other buildings on the property.

After the Tokyo attack, the Australian authorities were alerted
by the new owners of the property. They sent a team out to
Banjawarn Station where they inspected the property, took sam-
ples of the soil. They also found on the property the pile of sheep
carcasses. They as well found chemicals, equipment, evidence of
digging. That is the pile of the sheep carcasses. Not a very pleasant
sight. But they took samples from that which were then analyzed
at Australian Federal laboratories, and the result of that analysis
was they determined that there was a presence of sarin there.

Senator NUNN. OK. Thank you both, and all the staff from both
the majority and minority who were working on this. You have
done an excellent job.

[The prepared statement of the staff follows:]

STAFF STATEMENT

GLOBAL PROLIFERATION OF WEAPONS OF MASS DESTRUCTION: A CASE
STUDY ON THE AUM SHINRIKYO

I. INTRODUCTION

Mr. Chairman and Members of the Subcommittee, this week the Subcommittee
begins the first in a series of hearings concerning the global proliferation of weapons
of mass destruction: Chemical, biological and nuclear. These weapons may be the
most serious threat to our Nation's national security in light of growing evidence
that some terrorist groups and rogue states have already acquired and others are
actively seeking such weapons for their arsenals.

Six years ago, in 1989, this Subcommittee, in conjunction with the Committee on
Government Affairs, held four days of hearings on the spread of chemical and bio-
logical weapons. The hearings were, to a great extent,' spurred by revelations from
the battle fields of the Middle East where both the Iranians and Iraqis used chemi-
cal weapons. At those hearings we learned not only of the devastating effects of
these weapons, but also of the rapid rate at which these weapons have begun to
proliferate throughout the world.

At those hearings, the specter of terrorist groups using chemical or biological
weapons was only hypothetical. Although there had been sporadic reporting of such
groups showing some interest in these devices, up to that time there had been no
credible evidence of a terrorist group actually deploying such weapons. Additionally,
at the time of our 1989 hearings, the idea of a major terrorist attack occurring in
the United States was also more hypothetical than real. Combined efforts of our Na-
tion's intelligence and law enforcement communities had thwarted such groups from
attempting what was then viewed as the "unthinkable."

Unfortunately, much has changed since 1989. As we all know from recent events
in the United States, the destructive intentions of fanatical individuals and groups
has become an actuality in Oklahoma and New York City. Reports from Eastern Eu-
rope document police seizures of kilogram quantities of weapons grade uranium.
And just seven months ago, on March 20th, we witnessed the first major use of
chemical weapons by terrorists with the gassing attack of the Tokyo subway system
which killed 12 and injured over 5,000 innocent passengers.

Commentators throughout the world now agree that these events are of major
international significance. The proverbial genie has been released from its bottle. In
a quantum leap, terrorists responsible for the American and Japanese events have
planted ideas and provided roadmaps for others to attack American domestic targets
as well as to use such weapons against innocent civilian populations worldwide. As
Bruce Hoffman of the Center for the Study of Terrorism and Political Violence at
St. Andrews University in Scotland recently stated:

"We've definitely crossed a threshold. This is the cutting edge of high-tech
terrorism for the year 2000 and beyond. It's the nightmare scenario that
people have quietly talked about for years coming true."



It is in this context that Senator Nunn last year directed the Minority Staff of
the Permanent Subcommittee on Investigations to initiate an investigation into the
proliferation of weapons of mass destruction including chemical, biological, and nu-
clear. His request was a natural progression from the work done by the Staff in
1994 relating to the meteoric growth of organized criminal activity in the former So-
viet Union. That inquiry raised the specter of criminal involvement in the theft and
distribution of fissile material from the Former Soviet Union. It culminated in the
first congressional hearing that brought together the heads of law enforcement
agencies combating organized crime in Russia, Germany, and the United States to
testify about their common problems and concerns. (See: International Organized
Crime And Its Impact On the United States, May 25, 1994, S. Hrg. 103-899).

The Staff initially began its investigation by focusing on the possibility of diver-
sion of nuclear materials from the Former Soviet Union. A hearing on issues related
to this problem is planned for later in the year. However, recent events from Japan
overtook the investigation and, last June Senator Nunn redirected the Staff to focus
upon the ongoing activities of the Aum Shiniikyo as a case study of what can hap-
pen when a fanatical group with financial resources obtains sophisticated technical
abilities and decides to utilize weapons of mass destruction in furthering its goals.

In the course of the last five months, the Minority Staff conducted hundreds of
interviews of both government and private individuals. The Staff received both clas-
sified and unclassified briefings from almost every major United States law enforce-
ment and intelligence agency as well as many elements of our military and civilian
agencies. The Staff was also briefed by numerous foreign agencies including officials
of the Japanese, German, Russian, Ukrainian and Australian governments. In addi-
tion, two months ago, the Staff traveled to Japan, Russia, Ukraine and Germany
to obtain first hand information concerning the activities of the Aum cult. In the
United States, the Staff conducted numerous interviews in New York and other re-
gonS, reviewed subpoenaed records from the cult's New York office, and examined
ocuments from corporations which had business relations with the cult or its cor-

porate entities.
The Minority Staff investigation was greatly assisted by Senator Roth and Ste-

phen Levin Michael Bopp and Ian Brzezinski of his staff. In addition, the Sub-
committee Staff appreciates the cooperation and assistance provided by the various
agencies of the United States and foreign governments contacted in the course of
this inquiry. The Staff would like to especially acknowledge the assistant ce of the
United States Customs Service and Central Intelligence Ageicy for providing
detailees to the Subcommittee to assist in this complicated investigation.

I. PRELIMINARY FINDINGS AND QUESTIONS

The Staffs investigation of the activities of the Aum Shinrikyo found evidence to
suggest that the Aum cult was a clear danger to not only the Japanese government
but also to the security interests of the United States and that this danger, although
lessened significantly by the actions of Japanese authorities, is still present.

Although the findings may initially sound farfetched and nearly science fictional,
the actions of the Aur and the facts corroborated from multiple sources by the Staff
create a terrifyin picture of a deadly mixture of the religious zealotry of groups
such as the Branch Davidians, the anti-government agenda of the U.S. militia move-
ments and the technical know-how of a Doctor Strangelove. The Staff found that:

" The cult was extremely large with approximately 40,000 to 60,000 members
worldwide including a membership estimated to be three times larger in Russia
than in Japan.

" The cult was extremely wealthy with more than $1 billion in assets.
" The cult actively recruited scientists and technical experts in Japan, Russia and

elsewhere in order to develop weapons of mass destruction.
" The cult was planning and apparently had the means to directly assault the

leadership of the government of Japan.
" The cult had produced chemical weapons, including toxic chemical agents such

as Sarin, VX, phosgene and sodium c yanide and had successfully deployed sarin
on at least two occasions against large groups of innocent civilians.

" The cult was also in the process of .Aeveloping biological weapons, including an-
thrax, botulism and "Q" fever and may have actually attempted at least one un-
successful deployment of a biological weapon on the innocent populace of Tokyo.

" The cult attempted to assassinate the chief law enforcement officer for Japan
as well as the Governor for the prefecture of Tokyo.

" The cult had successfully infiltrated various levr-Is of the Japanese government
and industry including elements of its law enforcement and military.

" The cult regularly used murder and kidnapping to silence its enemies in Japan.



" The cult acquired conventional armaments and attempted to acquire weapons
of mass destruction and their technologies from the former Soviet Union to uti-
lize in their planned attack on the Japanese and United States governments.

" The cult was also actively engaged in acquiring sensitive technologies in the
United States to also assist it in weaponization-the full extent of which is still
not fully known.

" The cult leadership was ruthless, cunning and fully willing to utilize any and
all means, including the killing of hundreds of thousands of innocent citizens,
to carry out its avowed purpose of plunging the United States and Japan into
a war of "Armageddon" from which the cult would arise as the supreme power
in Japan.

" The activities of the cult were and continue to be of a security concern to the
Secret Service for the protection of the President of the United States.

* This cult, its activities, and intentions were not fully appreciated by United
States law enforcement and intelligence services until after the Tokyo gassing
incident on March 20, 1995. As one senior U.S. law enforcement official stated-
"they weren't on our radar screen."

In a large sense, the Aur incident is a remarkable yet frightening case study of
the threat modern t& :rorism poses to all industrialized nations. It raises a series
of difficult questions about domestic and international preparedness as we enter the
next millennium. It serves as a harsh wake-up call for the United States which until
recently was rather complacent about the threat of terrorism. Some of the issues
these hearings are meant to raise include:

" How was this Doomsday Cult able to recruit some of the best and brightest of
university trained scientists in Japan and elsewhere and what are the implica-
tions for other Western industrialized nations?

" How could a purported pacifist religious group accumulate such technology and
weaponry in a relatively short period of time without raising the attention of
Western intelligence and law enforcement agencies?

* Was this cult linked to or supported by other groups, whether political, criminal
or intelligence?

" What did U.S. law enforcement and intelligence agencies know about the capa-
bilities and intentions of this group before the Tokyo incident?

" Could such an event happen here?
" If so, are we prepared for such an occurrence from an intelligence, law enforce-

ment and public health perspective?

In an attempt to answer these questions, the Staff has prepared the following
summary of the Aum's activities. Much is still not known about all of their interests,
especially here in the United States and in Russia. Most of the trials in Japan have
not been completed and the evidence presented in those trials has not been widely
disseminated outside of Japan. To the Staff's knowledge, none of the defendants
have been debriefed by U.S. officials. Despite this, much can be learned from what
the Staff was able to uncover in its inquiry.

Unless otherwise noted, the Staff has corroborated the following account with
multiple foreign and domestic sources including government agencies, current and
former cult members, outside experts and subpoenaed documents. In many in-
stances the Staff has obtained first hand accounts and original documentary evi-
dence from government and private sources. Due to the sensitivity and uniqueness
of some of the material obtained by the Staff, we have withheld or otherwise con-
cealed the sources of some of the material. Those documents used by the Staff which
are especially sensitive have been maintained as sealed exhibits of the Subcommit-
tee and are available for the Members and their staff to review.

III. BACKGROUND OF THE CULT

A. The Early Years

1. The Master Asahara: Humble Beginnings
The Aur Shinrikyo (Supreme Truth) was founded in 1987 by Shoko Asahara, a

40-year old legally blind former yoga teacher. Asahara was born on March 2, 1955
as Chizuo Matsumoto in Yatsushiro, Japan. He was the fourth son of seven chil-
dren-five boys and two girls. His family was poor, his father being a tatami (mat)
maker. He was educated in local schools for the blind because of infantile glaucoma.
He left home at the age of six and lived in a school dormitory from then until grad-
uating from high school. After graduating from the Kumamoto Prefectural School
for the Blind, Asahara moved to Tokyo where he unsuccessfully sought enrollment



in Tokyo University. He apparently graduated from a junior college in March 1975,
and later received some informal training as an acupuncturist.

Little more is known of his early years. He apparently married a local college stu-
dent in 1977 and has six children with his wife, Kazuko. Although his followers
claim that before founding his cult he traveled widely in the East in the pursuit
of religious training, the Staff was unable to confirm this. The Staff did corroborate
that Asahara apparently worked in acupuncture for some time and also operated
a pharmacy in the late 1970's and early 1980's. Police reports indicate he was ar-
rested on suspicion of violating Japanese pharmaceutical laws in 1982 for selling
unregulated medicines. The Staff was unable to determine the disposition of this ar-
rest but was advised that he was never jailed for the offense. However, as a result,
his pharmacy went into bankruptcy shortly after his arrest.

In 1977 Asahara began the study of yoga and in 1984 he formed a company called
the Aum Shinsen-no kai which was a yoga school and publishing house. From var-
ious Aum publications it appears that around 1986 he changed his own name to
Shoko Asahara and, in 1987, the name of his yoga group to the Aum Shinrikyo-
a Sanscrit derivative literally meaning "teaching the universal or supreme truth."

2. Religious Recognition: A Turning Point
In August, 1989, the Tokyo Metropolitan Government granted the Aum official re-

ligious corporation status. This law provided the Aum various privileges including
massive tax breaks and de facto immunity from official oversight and prosecution.
The Staff was repeatedly told that this was a significant event in the development
of the Aum's deadly activities. Under the Japanese Religious Corporation Law, after
a group is recognized, authorities are not permitted to investigate its "religious ac-
tivities or doctrine." This is broadly interpreted to cover almost everything the reli-
gious group does, including what would normally be viewed as "for profit" corporate
activities. Although the police could investigate a religious group for criminal acts,
the Staff was told by Japanese cult experts and government officials that in practice
this would be difficult if not impossible to do because of the law and the govern-
ment's reluctance to investigate religions.

Ironically, the United States is partially responsible for the broad interpretation
given to the Religious Corporation Law. The law was enacted in 1947 as a reaction
to excesses against religious groups by the former Japanese Imperial government.
With strong American influence in post-war Japan, this law was enacted to protect
religious beliefs from government interference. Since its enactment approximately
200,000 religious groups have been recognized. Their membership actually exceeds
the population of Japan by almost 70 million due to multiple memberships. Al-
though the vast majority of these religious sects are law abiding and well respected,
the Staff was told that there is effectively no government oversight over the activi-
ties of any of these groups even though some operate tax exempt "for profit" busi-
nesses and a few control their own political parties.

The Staff learned the Aum made their recognition as a religious group a high pri-
ority. They embarked upon an aggressive lobbying campaign which included picket-
ing the offices of the agency that was to make the decision. One Aum expert who
had been following their activities for some time called their efforts "scandalous"
and totally out of character with other religious groups. Public sources have alleged
that to ensure their registration, the Aum also aggressively lobbied local politicians
to put pressure on the Tokyo government officials to approve their application.

The Staff was told that this quirk in Japanese law was a significant factor in the
development of the Aum cult. With its registration as a legally recognized religion,
the Aum's activities and character dramatically changed. Its net worth grew from
less than 430 million yen (approximately $4.3 million) when recognized in 1989 to
more than 100 billion yen ($1 billion) by the time of the Tokyo incident six years
later. Likewise, its membership rose dramatically after legalization. From merely a
score of members in 1984 it grew, by its own accounts, to 10,000 members in 1992
and about 50,000 worldwide in 1995. And, from one office in Japan in 1984 it ex-
panded to over 30 branches in over six countries.

Starting in 1989 the cult also became more aggressive and dangerous. With its
dramatic growth, the Staff found evidence of increased complaints from parents and
family members of Aum recruits alleging kidnappings and other physical assaults
by the cult. A number of anti-Aum groups were started at about this time by family
members of cultists.

Those that formed these groups complained that they themselves became victims
of assaults and harassment. For example, as we will describe in a later section, the
first Aum murders occurred within months of the sect being granted religious status
when in November oA' 1989 cult members kidnaped and murdered a prominent Yo-
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kohama lawyer, Tsutsumi Sakamoto, his wife and their one year old son. Prior to
his disappearance, Mr. Sakamoto had represented many of these anti-Aum groups.

The Staff was told that with their protective religious status in place, the cult felt
so confident that they were immune from government interference that they decided
to silence Sakamoto. After successfully doing so, the lack of any government re-
sponse, we were told, apparently emboldened the Cult to commit even more horrible
and blatant attacks upon their perceived enemies in Japan. As we now know, this
"immunity" did not last. Since the Tokyo incident, the Japanese police have arrested
about 400 Aur members, including most of their hierarchy.

3. Political Failure: Another Turning Point
Another event that the Staff learned was important in the changing aspect of the

Aum cult concerned their brief foray into politics. The year after they became a reg-
istered religion, Asahara announced to his members that the Aur was going to run
a slate of candidates in the Japanese Diet election in February 1990. Asahara and
24 other members of his inner circle ran for parliament under the banner of the
Aum's own party-the Shinrito.

The Staff was told by former Aur members that Asahara was personally very
confident that both he and the other Shinrito candidates would win their elections.
However, all lost badly. Asahara himself only received a mere 1,700 votes out of ap-
proximately 500,000 votes cast. To add to his humiliation, former Aum members
told the Staff that Asahara did not even get all the votes of his own followers who
numbered well in excess of the 1,500 votes he obtained.

It is almost universally held that the 1990 election defeat was the final turning
point for the direction the Aur would eventually take. Although they had already
committed crimes, including murder before the 1990 election, after their defeat the
Aum gave up on all legal pretensions and turned away from normal interaction with
the larger Japanese society. From then on the rhetoric of Armageddon and paranoia
became incessant. Cult experts in Japan told the Staff that in hindsight it appears
that from 1990 onward, the die apparently was cast for a violent confrontation with
the people and government of Japan.
B. The Cult's Beliefs

1. East Meets West: A Levitating Terrorist
The Aum Shinrikyo is grounded in Buddhism but with a strong mixture of as-

sorted Eastern and Western mystic beliefs including the works of the 16th Century
French astronomer, Nostradamus. The religion preaches that there are a number
of steps or levels of consciousness that a member can reach through the teachings
of "the Spirit of Truth, His Holiness the Master Shoko Asahara." Aum literature
claims that only one person, Shoko Asahara, has attained the highest level of con-
sciousness and exists in the state of Nirvana. The Staff interviewed one former
member of the Aum who had been recruited because of his knowledge of the reli-
gious teachings of Buddha. He told the Staff that for a period he was tasked with
writing all of the "divine teachings" of Shoko Asahara who, in his opinion, knew
very little about Buddhism in his own right.

The Aum faith also included a number of religious views surrounding "reincarna-
tion" as well as Tibetan beliefs in extrasensory experiences including clairvoyance,
"seeing through walls" and "levitation." Asahara claimed to frequently levitate and
fly around rooms, The only photographic evidence the Staff reviewed concerning
these flights appeared to be crude forgeries. Even to the untrained eye they show
that rather than levitating, Asahara was probably bouncing on a device such as a
trampoline to become airborne.

2. Aum Armageddon: Shiva Meets Sarin
The Staff was also told by authorities that the cult was fixated with the Hindu

god "Shiva." This was significant since "Shiva" is the "god of destruction" thereby
explaining in part the violent nature of the cult and its particular emphasis on "Ar-
mageddon." Although this concept is widely known in Western religions, "Armaged-
don' or the "end of the world" is not a normal tenet of Buddhism or other Eastern
religions popular in Japan. However, it was a core element of the Aum religion with
salvation only coming at the end of Armageddon to those who adopted the Aum
faith. Asahara foretold salvation for those Aum members who have attained a high-
er state through the teachings of the "Supreme Master"-Asahara. Asahara also
preached salvation even to those of his members who perished in the predicted Ar-
mageddon since they were assured a special status in their reincarnated state.

The Staff was told by Japanese government officials that in 1989 Asahara pub-
lished a major religious treatise on Armageddon called The Destruction of the World.
In it Asahara apparently described a world-wide calamity based upon a purported



war between Japan and the United States which would start sometime in 1997.
Asahara based his predictions on "The Prophecies of Nostradamus," the "Revela-
tions of St. John" from the New Testament, Buddhist scriptures, and other personal
revelations.

Again in 1993, Asahara publicly reiterated his predictions of Armageddon. In a
book entitled Shivering Predictions by Shoko Asahara, Asahara stated that:

"From now until the year 2000, a series of violent phenomena filled with
fear that are too difficult to describe will occur. Japan will turn into waste
land as a result of a nuclear weapons' attack. This will occur from 1996
through January 1998. An alliance centering on the United States will at-
tack Japan. In large cities in Japan, only one-tenth of the population will
be able to survive. Nine out of ten people will die."

Later that year in another book published by the Aum in July, entitled Second
Set of Predictions by Shoko Asahara, he provided further revelations concerning
these wars. He claimed that a Third World War would soon break out. He wrote
that :

"I am certain that in 1997, Armageddon will break out. By 'break out' I
mean that war will erupt and that it will not end soon. Violent battles will
continue for a couple of years. During that time, the world population will
shrink markedly ...
"A Third World War will break out. I stake my religious future on this pre-
diction. I am sure it will occur."

Within days after the subway attack in March 1995, Asahara, in a video message
wherein he denied complicity in the incident, further explained the perceived role
of his cult in Armageddon:

"We act on the basis of prophecies. In 1997 and 1998 most of Japan's large
cities will suffer major damage in a war between the U. S. and Japan. Then
the Japanese economy will collapse. Japanese assets will be lost, reviving
the nation after this collapse is one goal of ours . . . salvation activities.

3. Armageddon in 1995: A Threat to the United States?
Although most of Asahara's prophecies predicted the Armageddon in 1997 or

1998, documents recently seized by the Japanese police from Aum facilities indicate
that sometime starting in 1994 the date for this cataclysmic event was moved up
to November of 1995. The Staff was told by Japanese government sources that they
were concerned from analyzing cult teachings that the Aum may have "decided to
speed things up" by instigating the predicted war between Japan and the United
States in November, 1995.

The new November timetable for Armageddon appears to have coincided with
public statements by Asahara that he and his people were already the victims of
gas attacks by Japanese and U.S. military aircraft. in a public sermon delivered by
Asahara at his Tokyo headquarters on April 27, 1994, he claimed that:

"With the poison gas attacks that have continued since 1988, we are
sprayed by helicopters and other aircraft wherever we go. . . . The use of

poison gases such as sarin were clearly indicated. The hour of my death has
en foretold. The gas phenomenon has already happened. Perhaps the nu-

clear bomb will come next." (Emphasis Added)
The date of this speech is significant since it predates by two months the June

27th sarin gas attack in Matsumoto, Japan. This event, which left 7 dead and over
500 injured will be discussed in greater detail later in the Staff statement. Although
the Aum has always publicly denied any involvement in any gas attacks, evidence
developed after the Tokyo incident from arrested cult members clearly implicates
the cult in the Matsumoto incident. Juxtaposed, the prediction of the new Armaged-
don in November with the discussion of sarin, leaves a clear impression that the
Aum may have been planning a gas attack in November 1995.

The November prediction is troubling as it coincides with the ta.t that President
Clinton and 17 other world leaders are scheduled to gather in Osaka, Japan for the
annual Asia-Pacific Economic Cooperation (APEC) meeting on November 16-19. The
Staff has not discovered a link between these two events. We have no credible evi-
dence that the Aum planned an attack directed at the APEC gathering. The timing
of the two events, however, raises some concern.

Just two weeks ago, the Japanese press reported that the Japanese police have
launched one of their nation's largest security details to protect the November 16--
19 Asia-Pacific conference. The articles specifically note that the police are guarding



against a possible nerve gas attack similar to the sarin attack in Tokyo. They claim
that the Osaka police have stocked up on gas masks and chemical protection suits
in order to guard against any such attack. Takaji Kunimatsu, the Commissioner
General of the Japanese National Police Agency, is also quoted as ordering all of
his police commanders to be on "full alert', saying:

"Particularly after the subway incident, it has become extremely difficult to
predict who would do what .. "

Kunimatsu is also said to have called on all senior police chiefs to step up their in-
vestigations of the Aum sect since "the truth of the sect remains unclear."

Concern that the Aura may have sought out United States targets is fueled by
the rampant anti-American rhetoric historically used by the cult. As early as 1993,
Asahara accused the United States of planning the attack on Japan that would fore-
shadow the Armagedd9n. The cult's literature also disparaged the United States,
blaming the West for causing the rampant materialism and internationalism that
the cult claims is at the root of the current problems with Japan. The cult has re-
peatedly accused the United States of masterminding and of carrying out a series
of chemical attacks on it. These accusations go back to early 1994 and the cult pro-
duced a 1994 video tape entitled Slaughtered Lambs that allegedly documents these
attacks.

The anti-American rhetoric became more personalized in January, 1995 when the
cult's monthly organ, Vajrayana Sacca printed a series of anti-American and anti-
Japanese government articles. The Staff obtained one article called Will Clinton Be
Assassinated? In which the cult wrote:

"Clinton will be without doubt a one-term president. At best, he will not
be re-elected. At worse, it would not be strange if he were assassinated,
making it appear like an accident."

That same publication also contains an article raising the specter of planned ter-
rorist assassinations of various Japanese officials. A number of prominent Japanese
officials were listed as "blackhearted aristocrats who had sold their souls to the
devil." Included were Daisaku Ikeda, the Honorary Chairman of Sokagakkai, a Jap-
anese religious group; Yukio Aoshima, the Governor of Tokyo; and Ichiro Ozawa, the
Secretary General of the New Frontier Party of Japan. Ozawa, was especially sin-
gled out and placed at the head of the list as "the king of darkness" for his close
ties with the United States. The Staff was told by a number of Japanese sources
that President Clinton was also named on another similar list prepared by the cult;
but to date we have not been able to find this document and list.

Some credence can be given to this being a list of potential assassination targets.
On May 16, 1995, on the evening of Asahara's arrest, Tokyo Governor Aoshima, who
was prominently mentioned on the January list, was the recipient of a mail bomb.
Although he was not injured, his secretary lost a number of fingers when the bomb
detonated outside the Governor's office.

Unconfirmed press reports assert that the cult was targeting the United States.
Japanese Public Television (NHK) issued a story in mid-June, 1995, that it had ob-
tained portions of the confession of the cult's chief physician, Ikuo Hayashi, in which
he admitted the cult was planning, as early as November of 1994, to mail packages
of sarin to unnamed locations in the United States. It quoted Hayashi as saying
that the Intelligence Chief of the cult, Yoshihiro Inoue, wanted Hayashi to travel
to the United States to receive the parcels for further delivery. The broadcast indi-
cated that the plan was never carried out but that Inoue still planned to use sarin
gas in America. Botih Hayashi and Inoue have been charged along with others for
murder for the March ',Oth Tokyo subway attack.

The Staff learned that the cult's Intelligence Ministry Chief Inoue kept a number
of detailed diaries or notebooks in which he jotted down random thoughts and plans
concerning the Aum. These notes were seized by the police. Allegedly, Inoue wrote
down a plan to carry out some kind of indiscriminate terrorism in major U.S. cities,
including New York. The terrorist attacks were to be similar to the Tokyo sarin gas-
sing. Although some portions of these notes have been corroborated, those specific
sections describing the New York attack have to date not been confirmed. Although
the Japanese media claim that the police have possession of these sections that de-
scribe the New York plot, the Staff, to date, has been unable to obtain access to
them.

It is a vexing task to quantify the level of threat a group such as the Aum pre-
sents to U.S. security. As this report indicates, the Aum was highly dangerous and
extensively erratic and unpredictable, obtaining much of their direction from the
"prophecies" and rambling ol a charismatic madman. However, it is clear that a core
belief of the Aum was that the United States was an enemy of the Aum and that



a war with the United States was a central component of their prediction of Arma-
geddon. Although no specific threat against President Clinton has been documented,
the Staff has learned that both the United States Secret Service and the Japanese
government take such a threat seriously and have taken security precautions.

4. Aum's Other Enemy: The Jews
The Aum was also virulently anti-Semitic. As an example, in a 95-page publica-

tion issued two months before the Tokyo incident, the Aum attacked the Jews as
the "hidden enemy." This special edition of the Vajrayana Sacca was entitled Man-
ual of Fear and began with a declaration of war on the Jewish people:

"On behalf of the earth's 5.5 billion people, Vajrayana Sacca hereby for-
mally declares war on the 'world shadow government' that murders untold
numbers of people and, while hiding behind sonorous phrases and high
sounding principles, plans to brainwash and control the rest. Japanese
awake! The enemy's plot has long since torn our lives to shreds."

The tract quotes liberally from a number of anti-Semitic writings and blames the
Jewish people, for among other things, the mass murders in Cambodia by the
Khmer Rouge, the massacres by Serbs and Croatians in Bosnia, and the tribal war-
fare in Rwanda. It claims that the Jews are planning similar massacres in other
areas of the world in order to carry out a sinister plot to reduce the world's popu-

"lation by three billion people by the year 2,000. The Aum also has linked the Jews
to its other enemies within Japanese society-the "black aristocracy" of Japanese
"internationalists" including a number of current and former Japanese politicians
and statesmen.

Although the Staff found no evidence of specific attacks upon Jews or Jewish cul-
tural, religious, business or political institutions, this may have been more the sim-
ple result of the absence of such targets in Japan. On the other hand, the Aum did
target for its rhetoric those it called "Jewish Japanese." These people were not Jew-
ish but rather cosmopolitan Japanese, government officials and members of the
business establishment in Tokyo who in the Aum's view exemplified the internation-
alism and materialism that the Aum hated. Eventually, these "Jewish Japanese" be-
came the victims of the Aum's indiscriminate Matsumoto and Tokyo sarin attacks.

IV. THE OPERATION OF THE AUM

A. Membership and Recruitment: Large and Highly Technical
The cult claimed a membership as high as 65,000, the large majority of whom,

30,000-50,000, were in Russia. These numbers have not been publicly corroborated
by the Japanese government although most of the officials and Aur experts the
Staff interviewed placed the worldwide membership in the 40,000 to 60,000 range.
Despite the recent spate of publicity surrounding the criminal acts of the cult and
the arrest of approximately 400 Aum activists by Japanese authorities, there has
not been a dramatic loss in membership in Japan. Since declared illegal by Russian
authorities, Aum membership in Russia has declined drastically. The Staff has pre-
pared a list of the most important cult members, attached as Appendix A.

In the course of our inquiry, it became clear that the Aum included among its fol-
lowers many highly-trained graduates in the sciences and technological fields from
some of Japan's leading universities. They included members with degrees in fields
such as medicine, biochemistry, architecture, biology, and genetic engineering. A
distinctive feature of this cult was that many were young intellectuals in their 20's
and 30's who had dropped out of Japanese society to join this doomsday cult.

Among some of Japan's "best and brightest" who joined the cult included a former
researcher of the National Space Development Agency of Japan, an expert on chemi-
cal weapons who majored in organic physics at Tsukuba University, a researcher
who studied elementary particles, a reporter with a major Japanese newspaper, a
physicist from Osaka University, a cardiac specialist, and an organic chemist, to
name a few.

The Japan Times recently released a detailed description of a number of the key
members of the Aum hierarchy which offers an excellent view of the expertise of
this cult. It reported the following:

Hideo Murai, (36) (deceased)-Minister of Science and Technology-After
graduating from the physics department of Osaka University he entered
graduate school specializing in physics and started working for Kobe Steel
Ltd's research and development department.

Kiyohide Hayakawa (45)-Minister of Construction-Held a master's de-
gree in architecture from Osaka University.



Fumihiro Joyu (32)-Public Relations Minister-Graduate of Waseda
University with a masters degree in artificial intelligence. Was an engineer
at the National Space Development Agency before joining cult.

Yoshinobu Aoyama (35)-Justice Minister-Son of a wealthy family in
Osaka. Graduate of Kyoto University Law School and youngest person to
pass national bar exam.

Masami Tsuchiya (30)-Chief Scientist-Held a master's degree in or-
ganic chemistry from Tskuba University. Reportedly joined the cult because
it had better research facilities than his university.

Not all of the Aur members had such backgrounds. A number of the members
were poorly educated and from working backgrounds. Many were young and rebel-
lious. The Staff was told by two former cult members that these working class mem-
bers had been specifically recruited for work details to help in the construction of
the various Aum factories and also for the Aum's military forces. Nevertheless, the
Staff discovered that the vast majority of the Aum's recruits had college or univer-
sity backgrounds.

it is difficult to understand the Aum's attraction to such an educated audience.
This is still the subject of much debate in Japan and has been the subject of numer-
ous articles and editorials in the Japanese media.

Regardless of the reasons for their success, the Aum was extremely successful in
its recruitment drives. They were very aggressive in their recruitment activities and
even had an entire division called the New Followers Agency to perform this task.
Beyond rudimentary techniques such as leafleting and street corner proselytizing,
the Aum used a diverse blend of recruiting methods. They used their classes on
yoga, herbal healing and meditation on campuses to recruit. They also recruited
through their numerous computer stores, book stores and noodle shops. Addition-
ally, they broadcast their message to Japan through their Russian radio station and
used it and other radio and television shows in Moscow to recruit in Russia.

A number of Aum experts contacted by the Staff, contend that the Aum was suc-
cessful not only for all of the above reasons but also because of their use of psyche-
delic and mind-altering drugs in the recruitment process. The Staff found strong
evidence to support the contention that the Aum used these substances along with
other brainwashing techniques including sleep deprivation and isolation therapy.
Many ex-Aum members have been quoted publicly admitting to the use of these tac-
tics.

Perhaps the most compelling evidence of the strength of their recruitment efforts
is that at the time of the Staff visit to Japan, five months after the Tokyo subway
attack and subsequent to the arrest of most of the Aum leadership, the Aum was
still successfully recruiting new followers. In fact, Fumihiro Joyu, who replaced
Asahara as spokesperson for the Aum, became a "teen idol" for thousands of Japa-
nese adolescent girls who fancied his looks. All of this occurred despite the fact that
literally hundreds of Aurn members had been implicated in murder, attempted mur-
der and kidnapping plots.

Beyond generalized recruitment, they also appeared to have targeted specific indi-
viduals with unique skills for recruitment. The Staff confirmed that they recruited
from the military, the police and certain key technological industries and faculties
to further their militarization and intelligence functions.

For example, the Staff learned that the Aum had a strategy to recruit officers of
- the Japanese Self Defense Force (JDF) to use them as "combat troops" for the cult

as well as to assist them in training other Aum members and in providing intel-
ligence on government activities. Shockingly, the Aum appeared to have been suc-
cessful in these efforts.

For example, based on this strategy, the Aum obtained the lists of hundreds of
JDF members and tried to recruit them. The list was recovered during the arrest
of an Aum follower. This strategy placed a high priority on recruiting members of
the First Airborne Brigade and other highly trained divisions. The Staff discovered
evidence that to carry out this recruitment drive the Aum even wiretapped the
house of the First Airborne Brigade's commander to spy on his private life.

Former cult members interviewed by the Staff confirmed this recruitment drive
and said that there were approximately 100 Defense Force members recruited, in-
cluding 60 former members. The JDF has publicly admitted that only 20 incumbent
and former JDF members were also Aum members although there appears to be
evidence that the number was somewhat higher.

The Staff also learned that a number of the former or current JDF officers who
were recruited by the Aum provided critical assistance to their new religion. For ex-
ample, we have learned that one or more non-commissioned officers from the First
Airborne Brigade worked closely with Yoshihiro Inoue, the 25 year old Intelligence



Minister of the Auma. These individuals either individually or in cooperation with
fther Aum members :

* Assisted in the November 27, 1994 burglary of a Metropolitan Police Depart-
ment office to steal driver's license data;

* Assisted in the break-in of the Hiroshima factory of Mitsubishi Heavy Indus-
, tries on December 28, 1994, in an attempt to steal technical documents on

weapons such as tanks and artillery;
* Assisted in a firebombing attack on the Auni headquarters in Tokyo on March

18, 1995, in an attempt to inspire public sympathy for the Aum just before the
Tokyo subway gas attack.

* Provided military training to other Aum members.
Additionally, the Staff has reviewed documents that indicate that JDF members

also passed secret information to the Aum concerning the Metropolitan Police's
planned raid on the Aum's facilities, This raid was supposed to occur on March 20th
but was postponed because of the Tokyo subway gassing that occurred on that date.
The Staff learned that these officers alerted the Aum of the anticipated raid and
as a result the Aum initiated their deadly subway assault.

The Japanese Defense Forces were not the only victims of successful Aum pene-
tration. The Staff discovered that the Aum recruited a number of police officers
along with other low-ranking government bureaucrats. Former Aum members tol
the Staff that the Aum was actively attempting to recruit police officers. They re-
membered at least two active duty police officers being Aum members--one a Ser-
geant and the other an Assistant Inspector. The Staff was also told by former Aum
members that the Aum wanted to recruit employees in the Prime Minister's per-
sonal office and in particular those employees who had access to statistical informa-
tion concerning the Japanese government and economy. The Staff has no informa-
tion indicating how successful the Aum was in the later attempts.

In addition, the cult actively recruited individuals in the Japanese business sector.
Although not as well documented as other areas of activity, the Auma apparently tar-
geted those industries that had technology or know-how that it needed for weapons
production. There is some evidence that they successfully penetrated a number of
Japanese defense contractors including Mitsubishi Heavy Industries Ltd. and
Nippon Electronics Co. Ltd.

Japanese press reported that one of Mitsubishi's employees was arrested for as-
sisting an Aum member who was an active duty Japanese Defense Force member
in the theft of Mitsubishi research data. Mitsubishi publicly acknowledged the ar-
rest of their employee, Hideo Nakamoto (38) and the theft of materials. However,
they denied that this technical data was defense related.

In November, 1994, followers of the Cult were arrested on suspicion of breaking
into the offices of Nippon Electronics Co., Ltd. (NEC). The purpose of the intrusion
was to obtain information on laser technology from NEC's laser beams laboratory
in Sagamihara, Kanagawa prefecture. When the police arrested Masanobu Iwao,
who is alleged to have worked for the Aum's Intelligence Ministry, they discovered
sketches and maps of the interior layouts of facilities at six major electronic firms.
Also included in the materials seized were the names of dozens of Aum members
who worked for major electronic and chemical companies in Japan. Police suspect
that the internal diagrams of the firms were provided by Aum sympathizers/mem-
bers from the various firms. Police were led to suspect Iwao of the NEC burglary
when they found his portable personal computer and floppy disks at the scene of
the crime.
B. Structure of the Aum: A Government In Waiting

The founder of the Aum, Shoko Asahara, occupies the top position of the Aum as
its "Supreme Leader." Under him, the followers are classed into seven ranks of en-
lightenment. All owe complete allegiance to him.

Unlike other religions, the Aur was organized into Ministries and Departments
that attempted to mirror the Japanese government. For example, under Asahara,
the Cult had 24 identifiable organizations comparable to the Japanese government
with similar functions and responsibilities. Thus, the Auma had ministries of defense,
health and welfare, science and technology, heavy industry, education, etc. As with
the Emperor of Japan, Asahara also had a "household agency" which provided secu-
rity and medical care for his family. In addition, Asahara had a "secretariat" headed
by his 11 year old daughter, Reika Matsumoto, whose duties are unknown.

The Staff has prepared a chart which will be made an exhibit that identifies all
of the most important ministries. Although the cult had more members in Russia
than in Japan, all of the highest positions in the cult were held by Japanese citi-
zens.



These ministers along with the head of Asahara's "household agency" were part
of the inner circle of advisors to Asahara. Unlike the tens of thousands of Aurn
members who are believed to have been innocent devotees of the Aur, this inner
circle knew the true nature of the cult. Most have been arrested for helping to plan
and carry out the Aum's known atrocities. Some of the members of this inner circle
and their respective ministries are as follows:

" Hideo Murai-Former Minister of Science and Technology.-This was a key
ministry which reportedly had over 300 members including a number of skilled
scientists. It was responsible for the cult's scientific experiments and was the
critical ministry for the production of the sarin nerve gas. Murai was probably
the primary go-between to Japanese organized crime for the production of ille-
gal drugs which is speculated to be the major reason for his murder on April
23, 1995. He was succeeded by Masami Tsuchiya, age 30, who was subsequently
arrested for murder and attempted murder for the Tokyo subway incident.
Tsuchiya is reported to have confessed that he led the group's sarin production
team.

" Kiyohide Hayakawa (45)-Minister of Construction. -He was one of Asahara's
chief advisors and considered the mastermind of the sect's growth and mili-
tarization. He was in charge of acquiring land, building all sect facilities and
acquiring all of the technology and military hardware. He supervised the oper-
ations in the United States, Australia and Russia. He has been arrested for in-
volvement in the Tokyo incident. He has also been recently indicted for the
1989 murder of Yokohama lawyer, Tsutsumi Sakamoto, and his family.

" Yoshihiro Inoue (25)-Intelligence Minister.-He was responsible for gathering
intelligence on government counter measures against the cult as well as acquir-
ing scientific and other technical materials. He has been implicated in most of
the major burglaries of defense contractors as well as for the infiltration of the
Japanese Defense Forces. He was arrested on May 15th for his involvement in
Tokyo incident. He was recently implicated in the letter bomb attack on Tokyo
Governor Aoshima.

" Tomomitsu Niimi (31)-Minister of Home Affairs.-This ministry was respon-
sible for maintaining control and discipline over the membership. It was in-
volved in rost of the kidnappings and torture of dissident and runaway mem-
bers. Niimi has been indicted for murder in regards to the Tokyo incident as
well as the 1989 murder of the Yokohoma attorney and his family. He has also
been publicly quoted as having confessed to the use of VX and sarin gas against
former Aum members and critics.

" Ikuo Hayashi (48)--Treatment Minister.-He was a key player in developing the
sarin for the Tokyo attacks. As a trained physician he was called upon to ad-
minister drugs to recalcitrant Aur members and played a role in distributing
the sarin in the subway cars. He and his wife traveled to the United States to
collect documents on the use of sarin. He has been charged with murder in re-
gard to the Tokyo incident.

" Seichi Endo (34)-Health and Welfare Minister.-This minister and his ministry
were responsible for the chemical and biological weapons research and develop-
ment program. Endo worked closely with Masami Tsuchiya, head of the sect's
chemical team and the successor to Hideo Murai, Science and Technology Min-
ister, who was assassinated on April 23, 1995. Endo has confessed to his in-
volvement in the sarin attacks and that Asahara had closely directed his re-
search and development. Endo has been indicted for murder.

C. Financial Operations: Over $1 Billion
The Aur was very wealthy. Japanese government estimates place its assets at

over 100 billion yen or approximately $1 billion. They also list 16 separate pieces
of property in 11 different prefectures belonging to the Aum. They aisr note that
the cult possessed a large amount of liquid assets including a large helicopter, boats,
gold bars, and cash. Reportedly, the police recovered 700 million yen ($7 million)
and 10 kilograms of gold ingots in just one of the buildings they raided.

The Aum amassed this fortune by a number of means. Not only did they require
their followers to turn over all of their earthly possessions, they also came up with
a number of ingenious and outlandish money-making schemes from running noodle
shops and other legitimate businesses to extortion and selling their spiritual leader's
blood and bath water.

According to the Aum's teachings, the only way to survive the Armageddon was
to strictly follow the Aum's teachings and in particular, to renounce the world and
all of its worldly possessions. This tied directly into another tenet of the Aur that
demanded all members who wished to reach a higher state of consciousness to give
all of their assets, including other family members' assets, to the cult. A majority
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of the Japanese members are believed to have innocently turned over most of their
assets to the cult. This would run from a person's telephone credit card worth a few
dollars to one's Tokyo residence worth millions. No one knows for sure how much
money was raised in this fashion but it is imagined to have been staggering in light
of the vehement protests that were raised by thousands of relatives of Aura mem-
bers.

The Aura raised millions by also selling religious training and paraphernalia. A
list of some of the items offered for sale is attached to the Staff statement as Appen-
dix B. They ranged from headgear designed to synchronize one's brain waves to that
of Asahara for $10,000/month to a 200cc bottle of water from Asahara's bath for $20.
A significant amount was probably raised from these activities, although the total
is not known.

The cult also raised funds in a perverse use of the Japanese Religious Corpora-
tions law to extort money. Because the law gives so much protection to religious
groups, the Aum along with other legitimate religions could establish offices/church-
es almost- anywhere. The Staff was told by former Aum members and government
sources that they would use this legal guarantee to extort money from townspeople
by threatening to come into their community. Apparently the Aur collected $9.2
million from one community on condition that it leave town.

The Aur also had legitimate businesses throughout the world that produced in-
come for the cult. For example, in Taiwan it had an import/export agent. In Sri
Lanka it maintained a tea plantation. The Aur was also involved in several dif-
ferent businesses in Japan. The cult's corporate affiliates ranged from the Maha
Posya computer retailer to chains of "bento" (boxed lunch) shops and cheap Chinese
noodle restaurants, a fitness club, a telephone dating club, and, unbelievably, a
baby-sitting firm.

In July 1995 Japan press reports, citing police sources, said that the Aum paid
over $400 million to companies in foreign countries over the past three years. The
Japanese press reports that most of the amount, about $300 million, was paid to
a Taiwanese company from a Japanese computer company run by the cult as the
price for computers and computer parts purchased by the Aum. These press reports
allege the Aum remitted some $1 million to accounts of a Russian company at banks
in the Netherlands, Finland, and other European countries as broadcasting fees.
The Aum also paid some $400,000 to an Australian company as fees for buying a
farm and medicines, and nearly $100 million to other computer related companies
in the United States and other countries, according to officials contacted by the
Staff.

The amount of money earned by these enterprises is not known at this time. How-
ever, the size of their operations reflects a wealthy sect with extensive resources.
The Staff has prepared an Appendix (Appendix C) which lists those properties and
companies that we were able to document.

Another source of income for the cult may have come from illegal drug manufac-
turing. As will be explained in a later section, there appears to be credible evidence
to suggest that the Aur was using its chemical expertise to manufacture stimulants
and other illegal drugs for the Japanese underworld. Japanese government sources
have concluded that the Aur produced and sold illegal drugs including stimulants
and LSD. Whether or not they were also manufacturing these drugs for the Yakuza
or mafia is still not fully proven but materials reviewed by the Staff seem to indi-
cate a strong circumstantial tie between these two groups for the sale of drugs.

De -pite these sources of income, some commentators have raised questions about
whether the Auma was also obtaining funding from some other outside group, either
foreign or domestic. Until more evidence is made public from the trials or records
seized by the Japanese police, it is impossible to respond to these allegations.

D. Militarization of the Aum: Preparing For War With The West
The Aum was actively engaged in the preparations for both a conventional and

unconventional attack upon the Japanese government and its people. This section
will discuss the Aum's ambitious yet basically unsuccessful preparation for conven-
tional warfare; the next section will detail the more successful and more frightening
chemical, biological and nuclear preparation by the Aum to initiate Armageddon.

Much evidence of the Aum's militarization comes from former Aum members who
have confessed to Japanese authorities the specifics of the Aun's militarization pro-
gram. These confessions have been corroborated by weapons parts, equipment and
records seized by Japanese police including the notebooks of Construction Minister
Hayakawa and computer files found at the sect's offices.
The Staff learned that on April 6, 1995, a large number of components analogous

to AK-74 submachine gun parts along with blueprints for their manufacture were
found in a car owned by an Aur member. The AK-74 is the modern day version
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of the World War 11 era Soviet AK-47 assault rifle. Later, completed machine guns
additional parts, used rocket launchers and other military paraphernalia were found
by Japanese police at the main Auma facility in Kamikuishiki. This is the same loca-
tion where the sarin gas and biological facilities were located. The seized machine
guns and parts resemble Russian-made AK-74s-

The Aum had apparently planned to illegally manufacture as many as 1,000 AK-
74s and cartridges before the police raids. The Staff learned that the Aum had been
manufacturing parts for these guns with the aid of computer-controlled machine
tools at the Aum complex at the foot of Mt. Fuji since July 1994. Apparently Aum
Intelligence Minister Inoue ordered the destruction of the weapons and lathes after
the police raid on March 22nd. He had also instructed that they all be dumped into
the reservoir located at Kusaki Dam in Gunma Prefecture. The Staff has learned
that police searches of the area confirmed this information. Subsequent public state-
ments by police authorities allege that over 100 Aum members were involved in the
production of AK-74s.

It also appears that the Aum was interested in developing laser weapons. The
Staff has learned from Japanese government sources that notations found in the
Aum's Construction Minister Hayakawa's handwritten notebooks indicate that the
cult was actively seeking information on the development of such weapons. These
sources also indicate that apparently a number of Auma members traveled to Moscow
to interview a Dr. Nikolay Basov, a purported Nobel Laureate and authority on this
subject. The Staff has obtained Aum brochures with photographs purporting to show
Dr. Basov with Asahara. In addition, as previously mentioned, the cult also at-
tempted to steal technology from NEC's laser beam laboratory in Sagamihara in No-
vember of 1994. At the end of December, 1994, other Aum followers were arrested
on suspicion of burglary at the Mitsubishi Heavy Industries Research Center in Hir-
oshima prefecture. They apparently broke into the facility on a number of occasions
in an effort to steal documents and data on laser beam research.

An official Japanese document reviewed by the Staff, confirms these events and
also indicates that in March, 1995, documents on laser technology, including blue-
prints for a laser gun were confiscated from one of the Aum members. Documents
relating to laser technology were also found buried in the grounds near the cult's
facilities in Fujinomiya, Yamanashi prefecture. Additionally, as set forth in section
VI(C), infra, of this Staff Statement, the Aum's U.S. operatives were actively seek-
ing laser technology.

Those same Hayakawa notebooks also include references to nuclear weapons and
seismological weapons. As will be discussed in more detail in a later section on Aum
activities in the United States and Russia, the Aum actively sought nuclear weap-
ons technologies wherever they could find it. The Staff learned that data regarding
nuclear weapons research was found on a number of laser discs seized during a po-
lice raid on March 23, 1995, from an Aura member.

There also appears to be evidence that the Aum sent a party of its members to
the former Yugoslavia to research the work of Nikola Tesla, the discoverer of alter-
nating current who experimented with the theory of seismic weapons before he died
in 1943. Apparently these Aum members traveled from February to April, 1995 to
the Tesla Museum in Belgrade to review Tesla's thesis and other research papers
concerning "Tesla weapon systems" that focus on wave amplification. Their efforts
in both Yugoslavia and in the United States to obtain such weaponry is discussed
in section VI(D), infra.

The Aum was also interested in military training for its followers. The Staff
learned from former Aum members that weapons and other military training was
provided at an Aum training camp in Japan. Approximately 200 Aum members
went for training in groups of 50 members. The training was provided by 3 brothers
who were current active duty Japanese Defense Force members. These former Aum
members also recalled seeing at least 50 AK-74s that were used for the training.
They also said that the reason given to the Aum members for the training was that
the Aum was going to produce a war movie and that the Aum members were being
trained in order to realistically act in the movie.

These same former Aum members also recalled an incident where one of their
friends brought back two Tokarev pistols from Russia. While in Moscow, Construc-
tion Minister Hayakawa had given the weapons with 16 rounds of ammunition to
their friend, also in Moscow, with specific instructions to deliver them personally to
Asahara. They never learned the purpose of the guns and their friend reportedly
was startled when Asahara opened up the sealed package containing the guns in
his presence.

The Staff has confirmed that "shooting tours" in Rus.ia had been arranged by the
Aum for some of its members as part of its efforts to provide military training. One
such tour was scheduled for September 21-30, 1994. This trip was arranged through



a travel agency which is a front company for the cult called "Devenir Millionaire',
located in Kandanishiki-cho, Chiyoda-ku, Tokyo. As mentioned in section VI(C),
infra, the cult also obtained helicopter training in Opa Locka, Florida.

According to the brochuie distributed by the firm mentioned above, their training
included shooting practice for automatic rifles at a Russian military base on the out-
skirts of Moscow. It also notes that former Spetznaz members, a specialized Russian
military unit would be providing the training. Although the Staff was told that
some high officials of the cult did receive Spetznaz training in Russia, we could not
confirm if this particular tour ever was carried out.

Finally, a number of private and government sources have confirmed that the
Aum had constructed and utilized a microwave incinerator to actually burn out bod-
ies of enemies of the cult or cult members who perished during training or through
other cult activities. Apparently the Aum would place bodies into the device, com-
prised of a stainless steel drum connected to an industrial microwave, for three days
and then soak the ashes into nitrate which would dissolve the calcium remains. A
Japanese government document indicates that nearly two dozen bodies were dis-
posed of in this manner.

E. Aum's CBW Program: Gas, Bugs, Drugs and Thugs
The Aum cult was aggressively involved in chemical and biological weapons pro-

duction. Although, the extent of their success is not fully known to this date, the
Staff found evidence that they successfully produced nerve agents such as Sarin,
Tabun, Soman and VX, biological agents such as botulism and anthrax and con-
trolled substances such as LSD.

Their operations involved chemical and biological research, development and pro-
duction on a scale not previously identified with a sub-national terrorist group. They
created a relatively sophisticated chemical and biological research facility without
attracting the attention of either Japanese or foreign governments. In the course of
these operations, they not only produced potential weapons but also illegal drugs
for their own use and for sale to others.

The cult's motivation for the production of chemical and biological weapons is in-
extricably linked to its Armageddon prophesy. As previously mentioned, Asahara
foretold Armageddon in 1997 and then move the ate to 1995. The cult had as a
basic belief that there would be a major war between Japan and the United States
that would involve weapons of mass destruction. Based upon our investigation, in-
cluding discussions with Aum members and review of Aum propaganda, the cult de-
veloped these weapons in order to either be prepared for this cataclysm or to insti-
gate it by pre-emptive strike against their Japanese and Western enemies.

1. Chemical Weapons
Just last week, on October 20th, Japanese prosecutors revealed the full extent of

Asahara's plot to use deadly sain gas to effectuate his version of Armageddon. At
the initial arraignment against four cult members charged with conspiracy to com-
mit murder, the prosecutor publicly charged that the four, under the direction of
Asahara, planned to produce 70 tons of sain within 40 days of completion of the
sarin production facility, Satyam No. 7. The prosecutors told the court that the de-
fendants made sarin gas on three separate occasions in November and December
1993. They also produced another 30 kilograms of the deadly substance in February
1994. The prosecutors added that 20 kilograms of this batch was used in the June
1994 Matsumoto attack which killed 7 people.

The cult gas squad was to spray the sarin via a helicopter the Aum had pur-
chased. In furtherance of this conspiracy, the prosecutors charged the cult with the
purchase of the Soviet-made helicopter. If the plot succeeded, Asahara had promised
to promote the cult members involved to senior positions in the Aum hierarchy, the
prosecutors revealed. The four defendants charged have admitted to the police their
involvement in building the sarin plant but deny they knew its purpose.

It is clear that around 1992 the Aum began to research poisonous gasses includ-
ing sarin and other nerve agents such as tabun and soman. From confessions and
other information, the Japanese police now surmise that the Aum chose sarin be-
cause of its relative ease of production and the fact that the precursors for it were
readily available.

The Aum elevated their efforts to develop and deploy sarin to near mystical
heights. In speeches Asahara repeatedly refers to sarin. The Staff obtained and
translated documents found at an Aum facility that included a December 30, 1994
manual on how to make sain. The publisher of the manual was listed as
Matsumoto Arnin (the author's pun on the Matsumoto sain incident). Within the
manual, which includes chemical configurations for sain, is a song entitled "Song
of Sarin, the Magician" whose lyrics include:



"It came from Nazi Germany,
A little dangerous chemical weapon, Sarin-, Sarin-,
If you inhale the mysterious vapor,
You will fall with bloody vomit from your mouth,
Sarin-, Sarin-, Sarin-, the chemical weapon."

"Song of Sarin, the Brave"
"In the peaceful night of Matsumoto City
People can be killed, even with our own hands,
The place is full of dead bodies all over,
There! Inhale Sarin, Sarin,
Prepare Sarin! Prepare Sarin!
Immediately poisonous gas weapons will fill the place.
Spray! Spray! Sarin, the Brave, Sarin."

Also referred to in toe manual was a reference to "Uncle Fester" as an American
who would relate the know-how to produce sarin. Uncle Fester, the Staff has
learned from U.S. experts on chemical weapons, is a popular underground pseudo-
nym for individual(s) who publish information on producing terrorist devices. The
Staff's brief search of the Internet discovered innumerable ways to obtain such in-
formation.

As the song indicates, sarin is a deadly nerve agent first synthesized in the
1930's. Other nerve agents with similar characteristics to sarin (GB) considered by
the Aum are tabun (GA), soman (GF) and VX. They are all liquids not gases. They
can all be absorbed through the skin, are volatile and, at high temperatures or when
aerosolized by an explosion or other method, can be inhaled.

Standard medical textbooks describe sarin as a colorless, odorless liquid that is
500 times more toxic than cyanide gas. Only half a milligram of sarin can kill a
person. As a "nerve agent", sarin belongs to a group of compounds that inhibit the
enzyme acetylcholinesterase which breaks down acetylcholine at the junction be-
tween nerve endings. This leads to an increase in secretions from the nose, eyes,
mouth, airways and intestines, twitching, weakness, paralysis and eventually death.

The initial effect of a small droplet on the skin may be unnoticed local sweating.
The first systemic effects-nausea, vomiting and abdominal cramps, followed by a
feeling of uneasiness and sometimes muscle twitching-may not begin until as long
as 18 hours after exposure. A large exposure to liquid tabun, sarin and soman, or
even a small amount of VX, within one to thirty minutes may cause sudden uncon-
sciousness, convulsions and, within minutes, paralysis and apnea (asphyxiation).

Exposure to a small amount of vapor within seconds causes excessive constriction
of the pupil of the eye, ocular pain, tunnel vision and dim or blurred vision.
Bronchoconstriction and increased bronchial secretions cause symptoms varying
from mild discomfort to difficult or labored breathing. With a large exposure, one
or two breaths may lead to loss of consciousness within seconds, followed by convul-
sions and, within minutes, paralysis and apnea (asphyxiation).

Atropine, which was used by our troops in the Persian Gulf war, is an antidote
for Sarin and other nerve agents. Atropine blocks the action of excess acetylcholine
thereby stopping the deadly build up that results in the increased secretions.

Starting in the Spring of 1993, the Aur utilized its own chemical company to
start acquiring the chemical agents and other materials necessary for full scale pro-
duction. Sarin research and production was conducted under the direction of
Masami Tsuchiya, head of the cult's chemical team and Seiichi Endo, the cult's
Health and Welfare Minister. Production occurred at a facility in the Aum
compound site in Kamikuishiki called Satyam No. 7.

Reports from Japanese officials indicate that the sarin production facility was ex-
tremely sophisticated. It was almost all fabricated by the Aum members themselves
who utilized their other companies as sources for material and technical expertise.
According to prosecution sources, the cult produced 30 kilograms of sarin from their
computerized chemical plant sometime in early 1994 before an accident caused them
to shut down operations. It is believed that the sarin for the June 27, 1994
Matsumoto incident was made at this facility before the accident.

Apparently the sarin actually used for the Tokyo incident was made on a smaller
scale at a laboratory inside the Aum compound on March 19, 1995, the day before
the Tokyo subway incident. Unconfirmed reports indicate that there may be some
sarin missing from the cult's stockpiles. One such report indicates that Aum mem-
bers may have buried sarin at undisclosed locations.

As previously noted, the Aum also tried to develop other chemical weapons such
as soman, tabun and VX. The Staff confirmed from official documents that the Aum
produced VX on at least four separate occasions in the same facility used to produce



the Sarin compound. They were developed under the directi3rn of Masami Tsuchiya
for experimental purposes but full scale production never occurred.

There is credible evidence that the Aum did deploy small quantities of VX, one
of the deadliest nerve agents known, on at least two occasions. Confessions from a
number of Aum members implicate Tomomitsu Niimi, currently under arrest, for
deploying this weapon on a number of enemies of the Aum. Japanese authorities
have been quoted in the press as saying that Niimi has confessed to this crime.

The Staff confirmed from official documents that Niimi and others were involved
in at least two attacks. They include the attack on Tadahiro Hamaguchi with VX
on December 12, 1994, while he was walking on an Osaka street. Hamaguchi died
ten days later on December 22nd. The police detected "mono-ethyl-methyl phos-
phoric acid", a by-product produced only from VX, in Hamaguchi's blood serum on
July 22, 1995, confirming the presence of VX. In another incident, Niimi attacked
Hiroyuki Nagaoka, 57, the head of the "Association of the Victims of Aum
Shinrikyo" with VX gas in January, 1995. He fortunately survived but was in a
coma for several weeks per a Staff conversation with his son. It was dispensed by
spraying it from a hyperdermic syringe into the face of the victim. Nagaoka's son
told us that his father survived because his assailants missed his face.

The Japanese police believe that there may have been a third incident of VX de-
ployment although they have not identified the victim or other circumstances in any
detail. The Staff has learned from government sources that the incident involves an
83 year old Tokyo man who collapsed in his house in December, 1994 from what
is alleged to have been an Aum sponsored VX attack. The man never reported the
incident to the police or authorities.

From a Japanese government document the Staff has learned that after the
Nagaoka incident, the Aum retained some excess VX. This material had not been
found by the police in the initial series of raids. It is believed that this VX may be
in the possession of one or more Aum members who were still at large at the time
of the preparation of this Staff statement.

Ominously, there have been police reports cited in the Japanese press that sodium
cyanide, linked to cult members, was found in late September 1995, in Japan. Police
found as much as 8.5 kilograms of the sodium cyanide in the apparent hideout of
an Aum fugitive, according to Japanese police sources. The sources said that the
amount of sodium cyanide found in 17 bottles could kill approximately 70,000 peo-
ple. The cyanide was found by hikers in September around a tent strewn with
camping gear in a mountainous area of Japan where cult member, Satoru Hiratu,
a member of the intelligence ministry, is believed to have hidden between mid-May
and early September. Sodium cyanide was found in devices designed to generate
highly toxic cyanide gas that were found in subway station in Tokyo in May and
July. Hirata is on the wanted list for alleged involvement in the death of a Tokyo
public notary official.

In the days following the subway attack in March, Asahara video-taped a reply
to allegations of their chemical weapon build-up. In his rambling statement, a tran-
script of which was obtained by the Staff, he implicitly confirms the cult's possession
of the chemicals, but seems to claim they are for other purposes. Throughout the
statement he emphasizes his Armageddon theories and claims that half of his 1700
monks and nuns have been sprayed with Q-fever.

2. Biological Weapons
Materials seized at the Aum facilities and other evidence confirms that the Aum

had embarked upon an intense research and development program for the produc-
tion of biological weapons. Judging from this evidence, Japanese authorities believe
the Aum succeeded in producing botulism toxin. The same Japanese authorities are
less certain but have serious concern that the Aum had also produced anthrax bacil-
lus.

Both botulism toxin and anthrax are viewed by experts as serious weapons of
mass destruction. In a 1993 report of the Office of Technology Assessment, it is
noted that botulism toxin is a poison made by a bacterium, Clostridium botulinum.
It is one of the most poisonous substances known to man. The fatal dose of botulin
toxin by injection or inhalation is about 1 nanogram (a billionth of a gram) per kilo-
gram of weight. This would equate to about 70 nanograms of botulin toxin to kill
the average adult male. The toxin is also relatively fast-acting, producing death be-
tween 1 to 3 days in 80% of the victims. (See: Technologies Underlying Weapons of
Mass Destruction, Office of Technology Assessment, 1993)

Anthrax is the name given for a severe illness caused by the bacterium Bacillus
anthraxis. It is considered one of the prototypical biological-warfare agents. In na-
ture, anthrax is primarily a disease of cattle and sheep but can also infect humans.
It can survive for long periods of time in the soil in a dormant state. After infection,



it reverts to an active phase in which it multiplies rapidly in the host body and se-
cretes deadly toxins. (Ibid.)

After inhalation into the lungs, anthrax spores travei to the lymph nodes of the
chest, where they become active, multi plying and releasing three proteins that func-
tion as a potent toxin. This toxin results in uncontrollable hemorrhaging and fatal
tissue damage. In additiwi- to its lethality anthrax has other characteristics that
make it an attractive BW agent including the ease of production. (Ibid.)

The Staff has confirmed that Seiichi Endo, Health and Welfare Minister for the
cult, confessed that he had been working on developing biological weapons and was
close to finalizing this effort before the Tokyo incident. He claims to have embarked
upon this work under the specific directions of Asahara. Other Aur followers have
also confessed to their involvement in the biological program at the cult's
Kamikuishiki compound.

In the compound, the police have found large amounts of equipment that is indis-
pensable for cultivating bacteria and viruses. Also uncovered were large amounts of"peptone," a substance used to cultivate bacteria, as well as quantities of books and
materials on the production of botulism, cholera and dysentery. The amount of pep-
tone seized was phenomenal. Apparently there were 100-200 metal drums of pep-
tone seized at the Aum facilities, each having a capacity of 18 liters. By comparison,
university research classes are said to typically use only about one liter of peptone
per year. Thus the Aur were expecting to propagate a huge quantity of bacteria.

Subsequent discoveries by the police were equally disturbing. It appears from offi-
cial Japanese government material reviewed by the Staff that the police determined
that Seichi Endo had produced an antibody for botulinus and was constructing a
four-story concrete facility for further development of biological weapons at another
Aur site in Naganohara. That facility was to be equiped with a so-called "clean
room" with specialized ventilation systems and a sealed room for protecting cul-
tivated bacteria from leaking.

The Staff has been told by a number of credible sources that the actual building
used for the production of bacterial agents has yet to be fully searched by Japanese
authorities. All of the materials recovered so far have been from ancillary buildings
located on the Kamikuishiki site, not from the actual production facility. These
sources have warned us that up to the date of the Staffs visit to Japan in late Au-
gust, Japanese authorities had merely sealed this building after a cursory inspection
from its doorway. These sources contend that the police have not gone into it be-
cause of concerns over its unknown contents. At a later date when more information
has been gleaned from informants and.records the police intend to launch a thor-
ough review of material and cultures included in the building.

Probably the most chilling of all the reports coming out of Japan were those that
the Aum had actually attempted to use bacteria warfare. The Staff has learned that
a number of devices were found by the police in Tokyo that authorities believe may
have been intended to disperse anthrax. Three attache cases were discovered on
March 15, 1995, five days before the Tokyo gas attack, at the Kasumigaseki subway
station in Tokyo. Each contained a small tank to hold an unknown liquid, a small
motorized fan and a vent and battery. Unfortunately, none of the liquids were recov-
ered for analysis. Experts have told the Staff that these devices were crude dissemi-
nation devices for bacterial or chemical agents. Additionally, the Staff has learned
from a number of government sources that the cult had obtained at least two radio
controlled drone aircrafts whose likely use was also to distribute biological weapons.

In addition, the Staff has recovered documents from the Aum's attempts to pur-
chase material here in the United States that may be relevant to their biological
program. As discussed in greater detail in Section VI(C) infra, the Aum wanted to
obtain hundreds of camcorder batteries and small fans as well as thousands of small
serum bottles. All are similar to the components used in the attache cases.

The Staff has also learned that the police suspect that the Aum dispersed anthrax
bacilli at their Tokyo headquarters. This belief is based upon a confession by one
of the former Aum members. The event occurred in June, 1993 and coincided with
complaints from neighbors of a foul odor. The police report that the Aum's Tokyo
headquarters building seemed to have been equipped for bacteria production.

Equally disturbing have been a number of press reports in late May of 1995 con-
cerning the Aum's interest in the Ebola virus. The Staff has confirmed that mem-
bers of the Aum sent a purported medical mission to Zaire in 1992 to assist in the
treatment of Ebola victims. The press reports allege that in actuality the Aum was
attempting to find a sample of the Ebola strain to take back to Japan for culturing
purposes. This is entirely believable in light of their confirmed and aggressive bio-
logical weapons program.

In support of these claims, the Staff was told that in a December, 1994 broadcast
from Moscow, the Aum's Health and Welfare Minister, Seichi Endo discussed the



use of Ebola as a potential biological warfare agent. Apparently a copy of this
speech was transcribed by the cult and printed in Japanese in one of their publica-
tions. The Staff has to date been unable to find which of the many hundreds of doc-
uments published by the Aum contained this speech. However, the Staff has con-
firmed from Aum documents that in October of 1992 Asahara and 40 followers trav-
eled to Zaire for "medical assistance" to that country.

3. Illegal Drug Production
The Japanese police strongly suspect that the Aum was using its chemical weap-

ons development program to also produce illegal drugs, including stimulants and
LSD. The police also believe that the Aur had an arrangement to sell their drugs
to Japanese organized crime, the Yakuza. The police also have credible evidence to
believe that some of the drug production was being used by the Aum leadership on
its membership and new recruits for thought-control purposes.

In support of these charges, the Japanese police report they have found a note-
book of one of the Aum leaders, detailing the production process for illegal stimu-
lants. The police allegedly discovered a number of precursors for the production of
stimulants. The police have also determined that a number of senior Aum members
attempted to sell large quantities of drugs to various Japanese organized crime
groups. Information garnered by the police indicated that the Aum drugs were not
popular because they were, in the words of one police informant, "garbage."

The police allegedly have obtained confessions from a number of Aum members
that discuss the use of drugs in the initiation rites of the Aum. A number of these
members described hallucinating after being given unknown substances. Traces of
LSD and other illegal drugs have reportedly been found in blood samples of a num-
ber of Aum members. In addition at least 10 grams of LSD powder was confiscated
from the cult's Satyam No. 2 building.

The Staff has learned that Masami Tsuchiya, head of the Aum's chemical team,
has confessed to the police that he produced LSD for the cult. The police report that
Tsuchiya admitted to systematically producing LSD and other drugs for use on Aum
members and for sale. Apparently implicated in this scheme was former Construc-
tion Minister Hayakawa whose hand-written notes list the chemicals needed to
manufacture LSD.

V. CRIMES OF THE CULT

A. Murder And Mayhem: Precursors To Gas
In the days following the subway gas attack on March 20, 1995, as suspicion fell

on the Aum, most people outside of Japan learned for the first time of this rather
obscure Japanese religious sect. To most, their criminal actions of March 20th were
out of character for a religious group. Yet, a closer review of the Aum's history show
that this group's character had a common thread of criminality leading back to al-
most the date it was legally chartered. They include murder, attempted murder,
kidnappings and burglaries. These incidents, most of which only became known to
the outside world in the aftermath of the Tokyo attack, have led many to conclude
that Japanese authorities should not have been surprised by either the subway at-
tack or its perpetrators.

This section of the Staff statement will briefly chronicle the most serious of the
criminal acts of the Aur cult leading up to the tragedy in the Tokyo subway. Their
recitation provides an accurate portrait of this group's criminality. It also serves as
a reminder of the consequences of government inaction. A number of Japanese Aur
experts interviewed by the Staff charged that their own government's inability or
unwillingness over the years to investigate the Aum led to the cult's delusion of in-
vincibility. They noted that the cult regularly snatched former members and en-
emies off the street without any police interference. This immunity just emboldened
the Aum to more outrageous conduct in their opinions.

The following is a partial chronological list of criminal activities of the Aum cult
leading up to the Tokyo gassing attack of March 20, 1995.

A longer, more detailed chronology of major events in the history of the Aur cult
is attached as Appendix D:

Name Title

1989 .................. Parents and family members of Aum recruits complain to law enforcement offi-
cers that the Aum was kidnapping and physically assaulting recruits and family
members of recruits.



Name

N~v. 1989 .........

Oct. 1990 ..........

Oct. 1992 ..........

1993 ..................
June 1993 .........

Sept. 1993 ........

June 1994 .........

July 1994 ..........

Sept. 1994 ........

Nov. 1994 .........

Dec. 1994 .........

Jan. 1995 ..........

Feb. 1995 .........

Mar. 1995 .........

Mr. Sakamoto, a lawyer representing anti-Aum groups, and his wife and one-
year-old son are kidnapped and murdered. After the Tokyo attack, Aum mem-
bers confess to the crime and the families' remains are found.

Aum members found guilty in Japanese court of violating the Utilization of Land
.Planning Act.

Aum "medical mission" sent to Zaire to obtain a sample of the deadly Ebola
virus.

Aum begins research into and production of chemical agents.
Noxious fumes from a building believed to be affiliated with the sect cause ap-

proximately 100 people to complain in the Kolo ward of Tokyo. Following the
sarin gas attack In Tokyo, Aum members told Japanese officials that the Aum
dispersed anthrax bacilli at their Tokyo headquarters at this time.

Two Aum members plead guilty to carrying dangerous chemicals on an airplane
In Perth, Australia.

Sarin gas attack In Matsumoto, 7 people died and over 200 injured. The sect pur-
chases and smuggles an MIL-17 helicopter from Russia to Japan.

Cult begins manufacturing AK-74s. A hazardous odor smelled near the premises
of Aum in Yamanashi prefecture.

Miyazaki Prefecture police accepted a complaint and charged the cult with plun-
dering an inn owner of his receipts.

Aum members broke into the Tokyo Metropolitan Police Department in order to
steal driver's license data. Followers were arrested on suspicion of breaking
into the offices of Nippon Electronics Co. The purpose was to obtain informa-
tion on laser technology.

Aum members broke into the Hiroshima Factory of the Mitsubishi Heavy Indus-
tries in order to steal technical documents on weapons such as lanks and artil-
lery.

Aum members killed Tadahiro Hamaguchi by spraying him with VX while he was
walking on an Osaka street.

Aum may have attacked an 83-year-old man with VX gas.
Tomomitsu Niimi alleged to have sprayed VX gas at Hiroyuki Nagaoka, head of

the Association of the Victims of Aum Shinrikyo. Nagaoka survived but is in a
coma.

A village office administrator was kidnapped. Killed by drug injection. Body
burned in microwave incinerator located in underground room in Satyam No. 2.
PAum follower, Kotaro Ochida, a pharmacist, Is hanged In the Aurn facilities,
His body is burned in microwave incinerator. Eight other bodies were burned in
the incinerator.

Prior to the 20 March sarin gas attack:
Aum members assisted in a firebombing attack on the Aum headquarters in

Tokyo in an attempt to inspire public sympathy for the Aum just before the
Tokyo subway gas attack.

Three pieces of luggage containing sprayers were placed in the Kasumigaseki
subway station.

An Osaka University student was injured, captured and confined by Aum mem-
bers.

Six former Aum members were confined by Aum members, police found them
during raids on Aum facilities following the samn gas attack.

B. Matsumoto: A Dry Run For Tokyo
On March 20, 1995, to the public at large, a new form of terrorism was unleashed

with the Aum's release of its deadly sarin gas in the Tokyo subway system. Yet the
events leading up to that incident confirm that the Aum had used sarin to kill be-
fore in Matsumoto, a small industrial and resort city of several hundred thousand
people 100 miles west of Tokyo.

Late in the evening of June 27, 1994, a substance later identified as sarin seeped
through the open windows of apartments and houses in the Kaichi Heights neigh-
borhood near the old heart of the city. Seven people eventually died and over 500
people were injured including a number still in comas.

Suspicion initially fell on a former chemical salesman at whose residence various
chemicals were found. He was believed to have accidentally released the gas while
mixing a home-made batch of herbicide for his garden. This later turned out to be
physically impossible since none of the compounds found in his house could have
caused the toxic results of the incident. In addition, traces of sarin were found near
where witnesses had seen individuals in a vehicle releasing some type of gas.
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This and other evidence led a number of non-government experts to suspect ter-
rorist involvement in the Matsumoto affair. Kyle Olson, in January 1995, provided
the most accurate analysis of Matsumoto, viewing the event as the handiwork of un-
named terrorists. He opined that it was merely a dry run and that the next sarin
attack would be in the Tokyo subway system. Other commentators noted the inter-
est of the Aum in sarin and clearly hinted that the Aum may have been behind the
Matsumoto incident.

It was not until after the police arrests subsequent to the Tokyo incident that
uncontrovertible evidence was developed linking the Aum to Matsumoto. The Staff
has confirmed that the Japanese police have confessions from a number of Aum fol-
lowers implicating the Aum to this gas attack. Masami Tsuchiya, head of the cult's
chemical squad, has admitted he developed the sarin used for the attack and that
Hideo Murai, the deceased Science and Technology Minister for the Aum, and six
other senior cult members were involved.

Tsuchiya also has provided the police a motive for this incident. He has indicated
that the Aum attack was linked to a court case then being heard in Matsumoto.
The Aum was then defending itself against fraud charges brought by various land
owners in Matsumoto. On May 10th, the trial had concluded and the verdict was
scheduled to be released on July 19, 1994. The Aum decided to target the three
judges hearing the case in order to prevent them from returning a decision against
the Aum.

The sarin was released within 30 feet of the dormitory where the three judges
were staying. All three judges fell ill as a result of the attack and the decision was
delayed as planned by the Aum. As of the Staff trip to Tokyo, the Matsumoto court
has still not reconvened to release its decision.

Tsuchiya has also told the police that initially they had planned to attack the
judges while they were working in the Matsumoto branch of the Nagano District
Court. Only after arriving there did they learn that the judges had left the court-
house and returned to their resipr'nces. They then proceeded to the parking lot next
to the judges dormitory and sprayed the sarin out of a nozzle device attached to a
truck specially outfitted for that purpose. Apparently an electric heater was used
to heat the liquid into a gaseous state for dispersal by an electrically powered fan.
The gassing lasted for approximately 10 minutes releasing a gas that was carried
on-a southeasterly wind into the targeted residences.

Tschiya also confirmed that the Aum used Matsumoto as a test run. The cult
had never before tried the sarin gas on a large scale dispersal. Matsumoto proved
to them that they could effectively deliver it. The police have recovered portions of
the truck and the special fittings used in the Matsumoto attack.

Apparently the truck and its device were taken apart soon after the Matsumoto
incident so it was not available to be used the following year in Tokyo. It has been
suggested that the Aum quickly destroyed this device when an accidental spill of
sarin at their Kamikuishiki facility looked like it was going to attract police atten-
tion. On July 9th, two weeks after Matsumoto, the dairy farming region near the
Aum compound was swept by a strong and strange odor that allegedly killed vegeta-
tion near the Aum compound. Police were called to the scene but were denied access
to the sect's compound. Although the police did not pursue the matter any further,
the Aum apparently was concerned that they might discover the Matsumoto vehicles
and therefore destroyed the evidence.

This would later have ramifications to the citizens of Tokyo. When it came time
for the Aum to strike again, it has been surmised that they lacked their only tested
delivery system. Its absence may have played a major role in the Aum's choice of
target and method of delivery.
C. Tokyo: A Nightmare In The Morning

On the morning of March 20, 1995, the Aum attempted to murder tens of thou-
sands of innocent people in order to create unimaginable disorder and chaos. Unlike
the earlier Matsumoto incident in which the Aum targeted a specific group of peo-
ple, the Tokyo subway attack involved the indiscriminate use of the chemical nerve
agent sarin on an enormous civilian population. Had the chemical mixture and de-
livery system been slightly different, the resulting tragedy would be unprecedented,
if not beyond comprehension.

The Aum's plan was to place approximately eleven small containers of sarin on
five trains running on three major lines of the Tokyo subway system (Marunouchi,
Chiyoda and Hibiya). The subway system has over 5 million riders daily. The se-
lected trains were scheduled to arrive at the central Kasumigaseki station within
four minutes of each other at the height of the morning rush hour between 8:00 and
8:10 a.m. The containers, which were made out of nylon polyethylene and wrapped



in newspaper, were placed on baggage racks or left on the floor and punctured by
Aum members to release their deadly cargoes of sarin.

The station towards which the cars were converging, Kasumigaseki, is one of the
largest where a number of subway lines converge. It is also at the heart of Tokyo's
government district. Within walking distance is the Ministries of Foreign Affairs, Fi-
nance, Tax Administrator, Labor, Health & Welfare, as well as both the Tokyo Po-
lice and the National Police Agency (the equivalent of the FBI). Many of the riders
who use the Kasumigaseki station are employees and officials of those agencies.

As planned, most of the stricken trains converged at the height of rush hour and
disgorged their sick and frightened passengers. The Aum's plan succeeded in killing
twelve and injuring 5,500 people. It also succeeded in causing panic and chaos in
the station and throughout Tokyo as commuters and subway workers alike collapsed
into severe fits of coughing, choking and vomiting. It was only a fortunate mistake
by the Auma in the preparation of the special batch of sarin used that day and the
inferior dissemination system used to deploy it that limited the number of casual-
ties. If not for these mistakes, the Staff has been told by chemical weapons experts,
tens of thousands could have easily been killed in this busy subway system that
moves over five million passengers a day.

Despite the poor quality of the sarin and its inadequate delivery system, the scene
under the streets of Tokyo that morning was terri ing. Reports reviewed by the
Staff describe men, women and children in panic, coughing uncontrollably, vomiting
and collapsing in heaps. On one of the platforms over 30 passengers collapsed after
being overcome with fumes that were strong enough to be smelled one floor above
at the ticket counters. Subway workers and other emergency workers who first ar-
rived on the scene quickly became victims themselves.

One first hand account reviewed by the staff was from one of the two Americans
injured in the event. This civilian U.S. employee stated that the first indication he
had of a problem was when he changed trains at Kasumigaseki station and noted
a peculiar odor. He waited for a train for approximately 20 minutes without realiz-
ing what was going on, in part because he spoke little if any Japanese. Dtiring this
time he began to experience troubled breathing, headache, and pain in his chest and
throat. He explained that the harder he tried to breathe the more his chest hurt.
By the time he was taken to the hospital he had lost most eye-hand coordination
and voluntary control over his bodily functions. He soon lost consciousness and had
to be revived at the hospital. Fortunately, he survived and has fully recovered.

The Tokyo attack was first widely viewed as the long-prophesied attack by the
Aum on the Japanese government. Because all of the trains targeted were scheduled
to arrive at Kasumigaseki station, it was believed that the attack was targeted on
the numerous government bureaucrats working there.

However, the Japanese government now believes that the gas attack was meant
merely to be a diversionary feint in anticipation of a planned government raid
against the Aum. The Sta as learned that the police have evidence that the Aum
leadership planned the Tokyo attack after they discovered that the police were going
to raid their facilities in search for a kidnaped notary public. (It later was discov-
ered that the Aum had killed this individual.) They, including Asahara, the Aum's
Construction Minister Hayakawa, the Aum's Home Affairs Minister Niimi, and the
Aum's late Science & Technology Minister, Murai, reasoned that the sarin attack
would disrupt the police investigation, delay the searches and give them additional
time to flee or destroy incriminating evidence.

The Staff learned that the police have evidence that showing after Asahara ap-
proved the sarin attack, Murai was given the task of carrying it out. He, in turn,
met with Ikuo Hayashi, the Aum's Treatment Minister, Tomomasa Nakagawa, an
Auma doctor, and Seiichi Endo, the Aum's Health and Welfare Minister, to decide
upon the specific plan of attack. They decided to use the bags of sarin placed on
the specific trains.

Specific assignments were given out. Ikuo Hayashi was assigned to place the
sarin bags on the Chiyoda line; Toru Toyoda andYasuo Hayashi the Hibiya line;
and, Masato Yokoyama and Kenichi Hirose the Marunouchi line. Five others were
selected as lookouts and drivers-Tono.itsu Niimi, Shigeo Sugimoto, Kouichi
Kitamura, Katsuya Takahashi and Kiyotaka Sotozaki. Yoshihiro Inoue, the Aum's
Intelligence Minister, was assigned to be field supervisor for the operation.

The various teams carried out their missions and then returned to a special hide-
out in Tokyo where they each were given an injection of an antidote for sarin. They
then changed their clothes and burned those they had worn as well as the umbrellas
used to pierce the sarin packages. When they reported their successful operation to
Asahara, he is reported to have commented "how nice it is that their souls were re-
moved by Shiva."



Within days of the Tokyo subway attack, the law enforcement community and the
public-at-large scrutinized the Aum as the group responsible for the tragedy. Among
the documents obtained at the cult's New York office, the Staff found scraps of
paper that when pieced together appear to be an English translation of Asahara's
March 24th defense of the cult that was publicly disseminated. In the statement
Asahara claims he has been sprayed with poisonous gas along with hundreds of his
disciples. He further attempts to explain away the tremendous stockpiles of chemi-
cal weapon precursors that were discovered by Japanese authorities days earlier.
Specifically, he claims the chemicals were for legitimate manufacturing purposes.

The Staff has asked chemical experts to review Asahara's March 24th explanation
to assess the scientific veracity of his claims. The experts advised the Staff that
Asahara's claims are "not believable" based upon Asahara's asserted usage of the
chemicals. Furthermore, the experts confirm that the various chemicals all have
general or specific applications in the development of chemical weapons such as
sarin and cyanide gas.

D. Post Tokyo: The Terror Continues
From March 23, 1995 through September 4, 1995, the police have conducted over

500 raids on approximately 300 locations, confiscating 66,000 items of evidence in
their investigation of the Aum. The number of Aum followers arrested have reached
398 in 240 separate cases. Those arrested and or indicted have included almost the
entire hierarchy of the cult. They have been charged with a variety of offenses rang-
ing from murder, conspiracy, kidnapping, assault, kidnapping, obstruction of justice,
harboring, and theft, to petty traffic and licensing offenses. Many of those charged
have started to appear for trials, including Asahara who was scheduled to start trial
on Thursday, October 26th. He fired his attorney the day before the trial.

Despite this aggressive response from the Japanese authorities, criminal activities
of the Aum did not come to an end. As a matter of some concern, a number of sig-
nificant events have occurred since the Tokyo subway incident involving the Aum.

For example, on March 30, 1995, only ten days after the sarin subway attack,
Takaji Kunimatsu, the Commissioner General of the National Police Agency, was
shot by a lone gunman. Japanese government material, obtained by the Staff, reveal
this shooting occurred in front of his residence as he was leaving for work. He was
seriously wounded by three shots from what police believe was a U.S. made Colt
38 caliber revolver. The would-be assassin fired four time from a distance of ap-
proximately 60 feet away. He then fled from the scene on a bicycle.

Although the assailant is still at-large, the Aum has been implicated in the crime
by a police investigation that resulted last month with the police arresting Mitsuo
Sunaoshi who belonged to the Aum's Construction Ministry.

On April 15, 1995, the entire country was put on alert over rumors that Asahara
had predicted something terrible was going to happen on that date. Although noth-
ing occurred, over 20,000 additional police were deployed in full riot gear, bullet-
proof vests and gas masks throughout Tokyo. Many stores shut down out of concern
over a potential gas attack. Scores of people stayed away from work or avoided the
subway system.

Four days later, on April 19, 1995, in what appears to be a copy cat attack, more
than 500 people were sickened and taken to hospitals complaining of stinging eyes,
sore throats, nausea, coughs and dizziness after inhaling a mysterious gas released
in three different places around Japanese Railway's Yokohama Station. Most were
released that day from the hospital and no serious injuries or deaths occurred. The
Police originally claimed evidence of phosgene but later retracted that statement

and indicated they could not identify the substance. The police have arrested a non-
Aum.

Then, on April 23, 1995, one month after the subway incident, Hideo Murai, the
Aum's Science and Technology Minister, was stabbed repeatedly while in front of
the Aum headquarters. He later died from his wounds. His assailant, Hiroyuki Jo,
was immediately arrested for this daring attack that occurred in front of hundreds
of police and press cameramen.

Weeks later, a member of Japanese organized crime, Kenji Kamimine, was ar-
rested in regards to this murder. The police suspect that the murder of Murai had
been ordered by either organized crime or Asahara in order to prevent him from
revealing their relationship. The case continues to be investigated.

On May 5, 1995, the Aum struck again by attacking Shinjuku Station, one of busi-
est in Tokyo, with another chemical weapon. In this case, the Aum used sodium cya-
nide placed in a public restroom. The chemical device was a rather simple binary
weapon consisting of two plastic bags, one containing 2 liters of powdered sodium
cyanide and the other containing about 1.5 liters of diluted sulfuric acid. When dis-
covered, the bags were ablaze. Had they broken open a chemical reaction would



have occurred producing deadly hydrogen cyanide gas. Chemical experts have esti-
mated that the amount of gas that would have been released would have been suffi-
cient to kill between 10,000 and 20,000 people.

On May 16 1995 Asahara was finally arrested. That evening, the Aur again
struck. A letter bomb mailed to the Governor of Metropolitan Tokyo exploded in the
hands of his secretary, blowing off the fingers of his left hand. Five members of the
Aum, including its Intelligence Chief Inoue, were indicted for producing and posting
the explosive on May 11th.

As late as July 4, 1995, another gas attack was averted in Tokyo. Again, this in-
volved hydrogen cyanide and a rest room. In this case 4 devices were found in rest
rooms at the Kayaba-cho, Tokyo and Ginza subway stations and the Japanese Rail-
way suburban Shinjuku station. The devices were different than the ones used on
May 5th but all used the similar principal of mixing two separate bags containing
sulfuric acid and sodium cyanide. None of the devices worked.

The threat still remains that other devices may be employed in the future espe-
cially during some of the more important trials. The Staff has been advised that not
all of the chemicals produced by the Aum have been accounted for, nor have all of
the more fanatical members been arrested. As an example, up to at least early Sep-
tember during the Staffs fact-finding trip, the entire city of Tokyo was festooned
with wanted posters for some of the Aur members. In addition, the Aum still has
substantial funds. Only a portion of its original $1 billion assets has been seized or
frozen by authorities.

Until all of the fanatical members, their weapons of mass destruction and their
assets are accounted for, there is still some justification for the Japanese to be con-
cerned. Additionally, until our government is satisfied that it knows all that it needs
to know about the capabilities of the Aum, including its shopping list of high tech
items, its intentions involving our Nation and its international links to other coun-
tries, we in the United-States are justified to be concerned.

VI. OVERSEAS OPERATIONS

One reason why we in the United States should be concerned about the Aum is
because of the truly global nature of the cult. In this section we will examine the
Aum's activities in seven different countries on four different continents, including
Russia and the United States.
A. The Aum Shinrikyo in Russia

1. The Organization
Through a number of private and government sources, including Aur documents,

the staff has confirmed that the Aum began its activities in Russia in 1991 and the
organization there quickly grew to become the Aum's largest organization in the
world. The first followers registered in Moscow in 1991 and, in June 1992, the Rus-
sian Ministry of Justice registered the cult as an official religious organization.

There are many allegations in the Japanese and Russian press about Aur activi-
ties in Russia. The Staff was unable to confirm many of these allegations while in
Moscow investigating this issue. Through briefings over the last several months, the
Staff also learned that U.S. government officials have been unable to confirm or
deny many of the allegations.

Following the sarin gas attack on the Tokyo subway, two Russian Duma commit-
tees began investigations of the Aum-the Committee on Religious Matters and the
Committee on Security Matters. A report from the Security Committee states that
the Aum's followers numbered 35,000, with up to 55,000 laymen visiting the sect's
seminars sporadically. This contrasts sharply with the numbers in Japan which are
18,000 and 35,000 respectively. The Security Committee report also states that the
Russian sect had 5,500 full-time monks who lived in Aur accommodations, usually
housing donated by Aum followers. Russian Aum officials, themselves, claim that
over 300 people a day attended services in Moscow. The official Russian Duma in-
vestigation into the Aum described the cult as a closed, centralized organization.

The Russian Dumi has reported that the Aum had eleven branches outside of
Moscow and at least seven inside of Moscow. Some of the other Aum headquarters
in Russia were located in St. Petersburg, Kazan, Perm, Vorkuta, Tyumen, Samara,
Vladivostok, Elista, and Vladikavkaz.

According to Russian press reports, the Aum was very specific in targeting its re-
cruiting in Russia. The majority of the Russian Aum members were disaffected uni-
versity students. According to a Russian press report that claims to have access to
forms that prospective Aum members filled out, the sect asked prospective members
to choose the subjects among 24 fields they wanted to pursue in the future. Physics,
chemistry, and biology were reportedly the top three areas listed.
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Based upon official Japanese documents and numerous press reports and Staff
interviews, the Staff has confirmed that in 1992 the Aum bought radio time from
one of the largest radio stations in Russia-the state-run Mayak Radio-under a 3-
year contract. The contract cost $800,000 per year, according to a Russian press re-
port. The Staff has confirmed that the Aum broadcast an hour long program on a
daily basis. The broadcasts were also relayed via an Aum radio tower in Vladivostok
to Japan every evening. The Staff was told by U. S. and Russian government
sources that the Aum, also, either owned or leased a radio station in Vladivostok.
Aum programs were also televised on Russia's "2X2" television station.

A Russian press report claims that according to a sect document distributed to
Russian followers, the Aum planned to form a company in Russia. The document
states that Asahara was predicting an economic crisis in Russia that would lead to
increased unemployment. The document asked Aum followers in Russia to quit their
jobs and work for this company. The document said that Aum would train its Rus-
sian followers in agriculture, medicine, science, and legal services.

Japanese and Russian press reports claim that the Aum formed a security com-
pany in Moscow in 1994. Japanese reporters obtained copies of the registration pa-
pers for this company, called "Aum Protect." According to the address on the reg-
istration documents, the firm was located in the same building as the Aum's Mos-
cow headquarters and was established with initial reserves of 2.5 million rubles (ap-
proximately $160,000). The Japanese press claim that this Aum company's staff of
twelve had permits to bear arms from Russian authorities and they had received
special training in the Russian armed forces. According to former Russian Aum
members, quoted in the Russia and Japanese press, "Aurn Protect" was used to put
physical pressure on sect members who wished to leave the cult.

Even before the Tokyo sarin gas subway incident, the Aum had become controver-
sial in Russia. According to Russian press reports, at the end of 1992, parents of
cult members, lead by a Russian Orthodox priest who claims to have deprogrammed
up to fifty Aum members, initiated a civil lawsuit against the sect. On July 15,
1994, Russia's Ministry of Justice annulled the registration of the Russian branch
of the Aum on technicalities having to do with the registration procedure, according
to Russian press reports. A few weeks later, however, the organization was re-reg-
istered by the Moscow Department of Justice as "Moscow's Aum Religious Associa-
tion." Aum also registered a "Committee for the Defense of Freedom" at this time.
It is this defense committee that fought the parents' group three year fight against
the Aum, according to Russian and Japanese press reports.

Following the subway attack, activities against the Avm in Russia intensified. By
mid-April 1995, President Yeltain publicly ordered Russia's Prosecutor General, the
Federal Security Service, and the Commission for Religious Organizations in the
Russian government to thoroughly investigate the Aum. In response to this edict,
Russian press reports indicate that the Russian court that had been hearing the
parents' lawsuit against the Aumt banned all of th6 Aut's activities in Russia. The
court charged that the Aunt was harming Russia's young people and criticized
Mayak Radio and the Russian television station fo,: allowing Aum propaganda on
its airwaves. The Aum was ordered to pay 20 billion c'lbles (4 million dollars) to
the defendants' and it lost its registration as an official religion. The group was also
banned from further television and radio broadcasting. Despite these actions, an
Aum official in Moscow said:

"... Aum will not cease to exist in Russia. We shall continue to exist in
other forms, but we shall prevail by all means."

According to Russian press reports, in June of 1995 the parent group that had
originally initiated the court case against the Aum, charged that the Aum continued
to operate underground. By July 1995, the Russian press stated that Russian au-
thorities began arresting Auma members. In early July, Russian authorities detained
the leader of the Tatarstan branch of the Aum. The leader there told Russian re-
porters that his branch had 200 followers. On July 21, 1995, Russian law enforce-
ment officials arrested one of the leaders of the Russian branch of the sect, Outi
Toshiyatsu, who is a Japanese citizen. Russian authorities charged Toshiyatsu with
organizing groups that infringe on citizens' rights and with causing material dam-
age by cheating or breaching confidence. There has been no trial yet. -

The press as well as the parent's organization opposed to the Aum, have publicly
criticized the inaction of Russian authorities in closing the Aum headquarters in
Moscow following the court's decree. According to their allegations, only one of the
Aum's seven centers was closed immediately. In that center, reporters claim that
authorities found "powders and unpackaged tablets." Russian press reports claim
that Russian officials did not move to close the remaining centers until at least a



week after the court order to close the Aum premises and that by then, those cen-
ters were completely emptied, all their contents having been removed.

2. Arming With Russian Weapons
It is clear that the Aum was interested in the technology and weapons that are

available in Russia. The major proponent of the sect's expansion into Russia was
the Aum's Construction Minister Kiyohide Hayakawa. He was also the mastermind
of the Aum's attempts to arm itself, according to Japanese officials and cult docu-
ments.

In total, Hayakawa visited Russia 21 times from 1992-1995, spending a total of
180 days there. The first recorded visit took place from January 11-20, 1992. He
visited three other times before mid-March of that year-presumably paving the
way for Asahara's late March visit. From November 1993 to April 1994, Haya awa
visited Russia regularly between one and two times a month. Hayakawa was in
Russia from March 17-22 of this year during the sarin attack in Tokyo. He said
that he was there to learn about the judiciary system and to renew broadcasting
contracts.

The Staff believes that Hayakawa played a key role in obtaining technology and
weapons from Russia. Hayakawa helped to purchase a Soviet-made MI-17heli-
copter and invited Russian engineers to Japan to help train sect members to main-
tain the helicopter, according to official Japanese documents.

According to a Japanese Diet member who was giving a report to the Japanese
legislature, the helicopter was built in Tatarstan. he Japanese official states that
Russian law enforcement authorities were conducting a probe into an alleged bribe
of a former Russian parliamentarian in connection with the purchase of the heli-
copter, according to the Japanese press. The Diet member said that the former Rus-
sian parliamentarian allegedly helped expedite the acquisition through Azerbaijan
and that the Russian lawmaker under investigation is from the Caucasus and has
great influence in that region.

The Staff has confirmed that the helicopter passed through Japanese Customs in
1994 via Azerbaijan Air and that the Aur subsequently inquired about certification
for a larger MI-26 helicopter and requirements to fly an MI-26 to Japan from Rus-
sia. As indicated in section VI(C), infra, Aum members received helicopter training
in the United States in late 1993.

Japanese police sources also allege that Hayakawa brought pistol models to Japan
from Russia in the Spring of 1994 in order to produce the pistols in Japan, according
to press reports. These sources also claim that documents seized from Hayakawa
upoun his arrest included blueprints for the Soviet Kalashnikov assault rifle.

There are many allegations that Aum members may have received military train-
ing in Russia.

" Official Japanese documents and press reports state that a tourist brochure
printed by Devenir Millionaire, an Aum-affiliated travel company located in
Tokyo, described a tour of Russia that included shooting exercises at Russian
military facilities. The brochure claimed that the exercises %ere performed
under the supervision of former Spetznaz members of the Russiarn armed forces.

" Press reports claim that Aum Defense Ministry leader Kibe and Secret Unit
member Masaq Furukawa underwent comprehensive pilot training in Russia.
The Aum paid Russian instructors at Moscow's "Airfield Number 3" !SQnn
each for a rigorous training course. Furukawa was in charge of planning mili-
tary training in Russia under a special Russian unit. As indicated elsewhere in
this statement, the Staff has confirmed that Kibe did receive helicopter training
in South Florida in late 1993.

" Documents seized from Hayakawa contained the following schedule for military
training:

Regulation program-$2,800 to military
1st Day-tank armored vehicle ride inside
2nd Day-various guns, rocket cannon, machine gun
3rd Day-rifle machine gun
4th Day-rest

" A senior Japanese police officer told the Japanese press that Hayakawa's docu-
ments stated, "If expenses are paid, government will grant approval."

Russian Defense Ministry officials have.denied that any training took place at of-
ficial facilities. In contrast, the Staff found the following Russian and Japanese
press repoi ts:

* Russian military sources told Japanese reporters that Asahara inspected a mili-
tary base near Moscow in the summer of 1993, but stated that no training took



place at that time. Together with a number of followers, he met military offi-
cials there for talks, and inspected the grounds. The officials poiiited out that
not only Asahara and his followers but many other foreigners were also given
access to the base.

* A Russian diplomatic source told Russian reporters that, "for many the military
is letting in outsiders regardless of whether they are visiting officially or on a
private trip."

" A staff member of the Interior Ministry also publicly claimed that the Ministry
would not participate in such training but that militants of any rich organiza-
tion could have used training bases of private security bodies.

The Chief of Staff of the Far Eastern Military District of Russia haspublicly de-
nied rumors that Aum members were trained as pilots at his base but admitted that
there are many private firms and air companies with helicopters at their disposal.
The spokesman opined that one of these firms or a pilots' club may have trained
the sect members. He noted that in 1993 the local press published a report concern-
ing the death of a Japanese tourist in the crash of a helicopter belonging to a pri-vate company.In addition to obtaining conventional arms, and training, the Aum apparently saw

Russia as a source for more exotic, and far more deadly, weapons. At the time of
his arrest, Hayakawa had information about a gas laser weapon. His documents re-
ferred to the name of a Russian city where "there is a weapons market" and noted
its distance from Moscow, according to Japanese press.

Hayakawa's documents also indicated that the sect was interested in obtaining a
space-launch rocket, according to the Japanese press. According to press accounts,
Japanese officials said that the documents include a reference to a Russian Proton
rocket and reference its prices and the need to build a base in Japan. The Proton
rocket is capable of carrying a satellite. The press has speculated that Russia's
Khunichev Space Center, which is the designer and producer of the TOPOL rocket,
had some sort of relationship with the Aum. Recently, however, the public relations
office of the Center announced that the Center has never had any contact with the
sect.

The Aum's interests apparently extended to the most devastating of weapons.
There are references in the documents seized from Hayakawa to the desired pur-
chase of nuclear weapons. The documents contain the question "how much is a nu-
clear warhead?" and lists several prices. It is unclear whether the references are re-
flections of actual discussions or negotiations.

3. Allegations of Influence In Russia
Much has been written in the press about the relationship between the Aum and

officials of the Russian government. Most of these allegations have been denied, in
whole or in part, by the officials in question. Little has actually been confirmed by
U.S. or Japanese government officials.

The following are some of the allegations made by Russian and Japanese press
reports:

" That Asahara led a delegation of 300 Aum members to Russia in March 1992.
During that trip, Asahara met with Parliament Vice President Aleksandr
Rutskoy and former Russian parliament speaker Ruslan Khasbulatov.

" That Russian parliamentarian Vitaliy Savitsky, chairman of the Duma's Reli-
gious Affairs Committee told fellow parliamentarians that, "his committee seri-
ously suspected that Aum Shinrikyo had been assisted in its penetration into
Russia by Russian intelligence services."

" That the premier nuclear research facility in Russia, the Kurchatov Institute,
had Aum followers as employees.

" That during 1992-93 Aum leaders visiting Russia approached Russian science
officials to seek laser and nuclear technologies and that Shoko Asahara met
Nikolay Basov while Asahara was in Moscow in 1992. Basov is a 1964 Nobel
prize winner for his research on the principle of laser technology.

• That Secretary of the Russian Security Council, Oleg Lobov, received anywhere
from $500,000 to even $100 million from the Aum. This relationship started in
December 1991 and continued through 1995.

" That a Russian known to be a secretary of Lobov's sent facsimiles to Hayakawa
in Japan and that Hayakawa visited Lobov during his visits to Russia through-
out the 1992-1995 time period.

" That no one from Moscow asked Russian Embassy officials to check out the
Aum and that Lobov met with Aum officials on his own, without informing the
Embassy or asking its advice. The sources said that the February 1992 meeting
was agreed to wit out the participation of the Russian Foreign Ministry or in-



telligence services prior to Lobov's trip to Japan. No leading Embassy staffers
were present at the meeting.

All of the officials have denied allegations that they helped the Aum. The Staff
has discovered photographs that appeared in Aum publications purporting to be
Rutskoy, Khasbulatov, Basov, and Lobov with Aum leader Asahara. Furthermore,
in a press statement quoted on page one of the March 30, 1995, Russian language
edition of Mowcow Izvetsiya, Lobov admit to meeting with Aum officials but states
that he was duped by them due to his "charitable nature" and neither the Russian
Ministry of Foreign Affairs nor the Russian intelligence service warned him away
from them.

The Staff has reviewed an official Japanese document that corroborate limited as-
pects of the above allegations. The document states:

* In Fall 1991, Aum Shinrikyo gave a message promising aid to Russia, to a Rus-
sian business person in Tokyo who had been asking many organizations for
such aid.
In December 1991, this business person visited Russia with Hayakawa, then
the cult's administration director, and met with Mr. Lobov, the President of
Russian-Japan College, present Russian Secretary of Security Council, Mr.
Muravjbv, the Secretary General, and Mr. Khushchov, the Chairman of the
Board of Trustees.
l I February 1992, Mr. Lobov was invited to Japan by Nissho-Iwai Co., Ltd, and
met with Asahara.

• In March 1992, by chartering an Aeroflot aircraft, a delegation of 300 cult fol-
lowers headed by Asahara visited Russia and met with Rutskoy, Khasbulatov,
and Lobov.

In addition, the Staff has been able to confirm, through a visit to the Kurchatov
Institute, that an employee of the Institute was, and still is, a member of the Aum.
The nature of any of the relationships alleged above, if indeed a relationship existed,
remains unconfirmed.

4. The Aum In Other CIS States
The Aum attempted to open offices in other states of the former Soviet Union. The

Staff has confirmed that there are some Aum disciples in Kiev, Ukraine. They peti-
tioned government officials in Kiev to recognize the Aum as an official religious
group in September 1993. The Ukrainian government ignored the request. The re-
quest included the names of ten Ukrainians from Kiev who claimed that they were
Aum members.

In December 1993, the Aum petitioned for recognition in Belarus. In Belarus, the
capital city officials rejected the request to open an Aum branch and banned Aum
from using radio facilities to air religious messages.

B. The Aum Shinrikyo in Australia
The Aum's most intriguing presence may be in Australia. The Staff has confirmed

that the Aum was in Australia from April 1993 to October 1994. From documents
provided to the Staff by the Australian Federal Police, the Staff determined the cult
purchased a 500,000 acre sheep farm in Banjawarn, Australia located approximately
375 miles northeast of Perth, Western Australia's state capital. In order to purchase
this farm, the cult formed a front company named Clarity Investments, Ltd. in May
1993 and another company, Maha Posya Australia, Ltd. in June 1993. Maha Posya
was also used to import electrical equipment including transformers, static convert-
ers, generators, co-axial cabling, batteries, meters and tools and protective equip-
ment into Australia in September 1993.

The Australian Federal Police gave the Staff documents confirming that in April
1993, three members of Aum Shinrikyo arrived in Perth from Tokyo. The three in-
cluded Construction Minister Kiyohide Hayakawa, who was also the person instru-
mental in setting up the Aum's operations in Russia, and Intelligence Minister
Yoshihiro Inoue. They hired an Australian citizen of Japanese heritage who was a
real estate agent based in Perth, to view remote farming properties in Western Aus-
tralia which were then for sale. They were evasive with the agent about their spe-
cific requirements; however, it became apparent that they were looking for a remote
area with arid conditions. The group indicated that they wanted to inspect prop-
erties where they could conduct experiments of benefit to humankind.

The group was flown to several properties in the period April 23-26. After landing
at each station, they went off by themselves for some hours. While inspecting these
properties, they conducted unknown experiments utilizing a laptop computer, at-
tachments, and electrodes which were placed in the ground. Hayakawa and another
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of the Aum leaders in the threesome may have also traveled to Tasmania and an
area in South Australia where a large uranium deposit is located.

Ultimately, the group decided on the property in Banjawarn an area where there
is a known uranium deposit. In April 1993, Hayakawa allegedly offered to purchase
Banjawarn Station for cash; however, the offer was refused by the owner. Following
this refusal, the Aum formed Clarity Investments and Maha Posya Australia. These
companies were created for the claimed purpose of applying for mining and explo-
ration leases. In June 1993, the Aur used Maha Posya as a front company to pur-
chase Banjawarn Station for approximately $400,000. Asahara and Yasuko
Shimada, an Australian citizen of Japanese descent and sect member were named
as directors of each company.

Hayakawa contacted a consulting geologist after learning that Banjawarn Station
is a pastoral lease, meaning that other individuals could enter the property for the
purpose of prospecting for minerals. Hayakawa did rot want any unauthorized per-
son to enter Banjawarn Station. It is unclear if he succeeded in having the lease
changed; however, the Aum did purchase eight mining leases from the Western Aus-
tralia Department of Minerals and Energy in September 1993 for approximately
$4700 each.

The Staff has confirmed that at about this same time Hayakawa and another cult
member, Tsuyoshi Maki, applied for tourist visas at the Australian Embassy in
Tokyo. Hayakawa and Maki arrived in Perth on September 3, 1993. Shortly after
arriving in Australia, they met with their consulting geologist. During that meeting
they told the geologist that they wished to obtain a ship and inquired of her what
price they could expect to pay. They also mentioned at the meeting that they want-
ed to export the uranium ore from Banjawarn Station in 44 gallon drums.

During the following week, Hayakawa and Maki engaged an Australian travel
agent to make arrangements for six four-wheel drive vehicles and a chartered air-
craft. The Staff has confirmed that at the end of that week cult leader Shoko
Asahara arrived in Perth with 24 followers from Japan, including five females under
the age of fifteen who were traveling without their parents. Also in the group were
Hideo Murai, the sect's Science & Technology Minister; Niimi Tomomitsu, the Home
Affairs Minister; and Inoue. The Aurn group traveled with chemicals and mining
equipment on which they paid over $20,000 in excess baggage fees. According to the
Australian Federal Police report, among the baggage was a mechanical ditch digger,
picks, petrol generators, gas masks, respirators, and shovels. A Customs duty of
over $15,000 was paid to import these items.

Because of the large amount of excess baggage being brought in by the group,
Australian Customs searched the entire group. This search revealed four liters of
concentrated hydrochloric acid, including some in containers marked as hand soap.
Among the other chemicals that Australian customs officials found were ammonium
chloride, sodium sulphate, perchloric acid, and ammonium water. All of the chemi-
cals and some of the laboratory equipment were seized by Australian authorities.

As a result of the search, two Aum members-Seichi Endo, a biochemist and Min-
ister of Health & Welfare for the Aur; and Tomomasa Nakagawa, a medical-were
charged with carrying dangerous goods on an aircraft. The two members subse-
quently appeared in Australian court, pleaded guilty, and were fined about $1,750
each. The two claimed that the acid was for gold mining. These same two individ-
uals were later arrested by Japanese authorities in connection with the Tokyo sub-
way attack.

Australian authorities believe that the cult planned the logistics for transporting
their goods to Banjawarn Station well in advance of the trip. They chartered three
aircrafts and, having lost their chemicals to Australian authorities, the Aum used
their real estate agent and their geologist, both of whom were Australian citizens,
to obtain new chemicals for them from chemical wholesalers. These chemicals were
obtained either in the name of Maha Posya or in the name of the real estate agent's
company. All payments for the chemicals were made in cash. The Aum apparently
went to great lengths to obtain these chemicals, including flying one of their mem-
bers over 4,000 miles from Perth to Melbourne to obtain two 25 gram bottles of a
chemical unavailable in Perth. The two bottles cost the Aur a total of $136-in
order to obtain them, the Aum spent over $800 in airfare.

The Aum also tried to hire earthmoving equipment from a mining operation at
an adjoining station. The mine operators refused to lend the equipment without a
mine worker to operate it to which the Aura did not agree. A backhoe was hired
by the Aum without an operator from a rental company for three days, September
16-18, 1993. Digging and evidence of earthmoving equipment has been found on the
property.

The Aum also established a laboratory on the Banjawarn property which was
stocked with computers and various digital and laboratory equipment. The door of



the laboratory was marked with Japanese characters and an English subtitle which
read "Toyoda Laboratory." This may be a reference to a Toru Toyoda, a sect member
who arrived in Australia with Asahara. Witnesses told Australian Federal Police
that the laboratory contained laptop computers, digital equipment glass tubing,
glass evaporators, beakers, bunsen burners, and ceramic grinding and mixing bowls.
There were limestone or calcrete type rocks on the floor. Other equipment included
a small laboratory-size rock crushing machine and two small generators.

The Staff has confirmed from Australian authorities that most of the sect mem-
bers who are Japanese citizens left Australia by 4 October 1994. In October 1993
Asahara and four of the original group applied for tourist visas to return to Aus-
tralia; however, acting on information provided by Australian Federal Police, the
immigration department refused them visas, along with visas for twelve other Aum
members. Asahara petitioned his visa denial with a letter to the Australian Federal
Minister for Immigration. In the letter he said he was blind and needed the help
of 2 aids Also because his life was under threat, he said he needed 17 bodyguards
to accompany him on his trip to Australia. He said that his Tokyo headquarters had
been sprayed with diluted harmful gas and that during trips to Russia he had re-
ceived bomb threats.

In late October 1993, two other Aura members did obtain visas. These two arrived
in Perth on October 30, 1993 and stayed at Banjawarn Station until April 1994.
While there, one of the Auma members petitioned the Western Australian Pastoral
Board to de-stock Banjawarn station of its sheep. This petition was denied. Inspec-
tions by Western Australian Pasostral Board members revealed that several wells
were either fouled or not operating and the Board called for an Australian manager
to be hired for the property or the lease would be revoked.

The sect members did hire a manager. While at the property, the manager says
that the two sect members maintained constant contact with their superiors in
Japan, with instructions being received by fax or telephone. The manager did not
witness any experiments or mineral exploration. The equipment and chemicals in-
side the laboratory were removed about March or April 1994 to accommodate sheep-
shearing teams. The Aum members insisted that either the sheep not be shorn or
that they be shorn by others who would be flown in from Japan. Approximately
2,000 sheep were subsequently sold to a slaughterhouse shortly after shearing.

On April 28, 1994 these two cult members returned to Japan. They were replaced
by an Aum member who is an Australian citizen and Tsuyoshi Maki, a Japanese
citizen who had been part of the Aum's original advance team.

Shortly after the sarin gas attack in Matsumoto in June 1994, Banawarn Station
was offered for sale by Maha Posya. Maki handled the details ofthe sale and
seemed anxious that the sale proceed quickly. The property was sold in late July
1994 for $237,000, almost $165,000 less than what the Aum had paid for it only
a year earlier.

The Aum's activity on the property is partially known and, to some degree, still
a mystery. Various police sources indicate that Hayakawa was interested in extract-
ing uranium from Australia for the development of nuclear weapons. Documents
seized from Hayakawa include some ten pages written during Hayakawa's April-
May 1993 visit to Australia which refer to the whereabouts of properties of uranium
in Australia, including one reference praising the quality of the uranium in the
state of South Australia. Australia is one of the world's leading exporters of ura-
nium ore.

It appears, however, that the Aum was interested in more thdn just mining on
the Banjawarn property. The Chairwoman for the aboriginal community living near
the sheep station, Phyllis Thomas, said that she and other Aborigines saw about
five people wearing full-length suits and helmets on the remote site in late August
1993. The suited sect members were standing by a twin engine airplane and others
were in the plane.

In March 1995, shortly after the Tokyo subway attack, the Australian police were
invited to the sheep station by its new owners who had found papers with Japanese
writing and various chemicals. The chemicals that police found could have been
used or mineral processing or to make an irritant gas. They included perchloric
acid, nitric acid, ferric chloride, ammonia solution, hydrochloric acid, chloroform, po-
tassium dichromate, apd other unidentified solutions.

The Staff has confirmed that these chemicals are almost identical to the chemicals
carried on board the aircraft by Asahara and his people when they flew to Perth
in 1993. Only 2-3 liters of each chemical was found in an outhouse which bore a
sign saying "Laboratory," while larger quantities were located in a portable build-
ing. Although the Aum members had originally stated that the chemicals they
sought to bring into Australia were for the purposes of gold mining, there was no
evidence of gold mining having been carried out.



The current owners of the property have stated that the Japanese occupants had
a number of gas masks in their possession but that they took them when they left.
One gas mask was left behind and seized by Australian police. Paper dust masks
were also located in a plastic bag bearing Japanese writing.

The Staff has confirmed that the Aum conducted experiments with sarin on sheep
at its property in Banjawarn. The Australian Justice Minister, Duncan Kerr said
that members of the Aum tested sarin in Australia before the Tokyo subway attack.
He said that tests on wool and soil samples taken from the Banjawarn station had
confirmed traces of the chemical. Kerr said that sarin residue had been found in
and near a group of about 29 dead sheep on the station. Specifically, traces of the
acid that results when sarin breaks down was found in the soil and in the wool of
the sheep found in the area.

In addition, authorities found a document written in Japanese and titled
"Banjawarn Station." This document suggested the sect may have been experiment-
ing on sheep. The document contained notations for classifying dead or injured
sheep by using unique Japanese markings. Australian Federal Police have also con-
firmed that some of the sheep were killed with blhnt force to the head.

C. The Aum Shinrikyo in the United States
The Aum Shinrikyo came to the United States officially in late 1987 when it in-

corporated in New York City under the name Aum USA Company, Ltd., a not-for-
profit corporation. Although the office purported to promote the cult's book sales and
recruitment of followers, the Staffs review of records and documents, and interviews
of the manager of the New York office, establish that the office was also acting as
a purchasing agent for the cult as it attempted to obtain high technology equipment,
computer software and hardware, and other items from the United States, much of
which was intended to assist the cult's militarization program. Additionally, in the
1990's the cult utilized a purchasing agent in California to facilitate acquisition of
similar technology and hardware, and military equipment such as gas masks.

The total extent of the Aum's efforts to obtain equipment and technology in the
United States is not known. As indicated in this section, some of the items sought
by the Aum were not delivered because U.S. company representatives were sus-
picious of the Aum and its purporLed end-use of the product. This is a good example
of self-policing by the private sector and efforts Lo sensitize industry to their respon-
sibility should be promoted. Other purchases appear to have been preempted only
by the Aum's March 20th attack which gave notice to all of their criminal inten-
tions. And, in certain instances, the Aum was simply able to access technology
whose use is still unaccounted for. Although the Staff is aware that U.S. govern-
ment agencies are investigating this activity, ultimately, we will never know how
successful the Aum was in its efforts to militarize in the U.S.

1. New York City Office
According to corporate records, the New York City office was initially organized

by Fumihiro Joyu, who claimed his address at 53 Crosby Street in New York. At
various times it was staffed by different personnel including Yumiko Hiraoka,
Yasua Hiramatsu, Masuru Jingo, Isao Yamamoto and others. From 1988 through
the present the cult also maintained a small office at 8 East 48th Street, #2E; 242
East 87 Apt 5d; 8 East 48th Street Apt. 4f.

The articles of incorporation were amended in 1988 and at that time Chisuo
Matsumoto appeared as Director of the corporation. Chisuo Matsumoto is the lay
name of Asahara. The articles established the Aum as a tax exempt organization.
That same year, Joyu, as Treasurer/Director registered Aum USA as a charity in
New York. In the section of the application requesting a description of the organiza-
tion, Joyu wrote:

"AUM U.S.A. Co. Ltd. is a non profit religious organization. The purposes
for which the corporation is formed are to foster spiritual development
through the study and practice of eastern philosophy and religion to encour-
age means for extending awareness(sic), such as meditation, seminars,
classes, workshops, to offer nutritional information and exercises which will
further the development of spiritual well-being."

In the early 1990's corporate documents of the Aur and tax records indicated that
Yumiko Hiraoka became the primary manager of the Aum's New York office where
all office related documents (bills, ledgers, accounts, tax records) were in her name.

Hiraoka describes herself as a nun and sect leader of the New York branch of the
cult. She indicated she is in her early 40's, although she is unable to be more exact
as she measures her age in "monk" years. Based upon observations made by the
Staff during interviews with her, she clearly is still a devotee of Asahara.



The Staff has reviewed the business records of the cult's New York office provided
by Hiraoka pursuant to subpoena. It should be noted that the records provided may
not reflect all of the cult's activities. According to Hiraoka, in late March 1995, with-
in days after the subway attack in Tokyo, Hiramatsu appeared at the New York of-
fice and took numerous records of the cult's transactions back to Japan.

There is substantial documentation of efforts by Htiraoka and her staff to sell doz-
ens of books published by the Aum such as Is Aur Shinrikyo Insane?, The Secret
Method to Develop Your Superhuman Power, The Doom's Day, and Curable High
Blood Pressure. A review of the records provided, however, establishes that the cult
in the years preceding the attack sold less than 100 books per year. During this
same time period, despite a claim of aggressive recruitment by Hiraoka, the cult
maintained an active membership of less than a few dozen devotees in the New
York area. Some governmental sources estimate that the number was much higher,
closer to 200. There is no evidence to support the higher number. There was also
an Aum member in Colorado, according to Hiraoka, who was in regular contact with
the New York office and translated Asahara's work into English.

A review of the telephone records reflects very substantial telephone communica-
tions both internationally to Japan and elsewhere including Canada, Germany, Rus-
sia, United Kingdom, Taiwan, Israel, Australia, Sri Lanka, Ghana and Nigeria, and
domestically within the United States. As expected, there was substantial telephone
activity in the days following the March 20, 1995 subway attack.

Interestingly, in the days following the subway attack, the New York office of the
cult recognized it had a substantial public relations problem. It transmitted the fol-
lowing message to numerous "experts" or "would-be experts":

"To Whom It May Concern: The Independent Research Committee for the Tokyo
Subway Gas Attack urgently needs a group of impartial specialists from various
fields. Please read the following guidelines and call (212) 421-3687 if interested
in this investigation. We will greatly appreciate your cooperation."

Telephone records also support substantial contacts with news media outlets.
The Staffs investigation further reflects that the cult's New York office was ac-

tively involved in the procurement and attempted procurement of high technology
items with possible military use. Though most of the documents at the Aum's head-
quarters were taken by the cult after the Tokyo incident, entries in the Aum's ledg-
er reflect various payments to technology and laser companies. The cult utilized var-
ious corporate entities to facilities these transactions including its primary alter ego,
Aum USA Company Ltd., and the company Maha Posya.

In documents received from Hiraoka the above entities claim the cult's New York
offices as their corporate headquarters or their New York office. Both Aum USA and
Maha Posya have Chisuo Matsumoto (a/k/a Asahara) as their director. Further,
other directors and officers of these corporations are Aum members. Undoubtedly,
based upon the above, it is clear that these corporations were alter egos of the cult
itself wholly controlled by the cult and intended to conduct the cult's business.

Through these companies and the efforts of its agents including Hiraoka,
Hiramatsu and others, the Aum negotiated for purchase of various items.

2. High Tech Acquisitions
In August 1993, the cult attempted to obtain a Mark IVxp Interforometer from

the Zygo Corporation in Middlefield, Connecticut. The Mark IVxp is a laser measur-
ing system primarily used for measuring lens systems, optical components and flat
and spherical surfaces. A dual commercial/military use item, the system has numer-
ous applications including the measuring of plutonium. The U.S. ommerce Depart-
ment prohibits the export of this machine to certain countries including Libya, Iran,
North Korea and Cuba.

In August of 1993, representatives of Zygo received contacts from the Aum, in-
cluding telefaxes from Hiraoka. On August 23, Zygo issued a price quotation for the
Mark 1Vxp system at $102,777.96. Additionally, the Aum requested a vibration iso-
lation table which with modest reconfiguration can be used to measure spherical
surfaces including plutonium used in nuclear weapons

Ultimately, the Aum did not receive the system. According to Zygo, the trans-
action was never consummated because Zygo became suspicious of the transaction
and contacted export licensing authorities.

In 1994, the Aum completed two sales transactions with Lydall Technical Paper
of Rochester, New Hampshire, totaling approximately $32,000, for HEPA media,
which is an air filtration media. This media, which is roll goods, is utilized for air
filtration in "clean rooms." The Staff would note that the Aum constructed "clean
rooms" at their compounds in Tokyo in facilitate the handling and production of
sarin and other chemical and biological weapons.



In January 1995, the Aum purchased molecular modeling software from Cache
Scientific of Beaverton, Oregon. According to representatives with Cache, the entire
contact with the Aum consisted of a telephone call requesting literature, a sales
order and a shipment. The shipment cost approximately $2995.00. The software
purchased was the most basic in their product line, consisting of a manual and com-
puter diskettes.

According to Cache representatives, their product enables a chemist to synthesize
molecular experimentation on a computer screen instead of in a laboratory, which
results in savings of time and money. He -also stated that downloads from other
databanks (i.e., Brookhaven's Protein Data Bank) could be ported into Cache pro-
grams for analysis and data modeling.

In a similar effort, Hiramatsu, on behalf of the Aum, contacted Biosym Tech-
nologies, Incorporated, also a molecular design software company, located in San
Diego. During February and March of 1995, Hiramatsu negotiated with Biosym for
the purchase of a sophisticated computer hardware system and over twenty dif-
ferent software programs. Hiramatsu purchased the hardware for $47,000 and
agreed to a thirty day evaluation period for the software products. Additionally,
Biosym uploaded approximately twenty samples (out of 200-300 available) from the
Brookhaven Protein Data Bank. According to the company, they are a licensee of
Brookhaven Laboratories and are authorized to distribute information from the data
bank.

Following the Tokyo gas attack, the computer hardware was returned to Biosym
but the disk drive containing the software was missing. Allegedly, this disk drive
was taken to Japan. The drive was later returned to Biosym by the Aum but it is
unknown if the sect was able to download the information it contained. There were
protections on the software to prevent such unauthorized removal.

The software, as in the case with other company's products sought by the Aum,
is used to model molecular structures during scientific and medical research. Ex-
perts told the Staff that the Aum could use such advanced software to assist them
in testing theoretical designs for toxins. It should be noted that this software is cov-
ered by export restrictions to countries such as China. The fact that Japan is not
among the countries included in such restrictions demonstrate that sub-national
groups located in non-restricted countries, and who are engaged in development of
sophisticated weapons, are not affected by export restrictions.

In the weeks and days preceding the March 20, 1995, Tokyo subway attack, the
Aum attempted to purchase a half million dollar laser system from the California
manufacturing company, Hobart Laser Products of Livermore, California.

In March, 1995, Hiramtsu, contacted sales and technical representatives of Ho-
bart. Hobart manufactures extremely sophisticated lasers for industrial and sci-
entific applications involving cutting and welding. According to the company, for ap-
proximately two weeks leading up to March 18, 1995, the Aum negotiated for thie
purchase of a three kilowatt Laser Welder with installation support. The system
costs approximately $450,000.

The Hobbart personnel were confused by the Aum's intended end use for the ma-
chine so they contacted Yasuo Murai, the Aum's Minister of Science & Technology
in Japan. In their contact with Murai and in a subsequent meeting with Hobart rep-
resentatives on March 8 in the United States, Hobart representatives attempted, to
no avail, to determine the intended usage of the equipment.

From the discussions with Hiramtsu and Murai, the o erating parameter set forth
by Murai, allowed Hobart to draw the following technical conclusions:

" The Aum wanted the laser to be operable from within a glove box, a sealed
room environment, outside of which the operator could manipulate the equip-
ment through the usage of thick gloves. Experts have advised the staff that this
is particularly useful if biologic toxins, aerobic or contact poisons, or nuclear
emissions are of concern.

* Murai indicated the laser would be used to weld aluminum oxide (AlOx). The
welding was to be of canisters, and perhaps canisters within canisters. AIOx is
highly resistant to chemical corrosion, even more so than stainless steel, and
the welder can operate with liquid nitrogen as a coolant. It is also extremely
strong and can withstand high pressure. Aum had allegedly stockpiled large
amounts of sheet AlOx for this purpose.

" Of primary concern to Hiramatsu and Murai was the rapid delivery of this ex-
pensive laser. Hobart representatives were told that it was required imme-
diately and cash was available. This request was impossible: The laser is cus-
tom built, after receipt of the order it would probably would take several weeks
to months to complete and ship. Hobart told the Staff that there are also seri-
ous export control requirements.



Hobart's representative also told the Staff that he learned that Hiramatsu was buy-
ing up antiquated chip manufacturing equipment and stockpiling same in California
for shipment to a front company in Silicon Valley. The Staff has been advised by
various U.S. governmental sources that they theorize the cult intended to use this
equipment to fill sham computer-manufacturing shops in Japan or Taiwan. These
sources indicate that these companies would then be used to justify the importation
and usage of chemicals such as arsenide, chlorides and fluorides, which can be ob-
tained in the wafer and chip-etching business but are more realistically used by the
Aum for the manufacture of toxic nerve and blood gases.

In March of 1995, Yasuo Hiramatsu contacted Tripos, Incorporated of St Louis,
Missouri. The company specializes in molecular design software. This software is
used by highly trained physicists and chemists to develop new therapeutic drugs in
the pre-clinical design phase. It can also be used to research and develop biological
toxins. According to the company's Chief Executive Officer, people without extensive
experience in this area would have difficulty in using and applying the software.

According to Tripos sales personnel, Tripos was suspicious of Hiramatsu's motives
regarding the purchase of their software from early on. Hiramatsu first contacted
the New Jersey office of Tripos from California on March 3, 1995. During the course
of their contacts with Hiramatsu, he consistently refused to provide detailed infor-
mation on either the company (Aum) or the intended use for the software.

Tripos installed all the available "modules" of their software on a computer
workstation provided by the Aum. The software had keyword protection andwas
timed to expire thirty days after installation. Following the revelation that the Aum
was suspected in the Tokyo gas attack, Tripos attempted to retrieve the software.
The disk drive containing the software was intercepted by U.S. law enforcement per-
sonnel in a shipment outward bound to Tokyo from California. While the software
did have keyword protection, this could have easily been bypassed. The thirty day
expiration protection could also be avoided by turning back the internal clock on the
computer in which it is installed. The total worth of the soft are was over $507,000.

The last contact Tripos had with Hiramatsu was on March 21, 1995, the day after
the Tokyo gas attack. The CEO of Tripos told the Staff that the software could be
used to determine if a scientific configuration was feasible but would only be the
first step in development. He stated that biological toxins are relatively simple and
the software was much more sophisticated than what would be needed to develop
toxins.

3. West Coast Activities
Beginning in June 1994, the Aum established a relationship with a purchasing

agent on the West Coast to assist it in obtaining military technology and hardware.
The company, International Computers and Peripherals ("ICP") was a U.S. business
in California formed to export computer parts to Japan. The partners in the ven-
ture, Phillip Rupani, Cameron Hader and Kevin Singh (a/k/a Kevin Guneja), sought
Japanese companies as potential clients. In June, 1994, the Aum, organized as
Maha Posya, engaged ICP as an export agent.

Through telefax, telephone, and personal contacts, ICP developed a business rela-
tionship with Hiramtsu and Tsuyoshi Maki and began to obtain computer parts pre-
sumably for the Aum's computer stores in Japan. The Staff has interviewed prin-
cipals with ICP and reviewed their records. ICP estimates that their business with
the Aum exceeded a few million dollars by the end of 1994. However, near the end
of 1994, Hiramatsu began to make requests for other items. Initially, Hiramatsu
wanted to obtain thousands of "serum" bottles, hundreds of mechanical fans and
equal amounts of camcorder batteries. Later, Hiramtsu began to inquire about ob-
taining laser equipment, survival equipment and similar items. At one point,
Hiramatsu asked whether ICP knew how to obtain "arms," a plane, and "container
ships." Hiramatsu told Rupani the arms were for a customer in the Middle East.

ICP told Aum representatives they could not obtain these items but directed him
to the U.S. Chamber of Commerce.

In January 1995, the Staff has learned that Maki and Hiramatsu began to seek
military equipment from sources in the United States. In late January 1995, Maki
attended a Winter Market Show at the Reno Convention Center in Nevada at which
time he made contact with a representative of Rothco, a company from Smithtown,
NY. Maki inquired about survival equipment and expressed an interest in obtaining
gas masks.

A week after the January 1995 meeting, Rothco, through telefax received a re-
quest from Devenir Millionaire, Inc., another Aum company, wherein Maki re-
quested various items including 200 military style knives, and various types of gas
masks. In February Maki requested Rothco change the purchaser to Maha Posya
Inc. because it would make it easier to clear Customs.



After receiving a $1,906.00 wire transfer to their account, Rothco sent samples of
the requested items to Japan. In the shipment were a Russian and Japanese gas
mask. Rothco shipped these items without applying for-or obtaining a State Depart-
ment license which is required. The following month, Rothco received a request for
400 of the same gas masks with filters and its account in New York City was cred-
ited with an additional $3,195.00. Maki, however, requested that Rothco send the
gas masks to ICP of Freemont, California, who would act as a freight consolidator.

ICP received the items after Hiramatsu indicated that the Aum wanted to consoli-
date the items it had obtained in the United States. Various contain,-rs were for-
warded to ICP, including boxes from Rothco. ICP, through a freight forwarder, start-
ed the process of sending the items to Japan in March of 1995.

On March 22, 1995, two days after the Tokyo attack, a source from Japan con-
tacted ICP in California, and told company representatives that he should stop sell-
ing to Maha Posya because they were killing people in Japan. At this time, Rupani
recalled the Maha Posya shipment from the freight forwarder and returned it to ICP
in Freemont, California. Rupani looked in the shipment and discovered it included
the gas masks.

4. Helicopter Training in Florida
In 1993, two Japanese followers of the cult visited the United States to obtain

pilot licenses for private helicopters. In October of 1993, members of the Aum came
to Dade County, Florida and received flight lessons from Kimura, International, a
private flight School in Opa Locka, Florida. The two were Aum Defense Agency Di-
rector, Tetsuya Kibe, and Aum member Keiji Tanimura. They both had U.S. social
security numbers and airman class 3 certificate numbers. They received a private
pilot rating for rotor craft-helicopters on October 31, 1993. Soon after receipt of their
licenses, the-cult obtained the helicopter from Russia
D. The Aum Shinrikyo in Other Countries

In addition to its efforts to recruit members and obtain and test weapons and
technology in Russia, the Aum also established a presence and/or undertook activi-
ties in a number of other countries, including Germany, Taiwan, Sri Lanka and the
former Yugoslavia. Some of these countries appear to have been used for recruit-
ment purposes, while others appear to have been used for the establishment of pur-
chasing companies or other businesses. In at least one country it appears the Aum
attempted to obtain scientific information.

1. Germany
In January 1989, the Aum rented an 825 square foot office in Bonn, Germany for

6,000 DeutscheMark per month. The office was ostensibly rented for administrative
and cultural purposes. A woman named Yoko Shigimara-Haltod, a resident of Bonn,
signed the lease and paid the monthly rent. Two telephone numbers are listed for
the office in the name of Naruhito Noda; however, no one by that name is listed
in the Bonn Population Office.

In June 1991, the Aum sent a letter to the German Embassy in Tokyo requesting
permission to send one of its members, Akira Wakatake, to reside in Germany for
three years. According to the letter, Wakatake had been a member of the Aur since
1986 and was a teacher of meditation techniques and yoga. The letter stated that
the Aum would be responsible for any costs arising during Wakatake's stay in Ger-
many, as well as for his personal conduct while in Germany.

Wakatake entered Germany in February 1992. A sign on the Aum office there-
after read "A. Wakatake Buddhismus und Yoga Center Aum." After several lan-
guage courses at the Goethe Institute, Watatake was granted a trading license by
Bonn city authorities in July 1993 which enabled him, in addition to his occupation
as a teacher, to sell books and cassettes of the Aum.

The Aura was not very successful in recruiting members in Germany. According
to press statements made by Wakatake, ten German nationals-but no other Japa-
nese-were members of the Bonn branch of the Aum. At least one member, a
French national named Pauline Silbermann-Hashimoto who is married to a Japa-
nese citizen resided in Munich. It is unclear whether the Bonn office was used for
anything other than recruitment efforts- however, on March 21, 1995, the day after
the Tokyo subway attack, Shoko Asahara telephoned Wakatake in Bonn and dic-
tated to him the text of a press communique to be given to the news agency, Agence
France Presse (AFP) in Paris.

The communiRue denied any involvement in the subway incident and accused the
Japanese authorities of wanting to eradicate the Aum. Wakatake sent this commu-
nique to Silbermann-Hashimoto, asking her to translate it into French and to send
it to the APP. The communique was received by the AFP via fax machine from Mu-
nich on March 21, 1995. In addition, subpoenaed phone logs from Au's New York



office show regular contact between Aum offices in New York and Bonn. German
law enforcement authorities have no records of any illegal activities by either
Wakatake for Silbermann-Hashimoto.

2. Taiwan
While the Autn's presence in Germany seemed to have been primarily for recruit-

ment purposes, it's presence in Taiwan was more business-oriented. In June 1993,
the Aum established a company in Taiwan by the name of Dai Hanei (Great Pros-
perity) as a purchasing agent, ostensibly for the purchase of computer parts. Japa-
nese press, citing police sources, have reported that from April 1993 to March 1995
the Aum sent more than 2.5 billion yen ($25 million), through its Tokyo-based Maha
Posya company, to Dai Hanei's bank account at the Taipei branch of a Tokyo foreign
exchange bank.

Under Japan's Foreign Exchange Control Law, transfers of sums in excess of 5
million yen ($50,000) to an offshore account must be reported to the authorities. Ac-
cording to the police sources, when Maha Posya sent more than 5 million yen at
a time it reported the money as being used to buy computer parts. The sources con-
firmed, however, that Maha Posya had bills for computer parts imports totaling only
100 million yen ($1 million). The remaining 2.4 billion yen ($24 million) is appar-
ently unaccounted for.

The police'sources reportedly quoted bank officials in Tokyo as saying that a high-
ranking Aum member, who was an executive of Maha Posya and the cult's former
Finance Minister, was the individual who made the remittances to Dai Hanei. The
sources are also reported to have confirmed that Aum leader Shoko Asahara and
the Maha Posya executive visited Taiwan frequently in 1993.

3. Sri Lanka
Relatively little is known about the Aum's activities in Sri Lanka. It reportedly

owns considerable assets in Sri Lanka, including a tea plantation that the Aum
began operating in 1992. The Staff has confirmed that the plantation is managed
by an individual named Seizo Imoto and that it uses local citizens as employees.
The Aum apparently has had several problems operating the plantation, though, in-
cluding an inability to pay its employees.

Following the attack on the Tokyo subway, a local organization of Buddhist monks
petitioned the Sri Lankan President to confiscate the property of the cult and ban
it from the country. Sri Lankan police did investigate the plantation, but nothing
was found to indicate any connection between the plantation's operations and the
sarin attack.

4. The Former Yugoslavia
At some point, the Aum became very interested in the ideas and inventions of

Nikola Tesla, a scientist who experimented in the fields of atmospherics,
electromagnetics, fluid dynamics, and geodynamics in the early 1900's. According to
an official of the International Tesla Society in the United States, a representative
of the Aum in New York City, Yumiko Hiraoka, inquired into the Aum becoming
a member of the Society. In January 1995, Hiraoka, the manager of the New York
office, sought to obtain from the Society a number of books on the inventions of
Tesla, his patents, and writings.

When the Staff inquired as to why the Aum would be interested in Tesla's work,
the official speculated that they may have sought information on Tesla's experi-
ments with resonating frequencies. He stated that Tesla had experimented in creat-
ing earthquakes and that Tesla was quoted as saying that with his technology he
could "split the world" in two. He also noted that Tesla had developed a "ray" gun
in the 1930's which was actually a particle beam accelerator. According to the offi-
cial, this gun was reported to be able to shoot down an airplane at 200 miles.

The official also told the Staff that upon Tesla's death the U.S. government had
seized most of his papers and research notes. When members of the Society have
requested information on Tesla's work under the Freedom of Information Act, much
of the material has been "black penned" for national security reasons.

It was for this reason that the Aum sent some of its members to the former Yugo-
slavia. The Staff has confirmed that from February to April of this year, six mem-
bers of the cult traveled to the Tesla Museum in Belgrade. There they studied
Tesla's writings on something known as the Tesla Coil, a coil used for alternating
current. The members also studied Tesla's work on high energy voltage trans-
mission and on wave amplification, which Tesla asserted could be used to create
seismological disturbances.
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VII. CONCLUSIONS

The threat posed by the Aum today is unknown. It still has substantial assets,
thousands of devotees and authorities are unsure whether its weapons and weapons
potential has been neutralized. Furthermore, the anti-Western rhetoric and Arma-
geddon prophecies that fueled the tragic and near-cataclysmic incidents in Tokyo
and elsewhere, are still evident.

The cult's rise and its efforts to obtain and deploy weapons of mass destruction
raises numerous policy issues, however, that extend well beyond the specific threat
posed by Asahara and his disciples. The Aum was merely one example-a case
study--of what may be the most dominant, emerging threat to our national security.

The ease with which the cult accessed the vast international supermarket of
weapons and weapons technology is extremely troubling. It is especially troubling
in light of the current state of the economies and governments of the former Soviet
Union. How much this cult acquired and how much more they could have obtained
is still a mystery. How much the next group may be able to acquire is the question
that also remains unanswered.

Furthermore, despite the Aum's relatively overt and far flung activities, not a sin-
gle U.S. enforcement or intelligence agency perceived them as dangerous, much less
a threat to national security, prior to the March 20, 1995 Tokyo subway attack.
More than a few representatives of these agencies indicated, as one candid
counterterrorism officer admitted, "they simply were not on anybody's radar screen."
How does a fanatic, intent on creating Armageddon, with relatively unlimited funds
and a worldwide network of operatives, escape notice of western intelligence and
law enforcement agencies outside of Japan?

Our witnesses today and tomorrow, as well as at subsequent hearings, will put
in context our national security needs and our government's capabilities. A number
of questions and observations, based upon our inquiry today, may provide areas for
further discussion and improvement:

" Intelligence: U.S. intelligence agencies are apparently focusing heavily on offi-
cial state proliferation of weapons of mass destruction (WMD). Do they need to
allocate increased resources to WMD terrorism? Do we need to enhance U.S. in-
telligence agencies" expertise in biology, chemistry, and nuclear physics? Do we
also need to increase their development and acquisition of new technologies to
help the U.S. government detect and combat WMD?

" Need to coordinate U.S. government agencies: In the future any CBW terrorist
action is likely to involve foreign groups or activities. This means that intel-
ligence organizations are likely to have information on such organizations and
activities. In addition, law enforcement agencies with international presence
like the U.S. Customs Service and FBI may also have information concerning
these groups. Law enforcement and intelligence sources must have regular con-
tact and interchange of ideas. Because the goal should be to prevent an attack
before it even gets to the formative stages, law enforcement and intelligence
agencies may not know what information the other needs or has. A critical need
apparently exists for U.S. law enforcement and intelligence agencies to share
information and coordinate activities in regard to WMD terrorism. Is there a
need for creating a national clearinghouse or all sources intelligence/law en-
forcement center to give U.S. government analysts access to all relevant terror-
ist information from whatever source derived to analyze terrorist threats and
assist prosecutions? Given the overlapping missions within our government, is
there a need for a single, high-level Administration-wide coordinator?

* Response Capabilities: During video footage of the Tckyo sarin gas attack, local
police could be seen entering the subway without protective clothing next to
military or other government officials encased in the most modern protective
CBW uniforms. Apparently many of the would-be rescuers became some of the
first casualties. Obviously, medical, rescue, fire and law enforcement personnel
from the federal to the local level must be trained and equipped to handle a
CBW incident. Likewise, hospitals and clinics must be prepared with proper
supplies and antidotes to respond to a CBW event. Are procedures in place and
adequate resources available for all U.S. government and private agencies to
handle such events? In particular, are current funding levels for our Federal
Emergency Management Agency adequate to successfully coordinate a national
response to this threat?

* Strengthen export controls: The trend recently in the U.S. has been toward liber-
alizing export controls. Should policy makers revisit this policy and consider
strengthening controls on some of the dual use items used for making WMD
materials?
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" Promote Self-Policing: In the case study of the Aum, certain U.S. companies
who were approached by the Aum and its corporate alter-egos, became sus-
picious of the Aura's end-use of their products. Ultimately, certain transactions
were not consumated. Conversely, other companies did not ask the right ques-
tions or simply did not care. The U.S. business community has a duty to its con-
sumers and our Nation to recognize dangers of many of its dual-use items and
act responsibly. Although, to a great extent, the case study of the Aum appears
to demonstrate some success with our joint government/industry educational
program, can and should more be done in this area to improve corporate aware-
ness?

" Ratification of CWC: Since the Subcommittee's last hearing on this issue in
1989, the CWC has been under consideration. Would ratification of this treaty
give the U.S. government increased leverage in halting the spread of chemical
weapons? Would this be especially true if ratification were accompanied by pas-
sage of a domestic law that instituted a national, computerized clearing house
for dual-use chemicals and apparatus used to make chemicals, similar to export
control mechanisms that track end-users and give the end-users" purpose for
purchasing the item?

* Open source information on WMD: Recipes and directions for making weapons
of mass destruction (WMD) are readily available in the open literature and now
on the Internet. The U.S. government is considering declassifying additional in-
formation about the U.S. biological weapons program. Does such open source lit-
erature on WMD makes it easier for would-be terrorists and other governments
to make these weapons? Is there a need to study how to control access to such
information while still safeguarding our First Amendment guarantees?

" Global cooperation: Few terrorists are now just domestic terrorists. Almost all
are now international terrorists to some degree. Most travel and buy goods
throughout the world. Are additional international agreements needed among
at least the P-8 countries (G-7 plus Russia) to address this international aspect
of terrorism? Is there a need for an agreement that would encourage that mem-
ber countries share information involving WMD terrorism that may have inter-
national implications?

APPENDIX A

AUM SHINRIKYO MEMBERS'

Name Title

AOYAMA, YOSHINOBU .....
ASAHARA, SHOKO ............
Asano, Shinya ....................
Chow, Tom ..........................
ENDO, SEIICHI ...................
Fujinaga, Kozo ....................
Furukawa, Masao ................

Hara, Yoshihiro ...................

Hasegawa, Shigeyuki ..........
Hashimoto, Saturo ..............

Hatakeyama, Hironobu .......

HAYAKAWA, KIYOHIDE .....
HAYASHI, IKUO ..................
Hayashl, Yasuo ...................

Hiramatsu, Yasuo ................

Hiraoka, Yumiko ..................
Hirata, Masayuhi .................
Hirose, Kenichii ...................
Horii, Takahisa ....................
Ikeda, Itsuro ........................

INOUE, YOSHIHIRO ...........
Jo, Hiroyuhl .........................

Aum Shinrikyo lawyer
Aur Shinriko leader
Aum member. former Japanese Self Defense Force member
Head of the Aim affiliate in Taiwan
Head of the Aura Health and Welfare Ministry and top biologist
Aum Science ant Technology subordinate
Subordinate to Hay3kawa-organized shooting tour to a Russian mili-

tary base
Aur member connected by the Japanese police to preparations for

the Tokyo attack
Runs two Aum affiliated chemical companies
Aur Home Affairs Minis'try subordinate-sprayed Sarn related to the

Tokyo attack
Aum member connected 'y the Japanese police to preparations for

the Tokyo attack
Construction Ministry Head
Head of Aum's medical division, the Treatment Ministry
Aur member in the Science and Technology Ministry-connected by

the Japanese police to the Tokyo attack
Upper management member of Aum who acted as purchasing agent

for United States purchases
Aum Nun and sect leader of Aum's New York office
Aum doctor
Indicted for participating in the Tokylo gas attack
Aum doctor
Aur member connected by the Japanese police to preparations for

the Tokyo attack
Head of Aum's Intelligence Agency and Action Squads
The man who stabbed Mural
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AUM SHINRIKYO MEMBERS 1 -Continued

Title

JOYU, FUMIHIRO ...............

Kadokawa, Tomoki ..............
Katahira, Kenichlro ..............
KIBE, TSTSUYA .................
Kikuchi, Naoko ....................

Kitamura, Koichi ..................

Kobayashi, Katsuhiko ..........

Maruyama, Michimaro .........
MATSUMOTO. CHIZUO .....
Matsumoto, Takeshi ............
MATSUMOTO, TOMOKO ...
Mitsuka, Yoshihiro ...............

Moriwaki, Yoshiko ...............

MURAl, HIDEO ...................
NAKADA, KIYOHIDE ..........

NAKAGAWA, TOMOMASA

Nakamoto, Hideo ................

Nakamura, Noburu ..............

Nakano, Katsuhiko ..............
NIIMI, TOMOMITSU ............
Ochida, Kotaro .................
Oikawa, Takayuki ................
O ka, H ideki ..........................

Okada, Hiroyuki ...................

Ouchi, Toshiyasu ................
Sasaki, Kayoko ...................

Satoru, Hirata ......................

ShiraiTakahisa ....................
Sotozaki, Kiyotaka ..............
Sugimoto, Shlgeo ................

Takahashi, Katsuya .............
Takizawa, Kazuyoshi ..........
Tashita, Seiji ........................
Terajima, Keiji .....................
Togashi, Wakashio ..............
Tomita, Takashi ...................
Tonosaki, Klyotaka ..............
Toyoda, Toru .......................
TSUCHIYA, MASAMI ..........

Uchiyama, Rie .....................
Watabe, Kazumi ..................
Yamagata, Akira .................

Yasuda, Hideaki ..................
Yokoyama, Masato .............

Former Aum leader in Moscow-since March 1995, he has been the
lead spokesman for Aum In Japan

Science and Techology Ministry subordinate
Aum doctor
Aum's Defense Agency Chief
Aum Health and Welfare Ministry member related by the Japanese

police to the Tokyo attack
Aum Home Affairs subordinate related by the Japanese police to the

Tokyo attack
Science and Techology Ministry subordinate, chemical team member,

and secretary to a senior Aum member
Aum member connected to the Tokyo attack
Lay alias for Asahara
Aum member suspected In the abduction of a Japanese notary official
Asahara's wife
Aum member connected by the Japanese police to preparations for

the Tokyo attack
Aum member connected by the Japanese police to preparations for

the Tokyo attack
Head of the Aum's Science and Technology Ministry
An Aum senior sect member in the Home Affairs Ministry and Con-

struction Ministry
The Aum's Household Agency Director
Mitsubishi employee arrested for suspicion of helping an Aum and

former Self Defense Force member steal company secrets
Aum Home Affairs Ministry subordinate--sprayed Sarin related to the

Tokyo attack
Aum member arrested in connection with gun manufacturing
Head of the Aum Home Affairs Ministry
An Aum pharmacist-strangled by Yasuda
Aum member-arrested in connection with gun manufacturing
Aum member conneceld by the Japanese police to preparations for

the Tokyo attack
Aum member connected by the Japanese police to preparations for

the Tokyo attack
Defacto head of the Aum sect in Moscow since March 1995
Aurr member connected by the Japanese police to preparations for

the Tokyo attack
Aum I itelligence Agency member connected to the kidnapping of a

Japair.ase notary official
Aum member and former Japanese Self Defense Force member
Aum memb'ir connected by the Japanese police to the Tokyo attack
Aum Home Affairs Ministry member indicted for the Tokyo gas at-

tack-alleged to have strangled another Aum member
Aum Intelligence Agency subordinate
Aum scientist
Aum member corrected by the Japanese police to the Tokyo attack
Aum Home Affairs Ministry subordinate-helped make Sarin
Aum Science and Technology subordinate
Aum Home Affairs Ministry subordinate
Aum member indicted for Tokyo gas attack
Aum member indicted for Tokyo gas attack
Head of the Aum's Chemical Division of the Science and Technoiogy

Ministry and the top chemist
Aum member-kidnapped her father
Aum Science and Technology Ministry subordinate and engineer
Aum Home Affairs Ministry subordinate and former Japanese Self De-

fense Force member-alleged to have used VX gas to kill rene-
gade Aum members

Aum member who strangled Ochida
Aur member Indicted for Tokyo gas attack

IThis document was compiled and prepared by Permanent Subcommittee on Investigations' Stall using police
records, news articles, and other open sources. ALL UPPER CASE INDICATES KEY AUM MEMBERS.

Name



APPENDIX B

The folb is a st of the cost of "oiousC
gaining Mat Awn Sikivg fbA'wers and visitors

are fo/d to undergo ind dM= tey were ordered
l pnr7oias Courses

A devotee has to pay v5,000 i he or she wants
to change course midway tough the training

on fe: .......... V30000 (for non-followers)
Monthly mernibrsw fees: .................... V3,000
Toga course for spima emancipaton
(Eachclass lasts for three hours)
Beginer course (10 classes): ................ V30,000
Interneclate course (20 classes): ........... Y35,000
Advanced course (20 classes): ................ Y80,000
Cornspondence course
1st section (60 days): ............................. v70.000
2nd section (60 days): ............................ y70,000
Late night seminar
(sIx hours for each class): ........................ V6,000
Intensive ovenfit ....... V7,000-V8,000
Advanced cours- to the acquition of super-
natural power
C;orrp'hnfe program for supernatural powers
(for two sessions a month): ..................... V16,000
Initiation (one session): .......................... Y15,000
Correspondence course: ........................ V15,000
Supematral power seminar. ................. V20.000
SMGMw
A ritual which alegedly enables a member to
gain spiritual energy tough touching the
forehand of another mentor with a higher
spirtua level. To receive ShSda1 training from
cult guru Shoko Asahaa. a devotee must have
earlier gone through 60 wits of traniOng and
made a donation of more than V50,000.
To receive training from one of Asharr's disciles
who have achlevved emancipation, a trainee has
to have undergone 30 units of training and made
a donation of more than V30,000.

intensive training in Madness
An 11 -day course:
.......................... Donations of more than v220000
Bod Ifntation
Ritual Sdildng of blood that suppsedly came from
Asahara: ............................................... V1 miion
Secret Initiation
.......................... .onatilns on more than V million
special Iniation
................................ .00,000 or VS0 ,000 course
Bard's Enlightenment
Intravenous injections of unnown content:

............................................................... v300,000

* "PSr telepathy headgear (a helmet with elec-
trit wirng that supposedly syndwonizes a fol-
Lower's brain waves with those of Ashara):

............................... VI m ion to rent per month
- Videotapes on yoga and training:

......................................... M ,000 - )400,000
Purusha (a small button with the sect's logo
engraved upon I): .............................. )1100,000

* Miracle Pond (a 200cc bottle containing water
from Asahara's bath: .......................... V20.000

* Sandavwood rosary (set of two): .......... v15,000
Video tape of Aum seminars: .............. V15.000

* Pi Js -Ih. ped treasure box: ............ V10.000
Note: The menu and the pies are as Or 19.,
and were detailed in a cuf pamhlet quoted by
the Sunday Mainkic news magazine and other
sOMe.

Replied from the Jain Thies: S0S NOW TEMR In th h*W of a . TM AmOw'"w cult, July I%-



APPENDIX C

AUM SHINRIKYO FACILITIES

Okamura Tekko Ishikawa Prefectre-cult took over Hydraulic cylinder factory, 60-
70 cult members work there

Tomizawa Yamanashi Prefecture-Aum Facility to produce firearms
Matsumoto-Aum two story facility
Tokyo Minami Aoyama-Aum HQ in Tokyo
Tokyo-Aura Co. HQ 287 Setagaya Setakayu-ku
NYC-Am Supreme Truth 8 East 48th St, NYC
Shizuoka Prefect-Aum facility
Yamanashi Prefect-Aum facility
Kamikuishiki Yamanshi Prefecture-Aum Training Center at the foot of Mt. Fuji
Bonn-Aum sect activities
Tokyo Nakano Ward-Aum affiliated hospital
New York City Columbia College-Small Aum chapter
Okinawa Prefecture-Aum facility
Namino, Kumanoto Prefecture-Aur HQ before Kamikuishiki, evacuated
Tomizawa,Yamanashi Prefecture-Aum facility. Police seized steel pipes resembling

gun barrels.
Vladivostok, Russia-Aum attempt to lease Mil-26 transport helicopter
Ukraine-Alleged to have approached arms dealer to purchase two T-72s main bat-

tle tanks
Fujinomiya, Shizuoka Prefecture-Aum commune
Zaire-Aum studied alleged ebola outbreak
Naganohara, Gunma Prefecture-Aum facility
Osaka, Cuo Ward-Aum facility
Fujinomiya, Shizouka Prefecture-Aum facility
Omiya, Saitama Prefecture-Aum Apartment

AUM SHINRIKYO COMPANIES

UNITED STATES

A.U.M. Publishers, 8 East 48th Street, #2E, NY, NY 10017 (212) 421--3687
A.U.M. Company Ltd., 8 East 48th Street, #2E, NY, NY 10017 (212) 421-3687
Asahara, AUM USA Co., Ltd., 53 Crosby Street, NY, NY
AUM Publishing, 8 East 48th Street, #2E, NY, NY 10017 (212) 421-3687
Aum Inc, 8 East 48th Street, #2E, NY, NY 10017 (212) 421-3687
Aum Supreme Truth, 8 East 48th Street, #2E, NY, NY 10017 (212) 421-3687
Aum, 8 East 48th Street, #2E, NY, NY 10017 (212) 421-3687
Yoga Center, 8 East 48th Street, #2E, NY, NY 10017 (212) 421-3687

JAPAN

Aur Hospital, Nakano Ward, Tokyo
Aum's Computer Support Center, Sapporo City, Egi Building, 3-chome, Minami

Nijo, Chuo-Ku, Sapporo City
Aum's Computer Support Center, Osaka Nihonbashi Shop, Sanki Medical building,

5-9-2 Nihonbashi, Naniwa-ku, Osaka
Aum's Computer Support Center, Nagoya Shop, 3-31-12 Osu, Naka Ward, Nagoya

City
Aum's Computer Support Center, Akihabara Shop,
Kokiso Building, 4-4-3 Sotokanda, Chiyoda-ku, Tokyo
Aum's Computer Support Center, Minami Aoyama Center, Mahaspohsa Building, 7-

5-22, Minami Aoyama, Minato-ku, Tokyo
Bell Epoch
Beck
Cafeteria Unmei No Toki, Nishi Eifuku, 5-54-5 Eifuku, Suginami-ku, Tokyo
Hasegawa Chemical Company
Hikari Seimitsu Kogo, Fuji, Shizuoka Prefecture
Imagawa Juban Yaki, Kameido, 5-29-21 Kameido, Koto-ku, Tokyo
Mahapsya Inc of Japan, 7-5-12 Minami Ayoama, Minato-ku, Tokyo
Oumo Slhinrikyo
Seiki Toitsu Tsusho Sangyo, aka: World Unified Trade and Industry World Unifica-

tion Industry
Shimomura Chemical Company
Shinrito, 3-8-11 Miyamae, Suginami-ku, Tokyo
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Umakarou Yausukarou Tei, Ekoda, 1-52-1 Kotake-cho, Merima-ku, Tokyo
Umakarou Yasukarou Tei, Kichijoji, 4-25-7 Honcho, Kichijoji, Musashino City,

Tokyo
Umakarou Yasukarou Tei, Kinshicho, Waise Building, 1-11-4 Taihei, Sumida-ku,

Tokyo
Umakarou Yasukarou Tei, Maruta-cho, Kyoto, 10-5 Jurakumawari Higashi-cho,

Nakagyo-ku, Kyoto City

AUSTRALIA

Clarity Investments PTY, Ltd., c/o Murchia and Associates, Barristers and Solici-
tors, 250 St. Georges Terrgce, Perth, Australia

Mahaposya Australia PTY, do Murchia and Associates, Barristers and Soliciters,
250 St. Georges Terrace, Perth, Australia

TAIWAN

Dai Hanei (Great Prosperity)
Maha Posya, Inc, Taipei

APPENDIX D

CHRONOLOGY OF MAJOR EVENTS: THE AUM SHINRIKYO "DOOMSDAY CULT"

Name

1984 ....................................

1987 ....................................
1987 ....................................
August 1989 ........................

February 1990 .....................

1991 ....................................
October 1992 ......................

June 1992 ...........................

June ,993 ...........................

June 1993 ...........................

Septem ber, 1993 .................
April 1994 ............................

June 1994 ...........................
June 27, 1994 .....................

July 1994 .............................

July 1994 .............................

Sept. 1, 1994 ......................

Dec. 12, 1994 .....................

January 1995 ......................

M arch 5, 1995 .....................

March 15, 1995 ...................

March 20, 1995 ...................

March 30, 1995 ...................
April 1995 ............................
April 4, 1995 ........................

April 8, 1995 ........................

Title

Asahara forms the Aum Shinsen-no kal Company, a book publisher
and yoga training center.

The name of the organization is changed to Aum Shinrikyo.
Aum USA Company Limited is Incorporated in New York City.
Aum Shinrikyo is recognized as a religious corporation by the Tokyo

Metropolitan Government.
25 Aum members, Including Asahara, run for the Lower House but

none are elected.
Aum Shinrikyo begins religious activities in Moscow.
Aum "medical mission" sent to Zaire to obtain a sample of the deadly

Ebola virus.
The Russian Ministry of Justice registers Aum Shinrikyo as an official

religious organization.
The sect purchased a 500,000 acre sheep ranch in Western Aus-

tralia.
Noxious fumes from a building believed to be affiliated with the sect

cause 100 people to complain in the Kolo Ward of Tokyo.
Asahara and up to 26 other sect members visit the ranch in Australia.
Aum members visit Australia to investigate the possibility of extracting

uranium.
The sect purchased an MI-17 helicopter from Russia.
7 die and over 500 are injured when the sect releases sarin gas in

Matsumoto.
The sheep ranch in Australia is sold at a loss.
Residents repeatedly complain of peculiar odors from the sects

Kamikuishiki complex.
231 people in seven towns In western Japan (Nara prefecture) suffer

rash and eye irritations from unknown fumes.
Aum Home Affairs Ministry head Tomomilsu Niiml attacks a man with

VX nerve gas. The man dies ten days later.
Nilmi attacks Hiroyuki Nagaoka, the leader of the Association of the

Victims of Aum Shlnrikyo, with VX gas but he survives.
11 people hospitalized from strange fumes in the Keihin Kyuko train

line in Yokohama.
Three attache cases containing liquid, fans, vents, and batteries are

discovered In the Kasumigaseki subway station in Tokyo.
12 die and 5,500 are Injured from sarin gas released In five trains of

the Tokyo subway system.
The director of the National Police Agency is shot.
A Russian court bans all Aurn Shlnrikyo activities.
Odors are noticed from a suspected Aum hideout In Shlnjuku Ward,

Tokyo.
Ikuo Hayashi, the head of the Treatment Ministry Is arrested.
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CHRONOLOGY OF MAJOR EVENTS: THE AUM SHINRIKYO "DOOMSDAY CULT"-
Continued

Name

April 11, 1995 ......................

April 12, 1995 ......................
April 19, 1995 ......................

April 19, 1995 ......................

April 21, 1995 ......................

April 23, 1995 ......................

April 26, 1995 ......................

May 3, 1995 ........................
M ay 5, 1995 ........................

May 3, 1995 ........................

M ay 15, 1995 ......................
May 16, 1995 ......................
May 16, 1995 ......................

June 26, 1995 .....................
July 4, 1995 ........................

October 6, 1995 ..................

October 7, 1995 ..................
October 26, 1995 ................

Title

20 people complain of sore throats and a foul odor on the Keihin
Kyuko line in Yokohama.

Tomomitsu Nilmi, head of the Home Affairs Ministry is arrested.
500 people are hospitalized due to mysterious fumes In the Yoko-

harna railway system.
Kiyohlde Hayakawa, the Aum Construction Minister, is arrested.
27 people are overcome by fumes in a store near the Yokohama rail

station.
Hideo Mural, the Aur Shinrikyo Science and Technology Minister, is

stabbed to death In front of Aum headquarters.
Seilchl Endo, the head of the Health and Welfare Ministry and

Masami Tsuchlya, the head of the Chemical Division of the Science
and Technology Ministry, are arrested.

Yoshlnobu Aoyama, the sect's lawyer Is arrested.
Two bags of poison gas are found In the men's restroom In the

Shinjuku subway station In Tokyo.
Traces of Sarin are found in samples, taken in March, from 24 dead

sheep on the ranch previously used by the sect In Western Aus-
tralia.

Yoshihlro Inoue, the Aum Intelligence Agency head Is arrested.
Shoko Asahara, Aur leader, Is arrested.
A parcel bomb explodes in the offices of Tokyo's Governor, wounding

an aide.
Asahara's wife, Tomoko Matsumoto, is arrested.
Poison gas Is found in the women's restroom on the Hiblya line,

Kayaba-Cho subway station and in the men's restroom of the Japa-
nese Railway Shinjuku station In Tokyo.

Tokyo District Court holds hearings on the disbandment of Aum
Shinrikyo.

Fumihiro Joyu, the sect's spokesman is arrested.
Asahara's trial continued to a date uncertain.
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AUM SHINRIKYO GLOBAL ACTIVITIES

N- *

,, Gas Mask- purchase AUM pretence
- Sarn Experiment Computer Purchases

Aftmpt d Nuclear Acquisition

I AUM Assets 
M .17 Helicopter

Chemicol/BWologicol Weapons AUM Recruitment

Training and Research

* C6mical/Boological Deployment

Military Technology



APPENDIX F

WORLD MAP

COUNTRY

Australia

ICON

I ~~~mm.ue)

Germany

Russia .a
E1 

SIGNIFICANCE

AUM purchased property in Australia in 1993 to
utilize in the extraction of uranium. AUM carried out
experiments with Sarin on sheep in Australia. Traces
oF chemicals used to make Sarin Found in soil and
wool oF dead sheep.

AUM tried to recruit people in Germany.

AUM purchased broadcast time on Russian radio and
television stations and owned radio transmitter tower
in Vlodivastok.

Recruitment activities.Russia



Russia, Moscow

Russia - w

Russia, Moscow A
Sri Lanka

Taiwan

USA, Bridgeport $400,000 machine manufactured to
grind mirrors and lenses bought by AUM in 1994.

Two AUM members sent toairfield near Moscow to
train as helicopter pilots.

MI -17 helicopter dismantled and
imported in June 1994

AUM began religious activities in Moscow in. 1991.

AUM owned and operated a tea plantation.

AUM established purchasing agent in Taiwan and
utilized it for purchases of computers and parts.



USA, NYC, NY a
8 lost 48th S.j.

New York

USA Long Island

USA, Fremont CA,

USA, St Louis, MO,
San Delgo, CA

USA, Las Vegas,
Nevada

USA, Union Ciy, CA

AUM USA Company Ltd.
Incorporated cs a nonprofit through
which they buy US computers and other equipment.

AUM purchased computers and
software from various US sources.

AUM downloaded Internet info on
making toxin from the venom of the
green mamba snake.

aO0*

Computer chips purchased manufacturing equipment
purchased through a Fremont computer company.

AUM bought and returned software which could have
helped design new toxins.

AUM member attended
a sporting goods trade show and ordered gas masks
and camping gear in January 1995.

Gas Masks prepared
to be shipped to cult members in Japan through
Fremont, CA.
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AUM members received
private helicopter training.

AUM funds medical mission to Zaire in 1992 to assist
in treatment of Ebola Virus victims.

UMA Florida

Zaire, Africa



LOCATION

Tokyo

Tokyo

Tokyo

Akihabara

Tokyo

Osaka

ICON

,t

mA
H

JAPAN MAP

SIGNIFICANC!

Sarin subway attacks 3/20/95.

Ikeda shot with sorin projectile by Tomoitsu Nimi.

Miimi shoots NPA Commissioner General Kunimatsu.

Computer shop sales.

Computer shop sales.

Computer shop soles.

Sapporo Computer shop soles.



Tokyo

Japan

Kamikuishiki

0
ii
0
N

Kamikuishiki 14

Tokyo

Osaka AI1 OI

Kamikuishiki ",V ol

Yokohama s A

Kamikuishiki 0%IJ

Computer shops/coffee shops and restaurants.

M-I 7 fhelicopter bought from Russia. Later attempted
to hire crew and pilots from airline companies and
heliccpter operations firms.

AUM owns 1,000 square meters of
property For their HQ.

Sotion No. 7 completed.

AUM's ch-e! , A since e and technology stabbed.

Homaguchi died after being exposed toVX gas.

Gas odors near AUM facilities.

Nineteen people taken to hospital after they
inhaled fumes in a train car. Source of fumes not
found.

Sarin by-product found.



Tokyo

Nara State 6% 0

Matsumoto

Tokyo

Tokyo

Tokyo

Tokyo

441%0%
Vpn;

41"A
VP%

0%
4

Kamikuishiki Ai0P4I

Sarin subway attacks on March 20, 1995.

Over 231 in seven towns in Nora suffer
rashes and eye irritation From unknown fumes.

7 die, 200 plus stricken by Sarin fumes.
AUM owns real estate.

Over 100 complain about noxious white
fumes rising from AUM building.

AUM hit squad attempt to ki~l 83 year old
man with VX.

Three pieces of luggage containing
sprayers were place in the Kasumigaseki subway
station.

Bag of sodium cyanide and a bag of sulfuric acid
found together in Shunjuku subway men's room.

Reports tell of AUM scattered bones of
dead followers outside compound after breaking them
up in a large grinder.



Kamikuishiki

Tokyo J

Aichi

Tokyo

Police seize machine gun parts and LSD at
AUM complex.

AUM members broke into a defense
contractor office and stole data on tanks and laser
equipment.

AUM members broke into a chemical plant
and stole gunpowder and rocket fuel data.

AUM members lured day workers by telling
them they were being employed as movie extras then
preached cult information to them
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SOLVENT RECOVERY
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STEPS 2 & 3

STEPS 4 & 5 --
chemical tanks

(the 5th-slage production)

STORAGE.
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March 1996 Aum Attack on the Tokyo Subway System
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Senator NUNN. Our next panel will be Kyle Olson, Senior Staff,
Arms Control and Proliferation Analysis Center of TASC, Inc.;
Colonel Edward Eitzen, Jr., who is a doctor, the Chief, Preventive
Medicine Department, Medical Division, U.S. Army Medical Re-
search Institute for Infectious Diseases; and James A. Genovese,
Chief, Chemical/Biological Antiterrorism Team, U.S. Army Chemi-
cal1Biological Defense Command.

I would ask all of you who are going to be testifying, before you
take your seats, we swear in all the witnesses before the Sub-
committee. So if you will just hold up your right hand, do you
swear the testimony you will give before this Subcommittee will be
the truth, the whole truth, and nothing but the truth, so help you
God?

Mr. OLSON. I do.
Colonel EITZEN. I do.
Mr. GENOVESE. I do.
Senator NUNN. Thank you.
I believe Mr. Olson is going to lead off today, and I think all of

you have performed great service for us, both in your discussions
with staff and being here today. Your entire statements will be
part of the record, and to the extent that you can summarize those,
it will give us more time for questions, since we have one more
panel after this one. It is not a panel; it is one witness. But I will
ask Mr. Olson if you will begin, and we thank you for being here.

TESTIMONY OF KYLE B. OLSON, SENIOR STAFF, ARMS CON-
TROL AND PROLIFERATION ANALYSIS CENTER, TASC, INC.
Mr. OLSON. Thank you, Mr. Chairman. Thank you for the oppor-

tunity to speak with the Members of the Subcommittee this morn-
ing.

I am a member of the senior staff at TASC, Inc. and its Arms
Control and Proliferation Analysis Center in Rosslyn, Virginia. In
that capacity, I work on chemical and biological arms control,
counterproliferation, and counterterrorism issues for government
and private sector clients both here in the United States and
abroad.

It is with very little pleasure that I am able to say that the
March 20 subway attack did not come as a surprise; in fact, it real-
ized a concern I had known for several months. I first visited
Japan in December of last year to investigate the Matsumoto sarin
attack. As you know, that first attack received very little attention
outside of Japan. In fact, I first became aware of it some 3 months
after the attack when I was approached by the Nippon Television
Corporation and asked to serve as a consultant on a broadcast com-
memorating the 6-month anniversary of the great unsolved
Matsun.oto mystery. As I looked into the case, I found myself rath-
er astonished by the things that I was discovering. It became my
firm belief after a very short time that the Matsumoto victims had
been the subjects of a terrorist attack. I also believed, based on sev-
eral factors, that this had been a field test in preparation for a full-
blown strike of larger proportions yet to come.

I concluded that an unknown terrorist group had, for the first
time in world history, demonstrated the ability and willingness to
use a weapon of mass destruction against innocent targets. It was
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clear to me that whoever had done it would strike again and that
the next target would have to be much higher profile. In a report
which I circulated both within Japan and here in the United States
in January of this year, I specifically pointed out the vulnerability
of the Tokyo subway during rush hour to such a nerve gas assault.

I have revisited Japan about a half dozen times since that tragic
Monday in March. I have had the opportunity to speak with mem-
bers of the Aum Shinrikyo, with victims of the attacks in both
Matsumoto and Tokyo, and with resi 'ents of Kamakuishiki, the
cult compound/complex at the foot of Mt. Fujiyama. I have exam-
ined mountain caches of highly toxic chemicals and seen police div-
ers recovering pieces of assault weapons tossed into reservoirs by
the cult north of Tokyo. I have even had the dubious pleasure of
receiving phone calls and faxes at my office and at home from
Tokyo-based members of the Aum Shinrikyo inviting me to visit
the country on their behalf.

In short, I have been well and rather truly engaged in this case
longer than most people in this room even knew there was a case.
Many if not all of my factual findings have already been shared
with the staff and are incorporated, I think, within the excellent
staff report which has been already entered into the record. As a
result, I am not going to consume your time restating those facts,
astounding, fascinating, and frightening as they are. Instead, I
would like to address some of the lessons that I think we can take
away from the story of the Doomsday Cult.

If this were simply an isolated band of religious extremists on
the other side of the world, that would be one thing. We might be
able to discount it as just a Halloween story with which to frighten
children. It probably wouldn't be something that this Subcommittee
would have to worry about. But this is a lot more than that.

The cult's acquisition and use of chemical weapons, as well as
their plans and efforts to acquire other weapons of mass destruc-
tion, touches on a host of issues of critical importance to this coun-
try and to the international community as we strive to make sense
of an unexpectedly changing world. Again, this Subcommittee
should be applauded for casting its light on these questions.

The story of the cult's multinational reach and its apparent suc-
cess in pursuing an agenda of this kind without any outside inter-
ference or without any outside apparent detection demand scrutiny
even without the broader context. But as a case study in the poten-
tial of modern terror, the Aum Shinrikyo's is a story we have to
pay a lot of attention to.

One of the lessons I think we can draw from this-and it has
been stated earlier by the Members of this Committee--is that the
threat of terrorist use of weapons of mass destruction has never
been greater; and at the same time, it is never going to be less
than it is right now.

The world has become a more dangerous place. The U.S. State
Department has concluded (based on its study of terrorist activity
over the last decade or so) that in the last 5 years the number of
terrorist events has declined. Conversely, the lethality of each of
those individual events has, on average, increased. The technology
of terror has escalated over the last half decade, and the escalation
shows no sign of ending.
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The decision by the Aum Shinrikyo to pursue weapons of mass
destruction and their relative success in this pursuit is the logical
extension of that trend. I would argue that, given the trend toward
escalating violence by sub-national groups and by numerous stud-
ies of terrorist psychology, this is not a nightmare likely to dis-
appear when we turn on the lights. To the contrary, the line in the
sand has been irrevocably erased.

From a security planning perspective, I believe we have to as-
sume tha. we have entered a world in which chemical, biological,
and perhaps even nuclear cards are in the terrorists' hands. I do
not believe it coincidental that in the weeks after the Tokyo attack,
terrorists or extremists in both the Philippines and Chile threat-
ened the use of chemical weapons against civilian targets.

The second point we take away and which has been touched on
in the previous panel is that no one has an effective defense
against terrorism involving weapons of mass destruction, particu-
larly chemical and biological weapons. It is a sobering truth. We
don't have the capability at present to effectively defend our cities
against a clandestine attack involving these weapons.

In the case of BW, it is unlikely we would even known we had
been attacked until people started to fall down. We don't have ade-
quate vaccines on hand, nor do we have adequate planning in place
at the local, State, or Federal levels to manage the effects of even
a relatively small, unsophisticated BW attack of the kind planned
by the Aum Shinrikyo. We would probably fare a little bit better
against CW, but that is primarily a function of the nature of the
weapon, not a credit to our preparedness.

The Department of Defense has recognized the biological weap-
ons threat and has devoted some considerable efforts to the prob-
lem of detecting and countering BW and also chemical weapons out
in the field, protecting our forces. These efforts need to be acceler-
ated by this administration and by this Congress as a means of as-
suring that at least our first line of defense is able to operate in
the face of this threat. Effective military defenses, including a via-
ble vaccine production and stockpiling program, which is currently
on hold awaiting further study within the interagency process,
could serve as the foundation for a meaningful civil defense pro-
gram at some point down the road.

In the absence of a commitment to protecting our civilian popu-
lation, the only organized response we can realistically hope to
offer the victims of a terrorist biological weapons attack is a form
of triage: Bury the dead, comfort the dying, and pray for the survi-
vors.

Another of the lessons from Tokyo is that CW and BW are not
high technology anymore. The cult attacks were not technically so-
phisticated as executed in Matsumoto or in Tokyo. You may recall
that at the time of the Tokyo attack a number of military special-
ists stated their opinion that they didn't believe sarin had been
used in the subways. The number of fatalities was much too low,
and certain other aspects, such as some of the smells that we now
know can be attributed to impurities in the sarin mix and to the
solvent used to accelerated its evaporation were inconsistent with
nerve gas. The experts were confused because the cult indeed got
a lot of it wrong when they were cobbling their subway attack to-
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gether. But keep in mind they put this plan together over a week-
end. The decision to attack was made on Friday when the cult be-
came aware that they were going to be subjected to police raids.
The attack followed on Monday. If they had had more time, they
could have probably put together a somewhat more impressive
technical show.

The lesson here is that these weapons are dangerous even when
you get them wrong. Much has been made of the cult's scientific
capabilities. I think it would be a mistake to focus so much on this
aspect of it that we discount the danger from groups that don't re-
cruit from Tokyo University. The technology of chemical weapons
is 50 to 60 years old. The cult's activities with CW and BW present
a roadmap for would-be users of this technology. CW, at the least,
is within the reach of any group prepared to pick up the news-
papers and read about how it was done in Japan. That certainly
includes a number of organizations hostile to the interests of the
United States.

One of the bits of good news, if there is some, is that the cult
never really seemed to master the dark art of biological weapons.
At least if they did, they didn't demonstrate it in the field. That
they produced deadly toxins is beyond question. They certainly had
a laboratory dedicated to this purpose as early as 1990. They re-
portedly laced the foods of some of the members of the cult who fell
out of favor with toxins and served them this delicacy as a way of
maintaining discipline within the ranks.

Asahara himself and a group of his followers apparently traveled
to Zaire a couple of years ago in a quest to acquire the Ebola virus
as a possible biological weapon. And just to clarify a point that was
rhised, Senator Nunn, by your question in the last panel, indica-
tions seem to be that biological toxins have been released in Tokyo
at least once, and possibly twice. The Japanese police have con-
firmed at least one incident in which toxins were released into the
environment.

Fortunately, other than the cult members who found themselves
ingesting toxins over dinner, it appears that no one else was in-
jured by biological weapons from the cult laboratories.

While it is somewhat reassuring to conclude that while the cul-
turing of organisms is easy, weaponizing them is difficult, it would
be a mistake to assume that is a shield we can hide behind for very
long. I myself have been to at least two conferences this year at
which experts have sat around in very large rooms discussing the
technical errors made by the cult and openly discussing the nec-
essary steps to make the weapons much more dangerous.

It seems clear that the Aum Shinrikyo's biological weapons re-
search has established a foundation upon which other groups can
very likely and will build.

The fourth lesson has been referred to before. I am going to put
a slightly more bald face on it, but I want to be careful about how
I put it.

In the case of the Aum Shinrikyo, I believe it is fair to say that
our intelligence community let us down. To say that the Auni was
not on their radar screens prior to the Tokyo attack says some
rather unflattering things. The Matsumoto attack in June of last
year was the biggest news story in the second most powerful nation
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in the world for weeks. It constituted the first non-military use of
nerve gas. It shattered precedents. The additional fact that tens of
thousands of Americans live and work in Japan would, you might
think, have brought this to the attention of someone.

Yet after a very brief flurry of interest within our intelligence
ranks because of the sarin element of the story, this was appar-
ently classified as a domestic Japanese issue. Instead of commit-
ting more resources to learning about it, instead of pressuring the
Japanese to tell us more about what they were discovering, this
was effectively pigeonholed. It was a little local interest story. As
I say, it fell off our screen. It fell off our screen until 5,000 people
found themselves gasping for breath under the streets of Tokyo.

Let me say quite clearly that this is not an argument in favor
of assigning our intelligence assets to investigations of everything
that happens everywhere in the world, nor am I suggesting that we
should be spying on the domestic affairs of our allies. In the first
case we cannot, and in the second we should not. But to have
missed an event this large and this significant, and then to have
consigned it to the status of an Oriental curiosity, given the avowed
interest on the part of our political and military and security lead-
ership in preempting terrorism, is simply not acceptable.

The decision to allow the Japanese authorities to investigate was
the correct one. The hope of reviewing their findings was logical.
But when no report was forthcoming, we should have insisted on
being briefed in. And if that didn't work-and I acknowledge the
reluctance of Tokyo to discuss this embarrassment openly-we
should have examined our other options.

One of which, by the way, might have been simply to read the
Japanese newspapers and magazines that continued to pound away
at the Matsumoto story right up to this year's subway attack. Cer-
tainly cables were sent from our Embassy. And, Senator Lugar,
your question is right on the money: Was anybody reading them?

When I went to Japan last year, it didn't take more than a few
days to conclude that something ominous had indeed happened,
with implications that had to reach the United States. I had no
idea at that time how complex the truth was, but I knew it was
important.

The fifth point, and I say this at the risk of losing some friends
in Japan, is that the Tokyo subway attack should never have oc-
curred. I think the evidence is compelling that the Japanese au-
thorities knew the Aum Shinrikyo posed a serious threat certainly
weeks, and probably months, before the Tokyo took place.

Two weeks after the Matsumoto attack, critical events took place
in the rural community of Kamakuishiki at the foot of Mt. Fuji,
which is the headquarters of the Aum Shinrikyo cult. There were
two releases of toxic chemicals which were reported by townspeople
to authorities. They noted difficulty breathing and strange vision-
related ailments. More significantly, they reported seeing people
lying on the side of the road outside one of the cult compounds
which we would subsequently learn was the infamous Satyam 7,
the site of their hidden chemical weapons production facility.

We heard before that the cult produced the Matsumoto nerve gas
at Satyam 7 and then probably discontinued work there because of
an accident. The indications are rather clear that the events in
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Kamakuishiki in July which left people in difficulty, with labored
breathing, which left members of the cult lying by the side of the
road, were indeed related to that accident.

The incident in July was promptly investigated by Japanese au-
thorities, yet they did not release their findings, which included
discovering the presence of sarin, until January 1 of this year. Why
the delay? And why issue the news on a holiday when it wouldn't
be noticed?

One can speculate that upon establishing that there might be a
tie-in with the cult, owners of the only large-scale industrial facili-
ties in Kamakuishiki, police undoubtedly might have followed up
by learning that the cult's leadership was in Matsumoto the week-
end before the Monday, June 27, 1994 attack. They might have
been expected to find some links between the cult and the three
judges who were the apparent targets of that first attack.

Combined with the almost constant stream of cult propaganda,
in which they openly talked about sarin in almost mystical terms,
it is difficult to believe that the police were unable to make the
same connections that a variety of investigative reporters were al-
ready making. In fact, the cult's involvement was widely rumored
on the streets in December of 1994, at the time of my first visit
there.

The fact that Asahara apparently ordered the subway attack
upon learning from moles within the military (and probably the po-
lice) that the authorities were finally preparing to raid the sect is
a remarkable reflection on the ability of the cult to gather informa-
tion and act on it. The other side of the coin is that, despite having
all the facts listed above, as well as many others at their disposal,
the Japanese Government was ultimately unable to move in a
timely enough fashion to protect its civilian population.

Senator NUNN. Mr. Olson, if I could interrupt there, how much
of this reticence or reluctance or delay in coming to grips with this
on the part of the Japanese authorities do you believe was related
to the very sensitive question of religion and Japanese culture and
society and the protections that had been built in to protect reli-
gions, in effect, since General MacArthur helped the Japanese cre-
ate a new government after World War II and new constitutional
protections?

Mr. OLSON. Undoubtedly, the constitutional and cultural reasons
behind the police's inaction were significant. They were substantial.
The fact that the system is different from ours is one that I ac-
knowledge right up front. I think that the Japanese police did a re-
markable job of investigation. I think the Japanese authorities
have been diligent in their pursuit of this matter. But the fact re-
mains that the information was out there. For whatever reason,
the preventive actions could have been taken; actions should have
been taken earlier.

The fact remains the Aum Shinrikyo was not very adept at con-
cealing its presence nor its involvement. If a group can leave a foot-
print this big and operate with as free a hand as this cult enjoyed,
what does that say about the potential of smaller, more disciplined
organizations?

Let me just summarize, Senator. Thank you for your indulgence.
I thank the indulgence of the Committee. The story of the Aum
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Shinrikyo reads like a sensational novel, and yet it is true. Some
of the most astounding details are probably not even on the table
yet. But it is a story that is a cautionary one in nature. There are
a lot of lessons to be learned and many actions to be taken to try
to minimize the chance of the story being repeated.

But a demoralizing truth may well be that whether or not we
take appropriate steps, the lessons of the cult are being studied
and taken to heart by those who would seek to surpass their teach-
ers. The age of super-terrorism appears to be upon us; and if so,
our best defense is knowledge. That is why reopening this matter
today is so important.

I salute the Members of the Subcommittee for focusing their at-
tention on this case and for recognizing the greater dangers to
which it alerts us. I look forward to answering any of your ques-
tions at the end of this panel.

Thank you.
[The prepared statement of Mr. Olson follows:j

PREPARED STATEMENT OF MR. OLSON

Thank you, Mr. Chairman, for the opportunity to speak with the Members of the
Subcommittee this morning. I am a member of the Senior Staff at TASC, Inc. and
its Arms Control and Proliferation Analysis Center in Rosslyn, Virginia. In that ca-
pacity, I work on chemical and biological arms control, counterproliferation, and
counterterrorism issues for government and private sector clients here and abroad.

It is with very little pleasure that I am able to say that the March 20 subway
attack did not come as a surprise; in fact, it realized a concern I had known for sev-
eral months. I visited Japan in December of last year to investigate the June 27,
1994 Matsumoto sarin attack. As you know, that first attack received little attention
outside Japan. I first became aware of it some 3 months afterwards when I was
asked by the Nippon Television Corporation to serve as a consultant on a broadcast
they were preparing. As I looked into the case, I found myself astonished by my own
discoveries. It was my firm belief that the seven Matsumoto dead had been the vic-
tims of a terrorist attack. I also believed, based on several factors, that this had
been more a field test than a full-blown strike.

I concluded that an organized terrorist group had-for the first time-dem-
onstrated the ability and willingness to use a weapon of mass destruction. It was
clear to me that the persons behind that first attack would likely strike again, and
that the next target would be much higher profile. In my report, circulated in this
country in January of this year, I also pointed out the symbolic and tactical vulner-
ability of the Tokyo subway system at rush hour to a nerve gas assault.

I have revisited Japan some half dozen times since that tragic Monday. I have
had the opportunity to speak with members of the Aum Shinrikyo, with victims of
the attacks in Matsumoto and Tokyo, with residents of Kamakuishiki. I have exam-
ined the mountain caches of highly toxic chemicals and seen police divers recovering
pieces of assault weapons tossed into reservoirs north of Tokyo. I have even had the
dubious pleasure of receiving telephone calls at home from tho cult's offices in
Tokyo, inviting me to visit their country.

In short, I have been well and truly engaged in this case longer than most people
in this room even knew there was a case. Many, if not all of ray factual findings
have been shared with your staff. As a result, I will not consume this body's time
restating the many intriguing and sometimes astounding details that have been so
well presented in the staff report.

Instead, I would like to address the lessons that we should take away from the
story of the "Doomsday Cult".

If this were simply the tale of an isolated band of religious extremists on the other
side of the world, it would be one thing. In fact, while the tragedy in Tokyo, and
the one before it in Matsumoto, would be lamentable, I might question whether this
would be a moot topic for this Subcommittee. But this is clearly much more than
a Halloween story.

The Au Shinrikyo's acquisition and use of chemical weapons, and their plans
and efforts to acquire other WMD for use in promoting even greater horror, touches
on a host of issues of critical importance to this country and to the international
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community as we strive to make sense of an unexpectedly changing world. This
Subcommittee should be applauded for casting its light on these questions. Thestory of the cult's multinational reach and apparent success in pursuing its agenda
without outside interference-or detection-demands scrutiny even without the
broader context. The Aum Shinrikyo is a case study in the potential of Tc ;m,rn ter-
ror. We must study it for the lessons it teaches.

I. THE THREAT OF TERRORIST USE OF WEAPONS OF MASS DESTRUCTION HAS NEVER
BEEN GREATER, AND IT IS INCREASING

The first and most immediate of these lessons is that the world has become a
more dangerous place. The U.S. State Department has concluded that while the
total number of terrorist attacks has gone down over the last 5 years, each attack
has, on average, become more deadly. While the end of the Cold War may have con-
tributed to this reduction, by eliminating some of the state sponsorship enjoyed by
violent groups during the 70's and 80's, those organizations that remain appear to
be more bloodthirsty than ever.

The decision by the Aum Shinrikyo to pursue weapons of mass destruction, and
moreover their relative success in that pursuit, is the logical extension of that trend.
As has been noted here, the nightmare of terrorists with chemical, biological, and
nuclear weapons has been realized. I would argue that given the trend toward esca-
lating violence by sub-national groups, as evidenced by the State Department survey
and by numerous studies of terrorist psychology, this is not a nightmare that is like-
ly to disappear when we turn on the lights. To the contrary, the line in the sand
has been irrevocably erased.

From a security planning perspective, I believe we must assume we have entered
a world in which the chemical and biological, and perhaps even the nuclear, cards
are in terrorists' hands. I do not believe it is coincidental that in the weeks after
the Tokyo attack, terrorists in the Phillipines and in Chile both threatened the use
of chemical weapons.

II. WE Do NOT HAVE AN EFFECTIVE DEFENSE AGAINST WMD TERRORISM

We must also confront another sobering truth. We do not presently have the capa-
bility in place to defend our cities against a clandestine attack involving chemical
and biological weapons. In the case of biological weapons, it is unlikely we would
even know we had been attacked until people began to fall. We do not have ade-
quate vaccines on hand, nor do we have adequate planning in place at the local,
State, and Federal levels to manage the effects of even a small, relatively unsophis-
ticated BW attack. We would probably fare somewhat better against CW, but more
because of the localized nature of the weapon's effects than because of any efforts
on our part.

The Department of Defense has begun to recognize the BW Lhreat, and has de-
voted some effort to the problems of detecting and countering biological threats, par-
ticularly against our forces in the field. These efforts should be accelerated by this
Administration as a means of assuring that at least our first line of defense is able
to operate in face of this threat. Effective military defenses, including a viable vac-
cine production and stockpiling program, could serve as the foundation for a mean-
ingful civilian defense program at some point down the road.

In the absence of a commitment to civilian defense, the only organized response
we can realistically hope to offer the victims of a terrorist BW attack is a form of
triage: Bury the dead, comfort the wounded, and pray for the survivors.

III. CW AND BW Do NOT CONSTITUTE HIGH TECHNOLOGY ANYMORE

The cult attacks in Matsumoto and Tokyo were not-I repeat, were not-tech-
nically sophisticated. You may recall a number of military specialists in chemical
weapons stated their opinion at the time of the subway attack that they did not be-
lieve sarin had been used. The number of fatalities seemed to be much too low, and
certain other aspects, such as the smells that we now attribute to impurities and
other chemicals mixed into the "cocktail", were inconsistent with sarin as the mili-
tary thought of it. The experts were confused because the cult indeed got a lot of
it wrong when they cobbled the subway attack together; perhaps if the Aum
Shinrikyo had taken more than one weekend to come up with their plans they
might have been able to put together a more technically impressive show.

But the lesson here is that these weapons are so dangerous that even when you
fet them wrong they work. Much has been made of the cult's scientific capabilities.

think it would be a mistake to focus so much on this that we discount the danger
from other groups that don't recruit from Tokyo University. The technology of CW
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is fifty-to-sixty years old, and the actions of the Aurn Shinrikyo should be viewed
as a bloody roadmap for would-be acquisitors. Chemical weapons, at the least, are
within the reach of any group prepared to pick up the newspapers and read about
how it was done in Japan, certainly including a number of organizations hostile to
the United States.

One of the bits of good news, if there is some here, is that the cult never really
seemed to master the dark art of biological weapons. That they produced deadly tox-
ins seems beyond question. They certainly hau a dedicated aboratory as early as
1990, in which they produced biological toxins. They reportedly laced foods with
biotoxins and served them to cult members who fell from favor. They attempted to
acquire the Ebola virus for possible use as a terror weapon. And they released bio-
logical toxins in Tokyo at least twice. Fortunately, other than cult members them-
selves who may have ingested the toxins, it would appear that no one was injured
by these weapons.

It is somewhat reassuring to conclude that while culturing biological agent orga-
nisms is easy, weaponizing their toxins is still somewhat difficult. Asahara himself
reportedly grew angry and frustrated when the toxins, sprayed as an aerosol, failed
to kill guinea pigs in the cults Kamakuishiki laboratory.

Unfortunately, most assessments suggest that the cult's mistakes would be rel-
atively simple to correct; furthermore, their deliberate use of biological weapons on
the busy streets of Tokyo and in its crowded subways--even ineffectively-should
serve notice that the taboo against such weapons has lost its potency. It seems clear
that the Aum Shinrikyo's BW research has established something of a foundation
upon which other groups will build.

IV. OUR INTELLIGENCE COMMUNITY FAILED

To say that the Aum Shinrikyo "wasn't on [their] radar screens" prior to the
Tokyo attack says some rather unflattering things about our intelligence commu-
nity. The Matsumoto attack was the biggest news story in the second most powerful
nation in the world for weeks. It constituted the first non-military use of nerve gas,
and was a precedent-shattering terrorist event. Tens of thousands of Americans live
and work in Japan, including, of course, elements of our armed forces.

Yet after a brief flurry of interest because of the sarin element, this case was ap-
parently classified as a domestic Japanese issue. Instead of committing some re-
sources to learning more, we deliberately decided to wait for the Japanese authori-
ties to share their findings with us. And so waited. And waited. And waited. And
eventually, this little pigeon-holed, local interest story fel! off the screen. Until 5,000
people found themselves gasping for their lives in the Tokyo subway on March 20.

Let me say quite clearly that this is not an argument in favor of assigning our
intelligence assets to investigations of everything that happens anywhere in the
world; nor am I suggesting we should spy on the domestic affairs of our allies. In
the first case we can not, and in the second we should not. But to have missed an
event this large, and then to have consigned it to the status of an oriental curiosity,
given the avowed interest on the part of our government leaders in preempting ter-
rorism, is simply not acceptable.

The decision to allow the Japanese authorities to investigate, and then to review
their findings was probably correct, as far as it went. But when no report was forth-
coming we should have insisted on being briefed in. And if that didn't work-and
I acknowledge the reluctance of Tokyo to discuss this embarrassment-we should
have then examined our other options.

One of which, by the way, might have been to read the Japanese newspapers and
magazines that continued to pound away at the Matsumoto story right up until this
year's subway attack. Certainly cables must have been sent from our embassy.
Didn't anyone bother to read them?

When I went to Japan last year, it didn't take more than a few days to conclude
that something ominous had happened, with implications that certainly reached to
the United States. I had no idea how complex the truth was, but I knew that it
was important.

How could our intelligence services, the very people we depend upon to protect
us from terrorist threats, not have seen the same thing unless they simply weren't
looking?

V. THE TOKYO SUBWAY ATTACK SHOULD NEVER HAVE HAPPENED

The evidence is compelling that Japanese authorities knew the Aum Shinrikyo
posed a serious terrorist threat months before the subway attack. Two weeks after
the Matsumoto attack critical events took place in the rural community of
Kamakuishiki which undoubtedly focused police attention on the cult. This collec-
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tion of small hamlets and farms at the foot of Mount Fuji experienced not one but
two releases of a toxic chemical authorities would determine contained sarin.

Townspeople complained of difficulty breathing and strange vision-related ail-
ments. More significantly they reported seeing people lying by the side of the road
near one of the compounds belonging to the Aum Shinrikyo. The cult in fact had
built a chemical weapons factory in one of their buildings, the infamous Satyam 7,
and had conducted experimental production of sarin there. Accidents, which injured
a number of followers, are almost certainly the sources of the releases that prompt-
ed the townspeople's complaints.

The incident in July was promptly investigated, yet authorities did not release the
information about sarin until January 1, 1995. Why the delay, and then why issue
the news on a holiday, when it would not be noticed?

Upon establishing that there might be a tie-in with the cult, police undoubtedly
would have learned that the cult's leadership was in Matsumoto the day before the
attack there. They might also have been expected to find the links between the cult
and the three judges involved in adjudicating the land dispute that apparently trig-
gered the sarin attack.

Combined with the almost constant stream of cult propaganda about sarin-which
believe it or not used to be a rather obscure chemical in most circles-it is difficult
to believe that the police were unable to make the connections that a variety of in-
vestigative repox ters were making. In fact, the cult's involvement was widely ru-
mored in December of last year, at the time of my first visit there.

The fact that Asahara apparently ordered the subway attack ,ipon learning from
moles within the military and police that the authorities were preparing to raid the
sect is a remarkable reflection on the ability of the Aur Shinrikyo to gather infor-
mation and act upon it. The other side of the coin is that despite having had all
the facts listed above, as well as many others, the Japanese Government was ulti-
mately unable to move in a timely enough fashion to protect its citizens.

Undoubtedly, there are a number of constitutional and cultural reasons why this
was the case. In fact, there is probably at least one good doctoral dissertation in
such a study. But the fact remains that the Aum Shinrikyo was not very adept at
concealing its presence nor its involvement. If a group can leave a footprint this big
and operate with as free a hand as this cult enjoyed, what does that say about the
potential of smaller, more disciplined organizations?

SUMMARY

The story of the Aum Shinrikyo reads like a sensational novel, and yet it is true.
Some of the most astounding details may not yet be on the table. But if it is a re-
markable story, it is also a cautionary one. There are many lessons to be learned,
and many actions to be taken to try to minimize the chance that another such tale
will be told.

But a demoralizing truth may well be that whether or not we take the appro-
pate steps, the lessons of the Doomsday Cult will be studied and taken to heart
y those who may well seek to surpass their teachers. The age of super-terrorism

may well be upon us; if so, our best defense is knowledge. That is why reopening
this matter today is so important.

I salute the Members of the Subcommittee for focusing their attention on this
case, and for recognizing the greater dangers to which it alerts us. I look forward
to answering any questions.

Senator NUNN. Thank you very much, Mr. Olson. We will have
some questions. We will go through our panel first if that is all
right with you, Senator Cohen and Senator Lugar.

Dr. Eitzen?

TESTIMONY OF LT. COL. EDWARD M. EITZEN, JR. M.D., M.P.H.,
CHIEF, PREVENTIVE MEDICINE DEPARTMENT, MEDICAL DI-
VISION, U.S. ARMY MEDICAL RESEARCH INSTITUTE OF IN-
FECTIOUS DISEASES
Dr. EITZEN. Mr. Chairman, distinguished Members of the Sub-

committee, it is a great honor to appear before you to address the
possible impact of terrorist use of biological agents as weapons
against the citizens of the United States. Limiting the effectiveness
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of biological weapons of mass destruction presents a compelling
challenge to our Nation which should be taken very seriously.

My qualifications to speak to you on this issue include my service
for the past 4 years as Chief of the Preventive Medicine Depart-
ment at the U.S. Army Medical Research Institute of Infectious
Diseases, also known as USAMRIID. USAMRIID is the primary
Army research facility concerned with medical and biological de-
fense for our government.

As a physician, my primary expertise lies in the area of medical
defense against biological agents and not in offensive aspects of the
use of these agents as weapons.

Biological warfare, or BW, is the intentional use of microorga-
nisms or of toxins derived to produce death or disease in humans,
animals, or plants. Biological warfare threat agents fall into three
major categories: Bacteria, viruses, and toxins.

Bacteria are single-celled organisms that cause disease by either
invading body tissues or by elaborating toxins which have det-
rimental effects on human beings. Anthrax is an example of a bac-
terial threat agent. Diseases caused by bacteria often respond to
specific treatment with antibacterial drugs commonly known as
antibiotics.

Viruses are much smaller organisms which consist of genetic ma-
terial, either DNA or RNA, surrounded by a protective layer. Vi-
ruses must invade the cells of an infected person in order to cause
disease. Smallpox is an example of a viral threat agent. The dis-
eases which are produced by viral agents are more difficult to
treat, but may respond to specific antiviral drugs. Whereas there
are many antibiotics available to treat disease caused by bacterial

-threat agents, very few antiviral drugs are available for human
use.

Toxins are poisonous substances which produce adverse clinical
effects, known as "intoxication," in humans. The botulinum toxins,
which are among the most toxic substances known, are an example
of a group of several similar toxins which are considered to be
threat agents. The adverse effects of toxins may be lessened by
treatment with antitoxins, which are antibodies directed against
specific toxin agents. Botulinum antitoxin is an example of a spe-
cific antitoxin which is available to decrease symptoms of
botulinum poisoning.

In addition to use of antibiotics and antitoxins, pre-exposure im-
munization with vaccines can also provide protection against many
bacteria, viruses, and toxins. Some characteristics of BW, or bio-
logical warfare, agents which make them dangerous weapons in-
clude the following: They may be dispersed in an aerosol cloud,
with such clouds being invisible because of the particle size of the
aerosol being extremely small, on the order of 1 to 5 micron in size;
they are odorless and tasteless; they are relatively inexpensive to
produce; they require considerably less technical expertise to
produce compared to other weapons of mass destruction; the tech-
nology for their dissemination may be more easily available off the
shelf; they can spread downwind over very large areas; and, finally,
they are difficult to detect in the environment.

A number of biological agents could be used to attack susceptible
populations. Some are lethal agents, producing death in a certain
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percentage of victims of the attack, whereas others may only inca-
pacitate. Examples of potentially lethal agents include anthrax, tu-
laremia, botulinum toxins, plague, smallpox, hemorrhagic fever vi-
ruses, and the toxin ricin. Examples of agents which usually only
cause incapacitation or illness are "Q" fever and Staphylococcal
Enterotoxin B, also known as SEB.

The effects of biological threat agents on humans vary with the
particular agent used. Anthrax and botulinum toxins are two
agents which could be disseminated by the aerosol route and be in-
haled.

With anthrax, early signs and symptoms would include fever,
malaise, and chest pain in the first 24 to 48 hours after exposure.
Within 3 to 5 days, however, exposed individuals would become se-
verely ill, rapidly developing shortness of breath and shock, and
many would die within the next 24 to 48 hours.

With botulinum toxins, persons exposed would begin developing
weakness and visual difficulties as early as 24 to 36 hours after ex-
posure. These early symptoms would be followed by difficulty with
speaking and swallowing, followed by weakness of arm and leg
muscles, and finally by paralysis of respiratory muscles and result-
ing suffocation unless intensive medical care is provided. This is
the clinical syndrome commonly known as botulism. In modern
medical facilities, the case fatality rate for botulism is less than 5
percent with good intensive care; however, patients may require ex-
tensive care for long periods of time before they recover.

Other biological agents such as plague, "Q" fever, and tularemia
would normally produce lung infections, whereas inhaled toxins
such as ricin or SEB would also cause breathing difficulties. For
some of these agents, particularly those caused by bacteria, anti-
biotic therapy is available and might be life-saving.

Biological agents would not be difficult for terrorist groups to ac-
quire, and knowledge of microbiology and its potential applications
is widespread. A terrorist attack using an aerosolized biological
agent could occur without warning, and the first sign of the attack
might bc hundreds or even thousands of ill or dying patients since
biological clouds are not visible. Because the time before onset of
symptoms with some biological agents can be as long as several
days, the actual attack may be long over and the perpetrators gone
by the time casualties begin to occur.

A civilian biological attack scenario might differ in several as-
pects from a threat to military forces in the field. Because civilian
populations are not immunized against most BW agents, it has
been estimated that casualty numbers could be very high. These
estimates assume, however, that a terrorist group could produce
and disseminate a BW agent in exactly the right particle size
under perfect weather conditions and that a number of other fac-
tors would fall into place. It would be technologically somewhat dif-
ficult for a terrorist group to produce a biological agent in exactly
the right particle size for inhalation. This would require a level of
sophistication possessed by some state-sponsored offensive biologi-
cal warfare programs.

Other possible problems we would see from a terrorist attack
might include the lack of adequate hospital beds to treat all the
casualties, deficiencies of needed medications, and the fact that
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many civilian health care providers have not been trained to recog-
nize and treat BW agent casualties.

Medical countermeasures against many of the biological threat
agents are available. These include vaccines, antibiotics, and
antitoxins. In situations where susceptible humans can be identi-
fied in advance of an actual attack, immunization with vaccines be-
fore exposure can prevent illness. However, large-scale vaccination
of civilian populations, as can be done in at-risk military forces, is
probably not feasible. However, post-exposure treatment with anti-
biotics, certain vaccines, antitoxins, and supportive care can and
will have to be relied upon. Pre-placement of adequate antibiotics
and vaccine stocks with the ability to rapidly transport such phar-
maceuticals to the area of an attack is, therefore, critical.

Training of civilian health care providers in localities that are
likely to be targets of terrorists is also extremely important. Such
training is necessary so that early treatment measures would be
more effective. Most physicians do not see and treat illnesses such
as anthrax and botulism in their daily practices.

The United States is vulnerable to a terrorist attack with biologi-
cal weapons. Biological weapons offer terrorists inexpensive weap-
ons of mass destruction. The effects of the use of biological agents
in this country are potentially devastating. Continued vigilance
against this threat, to include close coordination between Federal,
State, and local planners, adequate resources for education of medi-
cal professionals and first responders, and continued support of
programs to develop medical countermeasures and diagnostics, is
the only prudent course of action.

Mr. Chairman, this concludes my prepared testimony to the
Committee. I thank you for the opportunity to represent the many
dedicated service members, medical professionals, and scientists
who work daily to defend our country against the threat posed by
biological weapons.

[The prepared statement of Dr. Eitzen follows:]

PREPARED STATEMENT OF DR. EITZEN

Mr. Chairman, distinguished Members of the Committee, it is my great pleasure
to appear before you to address the possible impact of terrorist use of biological
agents as weapon- against the United States and its citizens. Limiting the effective-
ness of biological -gents as weapons of mass destruction presents a compelling chal-
lenge to our nation.

My qualifications to speak to you on this issue ir lude my service for the past
4 years as Chief of the Preventive and Operationa' Medicine Department at the
Army's biological defense laboratory at Fort Detrick, Maryland, the U.S. Army Med-
ical Research Institute of Infectious Diseases (USAMRIID), a subordinate unit of the
U.S. Army Medical Research and Materiel Command. USAMRIID is the primary
Army laboratory concerned with medical biological defense. At USAMRIID, my de-
partment serves as a liaison between USAMRIID and military units, other military
services, U.S. Government agencies, allied governments, and others who use the
knowledge, vaccines, and drugs developed there for defense against biological weap-
ons. I am also the director of the Army's "Medical Defense against Biological War-
fare" course taught four times yearly at Fort Detrick for military healthcare provid-
ers, and have also taught in the biological dcfense courses of the United Kingdom,
Canada, and Australia. In addition, I am the co-author of the "Medical Management
of Biological Casualties Handbook" developed at USAMRIID, as well as the author
of two textbook chapters on medical biological defense in an upcoming volume of the
Textbook of Military Medicine. My position at USAMRIID has given me the chance
to serve on numerous interagency, national, and international bodies which respond
to or deal with issues of biological warfare and terrorism. My medical qualifications
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include board certification in the specialties of Emergency Medicine, Pediatrics, and
Preventive Medicine. Finally, I am a veteran of Operations Desert Shield and
Desert Storm and have been involved with biodefense programs since that time.
After Desert Storm, I was a member of the first United Nations team to inspect the
biological weapons program of Iraq, in August of 1991. My primary expertise lies
in the area of medical defenses against biological agents.

Biological warfare (BW) is the intentional use of microorganisms, or of toxins de-
rived from living organisms, to produce death or disease in humans, animals, or
plants. Biological warfare threat agents fall into three major categories: Bacteria,
viruses, and toxins.

Bacteria are single-celled organisms that cause disease by either themselves in-
vading body tissues, or by themselves elaborating toxins which have detrimental ef-
fects on human beings. Anthrax (Bacillus anthracis) is an example of a bacterial
threat agent. Diseases caused by bacteria often respond to specific treatment with
antibacterial drugs known as antibiotics. Penicillin and ciprofloxacin are examples
of antibiotics which are effective against some bacteria.

Viruses are much smaller organisms which consist of genetic material (DNA or
RNA) surrounded by a protective, coat that facilitates transmission between cells.
Viruses must invade host cells in order to multiply and cause disease. Smallpox is
an example of a viral threat agent. The diseases produced by viral agents are more
difficult to treat, but may respond to specific antiviral drugs or specific antibodies
directed against the virus causing the illness. Whereas there are many antsacterial
drugs available to treat disease caused by bacterial threat agents, very few antiviral
drugs are available for human use. When bacteria or viruses invade the human
body, this is known as an "infection". Bacteria and viruses are often called "replicat-
ing' agents due to the fact that they are able to reproduce and multiply either in-
side the human body or in appropriate culture media or tissue culture systems.

Toxins are poisonous substances made by living organisms (or synthetically)
which produce adverse clinical effects (known as "intoxication") in humans or other
animals. The botulinum toxins, which are among the most toxic substances known,
are an example of a group of similar toxins which are considered to be threat
agents. The adverse effects of toxins may be lessened by treatment with antitoxins,
which are antibodies, directed against specific toxin agents. Botulinum antitoxin is
an example of a specific antitoxin which may preclude or decrease symptoms of
botulinum intoxication. Toxins are not living organisms, but rather cellular by-prod-
ucts, and therefore they do not replicate. Biological toxins also are not generally per-
sistent or volatile: They do not therefore produce a persistent vapor hazard in the
environment, unlike some chemical agents.

The usual characteristics of biological threat agents which make them potential
weapons of mass destruction include: They may be dispersed in an aerosol cloud,
with such clouds being invisible to the human eye because the particle size of the
aerosol is extremely small (on the order of 1 to 5 micrometers or microns in size);
they are odorless and tasteless; they are relatively inexpensive to produce compared
to production of conventional, nuclear, or chemical weapons; they require consider-
ably less technical expertise to produce compared to other weapons of mass destruc-
tion; the usual technology for delivery of biological threat agents may be available
off the shelf, and may be as simple as a modified agricultural sprayer or other spray
device which could be mounted on an airplane, boat, car or other conveyance; they
can spread downwind over very large areas if disseminated properly under ideal
weather conditions of inversion and low wind speeds; they spare physical structures
and terrain features but still can kill persons within such structures; finally, they
are difficult to detect in the environment. An epidemic caused by biological threat
agents could create fear, and even terror and panic in a susceptible population, in
addition to massive numbers of casualties.

Although the primary route of exposure to a biological attack would be by the aer-
osol route with inhalation of the agent, an adversary or terrorist could possibly use
biological threat agents to contaminate food or water supplies and cause infection
or intoxication by the oral route. Attempts to contaminate a large water supply such
as a reservoir with biological agents or toxins would be difficult due to the dilution
effect as well as due to normal water purification methods such as chlorination.
Contaminating smaller water supplies or directly contaminating water near the end
user might be more effective ways of delivering biological agents via the oral route
of exposure. Exposure through the skin or by intentional injection is also possible,
but considered to be less likely. This route has been and might be used again in
assassination attempts. Infection or intoxication with biological agents or toxins is
not likely through intact skin, as human skin provides an excellent barrier against
infection. This is a significant difference from some chemical agents such as VX,
which can cause effects with skin exposure.
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A number of biological agents could be used to attack susceptible populations.
Some are lethal agents (produce death in a certain percentage of victims of the at-
tack), whereas others may only incapacitate the victims of the attack (make them
very ill). Examples of potentially lethal agents include anthrax, tularemia,
botulinum toxins, plague, smallpox, hemorrhagic fever viruses, and the toxin ricin.
Examples of agents which usually only cause incapacitation are Venezuelan Equine
Encephalitis (VEE) virus, Q Fever, and Staphylococcal Enterotoxin B (SEB). Al-
though incapacitating agents may not be lethal, they may cause a great deal of ill-
ness.

The effects of biological threat agents on humans vary with the particular agent
used. Many BW agents produce clinical syndromes similar to those seen in nature
with the same agents. Clinical signs and symptoms can also vary with a given agent
according to the route by which a person is exposed (through the skin, by ingestion,
or by inhalation). With aerosol exposure tW anthrax, early signs and symptoms
would include fever, malaise, and nonspecific chest symptoms such as chest pain,
and possibly cough, the first 24 to 48 hours after exposure. Within 3 to 5 days, how-
ever, exposed individuals would become severely ill, rapidly developing shortness of
breath and shock, and would die within the next 24 to 48 hours. The case fatality
rate as a percentage of thL.se exposed with inhalation anthrax is estimated at 85
to 90 percent.

With botulinum toxins, persons exposed would begin developing weakness and
visual difficulties from about 24 to 36 hours to several days after exposure, depend-
ing on the dose of toxin inhaled. These early symptoms would be followed by dif-
ficulty with speaking and swallowing, then by weakness of extremity muscles, and
finally by paralysis of respiratory muscles and suffocation unless intensive support-
ive care such as ventilatory assistance is provided. This is the clinical syndrome
commonly known as botulism. In modern medical facilities the case-fatality rate for
botulinum intoxication or poisoning is less than 5 percent with good intensive care;
however, patients may require extensive care for an extended period (weeks) before
they recover.

Other biological agents such as plague, Q fever, ,and tularemia would normally
produce severe pneumonia (lung infections), whereas toxins such as ricin or SEB
would also cause breathing difficulties if inhaled. Our ability to treat these patients
would depend on the agent inhaled: For some, particularly those caused by bacteria
(plague, Q fever, and tularemia), specific antibiotic therapy is available and might
be life-saving.

A civilian biological attack scenario might differ greatly from a threat to military
forces in the field, for several reasons. A terrorist attack using an aerosolized bio-
logical agent might occur without warning, and the first sign of the attack might
be hundreds or thousands of ill or dying patients since biological clouds are not visi-
ble. Because incubation periods with biological agents can be as long as several
days, the actual attack may be long over and the perpetrators may have left the
area by the time casualties begin to occur.

Because civilian populations are not immunized against most BW agents, and be-
cause they do not have means to protect themselves physically (filtered respirators
or "gas" masks), casualty numbers might be very high indeed. A report published
by the World Health Organization in 1970 estimated that if 50 kilograms of anthrax
spores were dispensed upwind of a population center of 500,000 people in optimal
weather conditions, almost half of the population of that area would be either dis-
abled or killed in such an attack, as shown in the following table:

Hypothetical Dissemination by Airplane of 50 kg of Agent Along a 2 kr line Upwind of a
Population Center of 500,000 People*

Agent Downwind Dead Incapacitated
Reach (kin)

Rift Valley Fever ........................................ 1 400 35,000
Tick Valley Enceph .................................... 1 9,500 35,000
Typhus ....................................................... 5 19,000 85,000
Brucellosis ................................................. 10 500 100,000
0 Fever ..................................................... >20 150 125,000
Tularem ia ................................................... >20 30,000 125,000
Anthrax ...................................................... >>20 95,000 125,000

*Health Aspects of Chemical and Biological Weapons. WHO, 1970.

In addition to producing potentially massive numbers of casualties, other prob-
lems from a biological terrorist attack might include the lack of adequate hospital
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beds to treat all the casualties, deficiencies of special medications and antitoxins
needed to treat casualties, the fact that many civilian health care providers have
not been trained to recognize and treat BW agent casualties, and the possibility that
many of the local healthcare providers may have been exposed themselves during
the attack and are also ill.

How might a terrorist dispense a biological agent on a target population? Biologi-
cal agents might be released by a number of basic methods, most of which revolve
around the aerosolization of the agent.

Other types of delivery systems for biological agents have been designed by var-
ious countries with state-sponsored BW programs. These include bombs or bomblets
which release the agent by exploding (generally very inefficient delivery systems),
land and sea mines, pipe bombs, and other special devices.

Clandestine BW delivery means are also potentially available to terrorists. Exam-
ples include devices which penetrate and carry the ageit into the body through the
skin, such as pellets or flechettes, or means to contamuate food or water supplies
so that the agent would be ingested.

Biological agents may be delivered in either wet or dry form. Dry powders com-
posed of very small particles tend to have better dissemination characteristics, and
have advantages in terms of storage and handling. Dried agents require an in-
creased level of technological sophistication to produce, although the technology to
do such procedures as freeze dry ing or spray drying has been available in industry
for a number of years. It would be technologically difficult for a terrorist group to
produce a dry biological agent in the right particle size for inhalation. This would
require a level of sophistication possessed by some state-sponsored offensive biologi-
cal warfare programs. It is possible, however, that some groups have this level of
expertise or could obtain support from a country which has an offensive BW pro-
gram.The materials needed to make biological agents are not always difficult for terror-

ist groups or countries to acquire. For example, Iraq purchased seed stocks that
could be used to make biological agents from a U.S. commercial culture collection
early in the development of their BW program. There have been several other at-
tempted purchases of these types of agents historically, some recently Some agents
could also be harvested from animals which are infected and die from the diseases
they cause in nature.

Knowledge of microbiology and its potential applications is widespread. There are
numerous people with the technical knowledge necessary to develop crude biological
weapons. While cutting edge biotechnology research requires an infrastructure of so-
phisticated laboratories, and production of sophisticated biological weapons may re-
quire specialized equipment, some effective biological pathogens or toxins may be
produced or harvested using relatively primitive techniques. Cases of attempted bio-
logical sabotage have occurred within U.S. borders on several occasions. Even art at-
tack which turned out to be a hoax had significant public impact: The case of a Fair-
fax, Virginia man wh3 in 1992 sprayed his neighbors with a fluid he claimed con-
tained anthrax is illustrative. This incident resulted in the deployment of local haz-
ardous material teams, the quarantine of the house involved, and numerous pa-
tients presenting to the local hospital emergency department for care. A larger scale
incident could potentially create a panic, and cause hundreds or even thousands of
people to seek medical care.

The potential impact on health care facilities in the area of an attack or a threat-
ened attack is tremendous. Emergency departments may experience tremendous
backlogs of patients, open hospital beds may become scarce, intensive care units
may be filled, and antibiotic stocks may be depleted.

The possible scenarios for criminal or terrorist attacks with biological agents fall
into four basic types: Product tampering as in the Tylenol tampering cases of the
1980's; attacks on specific population groups within the United States which are
perceived to be antagonistic to terrorist goals; sabotage of specific food groups or in-
dustries, such as contamination of an imported food product with a toxin or with
pathogenic bacteria (as in the Chilean grape tampering case); or attacks directed at
a U.S. city or a representative institution of the United States (a political, military,
or economic target).

Because of the variety of possible scenarios and the likely similarity of the medi-
cal effects of such attacks to many endemic disease situations, medical care provid-
ers would have to be extremely alert to differentiate the initial cases resulting from
BW terrorism from a natural disease outbreak.

Biological terrorism could range from the use of sophisticated BW weapons such
as dried anthrax spores or botulinum toxins, to unsophisticated agents such as Sal-
nmonella or other common bacteria. The agent used and the mechanism of delivery
may depend to a great extent on whether the terrorist or terrorists have the spon-
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sorship of a state or government hostile to the United States. A state-sponsored ter-
rorist group is, however, much more likely to have the wherewithal to produce cas-
ualties on a large scale, whereas the unsupported single operative may still have
a significant impact, but on a much smaller scale. The operative question may not
be whether biological agents will be used as terrorist weapons against the United
States, but rather when they will be used.

Medical countermeasures against many of the biological threat agents are either
available now or currently being developed. These include vaccines, antibiotics, and
antisera. In situations where at-risk humans can be identified in advance of an ac-
tual attack using biological agents, immunization before exposure with specific vac-
cines provides protection from bacterial or viral infections, or from toxin poisoning.
Large-scale vaccination of civilian populations against biological threat agents, as
can be done in at-risk military forces, is probably not feasible. Post-exposure treat-
ment with antibiotics, certain vaccines (such as anthra:, and smallpox vaccines),
antitoxins, and supportive care will have to be relied upon. Specific treatments
which may be effective include: Penicillin, doxycycline, or ciprofloxacin combined
with anthrax vaccination in the case of anthrax; streptomycin or tetracyclines for
tularemia; doxycycline for plague; and botulinum antitoxins for botulinum poison-
ing. Pre-placement of adequate antibiotic and vaccine stocks with the ability to rap-
idly transport such pharmaceuticals to the area of an attack is therefore critical.
Also critical is the maintenance of a continuing reference laboratory capability, as
is available within the Department of Defense, for diagnosis of disease caused by
biological warfare agents.

Early epidemiologic analysis of a suspicious outbreak of disease, with early diag-
nosis and treatment of persons already ill and others in the area of the attack (who
are not yet symptomatic) will be necessary. Training of civilian healthcare providers
in localities that are likely to be targets of terrorists is also extremely important.
Such training programs are needed to familiarize health workers with biological
threat agents so that early treatment measures would be more effective. Most physi-
cians do not see and treat diseases or intoxications such as anthrax and botulism
in their daily practices.

The United States is vulnerable to a terrorist attack with biological weapons. Bio-
logical weapons offer potential adversaries or terrorists weapons of mass destruction
that can be produced easily and cheaply. The cost advantage of biological weapons
was clearly illustrated by a 1969 United Nations report which estimated the relative
cost of operations against civilian populations at $1 US/Kxn2 (square kilometer) for
biological weapons, versus $600/Km2 for chemical, $800/Km2 for nuclear, and
$2,000/Km2 for conventional armaments.

The low cost, availability, relative technological feasibility compared to other
weapons of mass destruction, ease of dissemination, difficulty of detection,
deniability, and ability to cause mass casualties all make biological weapons very
attractive weapons of mass destruction. The effects of the use of biological agents
in this country are potentially devastating. We must continue to prepare to defend
against and mitigate the effectiveness of these horrific weapons.

Mr. Chairman, this concludes my prepared testimony to the Committee. I thank-
you for the opportunity to appear before you and represent the many dedicated serv-
ice members, medical professionals, and scientists who work daily to defcmd our
country both now and in the future against the threat posed by biological weapons.

Senator NUNN. Thank you, Dr. Eitzen, for your testimony and all
of your assistance.

Mr. Genovese?

TESTIMONY OF JAMES A. GENOVESE, CHIEF, CHEMICALIBIO-
LOGICAL COUNTERTERRORISM TEAM, EDGEWOOD RE-
SEARCH, DEVELOPMENT AND ENGINEERING CENTER, U.S.
ARMY CHEMICAL AND BIOLOGICAL DEFENSE COMMAND
Mr. GENOVESE. Thank you, sir. Good morning, Mr. Chairman

and members. I am James A. Genovese from the U.S. Army Chemi-
cal and Biological Defense Command. It is a pleasure to be with
you today to discuss the nature of the threat presented by the use
of chemical weapons.
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Chemical weapons have been used in warfare for over 2,500
years. The first significant modern-day usage of chemicals as a
warfare multiplier occurred during the First World War.

On a glorious day in the spring in Ypres, Belgium, on April 22,
1915, a hissing sound could be heard coming from the German
trenches in a sector where British and French forces had joined.
That hissing sound was 6,000 chlorine gas cylinders spewing their
lethal contents upwind of those Allied Forces.

Those chlorine gas cylinders are very similar to this air cylinder
that I am showing you here. The Germans waited patiently for
days for the right wind conditions, and when those wind conditions
were right, they simply just turned the valve. Three hundred and
fifty thousand pounds of chlorine gas fell upon those soldiers on
that day.

The following excerpt from McWilliams and Steel's book "Gas-
The Battle for Ypres, 1915" describes the horrors of the choking
agent chlorine used at Ypres: Shrieks of fear and uncontrolled
coughing filled the poisonous air. Terrified soldiers clutched their
throats, their eyes staring out in terror and in pain. Many col-
lapsed in the bottom of their trenches and others clambered out
and staggered to the rear in attempts to escape the deadly cloud.
Those left in the trenches writhed with agony unspeakable, their
faces plum-colored, while they coughed blood from their tortured
lungs.

Senator, those Allied soldiers were totally unprepared for that
chlorine gas attack. Fifteen thousand casualties were reported in
the press that day.

Chemical warfare agents are rapidly becoming a major military
force in some of the developing countries. These agents can inex-
pensively provide a substantial psychological edge to a country
lacking a viable conventional military capability.

In the war between Iran and Iraq, from 1980 to 1988, the United
Nations reports documented the use of chemical weapons by both
sides. Over 45,000 chemical casualties were reported.

Chemical warfare agents are chemicals that have direct toxic ef-
fects on humans, animals, or plants-with human beings being ob-
viously the major target. There are three methods for producing
chemical casualties within human beings: Through inhalation,
through skin effects, and through ingestion. These methods are
called routes of entry.

The chart that is depicted here gives you an indication of the
characteristics of some of these hazards. Some examples of chemi-
cal inhalation hazards are hydrogen cyanide, chlorine, and sarin.
Hydrogen cyanide is a blood agent which directly inhibits respira-
tion. Chlorine is a choking agent which attacks the lungs and
causes severe choking and coughing. Sarin is an inhalation hazard
that we classify as a nerve agent. Nerve agents inhibit the nerve
transmission and muscle coordination within the body, and nerve
agents are extremely toxic.

An alternate route of entry for toxic effects involves skin expo-
sure material to chemical hazards. The skin exposure hazard is
also indicated on the aforementioned chart. Two of them in particu-
lar are unique in that they have different effects on the skin. One
chemical is mustard. It is a liquid at room temperatures and
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causes painful burns and blisters on its victims. Both mustard liq-
uid and vapor can penetrate ordinary clothing, and because it va-
porizes slowly, it is termed a persistent agent and can be extremely
useful in denying terrain to an enemy on the battlefield.

Another skin exposure material is the nerve agent VX. V-agents
are also persistent and extremely toxic. VX can penetrate through
the skin and produce its toxic effects.

The last route of entry is by ingestion. Chemical hazards of this
type are usually labeled poisons. The ingestion chart before you de-
scribes the characteristics of the common poison cyanide.

Cyanide, an analog of hydrogen cyanide, is readily available com-
mercially and rapidly attacks the respiratory system. The Jones-
town tragedy in Guyana in 1978 was a stark example of how effec-
tive cyanide poisoning can be.

To fully appreciate our vulnerability to chemical hazards, it is
important to understand how easily these hazards can be acquired.
Most industrial hazards like chlorine or phosgene are readily avail-
able on the open market. Military-unique materials, such as nerve
or blister agents, would probably have to be synthesized. Synthesis
of these particular agents like sarin requires some degree of tech-
nical sophistication and a source for the appropriate precursor ma-
terials.

Assessing vulnerability also requires consideration of a com-
pound's volatility. For example, hydrogen cyanide is very volatile so
its use outdoors is limited. Dispersion of this agent in closed areas
would, however, present a significant problem. Most hazardous in-
dustrial chemicals and military-unique chemicals can be effectively
disseminated using explosive ordnance or commercial sprayers. A
commercial sprayer can be as simple as this spray can of household
disinfectant that I am demonstrating here. Even simple pouring of
a chemical onto a surface can be effective depending on where you
pour it and what kind of chemical you are deploying. Typically,
volatile chemicals with moderate toxicity in closed spaces will
cause the most concern. If the population density is high in the
area around the chemical incident, then obviously the resultant
casualties will probably be higher.

Based on my experience--and this is my own personal experience
and not necessarily the views of the administration or the Depart-
ment of Defense-I firmly believe that we have the technical exper-
tise, training, and protection to meet virtually every chemical
threat in a battlefield environment. I do, however, have some con-
cerns if these horrific weapons were used in a civilian setting. In
wartime, key targets are usually the combatants themselves who
have protection and contingency systems, and they are trained to
work in that hazardous environment. Our military extensively
trains our forces to respond and, therefore, they are prepared.

On the other hand, responding to the use of chemical agents in
a civilian setting presents significant challenges to our country.
Terrorists follow no rules of engagement. Incidents involving chem-
ical agents sponsored by a terrorist group almost always target
non-combatants. These non-combatants will not be trained or
equipped. These are our basic civilians, the basic citizens out on
the street. Chemical terrorism particularly in the civilian setting

20-875 96-5



122

will evoke a strong psychological response from targeted individ-
uals.

Another dimension regarding the possible use of these weapons
is that chemical terrorism can be used to achieve effects other than
anti-personnel. For example, the Chilean grape incident involving
cyanide-tainted grapes damaged the Chilean economy.

I would like to conclude by commenting where we are and where
we need to go. Again, these are my own personal views, but I think
that these are well-founded based on my experience, my profes-
sional involvement with many of the agencies over the years.

I believe that the Department of Defense has the unique capa-
bilities and resources to effectively support and assist thelead gov-
ernment agencies in their response to chemical terrorism and a
chemical incident. I think, however, that we need to improve and
refine our technical response in this critical area. My suggestions
are as follows:

First, we could initiate a national training program to facilitate
the effectiveness of first responders and reduce casualties to the
public.

Second, we could establish an exercise program that would test
and refine all mission critical areas so that an integrated response
force is realized throughout the United States.

Finally, we could promote a new generation of research and de-
velopment that specifically draws on existing military and commer-
cial programs to handle this problem. That focus should be on cus-
tomizing and improving response tools and techniques in this new
mission area, thereby minimizing risk to the public and to the envi-
ronment. Some key technical areas for development include hazard
mitigation techniques, first responder protection, improved detec-
tion and monitoring, and scenario-dependent hazard prediction and
modeling.

I hope my comments have been helpful, and I thank the panel
for this opportunity to provide my insight into this crucial area.

[The prepared statement of Mr. Genovese follows:]

PREPARED STATEMENT OF MR. GENOVESE

Good Morning, Mr. Chairman and Members of the Subcommittee. I am James A.
Genovese from the U.S. Army Chemical and Biological Defense Command. It is a
pleasure to be with you today to discuss the nature of the threat presented by the
use of chemical weapons.

I presently serve as the Team Leader for the Chemical/Biological Counter-
terrorism Team at the Edgewood Research Development and Engineering Center.
My responsibilities focus on development of technological countermeasures to re-
spond to a chemical or biological incident. In addition, I serve as a Cochairman of
the Weapons of Mass Destruction Countermeasures Subgroup of the Technical Sup-
port Working Group. This working group was established in 1987 to specifically ad-
dress research and development necessary to counter terrorism and consists of rep-
resentatives of over 40 governmental agencies. I also serve as the chairman of an
international research and development working group on chemical/biological terror-
ism also sponsored by the Technical Support Working Group.

I have over 20 years experience in the field of chemistry and have served the U.S.
Army as a research chemist for approximately 14 years. The first 9 years of my
service were devoted to developing chemical munitions for the Army's Retaliatory
Chemical Munitions Program.

Chemical weapons have been used in warfare for over 2,500 years. Six hundred
years before the birth of Christ, Athenian troops won a battle by poisoning their en-
emy's drinking water. During the American Civil War, several ideas for the use of
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chemical weapons were considered including using projectiles to deliver hydrochloric
acid and chlorine.

1
.
2

The idea of using chemicals as a warfare multiplier surfaced again some 50 years
later during the First World War. Germany led the world in chemistry at that time
and turned to chemists to provide a weapon. The weapon they chose was chlorine
gas which, like phosgene, is classified as a choking agent. These agents attack the
lungs to cause severe choking and coughing, and can be lethal.

On a glorious spring day near Ypres, Belgium, on April 22, 1915, a hissing sound
could be heard coming from the German trenches in a sector where British and
French forces joined. The hissing sound came from 6,000 chlorine gas cylinders
spewing their lethal contents upwind of the Allied Forces.

An excerpt from McWilliams and Steel's book "Gas-The Battle for Ypres,
1915" describes the horrors of the choking agent used at Ypres: Shrieks of
fear and uncontrolled coughing filled the poisonous air. Terrified soldiers
clutched their throats, their eyes staring out in terror and pain. Many col-
lapsed in the bottom of their trenches and others clambered out and stag-
gered to the rear in attempts to escape the deadly cloud. Those left in the
trenches writhed with agony unspeakable, their faces plum-colored, while
they coughed blood from their tortured lungs.3

The Allied soldiers at Ypres were totally unprepared for that chlorine gas attack.
Over 15,000 casualties were' reported in the press.4

Memories of World War I, when chlorine, phosgene, and mustard were used to
kill thousands, are once again resurfacing in the minds of many. As the war be-
tween Iraq and Iran so painfully revealed, chemical warfare agents are rapidly be-
coming a major military force in some countries. These agents can relatively inex-
pensively provide a substantial psychological edge to countries lacking a viable con-
ventional military convential threat. 5,6

Over twenty countries are believed to possess chemical weapons or to have the
ability to manufacture them. In the War between Iran and Iraq from 1980 to 1988,
United Nations reports documented the use of chemical weapons by both sides. Over
45,000 chemical casualties were reported. 7

Chemical warfare agents are chemicals that have a toxic effect on humans, ani-
mals or plants-with humans obviously being the major target. There are three
methods for producing chemical casualties within human beings: Through inhala-
tion; through skin effects which include both absorption, through the skin, and der-
mal wounds; and through ingestion of hazards through the digestive tract. These
methods are called routes of entry.

Toxic effects through inhalation are caused when a person or animal inhales the
chemical hazard. Inhalation hazards are usually generated as gases or aerosols.
Gases often are invisible. Aerosols are comprised of small particles. These particles
can be either solids or liquids.

Some examples of chemical inhalation hazards are hydrogen cyanide, chlorine,
and Sarin. Hydrogen cyanide is a blood agent which directly inhibits respiration by
interfering with a key enzyme in the body called cytochrome oxidase. This enzyme
is responsible for the energy-producing mechanisms of the body. Chlorine is a chok-
ing agent which attacks the lungs and causes severe coughing and choking. Sarin
is an inhalation hazard that is a nerve agent. Nerve agents inhibit the enzyme cho-
linesterase which facilitates nerve transmission and muscle coordination. Nerve
agents are extremely toxic.

Toxic effects from chemical agents are based on the amount of that hazard that
is accumulated in or on the body. For inhalation hazards, it is the amount of that
hazard we breathe into our lungs.

To give the Committee an appreciation of the relative toxicity of some of these
chemicals, a container with 48 ounces of chlorine, a choking agent; another con-
tainer with 25 ounces of hydrogen cyanide, a blood agent; and a vial with about one-
third of an ounce of the nerve agent Sarin can all produce up to 5,000 lethal casual-
ties if disseminated effectively with maximum effectiveness. The chemical Sarin was
the chemical that Supreme Truth Cult disseminated in the Tokyo Subway system.

I Victor A. Utgoff, The Challenge of Chemical Weapons, pgs 1-3.2 BG Alden H. Waitt, Gas Warfare, pgs 8-9.
3James L. MacWilliams and R. James Steel, Gas-The Battle for Ypres, 1915, pgs 45-49.4 Utgoff, op. Cit., pg 5.6 Utgoff, op. cit., pg 6.
sAlbert and Leininger, Biochemistry, pgs 494-495.
7 Satu M. Somani, Chemical Warfare Agents, pgs xv, xvi and 1-4.
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The following chart lists the characteristics of some of the more prevalent inhala-
tion hazards:

INHALATION HAZARDS

Hazard type Chemical Effect Form Toxicity Outcome

Choking agent ......... Chlodne Chokingf Gas Low to Incapacitation
coughing medium death

Blood agent ............. Hydrogen Affects Gas Low to Incapacitation
Cyanide respirtion medium death

Nerve agent ............ Sarn Lose muscle Liquid High Death
control

An alternate route of entry for toxic effects involves skin exposure to chemical
hazards. The following Skin Exposure Hazard Chart describes the characteristic's
of two common skin hazard chemicals:

SKIN EXPOSURE HAZARDS

Hazard type Chemical Effect Form Toxicity Outcome

Blister agent .............. Mustard Burning/ Liquid/ Medium Pain
blistering vapor

Nerve agent ............... VX Lose muscle Liquid High Death
control

One skin hazard chemical is mustard. It is a liquid at room temperatures and
causes painful burns and blisters on its victims. It can, depending on the environ-
mental conditions, present a significant vapor hazard. Both liquid and vapor can
penetrate ordinary clothing. Because it vaporizes slowly, it is termed a persistent
agent and can be extremely useful in denying terrain to an enemy on the battlefield.
On July 12, 1917, the Germans again surprised the Allies by introducing mustard
delivered by artillery shells to the battlefield.

Another skin exposure hazard is the chemical VX. V-agents are persistent with
very low vaporizing potential. Because VX is an oily, non-volatile liquid it can re-
main in place for weeks or longer posing a continuing threat to those in the area.
VX is an extremely toxic nerve agent that can penetrate through the skin to produce
its toxic effects.

The last route of entry for chemical agents is by ingestion. Chemical hazards of
this type are usually labeled poisons. Most poisons usually are ingested by drinking
or eating substances that have been contaminated with the poison. The following
chart describes the characteristics of the common poison cyanide, an ingestion haz-
ard:

SKIN EXPOSURE HAZARDS

Hazard type Chemical Effect Form Toxicity Oulcme

Blood agent ............... Cyanide Affects Solid Low to Death
respiration medium

Cyanide is readily available commercially as sodium or potassium salts. This po-
tent analog to hydrogen cyanide works by the same principle: Rapidly attacking the
respiratory system. The Jonestown tragedy in Guyana in 1978 was a stark example
of how effective cyanide poisoning can be.

To fully appreciate our vulnerability to chemical hazards it is important to under-
stand how easily these hazards can be acquired. Many industrial hazards like chlo-
rine or phosgene are readily available on the open market. Equipment to make
chemical agents and specific knowledge necessary for production can also be easily
obtained. On the other hand, military unique chemical agents such as the nerve or
blister agents, would probably have to be synthesized and therefore require a higher
degee of technical sophistication. Synthesis of nerve agents like Sarin also require
a degree of technical expertise and a source for obtaining the needed precursor ma-
terials and corrosion-resistant equipment.

Assessing vulnerability also requires consideration of the volatility of the agent.
For example, hydrogen cyanide is very volatile so its use outdoors is limited. Disper-
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sion of this agent in closed areas would, however, present a significant threat. Per-
sistent agents such as mustard or VX are not as volatile. They can be sprayed or
poured onto large areas which will result in a contaminated area that will persist
for a long time.

The method and location of dispersion of the chemical hazard is important as
well. Most hazardous industrial chemicals and military-unique chemicals can be ef-
fectively disseminated using explosive ordnance or commercial sprayers. Even sim-
ply pouring a chemical agent onto a surface can be effective under certain cir-
cumstances. Typically, volatile chemicals with moderate toxicity in closed spaces
will cause the most concern. If the population density is high in the area around
the chemical incident, the resultant casualties will probably be higher.

Based on my experience, I believe that the United States has the technical exper-
tise, training, and equipment to meet virtually every chemical threat in a battlefield
environment. I do, however, have some concerns if these horrific weapons were used
in a civilian setting. In wartime, key targets are usually the combatants who have
protection and contingency systems to allow them to function in a hazardous envi-
ronment. Our military extensively trains our forces how to respond to and function
in a hazardous environment.

Responding to the use of chemical agents in a civilian setting presents significant
challenges to our country. Terrorists follow no rules of engagement. Incidents involv-
ing chemical agents sponsored by a terrorist groups almost always target civilian
noncombatants. These non-combatants will not be trained or equipped. Chemical
terrorism particularly in the civilian setting will evoke a strong psychological re-
sponse from targeted individuals.

It is incumbent upon our government to appreciate the nature of the threat pre-
sented by chemical weapons and plan a good, effective response. We should insist
that first responders are adequately informed, protected, and trained to handle
chemical incidents against non-combatants.

Another consideration is that terrorists could possibly use chemical agents to
achieve effects other than anti-personnel. For example, the Chilean grape incident
involving cyanide-tainted grapes damaged the Chilean economy.

I wou d like to conclude by commenting where we are and where we need to go.
I believe that the Department of Defense has the capabilities and resources to effec-
tively support the lead government agencies in their response to a chemical inci-
dent. I think, however, that we need to improve and refine our response in this criti-
cal area and offer three specific suggestions.

First, we could initiate a national training program to facilitate the effectiveness
of first responders and reduce casualties to the public. The program would be de-
signed to educate all levels of government in responding to a chemical or biological
incident.

Second, we could establish an exercise program that would test and refine all mis-
sion critical areas. These exercises would also help to ensure that response teams
throughout the United States are effective and properly integrated.

Finally, we could promote a new generation of research and development that
draws from existing military and commercial programs. The focus should be on cus-
tomizing and improving response tools and techniques in this new mission area
thereby minimizing risk to the public health and the environment. Some key tech-
nical areas for development include hazard mitigation techniques, first responder
protection, improved detection and monitoring, and scenario-dependent hazard pre-
diction and modeling.

I hope my comments have been helpful and thank the Committee for this oppor-
tunity to provide my insight into this crucial area.
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Senator NUNN. Thank you very much, Mr. Genovese, Mr. Olson,
and Dr. Eitzen.

I have lots of questions for all of you, but I am going to cut mine
short today and rotate it around because we do have one other wit-
nesses, and all of your testimony has been very, very helpful today.

First, Mr. Olson, I understand that you met with the head of the
cult's Science and Technology Ministry-I believe the pronunciation
is Murai.

Mr. OLSON. Murai.
Senator NUNN. Murai-before he was assassinated and the news

spokesperson for the cult, Mr. Joyu, before his arrest. What can
you tell us about Mr. Murai and Mr. Joyu?

Mr. OLSON. I had the opportunity to speak with both gentlemen
over the course of an hour or two in Tokyo. This was probably 3
weeks or so after the subway attack.

Senator NUNN. Talk right into that mike.
Mr. OLSON. Thank you. Hideo Murai struck me as being a rather

true believer. He seemed to have a certain, if you will, Buddhist
calm about him. At the same time, it seemed very clear to me that
there were a great many things going on behind that rather calm
exterior.

Senator NUNN. He was the head of the so-called Science and
Technology Ministry.

Mr. OLSON. Exactly. According to the authorities, he was the
man who was essentially in charge of the development of almost
all their weapons and was really very close to Asahara in terms of
the hierarchy.

In essence, I guess I would characterize Murai as probably a fa-
natic. He was very comfortable with who he was, very comfortable
with what he was doing. In fact, the only time that I really was
able to get anything from him in terms of a break in his composure
was at one point when he was discussing the chemical plant at
Satyam 7 at Kamakuishiki, in which he acknowledged that they
had purchased a material for some of the piping and vessels in
there, a material known as hastalloy. Hastalloy is an extremely
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corrosion-resistant material. Among other things, it is one of the
materials that if you were going to milspec out a chemical weapons
plant, you would specifically look for. Hastalloy, in fact, is on our
controlled list of exports specifically because of its applications to
chemical weapons production. So that was an interesting event. He
was assassinated approximately a week after I spoke with him.

Joyu, by comparison, and as has been noted before, enjoyed a tre-
mendous amount of celebrity because he was the face man for the
cult following the Tokyo attack. In fact, he became a teenage heart
throb because of his regular appearances. He really seemed to
enjoy the limelight. He also seemed, I think, to be very pragmatic.
He seemed to feel that he was in control of the situation even when
it was slipping away from him.

He was one of the members of the cult who was most actively
trying to get the cult to disband itself as a church in a rather, I
think, cynical effort to try to hold onto its financial and commercial
assets.

Senator NUNN. And he was arrested?
Mr. OLSON. He was arrested about 2 Weeks ago, I believe.
Senator NUNN. What was the charge against him?
Mr. OLSON. He is, I think, involved in withholding information

regarding a kidnapping, if I remember correctly. He has not been
charged specifically with any of the nerve gas events themselves.

Senator NUNN. Mr. Genovese, what can you tell us about the
technological expertise of the Aum? I believe you reviewed parts of
the staff statement dealing with the purchases the Aum made in
the United States. Can you tell us about the significance of the
laser, the aluminum oxide, the filters, the batteries, and the small
fans?

Mr. GENOVESE. Yes, sir. What I would like to do is address them
individually and then to summarize how I see those particular
technologies fitting as a package for developing chemical ordnance.

Senator NUNN. Good.
Mr. GENOVESE. First off, the Hobart laser, I am not totally famil-

iar with this technology, but I assume it to be a high-energy laser.
These kinds of high-energy lasers can be used as a special sealing
mechanism, especially if you are dealing with almost ceramic mate-
rials that the Aum was working with. They have a particular mate-
rial called aluminum oxide which has ceramic properties. That
thing is very difficult to weld with conventional techniques.

However, their choice for aluminum oxide suggests that they
thought that whatever was going to go in those particular contain-
ers would have to withstand the corrosive capabilities of some of
the nerve agents. So they chose those particular materials.

So those two pieces of information suggest, as well as there was
also some allusion earlier by your staff on HEPA filters. The HEPA
filters, the acronym means high-efficiency particulate absorber.
These filters are conventional filters that are used in all military
respirators, which suggests that this operation that they were an-
ticipating would involve possibly either a chemical or a biological
process.

So with those three pieces of information, it suggests to me that,
in fact, the Aum was seriously looking at processing hazardous ma-
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terials, specifically chemicals from what I can see here at first
glance.

There were some other materials that they also acquired. Those
were alluded to also by your staff statement, which included
camcorder batteries and small fans and vials. Those to me-and I
have worked in the chemical weapons area for a number of years.
Those to me suggest that they were trying to configure some small
devices to effectively disseminate chemical agent liquids and that
they would use the fans to blow out the volatile liquids, the bat-
teries to drive the fan's operation, and the vials to store the agent
until it was disseminated.

Senator NUNN. Why didn't more people die in the subway attack,
Mr. Genovese?

Mr. GENOVESE. These are my own opinions on this. Some of
these I think are common sense, and others ones are just my own
technical perspective as to how I saw that situation. Again, I am
speaking only from the knowledge that I gained from journal arti-
cles and newspapers.

But I think, first, the purity of the synthetic materials that were
used-there was some comment that there may have been a binary
process and that maybe in the fact of making that binary process
work that they didn't do a very good job of that. Also, maybe the
starting materials of that binary process were not all that pure. So
that will certainly affect the toxicity of those materials.

The second thing is-and I think this is very important-their
method of dispersion. I would call a leaky lunch box probably one
of the poorest dispersion mechanisms that you could have, consid-
ering even the volatility of sarin, which has about the same vapor-
izing potential as water. So this pouring of the liquid onto the
floors of the Tokyo subway was not the best way to disseminate
sarin.

I think in your staffs statement in the Matsumoto incident, it
was alluded to that a truck with a-heating system and a spraying
system was used in Matsumoto. That seems like a more realistic
and viable system if you are going to look for high casualties.

I think the third reason why the casualties were lower is that
there was good ventilation in the Tokyo subway system, and I
think that tends to remove and dilute the hazard so that you don't
get the chemical concentration that would normally-that you
would see for high casualties.

Finally, another one, which is just my own personal feeling, is
most of the lunch boxes were actually dispersed and disseminated
inside the subway cars. And the cars themselves have a tendency,
because they are a kind of physical barrier, will tend to at least
preclude some of the vaporization that could occur throughout all
the subway tunnels.

Senator NUNN. Dr. Eitzen, isn't it true that a lot of the biological
agents cause illnesses that are similar to illnesses that are having
to be dealt with in the normal society? And if that is the case, how
quickly could we really detect that certain rapidly spreading ill-
nesses were really'because of an attack?

Dr. EITZEN. Senator, that is very true. Many of the early symp-
toms of the diseases caused by biological warfare agents would be
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similar to symptoms that physicians might see with a disease that
they see every day, such as the flu or other types of illness.

However, I think that really the scale in terms of numbers be-
coming ill and also the time course of events would lead physicians
in a local area of an attack, if they had the right epidemiologic per-
spective, to say that there is something unusual going on here.
Sheer numbers as well as attack rates of illness as well as numbers
of people presenting to emergency departments for care should
make the local public health officials pick up on the fact that there
is an unusual event that has occurred.

Also, with a number of these BW-caused illnesses, there are cer-
tain clinical indicators that would indicate that there is something
unusual, for instance, a widened mediastinum on chest X-ray with
anthrax. So for those reasons, I think there would certainly be
some indicators that this is an unusual event.

Senator NUNN. Thank you.
Mr. Olson, the Japanese police, I am told, have not yet completed

the search of the biological facility, or at least one of the biological
facilities is closed up, I understand, and the search has not yet
been completed, I am sure because of possible dangers and haz-
ards. But you have some details about that facility, I believe. Could
you share those with us?

Mr. OLSON. Well, my information actually refers to an earlier fa-
cility, a facility that they had established back in 1990. I debriefed
a member of the cult who had left the cult, left Aum Shinrikyo, and
who had made himself available to talk, who described in some de-
tail a large facility-again, this is circa 1990-in which they had
four or five large fermentation tanks; they had the appropriate
equipment such as nitrogen feeds and other materials to support
the growth within those fermentation tanks of what he concluded
was clostridium botulinum.

He described a process by which the organisms were cultivated,
were harvested, then taken through into a laboratory where they
were first freeze-dried, then heat-dried into a cake. The cake itself
was then pulverized. The resulting pulverized particles were then
put into an aerosol. They then sprayed those on guinea pigs. This
was apparently at the specific direction of Asahara himself who
had recruited this gentleman from the cult's ranks.

Senator NUNN. Sprayed those on what? I didn't hear you.
Mr. OLSON. Sprayed them on guinea pigs. They actually main-

tained a stock of guinea pigs for experimental purposes.
Now, even back in 1990 they were not successful, apparently, in

mastering the tricks required to take the toxin which they were ex-
tracting and turn it into an effective weapon. But the description
was rather extreme.

That facility itself was apparently dismantled about 2 years ago,
though on my first visit-excuse me, my second visit to Tokyo, the
first one right after the subway attack, I did see photographs taken
by a British film crew of one of the warehouses at the compounds
there at Kamakuishiki, and sitting in the middle of an otherwise
empty warehouse were the concentration tanks which had been
used to collect the material from the fermenters.

At the time I wasn't sure what they were. I have since satisfied
myself that, in fact, those were pieces of the original BW facility.
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Senator NUNN. Mr. Genovese, based on what you have heard this
morning from the staff statement and Mr. Olson and so forth, do
you believe that the Aum was going to be able to be successful in
producing biological weapons at some point? Was that inevitable?
Did they have enough infrastructure? Did they have enough mate-
rials? Did they have enough expertise? Or do you believe that they
were doomed to failure?

Mr. GENOVESE. Sir, I think that their attempts-and I am
couching that with the fact that they had the money to buy the
high technology equipment. I think with that in mind, the intent
was there for them to seriously look at both acquiring or synthesiz-
ing both chemical and biological materials. The materials and the
equipment that I relayed to you earlier certainly suggest that they
have a much higher level of sophistication than I would have ever
expected out in the world. And that impressed me, but at the same
time it concerns me that although they may not have all of the
pieces together, they were certainly moving in the right direction
and had the basic capability to start making things happen. And
that certainly did concern me.

Senator NUNN. Dr. Eitzen, do you have an opinion on that?
Given time, were they going to be, in your opinion, based on what
you have heard, were they likely to be successful in producing a
real biological weapon that would do serious damage?

Dr. EITZEN. Senator, based on what I have heard this morning
about the cult-and this is a personal opinion-I believe that they
eventually could be successful in growing biological agents. We
know that they had some culture media in their compound in
Japan that would allow them to grow many bacterial agents, in-
cluding bacillus anthracis, or anthrax, and clostridium botulinum,
which is the organism which elaborates botulinum toxins.

I think that with the right amount of effort and with the sci-
entific expertise, the level of sophistication that they demonstrated
in terms of their overall capability, I think that that is certainly
possible.

Senator NUNN. In-your assessment, a group like that that did
succeed, if they had succeeded in producing biological weapons,
which would have been more dangerous: The biological weapons or
the chemical weapons?

Dr. EITZEN. Senator, I think that if you look at the overall cas-
ualty numbers that could be produced by chemicals versus biologi-
cal weapons, and if you particularly take the worst-case weapons
in terms of the biologicals-and I don't want to be too specific be-
cause I don't want to give anybody ideas. But I think that certainly
biologicals have a greater casualty-causing potential an order of
magnitude higher than chemical-weapons could produce.

Senator NUNN. Mr. Olson, do you agree with that based on what
you know?

Mr. OLSON. Yes, Senator. I don't think there is any question that
their pursuit of biological weapons was a very eyes-open pursuit.
They knew they were looking at developing a weapon that would
have easily given them the ability to trump the Japanese military
or police, and perhaps a lot of other people as well.

Senator COHEN. Dr. Eitzen, I think that Senator Nunn perhaps
asked you a leading question. He said, Based upon what you have
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heard today, what was your assessment? I assume you have heard
much more than what you have heard today, that you have been
briefed for some time now, and so you are not just now forming a
conclusion as to what you know as of this moment from this hear-
ins. Is that correct?

Dr. EITZEN. Right. Yes, Senator, that is correct.
Senator COHEN. So it is based upon what you, as one who has

been in charge of dealing with the bio-defensive systems, have
formed as an opinion much earlier than today.

Dr. ErrZEN. Yes, Senator. What I meant was that I just wanted
to allude to the fact that this is a personal opinion of mine, not a
position of the Department of Defense.

Senator COHEN. Let me make an observation with respect to
chemicals in particular, and perhaps biological weapons. Much of
the technology for these weapons systems is based upon having ac-
cess to Western technology. I mentioned Rabat earlier today, and
we know that at least two of our closest allies were directly in-
volved in the helping to construct that facility and for some of the
containers that would contain the chemicals produced by that facil-
ity. So when you are talking about either deutsche marks or yen
or dollars involved, you have got a big problem with Western soci-
eties supplying the technology for these nations who are dedicated
to developing either a chemical weapons or biological weapons ca-
pability.

We are the ones who are providing the technology. In some cases,
it may be dual-use technology, so you have a problem. In some
cases, it may be that some countries legitimately are trying to pro-
mote their agriculture, and therefore they are developing agricul-
tural insecticides. The same facility that can make an agricultural
insecticide or pharmaceutical can make chemical weapon agents.

So there are some problems related to the dual-use nature of
some of our technology. But the fact is we have to raise high the
roof beams and warn all of our allies and potential enemies of what
the specter of a chemical weapons or biological weapons attack
means and what it means for the rest of humanity to let this par-
ticular genie out of its bottle.

I am going to talk in a moment about Russia. They signed on,
as I recall, to the Biological Weapons Convention back in 1970, was
it not, Dr. Eitzen?

Dr. EITZEN. Actually, the convention was 1972, and I believe they
signed on shortly thereafter.

Senator COHEN. Shortly thereafter. The problem is it has no ver-
ification regime. Is there any doubt in any of your minds that Mos-
cow is, in fact, complying with that particular treaty?

As a matter of fact, just last month in London, there was a group
of scientists gathered at the International Workshop on Anthrax,
and according to one participant, the Russian researchers surprised
the conference by publicly revealed they had genetically modified
anthrax specimens to give them resistance to various common anti-
biotics. It wasn't surprising to me that they are engaged in genetic
modification, but what was surprising was that they would publicly
admit this.

This poses, I would assume, a major problem for everyone. If, in
fact, we have developed some common antibiotics that would pro-
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toct against anthrax, would this not give the Russian military an
advantage in their bio-warfare program? Dr. Eitzen, Mr. Olson, Mr.
Genovese, any one of you? Isn't this a serious problem when you
are talking about the genetic modification of anthrax?

Dr. EITZEN. Potentially serious problem, Senator. It depends on
which antibiotics they are able to induce resistance to and which
antibiotics we choose to arm our soldiers with, if you are talking
about a military scenario.

Senator COHEN. Mr. Olson?
Mr. OLSON. Senator, I think we have to differentiate between the

technologies that are available for maj:,r powers, such as the
former Soviet Union, today the Russian Federation, and certain
other nations around the world and what they can go about doing.
And those are in many cases what we are talking about, gene splic-
ing or biotechnology, we are talking about high-end technologies.

On the other hand, there are many reasons to be afraid of bugs
that can be produced using much cruder levels of technology, using
technologies as we have seen in Iraq, for example. One of their
methods of appropriating technology for their biological weapons
program was simply to go to existing medical facilities and vaccine
research facilities and strip the equipment out and take it off to
their military laboratories.

The problem of trying to set a barrier against the proliferation
of these technologies is such that you simply can't lock the door
and assume that the problem is solved. It is one that requires con-
tinual vigilance.

As you note, the biological and toxins weapons convention has no
verification provisions. One of the positive steps that is occurring
right now is that there is a multilateral effort to try to negotiate
an addendum that will create some sort of a mechanism. It is not
perfect-

Senator COHEN. Assuming you have the convention and it is rati-
fied, isn't verification still going to be very difficult?

Mr. OLSON. All it gives you is a mechanism to begin trying to do
if not the impossible, the extraordinarily difficult, yes. But in the
absence of a verification regime, we have no mechanism even to at-
tempt such a trick.

Senator COHEN. Are we taking advantage of genetic engineering
for defensive purposes, Dr. Eitzen?

Dr. EITZEN. Yes, sir. We use those techniques in our laboratories
in the development of new vaccines and, in fact, are working on a
number of new vaccines that involve use of recombinant technology
techniques to develop those. So, yes, sir, that technology certainly
has both potential good as well as potential bad uses.

Senator COHEN. So on the one hand, the technology you can de-
velop to defend can also be used in an offensive manner?

Dr. EITZEN. Yes, sir. That is just one example of how many as-
pects of these technologies have potential dual uses.

Senator COHEN. Are you aware of a company called the Human
Genome Sciences?

Dr. EITZEN. No, Senator.
Senator COHEN. Anyone here?
(No response]
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Senator COHEN. Well, I will hold that for later, then. It is a corn-
pany that apparently has made a presentation about a system that
can rapidly sequence genes and use that information to design vac-
cines to viruses and bacteria. I hope at some point you will get the
same briefing as some of our staff members have had.

Mr. Chairman, I know we have another panel, at lears one more
witness to testify. I have other questions that perhaps I could sub-
mit for the record for these fine witnesses. But I think what we
have done with these hearings is raise the issue to a high enough
level that we do get the sort of international cooperation that is
going to be absolutely essential for every country to realize that it
is not in their economic interest to be transferring technology
which can contribute to the problem, understanding that you don't
need nc-.essarily to heve high levels of technology. By the same
token, we ought to do everything in our power to resist that pro-
liferation. And it is not only a cult which happens to accumulate
anywhere from $400 million to $1 billion, or whatever the figure
might be. You also have nations who can have the capital to ac-
quire these technologies and the various types of either chemical
or biological agents from existing stockpiles of nations that may be
under economic pressure to sell them. So it is not only the cult
groups you have to be concerned about. It is about other nation's
states who also sponsor terrorism.

Thank you, Mr. Chairman.
Senator NUNN. I want to thank all of you for being here. We will

have another day of hearings tomorrow, but we are going to con-
tinue on this subject. Senator Lugar is going to be involved in this
and Senator Cohen and I for some time to come, because I think
there are a number of us-hoperully a growing number-that be-
lieve this is our top national security threat for the years to come.
So we appreciate all of you being here.

Mr. OLSON. Thank you.
Dr. EITZEN. Thank you, Senator.
Mr. GENOVESE. Thank you.
Senator NUNN. Our next witness is Yumiko Hiraoka who has in-

dicated she is a nun, in her words, with the Aum Shinrikyo organi-
zation and a sect leader in their 'New York office. She is here with
her attorney, Jeremiah Gutman of New York. She has declined the
Subcommittee's invitation to read or submit a prepared statement.

For the record, I would note that the witness, through her attor-
ney, has requested that her face be disguised or otherwise ob-
structed from publication. I had some misgivings about this re-
quest, studied it carefully. Certainly she is a member, an acknowl-
edged member of the Aum organization and, indeed, an officer of
the cult. However, the letter I received from the attorney and the
conversations the attorney has had with staff-and I will just read
a couple of paragraphs from the letter, and then I will put the let-
ter in the record. Quoting from Mr. Gutman, "Given the nature of
the charges against Aum Shinrikyo and the fact that several of the
people involved have already pleaded guilty, and given the alarm-
ing nature of the allegations of homicide and violence made against
some of the people involved, Ms. Hiraoka and I are extremely con-
cerned for her safety. It is likely that members of Aum Shinrikyo
will regard Ms. Hiraoka not only as an apostate, but also as a trai-
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tor, and seek to wreak vengeance upon her." And he goes on, and
I will put the letter in the record.

In an abundance of precaution, I am going to acknowledge and
oblige the attorney's request by having her testify behind an
opaque screen. This letter will be part of the record. She will be
brought in the room in a few minutes.'

Senator NUNN. I would advise all the media in attendance here
today that they should not attempt to capture the witness' image
in violation of the Subcommittee ruling. At this time I would ask
all media and persons in attendance with cameras or video equip-
ment to turn them off, turn them to the back of the room, point
the cameras down as she comes in the room. I will also, say, give
them time to have a seat at the table, and then I will notify all
the cameras to--that, they can turn their cameras back on at that
stage. But she will be protected by the screen.

Now, if I don't have cooperation, I will have to empty the room.
That will take another 15 to 20 to 30 minutes. I would prefer not
to do that, but if I don't have complete cooperation, we will do that.

Although Ms. Hiraoka, though a native Japanese speaker, does
speak and understand some English, apparently with limitations,
the Subcommittee because of these limitations has agreed to pro-
vide her with a translator as needed to assist her in taking the tes-
timony.

So I would ask all the cameras to be turned off at this point and
be turned to the back of the room. If you could not only turn them
off but turn them to the back of the room, I don't want any of them
pointing up here. And that would go for still photographs as well.

At this point I would ask that the witness be brought in. All the
cameras off? OK. Thank you for your cooperation. The witness will
be brought in.

We have Ms. Yuchita, who is the translator, on the far left; our
witness is in the middle; and then her attorney is on this side. Mr.
Gutman, as you know, we swear in all the witnesses before our
Subcommittee. Rather than having your client stand, I will ask her
to hold up her hand where she is seated, and I would ask the
translator to explain to her that what I am doing is administering
the oath. I will go slowly so that you can give her that.

Would you hold up your right hand, please? Do you swear the
testimony you will give before this Subcommittee will be the truth,
the whole truth, and nothing but the truth, so help you God?

Ms. HIRAoKA. Yes.
Senator NUNN. Thank you.
Mr. Gutman, we swear in all the witnesses before the Sub-

committee, as you know. We also would give your client a chance
to consult with you on any question that you or she may indicate
that you need time on.

So if we ask a question where you or your client feels that you
need to consult, you would be able to do that, and I would give the
interpreter a chance to explain that also to the witness.

Mr. GUTMAN. Thank you, Senator.
Senator NUNN. Also, I would ask both the witness and the inter-

preter to speak into the microphone. Do we have the microphone

I The letter appears as Exhibit No. 40.
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up close enough now? If you could lean forward and speak directly
into the microphone, maybe turn it up, and also the interpreter.

I will ask the witness to please state your name and your present
occupation.

TESTIMONY OF YUMIKO HIRAOKA, AUM SHINRIKYO NUN AND
SECT LEADER, NEW YORK CITY CHAPTER, ACCOMPANIED BY
JEREMIAH GUTMAN, ESQ.
Ms. HIRAoKA. [Interpreted from Japanese.] My name is Yumiko

Hiraoka. My present occupation is a manager of the New York
branch of Aum Supreme Truth.

Senator NUNN. Could you give us your age?
Ms. HiRioKA. Over 30. [Laughter.]
Senator NUNN. Over 30. Could I ask you if you are under 40?
Mr. GUTMAN. You could ask, Senator.
Senator NUNN. What is your age?
Senator COHEN. Approximately.
Senator NUNN. We will give you a leeway of a year or two. Just

tell us close.
Ms. HIRAOKA. Over 35.
Senator NUNN. Over 35. OK. Do you have any names other than

the name you have given us this morning? Do you have any other
names by which you are known?

Ms. HIRAOKA. My holy name is Suba.
Senator NUNN. Is that your religious name?
Ms. HiRAOKA. Yes.
Senator NUNN. So you have a religious name that is Suba?
Ms. HmAOKA. Yes.
Senator NUNN. How long have you had that name?
Ms. HIRAOKA. About 5 or 6 years.
Senator NUNN. About 5 or 6 years. Thank you.
How long have you been a disciple of the Aum Shinrikyo?
Ms. HIRAOKA. About 8 years.
Senator NUNN. About 8 years. That would mean somewhere in

the 1986-87 range?
Ms. HIRAOKA. I become monk
Mr. GUTMAN. Nun, nun.
Ms. HIRAOKA. I am sorry. Nun, 1988.
Senator NUNN. 1988. Now, what do you mean by the word "nun"?

What does that mean in the Aum religion?
Ms. HIRIoKA. I renounced home life and I devoted my life to sal-

vation for the other people.
Senator NUNN. So the word "nun" means that you have devoted

your life to the cause?
Ms. HiRAoKA. I mean devoting my life to save other people, not

to cults.
Senator NUNN. You have devoted your life to save other people?
Ms. HIRAoKA. Yes.
Senator NUNN. But is that a religious term in the Aum religion?
Ms. HIRAOKA. Yes.
Senator NUNN. Are there many nuns in the Aum religion? Are

you one of many, or are there just a few?
Ms. HIRAOKA. Yes.
Senator NUNN. There are many?
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Ms. HIRAOKA. Might be reduced now, but my memory is total
number of nuns and monks were 1,000 people, so probably nuns
were about 500.

Senator NUNN. And is a monk the same as a nun? A monk is a
male and a nun female. Is that correct?

Ms. HIRAOKA. Yes.
Senator NUNN. What caused you to join the Aum organization?
If you could interpret that for us?
Ms. HIRAOKA. I wanted to work for the other people for a long

time, and also my primary motivation to be a nun was to save the
other people, and also Master Asahara recommended me to be a
nun.

Senator NUNN. Who recommended?
Ms. HIRAOKA. Master Asahara.
Senator NUNN. Asahara. And you met him where? Where did you

meet him-Mr. Asahara?
Ms. HIRAOKA. In Japan.
Senator NUNN. In Japan?
Ms. HIRAOKA. Yes, in my town.
Senator NUNN. In your town in Japan?
Ms. HIRAOKA. Yes.
Senator NUNN. And was he a religious leader at the time you

met him?
Ms. HIRAOKA. Yes, he was.
Senator NUNN. Did you hear him make a talk? Did you hear him

make a speech, or did you meet him on a personal basis?
Ms. HIRAOKA. I listened to his lecture and after that I met him

on a personal basis.
Senator NUNN. Did he give a lecture at a university or was it a

town meeting? Where did you hear him lecture?
Ms. HIRAOKA. At a small town meeting.
Senator NUNN. Small town meeting. Did many other people join

at that time, or were you one of the few?
Ms. HIRAOKA. Many.
Senator NUNN. Many?
Ms. HIRAoKA. Quite many.
Senator NUNN. Quite a few. What did you do prior to joining the

Aum?
Ms. HIRAOKA. I went to junior college to study English literature,

and then after the graduation, I taught English to little children.
Senator NUNN. You taught English. If you could go ahead, and

when you are giving an answer, even if it is in Japanese, would
you please just speak to the microphone so we hear your descrip-
tion and then we hear the interpreter?

Ms. HIRAOKA. Oh, OK. To her?
Senator NUNN. Just speak into the microphone, and then she

will pick it up.
Mr. GUTMAN. When you speak in Japanese, speak loud enough

so the microphone hears it, and then
Ms. HiRAOKA. I see. OK.
Senator NUNN. When did you start working for the Aum?
Ms. HIRAOKA. After becoming a monk-a nun.
Senator NUNN. After you became a nun?
Ms. HIRAoKA. Yes.
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Senator NUNN. And that was in about 1988?
Ms. HRAOKA. Yes.
Senator NUNN. Did you become a nun immediately upon joining

the organization?
Ms. HIRAOKA. One month after.
Senator NUNN. One month after. And did you accept full-time

employment? Was that a full-time job?
Ms. HIRAOKA. Oh, yes.
Senator NUNN. A full-time job. Had you by that stage graduated

from college? What was your education?
Ms. HIRAOKA. Yes, I graduated from junior college already at the

time.
Senator NUNN. From junior college. Now, how long did you stay

in Japan after you went to work for the Aum organization?
Ms. HIRAOKA. About 4 years.
Senator NUNN. OK. If I could ask the interpreted also, when you

are interpreting what I am saying, if you could just go ahead and
speak in the microphone, I think it is easy to understand for the
people who are not seeing who is saying what, whether you are in-
terpreting or whether she is giving direct testimony.

For 1 year; was that right?
Ms. HIRAOKA. About 4 years.
Senator NUNN. About 4 years. When did you come to the United

States?
Ms. HIRAoKA. OK. First time to here is 1989.
Senator NUNN. And how long did you stay at that stage?
Ms. HIRAOKA. Around 1 year and a half.
Senator NUNN. About a year and a half?
Ms. HIRAOKA. Yes.
Senator NUNN. And what was your job then?
Ms. HIRAOKA. Assistant.
Senator NUNN. Assistant? And where were you located?
Ms. HIRAoKA. At the time, our New York branch was in Soho in

New York. -

Senator NUNN. In New York. Did you have an office in New
York?

Ms. HiRAoKA. Yes.
Senator NUNN. And who was-you were assistant. Who was your

immediate supervisor? Who was your superior?
Ms. HIRAOKA. Manager changes quite frequently, but the man-

ager of the New York City branch office was my boss.
Senator NUNN. And what was his name?
Ms. HIRAOKA. Mr. Joyu Fumihiro and another person is
Senator NUNN. Mr. Joyu?
Ms. HIRAOKA. Yes. And Ms. Hagesawa.
Senator NUNN. Now, how long were you assistant? How long

were you in the position of being assistant?
Ms. HIRAoKA. One year and a half.
Senator NUNN. One year and a half. Then what happened? Did

you stay in New York? Did you become the full manager or leader?
Ms. HiRAoKm. I went back to Japan.
Senator NUNN. Went back to Japan.
Ms. HIRAoKA. I went back to Japan.
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Senator NUNN. And how long did you stay in Japan at that
stage?

Ms. HIRAOKA. Around 2 or 3 years.
Senator NUNN. And when did you come back to the United

States?
Ms. HIRAOKA. 1993.
Senator NUNN. 1993. And what was your position when you

came back?
Ms. HIRAoKA. New York branch manager.
Senator NUNN. You called your position manager?
Ms. HIRAOKA. Yes.
Senator NUNN. And at that stage you were the boss?
Ms. HIRAOKA. Yes.
Senator NUNN. In the United States.
Ms. HIRAOKA. Yes.
Senator NUNN. Was anyone else in the United States above you,

or were you the top person?
Ms. HIRAOKA. At that time or right now?
Senator NUNN. At that time.
Ms. HiRAoKA. At that time I was the manager at the top.
Senator NUNN. And were there any other offices other than New

York?
Ms. HIRAOKA. At the time?
Senator NUNN. Yes.
Ms. HIRAOKA. Yes.
Senator NUNN. Where were the other offices?
Ms. HIRAOKA. I'm sorry.
Mr. GUTMAN. Other than in New York.
Ms. HIRAOKA. I made a mistake. We only have our one office in

New York.
Senator NUNN. So when you came back in 1993, you had only

one office and that office was in New York and you were the man-
ager of that office?

Ms. HIRAOKA. Yes.
Senator NUNN. So you were the top person located in the United

States in 1993?
Ms. HIRAOKA. Yes.
Senator NUNN. Are you still in that position today?
Ms. HIRAOKA. Yes.
Senator NUNN. You are the top person in the United States today

of the Aum organization?
Ms. HIRAoKA. Yes.
Senator NUNN. And who do you report to back in Japan?
Ms. HIRAoKA. About what?
Mr. GUTMAN. Who gives you orders? Who tells you what to do?
Senator NUNN. Who is your boss in Japan?
Ms. HIRAOKA. Depending on the contents, it is different.
Senator NUNN. Different people.
Ms. HIRAOKA. Different person, yes.
Senator NUNN. Go ahead and talk into the microphone.
Ms. HiRAoKA. However, I tried to talk to the higher stage, higher

level people, so I usually consult with the wife of Master Asahara.
Senator NUNN. The wife of Master Asahara?
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Ms. HiRAOKA. Yes. The wife of Master Asahara, I consult with
Master Asahara, so through his wife I consulted Master Asahara.

Senator NUNN. Do you still communicate with him through his
wife today now that he is going through the trial?

Ms. HIRAOKA. No.
Senator NUNN. Well, you don't communicate with her anymore

now?
Ms. HiAOKA. No, I don't. I didn't communicate with her. I didn't

communicate with the wife of Master Asahara.
Senator NUNN. You did or did not?
Ms. HiRAOKA. Did not.
Senator NUNN. Did not. Well, I understood you to say you did

communicate with her.
Mr. GUTMAN. Up to a certain point.
Senator NUNN. All right. Maybe you could tell us when you

stopped communicating with her.
Ms. HIRAOKA. Since there was an accident in Japan.
Senator NUNN. Since the attack in Japan? Since the accident?

You said accident in Japan?
Mr. GUTMAN. That's what she-that's how she translated it.
Senator NUNN. You said accident in Japan. And you mean by

that the subway
Ms. HIRAOKA. Yes, yes.
Senator NUNN [continuing]. Chemical
Ms. HIRAOKA. Yes.
Senator NUNN [continuing). Tragedy that happened in Japan

where people were killed?
Ms. HIRAOKA. Yes.
Senator NUNN. And you termed that an accident?
Ms. HIRAOKA. I'm sorry. I meant it-I meant the accident as

sarin gas attack.
Senator NUNN. The accident on sarin gas. Now, since that, in

your term, accident in March of 1995, with whom have you commu-
nicated? Who is your boss since then?

Ms. HIRAOKA. Since then I don't have--I don't understand who
is my immediate boss anymore. I don't have a clear understanding.
So depending on the contents of the question, I consult it to the ap-
propriate person.

Senator NUNN. But there are several people you still talk to on
the phone or by correspondence? You still are in touch with people
in Japan in the Aum organization today?

Ms. HlRAoKA. Yes. Not often, but yes.
Senator NUNN. How do you communicate? Mainly by telephone,

is that right?
Ms. HIRAoKA. Yes, over the telephone or fax.
Senator NUNN. Fax or telephone.
Ms. HiRAoKA. Yes.
Senator NUNN. Now, what are your duties with the Aum organi-

zation? What are your responsibilities?
Ms. HIRAoKA. In the New York branch?
Mr. GUTMAN. Yes.
Senator NUNN. Well, or any other duties you may have, New

York branch, but other duties also?
Ms. HIRAoKA. OK. New York.
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The main activity of the New York branch office is the religious
activities. We also deal with book sales, the Aum publishment. We
teach the members and non-members yoga and meditation method
and teach the law of the truth or Buddhist dogma, and the purpose
of that is to have a spiritual development of the other people.

Rarely, I was asked to check and do the research from Japan.
Most of them are to purchase the books on Buddhism and purchase
of the videos of the Buddhism.

Senator NUNN. How many books do you sell in a year?
Ms. HIRAOKA. It is about 100 books per year in New York City

but it is-whole United States.
Senator NUNN. About 100 books a year?
Ms. HIRAoKA. Yes.
Senator NUNN. What price do you sell the books for? What is the

price?
Ms. HIRAOKA. Depending on the book, it's different.
Senator NUNN. Just the range.
Mr. GUTMAN. What's the cheapest and the highest?
Ms. HIRAOKA. OK. The cheapest is $6.95. Highest is $14.
Senator NUNN. How much do you get paid?
Ms. HIRAOKA. Me?
Mr. GUTMAN. Yes.
Ms. HIRAOKA. I don't have a payment. I don't have a salary. They

give me pocket money.
Senator NUNN. Pocket money.
Mr. GUTMAN. Tell him how much.
Senator NUNN. They pay all your expenses, your expenses for liv-

ing in New York?
Ms. HIRAOKA. Yes, for the rent, Aum Shinrikyo is paying for my

rent.
Senator NUNN. Pays the rent. How many people work for you?
Ms. HIRAOKA. Right now? I'm the only one staff.
Senator NUNN. What about in 1993 when you first took over as

manager? How many people did you have working for you then?
Ms. HIRAOKA. Two people.
Senator NUNN. Two people? And how were they paid? Did you

pay them?
Ms. HIRAOKA. None of them had regular salary.
Senator NUNN. You just also paid them with what you call pock-

et money?
Ms. HIRAOKA. Yes, they received pocket money.
Senator NUNN. Is that paid with a check or is it paid with cash?
Ms. HrRAoKA. Cash.
Senator NUNN. Cash. And where do you get the cash?
Ms. HI.AoKA. Where did I get the cash from?
Senator NUNN. Who gives you the cash?
Ms. HIR\oKA. I was the one who got it.
Senator NUNN. Well, where did you get the cash from that you

gave them? Where did you get your cash from? Where was it-from
where was the cash derived? From whom?

Ms. HIRAmO1. In New York branch office, our income source was
the donation of the members and support from the Japanese Aum
Supreme Court.
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Senator NUNN. But when you got cash, was that cash sent to
your from Japan, or was it cash raised from members in this coun-
try, or both?

Ms. HIRAOKA. Both.
[Witness confers with counsel.]
Ms. HIRAoKA. I'm sorry. I can't get your questions. I can't get

your point.
Senator NUNN. Well, let's go ahead to another question. How

many members did you recruit? How many members of the Aum
do you have now?

Ms. HIRAOKA. Around 25.
Senator NUNN. In the United States?
Ms. HIRAOKA. Yes.
Senator NUNN. About 25 members?
Ms. HIRAOKA. Yes.
Senator NUNN. Very small group.
Ms. HIRAOKA. Very small.
Senator NUNN. And how many of those people are paid by the

Aum?
Ms. HIRAOKA. The 25 members mentioned are the members, but

they are not monk nor nun, so they don't receive any money from
Aum Supreme Court.

Senator NUNN. OK. So they do not receive pay, then. They are
just-

Ms. HIRAOKA. No.
Senator NUNN. They are members,
Mr. GUTMAN. Tell him how much you get.
Ms. HiRAOKA. Money?
Senator NUNN. Yes. Approximately how much pocket money do

you get a year?
Ms. HIRAoKA. For monk and nun?
Mr. GUTMAN. You, personally.
Ms. HIRAOKA. OK. One month is $80. Eighty dollars.
Senator NUNN. Eighty dollars how often?
Ms. HIRAOKA. One month.
Senator NUNN. One month.
Ms. HIRAOKA. Yes. This is the pocket money from monk and nun.
Senator NUNN. Can you live off of $80 a month?
Ms. HIRAOKA. Because only for my belonging.
Senator NUNN. OK. They pay your rent?
Ms. HIRAOKA. Yes.
Senator NUNN. They pay your rent.
Ms. HIRAOKA. Yes.
Senator NUNN. And you live near your office? Do you live near

your office?
Ms. HIRAoKA. In the office. I live in the office.
Senator NUNN. You live in the office?
Ms. HIRAoKA. Yes.
Senator NUNN. Who is the leader of the Aum organization world-

wide?
Ms. HImROKA. I think Master Shoko Asahara.
Senator NUNN. Master Asahara?
Ms. HxiRoKA. Master Shoko Asahara.
Senator NUNN. Is he also known as Matsumoto?
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Ms. HIRAOKA. His real name is Chizuo Matsumoto.
Senator NUNN. His real name is Matsumoto?
Ms. HIRAOKA. Matsumoto.
Senator NUNN. And Asahara is a religious name?
Ms. HIRAOKA. I don't know.
Senator NUNN. You don't know. Did Mr. Asahara authorize the

opening of the New York office?
Ms. HIRAOKA. At that time I was not there, so I was not sure,

but I think so.
Senator NUNN. Do you know how many members there were in

other parts of the world, or is your knowledge mainly limited to
New York?

Ms. HiRAOKA. Before the sarin gas attack in Japan, I heard that
in Russia there are 30,000 members and in Germany there are one
or two, and about 100 members in Sri Lanka, but it might be a dif-
ferent number now.

Senator NUNN. Did you talk to other members in other parts of
the world frequently, like Germany? Did you talk to people that be-
longed to Aum in Germany?

Ms. HIRAOKA. Very rarely I talked to the people in branch office
in Germany.

Senator NUNN. Did you hear Mr. Asahara preach or give lectures
about a battle with the United States, between Japan and the
United States?

Ms. HIRAOKA. Yes.
Senator NUNN. And did you hear that when you first joined the

Aum? When did you hear him give those lectures about a battle be-
tween Japan and the United States?

Ms. HIRAOKA. I listened to him lecturing about U.S. about war
in 2 years-in these 2 years.

Senator NUNN. Which 2 years?
Ms. HIRAOKA. Most recent.
Senator NUNN. Most recently?
Ms. HiRAOKA. Yes.
Senator NUNN. Did he give this kind of lecture when you first

joined in 1988, or was it just in the most recent 2 years?
Ms. HIRAoKA. Only recently, not in the past.
Senator NUNN. Could you tell us about that in your own words?

Could you describe what he was predicting?
Ms. HIRAoKA. About the war between Japan and America?
Senator NUNN. Yes. What did he say about that?
Ms. HIRAOKA. The Japanese economic situation will be stag-

nated, and there will be a war in Japan and many Japanese people
will be harmed.

Senator NUNN. Did he say that the war would be with the Unit-
ed States?

Ms. HIRAOKA. Yes, he did.
Senator NUNN. So it was going to be a war between Japan and

the United States?
Ms. HIRAOKA. Yes.
Senator NUNN. When did he predict this would occur?
Ms. HiRAoKA. I don't recall the exact date, but I guess I heard

it will occur in a few years.
Senator NUNN. In the next few years?
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Ms. HIRAOKA. Yes.
Senator NUNN. Did you believe that?
Ms. HIRAOKA. At that time when I heard the lecture, I believed

that. But now I started to doubt it.
Senator NUNN. When did you start to doubt that?
Ms. HIRAOKA. Recently when there was the trial in Japan, I

began to doubt Master Asahara's prediction, whether it's true or
not.

Senator NUNN. Could you tell us what you know about the sub-
way-in your words, you called it an accident-the subway accident
that occurred in March of 1995 in Tokyo? Could you tell us what
you know about that?

Mr. GUTMAN. If I may, Senator, I realize that the word "accident"
was used in the translation, but if we could go back, what is the
Japanese word she used and was it really "accident" or "incident"
or something else?

Ms. HIRAOKA. All I know about that sarin gas attack is through
the media and what I listened-what I heard.

Senator NUNN. Just your news media reports is all you know?
Ms. HIRAOKA. Yes.
Senator NUNN. No one called you from Tokyo or anywhere else

and explained to you what happened?
Ms. HIRAOKA. No.
Senator NUNN. Did you intend to use the word "accident"?
Mr. GUTMAN. You understand the difference between "accident"

and "incident"?
Ms. HIRAOKA. Yes. My English is not good. I'm sorry.
Senator NUNN. Right, right.
Ms. HiRAoKA. That's why maybe "accident" is not right word.
Senator NUNN. So you mean to use the word "incident"?
Ms. HIRAOKA. Yes. Yes.
Senator NUNN. I was going to ask you if you had any reason to

believe it was an accident rather than a deliberate attack.
Ms. HIRAOKA. I don't know.
Senator NUNN. You don't know?
Ms. HmiAoKA. I don't know.
Senator NUNN. Did anyone ever call you from Japan after March

of 1995 in the Aum organization or otherwise and explain to you
what had happened in that Tokyo tragedy?

Ms. HIRAOKA. No.
Senator NUNN. No one ever did?
Ms. HiRAoKA. No.
Senator NUNN. Did you talk to Mr. Asahara after March of 1995?
Ms. HiRAoKA. I don't remember clearly. I don't remember if that

was before or after the accident-after that sarin attack, but only
once he called me-

Mr. GUTMAN. There again we have the word "accident." I don't
think that is what she-

Ms. HIRAOKA. Incident.
Mr. GUTMAN. Incident.
Senator NUNN. Incident. So you did talk to him, but you do not

know-whether it was before or after March of 1995?
Ms. HiRAoKA. Probably after the March 20.
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Senator NUNN. You think you talked-you believe you talked to
Mr. Asahara after the March 1995 attack?

Ms. HIRAOKA. He called me, yes.
Senator NUNN. He called you?
Ms. HIRAOKA. Yes.
Senator NUNN. Can you tell us what he told you?
Mr. GUTMAN. Simply, what did he say to you?
Ms. HiRAOKA. I was asked to tell one statement to the American

media.
Senator NUNN. And what was that statement?
Ms. HiRAOKA. I don't think I can remember very well.
Senator NUNN. Just tell us what you remember, your best mem-

ory of what he told you.
Ms. HIRAOKA. Master Asahara said, the statement was-
Senator NUNN. Excuse me. Talk right into the mike, if you

would.
Ms. HIRAOKA. It's a kind of religious suppression, and we are the

earnest Buddhist organization. So we have no relation to that
Tokyo gas attack.

Senator NUNN. When you say that he told you it's a kind of a
religious operation-is that what you said?

Ms. HIRAOKA. Religious suppression.
Senator NUNN. Suppression. What do you mean by it's a kind of

religious suppression? What does that mean?
[Witness confers with counsel.]
Mr. GUTMAN. She doesn't really understand the question.
Senator NUNN. Well, we are just really trying to get her to say

in her own words what he told her.
Mr. GUTMAN. I understand.
Senator NUNN. That is the question.
Ms. HIRAOKA. He meant-the religious suppression means that

the people-the Japanese Government blame Aum for the Tokyo
gas attack.

Senator NUNN. Did you talk Lo him just one time, or did you talk
to him several times after the March 1995 attack?

Ms. HIRAOKA. That was only one time.
Senator NUNN. Only one time. And he called you?
Ms. HIRAOKA. Yes.
Senator NUNN. Have you talked to his wife since March of 1995?
Ms. HiRAoKA. No.
Senator NUNN. Do you know Mr. Hiramatsu?
Ms. HIRAoKA. Yes.
Senator NUNN. Was he a member of the Aum organization?
Ms. HIRAOKA. He was monk.
Senator NUNN. He was a monk. Was he in Japan or was he in

the United States?
Ms. HIRAOKA. In Japan.
Senator NUNN. He was in Japan? Was he a higher rank than

you? Was he your boss? Did you report to him?
Ms. HIRAoKA.-He was a little bit higher than me.
Senator NUNN. He was a little higher up?
Ms. HiRAOKA. Yes.
Senator NUNN. Did he give you directions?
Ms. HIRAoKA. Yes.
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Senator NUNN. He gave you instructions?
Ms. HiRAOKA. Yes.
Senator NUNN. Did Mr. Hiramatsu ask you to help him buy cer-

tain goods from-America?
[Counsel confers with witness.]
Ms. HIRAoKA. Mr. Hiramatsu told me on the phone and by fax-

he gave me the direction to do this and to do that, so I followed
his directions.

Senator NUNN. So he was the person you took directions from in
terms of making purchases in the United States?

Ms. HIRAoKA. Yes.
Senator NUNN. Did you know, do you know a company by the

name of Maha Posya?
Ms. HiRAOKA. Maha Posya?
Senator NUNN. Maha Posya.
Ms. HiAoKA. Yes.
Senator NUNN. Could you tell us what you know about that com-

pany?
Ms. HiRAoKA. All I know is they are selling the computers.
Senator NUNN. They are?
Ms. HIRAOKA. Selling the computers.
Senator NUNN. Selling computers. Are you familiar with a cor-

poration in Connecticut by the name of Zygo?
Ms. HIRAOKA. I have heard of it. _
Senator NUNN. Did you have conversations with Zygo? Did you

try to make purchases there?
Ms. HiRAoKA. I called up them because Mr. Hiramatsu or Mr.

Maki-I don't remember clearly-gave me the direction.
Senator NUNN. Excuse me. Would you repeat that?
Ms. HIRAOKA. Mr. Hiramatsu or Mr. Maki-I don't remember

which one-gave me the direction, and I followed their direction,
and I contacted them.

Senator NUNN. So you did contact Zygo Corporation?
Ms. HimAOKA. Yes.
Senator NUNN. And you were taking direction from Mr.

Hiramatsu?
Ms. HI1AoKA. Either Mr. Hiramatsu or Mr. Maki. I don't remem-

ber.
Senator NUNN. Someone.
Ms. HiRoKA. Someone.
Senator NUNN. And they told you what to buy; then you tried to

buy it. Is that right?
Ms. HiRAoKA. Yes,-he just-yes, he gave me that in a fax to-

he sent a fax to me to do something, so I just did what he told me
to do.

Senator NUNN. Did you assist Mr. Hiramatsu in his attempt to
purchase a very expensive laser measuring device?

Ms. HIRAoKA. As for the purchase of this machine, I don't re-
member it clearly.

Senator NUNN. You don't?
Ms. HiAoKA. Remember it clearly.
Senator NUNN. You did try to purchase that type machine,

though; is that right?
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Ms. HIRAOKA. I don't remember. Some kind of machine, but I
don't remember.

Senator NUNN. You don't remember what kind of machine? You
did try to make purchases from Zygo Corporation, though; is that
right?

Ms. HIRAOKA. I just followed the direction from Japan.
[Witness confers with counsel.]
Ms. HiRAOKA. Usually, this process-I will explain how I commu-

nicate, how I get the direction, and how I follow the direction from
Mr. Maki and Mr. Hiramatsu.

Senator NUNN. OK.
Ms. HIRAoKA. When I received fax from Mr. Maki or Mr.

Hiramatsu, fax, I just simply cut out the Japanese part at the top,
and I send the company the-I make a copy, then I send the fax
to them.

Senator NUNN. Did you know what the use of this equipment
was intended to be?

Ms. HIRAOKA. I don't know.
Senator NUNN. You didn't know about that?
Ms. HIRAOKA. I didn't know about that.
Senator NUNN. Did you ever ask the question, what is this going

to be used for?
Ms. HIRAoKA. I just-
Senator NUNN. The question is: Did you know that these devices

that you were attempting to purchase based on the orders you had
gotten were devices that could be used for military purposes?

Ms. HIRAOKA. I didn't know that.
Senator NUNN. You did not know that?
Ms. HIRAOKA. I didn't know that.
Senator NUNN. Did you have any discussions with the people in

Japan about how they were going to use this equipment?
Ms. HIRAOKA. No.
Senator NUNN. You did not?
Ms. HIRAOKA. No.
Senator NUNN. So your testimony is you were simply carrying

out their orders?
Ms. HIRAOKA. Yes.
Senator NUNN. Are you familiar with a company called Biosym

Technologies, Inc.?
Ms. HIRAoKA. Yes, I heard of that.
Senator NUNN. You've heard of that?
Ms. HmAOKA. Yes.
SenaLor NUNN. Did you make an order there? Did you try to

make some purchases there?
Ms. HIRAoKA. I follow the same procedure as I explained before.

I got the direction from Japan, and I follow the direction.
Senator NUNN. Did you know what the equipment would be used

for?
Ms. HiAOKA. I don't know.
Senator NUNN. You did not. Do you recall being asked by Mr.

Hiramatsu or Mr. Maki to find out about how to make military
knives?

[Counsel confers with witness.]
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Ms. HTRAOKA. What I remember about this subject is I remember
either Mr. Maki or Mr. Hiramatsu contacting me, and they told me
that in order to make an army knife in Japan, they are looking for
steel. And they told me the specific thickness and weight to make
the army knife.

Senator NUNN. Did you try to purchase steel?
Ms. HTRAoKA. At that time I contacted many companies to look

for the specific steel.
Senator NUNN. How much was the quantity? What quantity of

steel?
Ms. HiRAoKA. I don't remember it well, but something with tons.
Senator NUNN. Tons of steel. Tons, lots of steel?
Ms. HIROKA. I don't remember.
Senator NUNN. You don't remember exactly. Did Mr. Hiramatsu

come to New York and take documents after the March 1995 at-
tack?

Ms. HiRAOKA. Yes.
Senator NUNN. He came to your office?
Ms. HIRAOKA. Yes.
Senator NUNN. Do you remember when that was?
Ms. HmiOKA. Around March or-around March.
Senator NUNN. In March of 1995?
Ms. HiRAoKA. March or April or
Senator NUNN. Did he take most of the paper and documents in

your office?
Ms. HiRAOKA. Not all of them, but something related to his busi-

ness.
Senator NUNN. He took most of the documents relating to the

purchasing?
Ms. HiRAOKA. Yes.
Senator NUNN. And most of the financial records?
Ms. HJRAOKA. Yes, financial records and bank records.
Senator NUNN. He took most of the documents relating to pur-

chasing most of the financial records and most of the bank records?
Ms. HiRAOKA. Also by faxing and correspondence.
Senator NUNN. And most of the faxes going back and forth?
Ms. HIRAoKA. Yes.
Senator NUNN. Did you say yes?
Ms. HimAoKA. Yes.
Senator NUNN. Did he tell you why?
Ms. HiRAOKA. Because New York branch office might be inves-

tigated by police.
Senator NUNN. Might be investigated by police and that's the

reason he took the records.
Ms. HIRAoKA. Yes.
Senator NUNN. Did he indicate that they might be investigated

relating to the March attack in Tokyo?
Ms. HIRAoKA. No, he didn't say anything.
Senator NUNN. He didn't say anything about that?
Ms. HIRAoKA. No.
Senator NUNN. Did anyone in the Aum organization ever tell

you-anyone, not just the one we have talked about-that the at-
tack in Tokyo had been carried out by the Aum organization?

Ms. HIRAoKA. From Japan or-
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Senator NUNN. Any member of the organization?
Ms. HIRAOKA. No I told you, I got only this information through

media.
Mr. GUTMAN. So the question is did anyone of them ever say to

you, yes, we did it?
Ms. HIRAoKA. Oh No, I haven't heard any.
Senator NUNN. Nobody ever told you they carried out the attack?
Ms. HIRAOKA. No. I didn't.
Senator NUNN. If Mr. Hiramatsu or Mr. Maki called you today

and asked you to contact U.S. companies to buy equipment, would
you carry out those orders?

Ms. HIRAOKA. No.
Senator NUNN. You would not?
Ms. HIRAOKA. No.
Senator NUNN. Why?
Ms. HJ1AOKA. Because-well, let me tell you my feeling. We are

strict Buddhists, and we follow-we strictly follow non-violence. We
don't even kill insects. And we are hoping for the people's liberation
from the suffering.

But if part of Aum Shinrikyo people did-were involved in sarin
attack and other incidents, accidents, I truly regret it, and I am
really feeling sad about it.

(Pause.]
Mr. GUTMAN. Can you catch up with that?
Senator NUNN. Yes, why don't you tell us what she said now at

this point?
Ms. HIRAOKA. I have been watching the trial very closely, and

until Aum prove its innocence definitely, I do not-I don't think I
should-I should be reserved.

Senator NUNN. Thank you for testifying. We appreciate your tes-
timony, and we may need to get back in touch with you through
your attorney.

Mr. Gutman, we appreciate your cooperation.
Mr. GUTMAN. Thank you for your courtesy.
Ms. HIRAOKA. Thank you.
Senator NUNN. We will have all the cameras now turned away,

and we will resume this hearing tomorrow morning. When all the
cameras have been turned away, you can have the witness leave
the room.

I have to go vote, so I am going to leave.
Mr. GUTMAN. Thank you, Senator.
Senator NUNN. We will include in the record a letter from the

Australian Embassy. 1
[Whereupon, at 2:31 p.m., the Subcommittee was adjourned.]

I The letter appears as Exhibit No. 13b in the Appendix on page'608.
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OPENING STATEMENT OF SENATOR STEVENS
Senator STEVENS. Good morning. Yesterday, during the opening

day of these hearings, the Committee heard detailed testimony re-
garding how the Aum Shinrikyo, a Japanese religious cult with
members worldwide, apparently carried out chemical weapons at-
tacks on the people of Japan. Yesterday's testimony painted a
gloomy picture of how easily an organization bent on destruction
can arm itself with chemical and biological weapons and how even
the crude deployment of these weapons can be deadly.

The Aum's chemical weapons attacks portray the threat from the
proliferation of chemical and biological weapons as very much a re-
ality, one that the United States and all nations must be aware of,
must prepare for, and must work against.

Today, this Committee turns from the shocking activities alleg-
edly undertaken by the Aum to an examination of how we can min-
imize such threats and whether we are prepared to respond to
them if the need arises. Our witnesses will examine the problems
experienced by the states of the former Soviet Union in protecting

(149)
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their massive chemical and biological weapons stockpiles, problems
exacerbated by their struggles to adjust to democratic governments
and market economics.

The Committee will also hear from representatives of the agen-
cies that have the Federal responsibility for combatting the threat
of and responding to terrorist incidents, particularly those that in-
volve weapons of mass destruction. After yesterday's disturbing tes-
timony, we are all looking forward to hearing how well prepared
we are to deal with the threat of chemical or biological weapons at-
tack with the hope that we may determine what else our citizens
-must do to protect themselves and ourselves against this threat.

Again, Senator Nunn, I commend you for these hearings and the
minority staff for conducting the investigation. This is a difficult
period for us. I go to another committee chairmanship and will
probably not be back today, although I will try to get back. I do
hope that you will call upon us if there is anything we can do to
assist you, but once again, I turn the gavel over to you.

OPENING STATEMENT OF SENATOR NUNN
Senator NUNN [presiding]. Thank you very much, Mr. Chairman.

I know you are going to have to come and go during these hearings,
Mr. Chairman, but I want to thank you very much and thank Sen-
ator Roth and all the cooperation we have had from the majority.

This Subcommittee has been unique for years. Senator Roth has
been Chairman of it. I have been Chairman of it. I have been rank-
ing member and he has been ranking member and we have always
run it on a non-partisan basis. The minority has a much smaller
staff, but we are able to run our own investigations in close concert
and coordination with the majority. So in many ways, this is a
unique Subcommittee. Mr. Chairman, I appreciate very much your
splendid cooperation.

I might also say, Senator Stevens, that your role on the Appro-
priations Committee in dealing with the funding for the various
elements of our nonproliferation effort is absolutely crucial and you
have been a stalwart in supporting the Cooperative Threat Reduc-
tion Program, the Nunn-Lugar program, and all of the programs
that are dealing with these matters that we are going to hear dur-
ing the course of the day, some of the soft spots and some of the
areas where we really need to beef up.

I thank you for what you have already done. You have been a
real leader in this area and I know that we will continue to work
together very closely. Senator Cohen and Senator Lugar are here
again today and they have been, of course, leaders in this whole
effort on nonproliferation also.

Yesterday, we established the frightening case of the Aum
Shinrikyo, the doomsday cult that carried out the sarin gas attack
on the Tokyo subway system in March of this year, killing 12 and
injuring over 5,000. The testimony showed this cult, which
preached a philosophy of Armageddon between the United States
and Japan, was a clear danger not only to the-Japanese govern-
ment but also to the security interest of the United States.

As we heard yesterday, the Aum was a worldwide organization
with tens of thousands of members, including scientists and tech-
nical experts in Japan and Russia who were recruited to develop
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weapons of mass destruction. The cult produced chemical weapons,
including toxic chemical agents such as sarin, VX, phosgene, and
sodium cyanide and had successfully used sarin on at least two oc-
casions against large groups of innocent civilians. The Aum sci-
entists were in the process of developing biological weapons, includ-
ing anthrax, botulinum toxin, and "Q" fever.

The cult actively engaged in obtaining sensitive technologies in
the United States. We heard the leader of the cult from New York
yesterday admit that she had engaged in purchasing technology to
assist in weapons development, and they had acquired conventional
armaments and attempted to acquire technology relating to weap-
ons of mass destruction and technologies from the former Soviet
Union as well as elsewhere.

The Aum produces a remarkable example of the threat modern
terrorism poses to all civilized nations. The cult's rise and its ef-
forts to obtain and use weapons of mass destruction raise numer-
ous policy issues, however, that extend well beyond the specific
threat posed by Asahara and his followers. The ease with which
the Aum accessed the vast international supermarket of weapons
and weapons technology is particularly troubling, especially in light
of the current state of the economies and governments of the
former Soviet Union.

flow much this cult acquired that we do not know about and how
much more they could have obtained is a major unanswered ques-
tion. How much the next group may be able to acquire is perhaps
an even more important question.

We will explore some of these issues with our first panel this
morning as they discuss the security and accountability of chemical
and biological weapon stockpiles in the former Soviet Union and
the effectiveness of various arms control and nonproli ration re-
gimes. Included in this panel is a former Russian chemical weap-
ons scientist who will discuss his concerns with the controls over
the massive stockpiles of weapons in Russia.

Another troubling aspect of this case is that despite the Aum's
overt and far-flung activities, no U.S. law enforcement or intel-
ligence agency perceived them as dangerous, much less a threat to
national security, prior to the March 20 subway attack this year.
How does a fanatic intent on triggering an Armageddon between
the United States and Japan with virtually unlimited funds and a
worldwide network of operatives escape the notice of Western intel-
ligence and law enforcement? What happened to the coordination
between the United States and Japan?

These are important and disturbing questions which we will ex-
plore with our second panel later this morning. They include Gov-
ernment representatives from law enforcement, the intelligence
community, and public health services.

The case of the Aum can provide us with many instructive les-
sons about weapons proliferation, about the capabilities and limita-
tions of intelligence and law enforcement, and about the adequacy
of our medical and civil preparedness. It is my hope, Mr. Chair-
man, that with this set of hearings we will begin the important
process of learning these lessons.
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OPENING STATEMENT OF SENATOR COHEN
Senator COHEN. Thank you very much, Senator Nunn.
As Senator Stevens indicated yesterday, because of your long

work in this area and your leadership in this area, it is appropriate
that you, in fact, should be serving as Chairman of the hearing. I
think your statement has covered the basic elements that we wish
to pursue this morning and we should proceed, unless, Senator
Lugar, would you like to make a statement?

OPENING STATEMENT OF SENATOR RICHARD G. LUGAR
Senator LUGAR. I have just a short statement, Mr. Chairman,

and I will not cover the same ground that Senator Nunn has cov-
ered.

We were told yesterday that the Japanese cult was "not on the
radar screen" of U.S. law enforcement and intelligence agencies be-
fore the sarin gas attack. That is surprising, considering the cult
had accumulated over $1 billion in assets and established offices in
six countries on four continents. Obviously, the response of the
United States to this threat has not begun to approximate our
stakes in the matter.

A new level of commitment, effort, and resources is required, and
that obviously is the basic reason for this hearing today. We need
an effective mechanism to integrate the full range of policy tools in
order to address effectively the dangers to our country from the
proliferation of weapons and materials of mass destruction.

I look forward to hearing the panelists.
I thank you, Mr. Chairman.
[The prepared statement of Senator Lugar follows:]

PREPARED STATEMENT OF SENATOR LUGAR

Yesterday, we heard testimony on the worldwide activities of the so-called Japa-
nese "Dooms-Day Cult." We were told that the Japanese cult was not "on the radar
screen" of U.S. law enforcement and intelligence agencies before the sarin gas attack
on the Tokyo subway last March. This is surprising, considering the cult accumu-
lated over $1 billion in assets and established offices in six countries on four con-
tinents.

Cult members actively recruited scientists and technical expert in Japan, Russia,
and elsewhere in order to develop weapons of mass destruction. They succeeded in
producing chemical weapons, including toxic chemical agents such as Sarin, VX, and
sodium cyanide; and they were in the process of developing biological weapons, in-
cluding anthrax, botulism, and "Q" fever.

We learned how close we came to witnessing acts of nuclear, chemical, and bio-
logical terrorism directed toward the United States. We were told how much more
devastating the attacks in Tokyo could have been if the cult had simply waited a
little longer and perfected their delivery systems. While the probability of a large
scale nuclear, chemical, and biological exchanges between Russia and the United
States has mercifully decreased since the end of the cold War, the probability of one
or several weapons of mass destruction detonating in Japan, Russia, Europe, the
Middle East or even the United States has increased.

This morning, we must look to the future to determine what the United States
and its friends and allies must do to guard against such threats. The United States
must devise a program of action that is as focused, serious, and vigorous- as our
strategy during the Cold War. If we do not, then I believe the United States has
every reason to anticipate acts of nuclear, chemical, and biological terrorism against
American targets before this decade is out.

To date, the U.S. response to this new threat has not even begun to approximate
U.S. stakes in the matter. A new level of commitment, effort, and resources is re-
quired. We need a multifaceted, integrated strategic response to the challenge of
technology diffusion.
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It is clear to me following yesterday's hearing that what we need today is an effec-
tive mechanism to integrate the full range of policy tools in order to address effec-
tively the dangers to this country from the proliferation of weapons and materials
of mass destruction.

During the course of yesterday's hearings, several Members focused on the need
for effective inelligence in countering proliferation successfully.

Some witnesses yesterday emphasized the need for effective defense programs in
order to counter the proliferation of weapons of mass destruction.

We have also dealt in other hearings with the use of military force to deal with
the problem of proliferation.

Subcommittee staff discussed yesterday the utilization of export controls as a cen-
terpiece of U.S. nonproliferation efforts.

And lastly, reference was made repeatedly during yesterday's hearing to the sev
eral contributions that arms control treaties and agreements can make to the fight
against proliferation. Senator Nunn and I both cited the Chemical Weapons Conven-
tion that has been submitted to the Senate, and asked what contribution that Con-
vention might have made in dealing with the circumstances that gave rise to the
Tokyo subway attack.

We all recognize that, as with any other policy instrument, arms control and the
Chemical Weapons Convention in particular, is not the total answer. No one should
expect the CWC to carry more of a burden than it was intended to bear. By the
same token, the CWC may help us to reduce the scope of the chemical problem to
more manageable proportions, and, for that reason, it must be considered in com-
bination with other policy tools.

I would hope that we might explore with our witnesses today an appropriate
package of policy tools that will aid us in coping with a threat that is real and that
will be with us for many years to come.

Senator COHEN. Thank you very much, Senator Lugar.
Senator NUNN. We swear in all the witnesses for our Subcommit-

tee, so if all of you will rise and raise your right hand and take
the oath.

Do you swear the testimony you give before this Subcommittee
will be the truth, the whole truth, and nothing but the truth, so
help you, God?

Ms. SMITHSON. I do.
Dr. MIRZAYANOV, I do.
Mr. LEITENBFRG. I do.
Mr. MOODIE. I do.
Senator NUNN. Thank you. I believe this morning we are going

to lead off, Mr. Chairman, with Amy Smithson, !who is a Senior As-
sociate at the Henry L. Stimson Center. Amy, we are glad to have
you this morning.

TESTIMONY OF AMY E. SMITHSON, SENIOR ASSOCIATE,
HENRY L. STIMSON CENTER

Ms. SMITHSON. Thank you very much.
Because we have lived under the shadow of a potential nuclear

holocaust for over half a century, an incredible amount of time and
energy has been focused on preventing the accidental or intentional
launch of nuclear weapons. Few would argue that this was not
time well spent, but it is often the less-obvious threat that mate-
rializes. Therefore, I would like to thank this Committee for look-
ing into the threat that chemical and biological weapons pose to
the safety and security of U.S. soldiers and citizens.

Since the end of the Cold War has pulled us back from the nu-
clear brink, the threat that we face from chemical and biological
weapons is equally, if not more, tangible than the nuclear weapons
threat. This argument gains credibility in the aftermath of recent
events in Tokyo. The testimony that we heard yesterday was quite

20-875 96-6
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shocking, and this event was a wake-up call for ine. In fact, it
prompted me to examine more closely the security of Russia's
chemical weapons stockpile, which even at the declared level of
40,000 metric tons is the world's largest.

Russia's declared stockpile is stored at seven different sites, as
this map shows. I interviewed individuals who had been to four of
these seven sites. The results of my research are presented in my
prepared statement, which I will summarize for you now.

Senator NUNN. All of your complete statements will be part of
the record and entered into the record, so your summaries will
highlight that and your complete statement will be in the record.
I have read the statements, as well.

Ms. SMITHSON. Thank you. Physical security is a catch-all term
for the barriers, such as fences, that are supposed to impede an at-
tack on one of these sites until the guards can respond. The phys-
ical security at these sites is not nearly as abundant nor as ad-
vanced as the measures one would find at sensitive Western mili-
tary bases. In fact, it was characterized as similar to what one
would find at a U.S. chemical weapons storage sites in the 1950s.
One eyewitness described this physical security as "good enough to
keep an honest man out."

Gaps in physical security were more evident in some cases than
in others. For instance, perimeter lights were seen at two of these
sites, although they were few in number and appeared to be poorly
maintained, but they were not seen at two other sites. The railway
entrances into these facilities appeared to be a particularly egre-
gious security shortcoming. No guards were seen at these gates,
which were closed only with a padlock.

If we can bring up the second chart now, I would like to talk for
a moment about the physical security that was observed at individ-
ual storage buildings. Some of these buildings are made of wood
and have wooden doors. Others are made of concrete blocks, but at
the rear of these buildings, there are large mesh grills. At three of
the sites that were visited, the only physical barrier to the entrance
of these buildings was a single-key padlock.

Intrusion detection devices, in this instance rudimentary circuit
breakers, were observed on the doors of the buildings at one of
these sites and possibly at another site. Such devices were not ob-
served on the buildings at the two other sites that were visited, nor
for that matter were electronic intrusion detection sensors observed
at the perimeter of any of the four sites.

Senators you do not have to be an expert in security to see the
problems here. It would appear that all that is necessary to gain
entrance into these storage buildings is a bribe, a dark night, some
dark clothing, a little bit of muscle, and a crowbar. Yes, I said a
crowbar. You do not need dynamite to jimmy a padlock, pry open
a mesh grill, or loosen the boards on a wooden building. Many
American homes have more sophisticated and probably more abun-
dant physical security than was observed at these storage build-
ings.

Perhaps it is useful to recall at this point that some 32,000 met-
ric tons of Russia's arsenal are lethal nerve agents. Some of these
munitions, such as artillery shells, weigh between 90 and 100
pounds when they are fully loaded. They are quite portable. These
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same artillery shells can be fired from any of the tens of thousands
of Soviet-made artillery pieces that are scattered around the globe.

Furthermore, because tamper-proof seals are apparently not
being used across the board, it appears that chemical agent can be
siphoned from bulk storage containers.

Such deficiencies in physical security are compounded by the
methods that are apparently being used to keep track of Russia's
chemical arsenal, which offer opportunities for insider theft. All in
all, Russia's chemical weapon storage sites may well be more vul-
nerable to theft from within and attack from without than Russia's
nuclear facilities.

Given these circumstances, I have two recommendations to offer.
First, prudence would dictate that additional funds quickly be set
aside to help buttress the security at these sites via the Nunn-
Lugar Cooperative Threat Reduction Program. Perimeter security
could be strengthened by adding lights and closed-circuit TV, which
would allow guards to more rapidly identify and respond to intrud-
ers. More rugged locks, doors, and tamper-proof seals are also in
order. These and other measures could markedly enhance the secu-
rity of these facilities.

The amount called for is modest in comparison to most defense
expenditures, on the order of tens of thousands, not hundreds of
millions. To date, $55 million has gone to assist Russia's chemical
weapons destruction program. These resources are being put to
very good use, so I am not suggesting that Peter be robbed to pay
Paul.

Second, the quickest route to bring outside inspectors into these
facilities to inventory and further secure these weapons is through
the Chemical Weapons Convention. As of this month, this treaty
has been waiting 2 years for an up or down vote in the Senate. I
am deeply concerned that the Senate has not recognized the oppor-
tunities that the Convention presents to address not only Russia's
assorted chemical weapons problems but the-worldwide problem of
chemical weapons proliferation.

With your permission, Mr. Chairman, I would like to use this op-
portunity to introduce a new Stimson Center report. The title just
about says it all.

Senator NUNN. What is the title?
Ms. SMITHSON. The U.S. Senate and the Chemical Weapons Con-

vention: The Price of Inaction.1

The costs of the Senate's failure to provide its consent to ratify
this treaty are more palpable with each passing day. Without the
Convention, there is a gaping hole in U.S. nonproliferation policy.
Without the Convention, we deprive ourselves of very useful tools,
routine and especially challenge inspections, to investigate our con-
cerns about chemical weapons programs in Russia and elsewhere.
Without the Convention, we deny the intelligence community -a
steady flow of information that it has stated would help sharpen
its proliferation assessments.

The lack of U.S. participation in the Convention undercuts not
only its long-term viability but other efforts to control dual-use
technologies and materials. If this treaty flounders, the attempt to

I See Exhibit No. lb in the Appendix on page 445.
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add meaningful verification provisions to the Biological and Toxin
Weapons Convention will also probably fail.

The Senate's inaction on the Convention also underscores the gap
that is increasingly evident between U.S. rhetoric and U.S. action.
America claims to be the leader of the post-Cold War world. This
treaty outlaws a category of weapons that is universally abhorred.
A decade ago, Congress mandated that the Army unilaterally de-
stroy well over 95 percent of this stockpile. If the Senate cannot
give its consent to ratify this treaty, just what kind of leadership
can American citizens and the world expect of Washington?

These are just a few of the points identified by the report's au-
thors, which include Senator John Glenn and also Mike Moodie,
who is testifying here today. This report also comes with additional
counsel from former Secretary of State Lawrence Eagleburger,
former National Security Advisor Brent Scowcroft, and Senators
Nancy Kassebaum, John Kerry, and Joe Biden, as well as the
Chemical Manufacturers Association, among others, to get on with
the business of ratifying this treaty.

Senator Lugar, I think you hit it right on the mark yesterday
when you asked the question, why is the Senate not debating the
Chemical Weapons Convention?

In conclusion, even though the specific problems of lax security
at Russia's chemical weapons storage sites have preoccupied me of
late, it is hard to ignore the overall problem of chemical weapons
proliferation. At present, about 30 countries are believed to be har-
boring chemical weapons capabilities or stockpiles.

Senators in the absence of purposeful action to address these
problems, U.S. soldiers are more likely to encounter chemical weap-
ons on some foreign battlefield and chemical terrorism is more like-
ly to migrate to America's shores.

Thank you for your attention. I look forward to your questions.
[The prepared statement of Ms. Smithson follows:]

PREPARED STATEMENT OF MS. SMITHSON

On March 20th, religious zealots in Japan broke a taboo against use of weapons
of mass destruction by terrorists and, in the process, provided an ominous glimpse
into future acts of terrorism. Contrary to most expectations and fears, the weapon
of choice was not nuclear, but chemical. Twelve were killed and over 5,000 injured
when the nerve gas sarin was released during the morning rush hour on Tokyo's
crowded subway system.' Now that this line has been crossed, other terrorists and
leaders of rogue states may try to follow in Aum Shinrikyo's path.

Moreover, U.S. policy makers need only recall the terrorists acts in New York City
in 1991 and Oklahoma City in 1995 that stunned the whole world to face the ugly

possibility that chemical terrorism could migrate to U.S. shores or even originate
ere. President Bill Clinton observed, "In light of what happened in Japan, all ad-

vanced countries should be very, very concerned about the prospect of the merger
of terrorism with weapons of mass destruction."' 2 For example, the effective use of
chemical agents instead of conventional explosives in the 1991 terrorist attack
against the World Trade Center would have totally devastated the building s occu-
pants within a few moments. 3

I Nicholas D. Kritaf, "Hundreds in Japan Hunt Gas Attackers After 8 Die: Police Tighten Se-
curity Steps at Stations," New York Times, 21 March 1995, Al; Lois Ember, "Tokyo Subway At-
tack: Chemical Weapon Possible Terrorist Tool," Chemical & Engineering News (27 March
1995): 6-7; "Gas Attacks Renew Fears For Japanese," Washingion Post, 15 July 1995, A20.
2President William J. Clinton, Joint Press Conference by President Clinton and President

Boris Yeltsin, Moscow, 10 May 1995.
3See Victor A. Utgoff, The Challenge of Chemical Weapons: An American Perspective (New

York: St. Martin's Press, 1991), 241-2. See also, Anthony H. Cordesman, "One Half Cheer for
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When the Soviet Union collapsed, much attention was given to the possibility that
nuclear weapons or their components could find their way into the wrong hands.
The frightening prospect of "loose nukes" prompted Senators Richard Lugar (R-Indi-
ana) and Sam Nunn (D-Georgia) to launch a program to help Russia, Belarus,
Ukraine, and Kazakhstan secure these weapons and begin safely dismantling their
delivery vehicles according to treaty requirements. The Cooperative Threat Reduc-
tion (CTR) program got off to a slow start because umbrella agreements had to be
negotiated with the former Soviet states and the Defense Department had to award
contracts to U.S. companies to provide the appropriate goods and services. 4 How-
ever, there is widespread agreement that the CTR program has made impressive
strides in improving the security of former Soviet nuclear weapons, facilitating the
dismantlement of delivery vehicles, and providing assistance and opportunities to
enable Russia's nuclear experts to apply their skills to peaceful uses, not to nuclear
proliferators or terrorists.

Perhaps because U.S. policy makers have been so preoccupied with addressing the
nuclear agenda, comparatively little thought has been given to chemical matters.
However, it is prudent to examine the potential for theft and black marketeering
of Russia's chemical weapons given Japan's horrifying encounter with chemical ter-
rorism. Nerve agents, including VX, sarin, and soman, comprise over 80 percent of
Russia's 40,000 metric ton chemical arsenal.5 With regard to Russia's chemical
weapons storage facilities, Russian Army Chief of Staff Gen. Mikhail Kolesnikov re-
cently described the security measures at these facilities as "inadequate," pointing
out that the chemical arsenal is "more vuinerable to theft" since the location of Rus-
sia's seven storage facilities has become a matter of public record.6 This information
was classified until mid-January 1994, when Rossiiskaya Gazeta published the
amount and types of chemical agents stored at each site.7 Russia's blister agents-
mustard and lewisite-are stored at Gorny and Kambarka. The remaining sites are
Kizner, Leonidovka, Marady kovsky, Pochep, and Schchuche. These sites store most-
ly nerve agents, such as VX, sarin, and soman.

Some of those who have been to Russia's chemical weapons storage facilities pro-
vide a disquieting picture regarding the security of the sites. The following para-
graphs provide a general description of the security provisions that appear to be in
place at four of the seven Russian storage sites.8 While this description is based on
first-hand accounts, some caveats must be attached to it. First, these eyewitnesses
may not have noticed all of the security measures present. Second, Russian officials
may have purposefully changed their practices while visitors were present or after
they left to protect the integrity of their security measures. Third, Russian officiaLs
may have controlled the visit so that outsiders saw only partial views of the facili-
ties. Fourth, the differences observed in security from one site to another may be
attributed to one or more of these factors. Finally, these accounts may be biased to-
ward Western security practices.

Security for chemicalweapons has three basic components: physical barriers at
a particular site, human controls/guards, and the system of accountability. Ideally,
these components work together to block theft from outside or inside the facility.
Physical barriers are items such as fences, locks, and other security devices in-

the CWC: Putting ihe Chemical Weapons Convention in Military Perspective," in Ratifying the
Chemical Weapons Convention, ed Brad Roberts (Washington, D.C.: Center for Strategic and
International Studies, 1994), 44.4 Dunbar Lockwood, "Getting Down to Business," Bulletin of the Atomic Scientists 51, no. 1
(January/February 1995): 12-3. For more on the former Soviet nuclear arsenal and the evolution
of the CTR program, see Zachary S. Davis and Jason D. Ellis, "Nuclear Proliferation: Problems
in the States of the Former Soviet Union," CRS Issue Brief IB91129 (Washington, D.C.: Library
of Congress, Congressional Research Service, 28 June 1995); Amy F. Woolf and Theodor W.
Galdi.

sAbout 70 percent of the 32,500 metric tons of nerve agent in Russia's stockpile is in air-deliv-
ered munitions. Walter L. Busbee, "Now for the Heavy Lifting: Destroying CW Stockpiles in the
United States and Russia," in Ratifying the Chemical Weapons Convention, 111.6 "Russian Security Inadequate for Chemical Weapons Storage," Agence France Presse, 2 Au-
gust 1995.7 Igor Vlasov, "Chemical Splinters in Russia's Body," Rossiskaya Gazeta, 15 January 1994, 3.

"The author interviewed people who had visited one or more Russian facilities, asking them
about security measures they did or did not observe. Those interviewed were at these facilities
for varying periods of time, from hours to days. Several of these individuals, who had different
affiliations, gave descriptions of specific sites. The author has elected to provide a general de-
scription, accompanied by examples, without identifying the particular sites involved. She would
like to emphasize that no one who spoke with her revealed classified information. For a rare
and brief public account of a U.S. inspection conducted under the Wyoming Memorandum of Un-
derstanding, see Joseph D. Richard, "Team Morris' Inspects Russia's Pochep Facility," On-Site
Insights 6, no. 8 (September 1994): 4-5.
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tended to deter an attack against a facility or impede the attackers until guards can
respond. Guards at a facility control access to the compound, monitoring the perim-
eter and checking vehicle and pedestrian traffic to prevent unauthorized personnel
from entering. If the physical security at a facility were to be breached, it is the
responsibility of these troops to respond, engage, and fend off attackers. The system
of accountability entails the procedures that a nation uses to keep track of chemical
weapons in the inventory and the chemical agent in bulk storage at various sites.

PHYSICAL SECURITY AT RUSSIAN CHEMICAL WEAPONS STORAGE SITES

In general, outsiders who have been to Russian chemical weapons storage facili-
ties characterize the security at these sites as similar to the measures commonplace
at U.S. storage facilities in the 1950s. Since then, the United States has switched
to an approach that employs significant physical barriers, intruder alarms, and
other electronic sensors monitored from a central security control room. 9 In contrast,
Russian chemical weapons storage facilities have the bare basics of physical security
for a sensitive military site-multiple exterior fences, storage buildings, and pad-
locks. 10

One of the storage sites visited was a stand-alone facility, but the others were in-
side or collocated with a larger military compound." Normally, the chemical weap-
ons storage area had different entrances for pedestrians, road vehicles, and railroad
cars. At two sites, a two-gate entrapment system was used at the main entry.
Guards were present at the main gates at all facilities.' 2 Railroad entrances-
padlocked double-opening fences were observed---did not appear to be guarded.1 3

More than one individual observed that the railroad tracks into the restricted chem-
ical storage area were rusted, with grass overgrowing the tracks, and did not look
like they had been used in a long time. 1 4 At one facility that was adjacent to an-
other compound, an unguarded gate in the fence separating the two areas could be
seen. i1

Different combinations of fences are used for perimeter security at Russian chemi-
cal weapon storage sites. Some fences were chain-link, some were barbed wire, and
some were apparently electrified. Two concentric exterior fences were erected at
some sites, three or four fence lines at others. Some fences were in good repair, oth-
ers appeared to be poorly maintained. At one site where the storage facility was in-
side a larger compound, a wall, approximately eight feet high, had been erected
around the chemical weapons storage area. 16 One interviewee described the outer
fencing as "tall cattle fences."17 The zone between the innermost and outermost
fences was cleared and well-maintained at some sites, allowing for foot or vehicle
patrols. In some cases, a clear zone was established outside the outermost fence and
a worn path indicating perimeter patrols was evident. In other cases, the outermost
fence was directly adjacent to a village or wooded area, and the direction of the ob-
served paths indicated pedestrian traffic to and from a nearby village, not perimeter
guard activities. 18 According to one individual, at one site "there had been clear
zones," but this area was not well-maintained.19 At two sites, perimeter lights along
the fence line were seen, but the lights were few in number and did not appear to
be well-maintained. 20 Perimeter lights were not observed at the other facilities. 2' No

9 Interviews by author, 28 July 1995, 31 July 1995, and 11 August 1995.
in terviews by author, 28 July 1995, 31 July 1995, 11 August 1995, 21 August 1995, 30 Au-

gust 1995, 31 August 1995, 18 September 1995.
11 Interviews by author, 28 July 1995, 31 July 1995, 31 August 1995, 18 September 1995. Ac-

cording to Representative Glen Browder (D-Alabama), family housing units were inside the larg-
er military compound at one storage site, with children playing nearby the restricted chemical
storage area. Interview with Congressman Glen Browder, Washington, D.C., 14 September 1995.

12Interviews by author, 28 July 1995, 31 July 1995, 31 August 1995, 18 September 1995. At
one of the entries to the restricted area at one site, the guard was inside a plexiglass booth
and pedestrians had to pass through a turnstile. Interview by author, 21 August 1995. In a two-
gate entrapment, entering vehicles are stoppd between the outer and inner gates, while the
guard checks identification prior to opening the inner gate.

"Interviews by author, 31 July 1995, 21 August 1995, 31 August 1995, 18 September 1995.
14 Interviews, 28 July 1995, 11 August 1995.
5 Interview by author, 31 August 1995.6lInterviews by author, 28 July 1995, 31 July 1995, 11 August 1995, 21 August 1995, 31 Au-

gust 1995, 18 September 1995.
"Interview by author, 18 September 1995.
Int erviews by author, 11 August 1995, 21 August 1995, 31 August 1995.
19 Interview by author, 18 September 1995.
20 Interviews by author, 28 July 1995, 31 July 1995, 31 August 1995
1Interviews by author, 11 August 1995, 21 August 1995, 18 September 1995.
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electronic security devices, such as closed-circuit or low-light TV cameras, were ob-
served on or near the exterior fences. 22

Some storage buildings were constructed with cement blocks and had wooden or
steel-faced doors.23 Others were made only of wood and had wooden doors and win-
dows with bars. The roofs of these buildings were often made of tile or wood. At
one site, holes could be seen in the roof, but at other sites, the buildings were well-
maintained. The buildings at one facility had just been reroofed. 24 Several people
interviewed observed nothing other than a single-key padlock on the doom to stor-
age buildings.25 At one sight, the doors to storage buildings had an additional bar
across the door required a separate device or key to unlock,-but the lowcr section
of these doors had unsecured lift-up "dog doors" used for first-entry monitoring.
Given the "material of construction and the kinds of locks they used, it was nothing
that a locksmith couldn't defeat," said one interviewee.26 Intruder detection de-
vices-probably a circuit-breaker mechanisms-were observed on the doors to indi-
vidual storage buildings at second site and possibly at a third.27 No one recalled
electronic or other intruder detection sensors on the other openings to these build-
ings (e.g., windows).28

Inside these buildings, munitions were kept in racks, similar to the storage of
wine bottles, or stacked horizontally on wooden pallets. Bulk storage drums were
elevated on beams to facilitate monitoring for corrosion or a clean-up effort in the
event of a leak. 29 Smaller items, like munitions and storage drums were numbered,
most likely with production lot, not serial, numbers.30 Missile warheads also ap-
peared to be marked with production lot numbers. Each warhead had its own num-
bered storage container.31 At one site, caged birds were kept inside the cement stor-
age buildings-a time-tested method of detecting whether chemical agent is present.
The death of the bird is a likely indicator of a leaking weapon or container. 32

The munitions and bulk storage containers observed were well-maintained, in
good to excellent condition. 33 As Congressman Glen Browder (D-Alabama) reported
after a visiting a Russian storage site in 1994, "The chemical shells and warheads
which we inspected appeared to be in good condition, having been manufactured be-
tween the early 1950s and mid-1980s, and were battiefield-ready. 34

Interviewees did not observe physical barriers, such as an large obstacle that
would have to be moved, in front of storage building doors. Nor were tamper detec-
tion seals seen on any storage building doors. 35 Seals were used sporadically at
some sites, apparently not at all at others. For example, the large 50-cubic meter
storage tanks and storage drums were scaled at one site, but at another, these large
storage tanks apparently were not sealed. The containers for missile warheads were
sealed at one site, but the other items there were not sealed. The seals that were

22 lnterviews by author, 28 July 1995, 31 July 1995, 11 August 1995, 21 August 1995, 30 Au-
gust 1995, 21 August 1995, 18 September 1995. Browder did not observe any electronic surveil-
lance or intruder detection equipment at one site. Interview with Browder, 14 September 1995.

23Interviews by author, 28 July 1995, 31 July 1995, 11 August 1995, 21 August 1995, 31 Au-
gust 1995, 18 September 1995. Some of the cement block buildings at one site had large open-
ings, approximately 6 feet by 6 feet, that were covered by a wire mesh grill. Interview by author,
28 July 1995.

24Interviews by author, 28 July 1995, 31 July 1995, 11 August 1995, 31 August 1995, 18 Sep-
tember 1995.

25 Interviews by author, 31 July 1995, 11 August 1995, 21 August 1995, 30 August 1995.
26 Interview by author, 18 September 1995.27 1nterview by author, 28 July 1995. At one site, an individual saw what might have been

a roller or switch on the door, but could not be certain that that was the case. The accompanying
soldier did telephone someone before unlocking the door to enter the building. Interview by au-
thor. 31 August 1995.

2"Browder did not observe any ciectronic surveillance or intruder detection equipment at one
site. Interview with Browder, 14 September 1995. Nor did others observe such devices on stor-
age doors or within buildings. Interviews by author, 28 July 1995, 31 July 1995, 11 August
1995, 21 August 1995, 30 August 1995, 18 September 1995.

29Interviews by author, 31 July 1995, 11 August 1995, 21 August 1995, 18 September 1995.
3°Inteiviews by author, 28 July 1995, 31 July 1995, 11 August 1995, 31 August 1995, 18 Sep-

tember 1995.
31 Interviews by author, 31 August 1995, 18 September 1995.32 Interview by author, 31 July 1995.
33Interviews by author, 28 July 1995, 31 July 1995, 11 August 1995, 21 August 1995, 31 Au-

gust 1995, 18 September 1995.34 Rep. Glen Browder, Memorandum to Representative Ronald V. Dellums, Chairman, House
Armed Services Committee, "July 3-10 Codel to Concerning Chemical Weapons," 25 July 1994.35 lnterviews by author, 31 July 1995, 11 August 1995, 31 August 1995, 18 September 1995.
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observed were wire-loop or lead seals that were dated and numbered. Ostensibly,
either the seal has to be broken or the wire cut to open them. 36

GUARDS AND ACCOUNTABILITY AT RUSSIAN CHEMICAL. WEAPONS STORAGE SITES

Physical security aside, more than ,ne individual interviewed dwelled on the
human component of security at Russia's chemical weapons storage facilities. As
noted, main gates were guarded and the identification of visitors was checked before
they were allowed to enter. Visitors were issued badges.3 7 Armed perimeter patrols
were seen at some sites, but not at others. Guards were not stationed at individual
storage buildings at the time that visitors were there. The troops encountered were
courteous and well-disciplined. Morale was good; these soldiers did not appear to be
discontent.3 8 One individual observed that there were "No signs of things falling
apart around the seams," but another noted that one site was poorly maintained.3 9

Soldiers had expressed concerns about "bandits" in the area, recalled one
interviewee.

40

Following Soviet precedent for tracking the whereabouts of weapons, the soldiers
at these facilities use a "personalized" system of accountability. Officers are person-
ally responsible for the chemical weapons stored within a given number of buildings,
usually one to five buildings. With smaller items such as artillery shells, this means
that a single officer can be responsible for hundreds of weapons. If something is
missing, this officer is held accountable. Written records are kept, and the location
of munitions or drums is noted on a planograph or a diagram of the building's con-
tents. A computer database, however, is not used. 4 1

At some sites, soldiers stated that they entered storage buildings frequently, even
on a daily basis, for maintenance and inventory activities. 4 2 Such statements could
not, of course, be confirmed. however some individuals witnessed inventory and
maintenance procedures. For example, racks of munitions, stacked from the floor to
the ceiling, were painstakingly inventoried, as were rows of storage drums. Results
were recorded on the aforementioned planograph.43 Sold'ers used a 15-foot long dip-
stick to measure the level of agent in the 50-cubic meter storage tanks. They also
conducted an analysis of the contents to ascertain the concentration of key chemi-
cals. To prevent the rupture of storage drums, it is standard Russian procedure to
open these drums periodically to relieve the gas pressure that builds up inside. Stor-
age drums, tanks, and munitions were checked for signs of disrepair or corrosion. 4 4

EVALUATING THE SECURITY Of ...-. IA'S CHEMICAL ARSENAL

In some respects, the security measures described above do not appear to be too
far out of order. Thieves cannot just walk off with a 50-cubic meter tank full of
chemical agent.4 5 Racks of artillery shells are placed so close together that it would
be difficult to maneuver lifting equipment inside the building to cart off several
racks of artillery shells.46 Some storage sites are a restricted area inside of a larger
military compound, which would make it more difficult to violate security. In other
words, the way that Russian chemical weapons and bulk agent are stored creates
some built-in security features.

In other instances, this account raises some grave concerns, especially for those
who are familiar with routine security procedures at sensitive U.S. military sites.
By U.S. standards, Russian chemical weapon storage facilities unquestionably ap-
pear to be vulnerable to attack from outside and theft from within. In the discussion
that follows, apparent shortfalls are identified and possible scenarios for foul play
are raised. General U.S. standards of physical security and accountability practices
are presented as a point of comparison.

36
1nterviews by author, 28 July 1995, 31 July 1995, 11 August 1995, 18 September 1995.371nterviews by author, 31 July 1995, 21 August 1995, 31 August 1995, 18 September 1995.38lnterviews by author, 28 July 1995, 31 July 1995, 11 August 1995, 21 August 1995. At one

site, the enlisted soldiers were "run-of-the-mill," not the type rf -: iUie" that would be assigned
to guard sensitive military facilities in the West. The officers were "clearly disgruntled at having
to open the facility" to outsiders. Interview by authw, 15 September 1995. In contrast, Browder
noted that inside the chemical weapons storage section, his hosts were quite open to having him
look around the site. Browder, interview by author, 14 September 1995.39The first comment was made in an 11 August 1995 interview; the second in a 18 September
1995 interview.4 0 nterview by author, 31 August 1995.

41 Interviews by author, 30 August 1995, 31 August 1995.42 Interviews by author, 31 July 1995, 30 August 1995.4 3 1nterviews by author, 31 July 1995. 31 August 1995.
4 4 Interviews by author, 31 July 1995, 11 August 1995.
45Interview by author, 11 August 1995.
4,1 Interview by author, 21 August 1995.
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Shortcomings in the physical security were readily apparent* at the Russian stor-
age facilities visited. For example, perimeter fences lacked electronic sensors and in-
trusion detection devices. In the absence of well-maintained clear zones and perim-
eter lighting, attackers have more cover for a stealthy approach. Railroad entrances
at these facilities could be a particularly egregious breach of perimeter security,
since they were apparently unguarded and secured only with a single-key padlock. 47

Single-key padlocks were frequently the oniy visible barrier to entrance at individ-
ual storage buildings. Additional physical barriers were not seen. In the majority
of cases, intrusion detection devices apparently were not installed. 48 A lone padlock
on any door, especially a wooden door, is hardly an impediment to thieves or
attackers. At the one site where storage tanks and drums were sealed, the tech-
nology used was not tamper-proof.

4 9

These measures fall far short of the physical security at U.S. chemical weapons
storage sites. For example, two continuous lines of intrusion detection sensors, as
well as imaging systems (e.g., closed-circuit TV, radar, and infrared detectors), but-
tress perimeter fencing, lighting, and clear zones. Where appropriate, vehicle bar-
riers such as concrete blocks, ditches, and posts embedded in the ground are situ-
ated to prevent vehicles from crashing gates or fences. In addition, huge concrete
blocks are placed immediately in front of the entrance of U.S. bulk storage build-
ings, which are built of concrete and sometimes also bermed. These so-called "King
Tut" blocks are so heavy that a forklift must remove them to enable access. U.S.
regulations require that two soldiers be present to open a storage building. Each has
possession of a separate key to unlock one of the two high-security padlocks on the
door. When entry occurs, at least one other soldier will be alerted. Balanced mag-
netic switches or other intrusion detection sensors are placed on all doors, windows,
and movable openings of U.S. storage buildings. These sensors, which are tamper-
protected, automatically notify the security control center, which is manned 24
hours a day, of intrusions of perimeter and individual building security.50 Table 1
compares the security measures generally practiced at U.S. storage sites with the
physical security observed at some Russian storage sites.

Of the physical security at Russian chemical weapons storage sites, one
interviewee characterized it as suitable "to keep an honest man out," another as "ru-
dimentary."SM A much harsher assessment w:,s offered by another individual, who
concluded, "You could really walk into that place without any problem." 52 Browder
observed that "Their facilities were not as secure as ours, especially regarding phys-
ical security." 5 3 Yet another person acknowledged the shortcomings in physical se-
curity, but thought that Russia's chemical weapons are probably "secure as long as
the people who are guarding them want them to be safe."5 4 This statement brings
up a different set of concerns related to the Russian system of accountability and
potential problems among Russian troops and chemical weapons experts.

A fair amount of Russia's chemical agent is in bulk storage containers. One is not
counting munitions as much as tons of agent. While measurements from large stor-
age tanks provide a rough idea of how much agent is there, these circumstances

4 7 Interviews by author, 21 August 1995, 30 August 1995, 31 August 1995.4 8 Interviews by author, 11 August 1995, 21 August 1995, 31 August 1995.4 9 To foil these wire loop or lead seals without detection, the thief would need to replicate the
seal that leaves an imprint on the lead. This type of sealing technology was common in the
1970s. Fiber-optic, tamper-proof seals can now be readily obtained Interview by author, 28 July
1995. Another person noted that the Russians also use a "primitive" string and clay pot seal
at nuclear facilities, which can be spoofed by un-threading the string to gain access and then
rethreading the string through the clay in the pot. As noted, much more advanced seal tech-
nology is available. Interview by author, 30 August 1995.

"°Military Police: Chemical Agent Security Program, Army Regulation 190-59 (Washington,
D.C.: Department of the Army, 27 June 1994), 6-11, 16-17, 37. Interviews by author, 11 August
1995, 21 August 1995, 31 August 1995. Other documents that stipulate the security and safety
practices followed at U.S. chemical weapons storage sites include Chemical Surety, Army Regu-
lation 50-6 (Washington, D.C.: Department of the Army, 12 November 1986); Safely: Toxic
Chemical Agent Safety Standards, Pamphlet 385-61 (Washington, D.C.: Department of the
Army, currently being revised); Medical Services: Occupational Health Guidelines for the Eval-
uation and Control of Occupational Exposure to Mustard Agents H, HD, and HT, Pamphlet 40-
173 (Washington, D.C.: Department of the Army, 30 August 1991); Medical Services: Occupa-
tional Health Guidelines for the Evaluation and Control of Occupational Exposure to Nerve
Agents GA, GB, GD, and VX (Washington, D.C.: Department of the Army, 4 December 1990).

51 Interview by author, 11 August 1995, 18 September 1995.5
2 Interview by author, 21 August 1995.5 3 lnterview with Browder, 14 September 1995.5
4 Interview by author, 28 July 1995.
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could present an accountability problem.5 5 Chemical agents are not stable and tend
to deteriorate gradually. Unless the seals on these tanks are tamper-proof and daily
measurements, both of quantity and quality, are taken and cross-checked by individ-
uals that are not within the immediate chain of accountability, it would be difficult
in the event of a discrepancy to tell whether chemical agent leaked or was stolen.
In other words, there did not appear to be significant obstacles to prevent someone
from systematically skimming small quantities of agent out of bulk storage contain-
ers.

5 6

Moreover, the soldiers, not the officer accountable, are apparently conducting the
inventory and maintenance chores. Therefore, another possibility is that with so
many munitions, a number of artillery rounds could disappear before the officer in
charge might notice. 5 7 What is not known at this point is what procedures, if any,
the Russian military has for cross-checking these records. If inventory records are
not routinely and randomly cross-checked by others outside the immediate unit and
facility where accountability in the Russian system apparently rests, it would not
be a great challenge for one or more soldiers to falsify these records. In short, theft
appears to be possible if Ivan, the individual soldier, is so inclined; if a colleague
and Ivan conspire; or if an outsider coopts or disables Ivan.

In contrast, accountability at U.S. storage facilities is institutionalized, collective,
and computerized. U.S. storage igloos and bunkers are infrequently opened for ran-
dom inventory and maintenance activities. When a soldier engages in maintenance
chores or takes an inventory count, his work is double-checked and cross-checked
by others to ensure its accuracy. A written planograph and computerized records are
updated accordingly. These records account for the number and type of munitions
in each bunker and at each storage facility. Munitions are tracked by setial number
and/or production lot number. Officials at a central record keeping unit in Rock Is-
land, Illinois, also review this data. The commanding officer here is the individual
accountable for the U.S. chemical weapons inventory. Units from this central com-
mand are randomly sent to the eight storage depots in the United States to check
the accuracy of these records.58

In all fairness, U.S. security and accountability at U.S. chemical storage facilities
are not perfect. Furthermore, U.S. newspapers often describe breaches in security
or acts of vandalism at U.S. regular military bases. Problems also occur with the
reliability of the military personnel at sensitive U.S. facilities. The armed services
do no publicize such incidents because they are embarrassing and detract from pub-
lic confidence in the safety of the military bases in their midst. At U.S. chemical
weapons storage sites, disgruntled soldiers-"the Timothy McVeighs of this world,"
as one interviewee put it-could be among the personnel. However, because of the
redundancies in the U.S. physical security and in the system of accountability, a
malcontent would have to recruit others in different units in order to defeat the
physical security and the system of accountability. The odds of an insider success-
fully stealing chemical agent or munitions from a U.S. facility without being caught
somewhere along the way are quite low.5 9

One must also understand that the redundancy and technical sophistication that
ird the physical security and accountability at U.S. chemical weapons storage sites
id not appear overnight. For instance, U.S. recordkeeping has been computerized

to some extent for a long time and has gradually improved to make the records
more specific. Also, it was not that long ago that rabbits were kept in U.S. storage
bunkers to indicate whether the munitions within had leaked. What may be viewed
as old-fashioned methods are nonetheless proven and work well.

Some of the fundamental differences in apparent Russian and U.S. security provi-
sions are due to the nature of the respective Russian and American chemical weap-

5 5 Interview by author, 8 August 1995.56 Interviews by author, 28 July 1995, 30 July 1995.5 7 Interviews by author, 21 August 1995, 30 August 1995, 31 August 1995.5 1 Interviews by author, 7 September 1995, 30 August 1995, and 31 August 1995. The arsenal
at a ninth U.S. facility, on Johnston Island in the Pacific Ocean, is currently being destroyed.
The one-ton bulk storage tanks present at some U.S. facilities are sealed and occasionally
weighed to ascertain whether any agent is missing.

5 Interview by author, 30 August 1995. Note that there have been numerous threats of terror-
ist use of chemical weapons, including one instance in 1975 where 53 canisters of the blister
agent mustard were stolen from a U.S. chemical weapons storage facility in West Germany. The
terrorists, probably associated with the Baader-Meinhof gang, did not carry out their threat and
some, but not all of the stolen agent was recovered. In another example, a neo-Nazi skinhead
group had plans in 1992 to kill children in a Dallas Jewish day-care center using cyanide. For
a listing of reported threats, possession, and use of chemical agents for terrorist purposes, see
Ron Purver, Chemical and Biological Terrorism: The Threat According to the Open Literature
(Toronto: Canadian Security Intelligence Service, June 1995), 82, 84-5. See also Robin Wright,
"Many Nations Seen Vulnerable to Poison Use," Los Angeles Times, 21 March 1995, 1.
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ons stockpiles. For instance, many U.S. chemical weapons such as the M-55 rocket
are "full-up," with the explosives and propellents inside the munition. U.S. storage
buildings are therefore built to withstand an explosion of high explosives and to con-
tain the chemical agent. The explosives and propellents for Russian chemicalweap-
ons are reportedly stored apart from the part of the munition that contains the
chemical agent. Since there is less inherent danger for an explosion within a Rus-
sian chemical weapons storage building, there is not a pressing safety requirement
for especially sturdy storage buildings.

As for some of the noticeable disparities related to accountability, the current Rus-
sian system is manpower-intensive largely because the Soviet Union could command
significant human resources for a task. The officers in charge of Russia's chemical
facilities are simply following precedent. The U.S. approach to accountability grew
out of necessity. U.S. bunkers are tightly secured and not entered as frequently be-
cause as the U.S. stockpile aged, more leaks occurred.6 o In other words, the United
States battened down the hatches and switched to a system of quarterly storage
monitoring inspections and random checks initially for personnel and public safety
reasons.

However, with a personalized system of accountability and minimal physical bar-
riers, there appear to be some gaps in security at Russian facilities. Moreover, as
one interviewee pointed out, the storage sites are a long way from Moscow and the
borders of the former Soviet Union are becoming increasingly porous. "Sooner or
later, someone will make [the soldiers at these sites] a better offer than Moscow
does. If something was missing, it is likely to be an inside job." 6 1 With Russia's ail-
ing economy and the limited resources now available to the Russian armed forces,
the potential thus exists for insider theft and black marketeering for personal eco-
nomic gain. 62 Wayward political affiliations could also be the motivating factor be-
hind an inside theft from a Russian chemical weapons facility.

If such an incident were to occur, another concern raised was the preparedness
of Russian authorities to respond. Do local military units and national authorities
routinely assess the security vulnerabilities of these facilities? Do they have recov-
ery plans and the equipment to execute them? Do they conduct training exercises
to practice the recovery of chemical weapons? How quickly can Russian authorities
mobilize to respond? 6 3 At this point, the answers to such questions are not known.

Some might ask why anyone would bother to steal Russian chemical weapons
when chemical agents are not that difficult to make, compared to a nuclear device.
The ingredients and equipment are commercially available, and the formulas for
many chemical agents are common scientific knowledge. 64 Of course, it has always
been difficult to predict what disturbed workers, rebels, or terrorists will do, but
those who want to inflict the most serious harm may seek military-strength chemi-
cal agent. Terrorists may be able to concoct a chemical agent, but it as not as easy
as some might believe to make highly effective chemical agent. For instance, evi-
dence indicates Aum Shinrikyo's chemists were unsuccessful in their attempts to

6°From 1983 to 1994, there were 1,862 leaks within the U.S. stockpile. U.S. Army Chemical
Demilitarization and Remediation Activity, Annual Status Report on the Disposal of Lethal
Chemical Weapons and Materiel (Department of the Army, 15 December 1994), 37.

61 Interview by author, 28 July 1995.62 During a report on French television showing an image of Saratov, a reporter intoned, "You
can get in here almost at will. But it ought to be one of the best guarded places in Russia, one
of the six or seven storage centers for thousands of tnnes of toxic gas formerly produced by
the Soviet Union. . . . Everything leads one to believe that the least self-respecting terroristwould have no difficulty in hold of a few liters. Here everything is for sale andeverything can
be bought." "Official On Availability of Chemical Weapons in Russia," France-2 Television Net-work, 21 March 1995, FBIS Translation. Saratov is actually a military academy, where training
of-Russia's chemical troops occurs, not one of Russia's chemical weapons storage facilities. The
equivalent in the United States is Ft. McClellan in Alabama.63 Interview by author, 31 August 1995. In a related readiness issue, Browder noted that the
preparedness of Russian soldiers to respond to an accident or incident with chemical weapons
appeared to be meager. Interview with Browder, 14 September 1995. Noting that the fire-fight-
ing equipment within the restricted area consisted of axes, sand-filled buckets, and buckets forbailing water, another interviewee described their "ability to respond to fire or security threatswas marginal to nonexistent." Interview by author, 18 September 1995. All U.S. storage facili-
ties conduct routine vulnerability assessments and have plans and drills to practice a responseto locate and recover stolen munitions. Chemical Agent Security Program, 22, 31-2.

64 Many of the same chemicals that can be used to produce pharmaceuticals, textile dyes, andpesticides can also be used to make chemical agents. For this reason, the Chemical Weapons
Convention contains unprecedented verification provisions that control such "precursor" chemi-cals and require reporting and inspection within commercial chemical industry. While such pro-
cedures will help international inspectors track and assess commercial activities with dual-use
chemicals, the ingredients, equipment, and know-how to make chemical weapons will be on the
open market indefinitely.



164

manufacture high-grade sarin. 65 Their failure ultimately saved the lives of thou-
sands who were in the Tokyo subway last March 20th.

Another factor to consider is that chemical weapons are easier to use than nuclear
weapons. With chemical weapons, thieves do not have to overcome the security de-
vices or Permissive Action Links (PALS) that are often placed on individual nuclear
weapons. Nor do they have to figure out the launch codes and sequences that are
likely to frustrate an attempt to use a stolen nuclear weapon. Instead, the would-
be users of chemical weapons purchased on the black market or stolen from a facil-
ity can shield themselves with protective clothing and gas masks that are commer-
cially available. If they have artillery guns or aircraft, they have the option to use
chemical munitions as is or to drain them and fashion their own crude delivery sys-
tem.6 6 "Once stolen, a chemical weapon is far easier for a terrorist or rebel military
group to use than a nuclear weapon." 6 7 Moreover, the use of poison gas is not per-
ceived as being as heinous as the use of nuclear weapons. 68

When asked to assess the threat of Russian nuclear weapons being stolen versus
the possibility of Russian chemical weapons theft, one interviewee viewed the threat
as "very much the same."6 9 Others interviewed differed with this opinion. They be-
lieved that Russia's chemical arsenal presents a far more exposed and appealing
target for potential thieves or attackers. 70

Although security apparently varies from facility to facility, security at Russian
nuclear facilities was described as generally better than the security observed at
Russian chemical weapons storage sites. Russian nuclear facilities have redundant
perimeter fences; steel doors on storage buildings; electronic sensors; and serial
numbers, seals, and PALs on warheads, which have accompanying containers that
each have their own "passport" control documents. Using a 1 to 10 scale, with 10
being the highest grade of security, one interviewee rated U.S. nuclear security a
9.9, Russian nuclear security an 8, U.S. chemical weapons security a 9+, and Rus-
sian chemical weapons security a 3.71 From another individual, the security of Rus-
sian chemical weapons also received a rating of 3, while security at U.S. storage
sites was rated from 8 to 10, depending upon the facility. 72

Finally, U.S. policy makers should also be cognizant of the gradual disintegration
that has taken place throughout Russia's complex of research, production, and stor-
age facilities. The effects of economic hardship show not only in the apparent dif-
ferences in physical security and maintenance observed from one storage facility to
another. Hundreds of chemical weapons experts are out of work. With less and less
cohesion among this research community, the temptation for these experts to sell
their knowledge to the highest bidder will increase if they cannot find more produc-
tive and peaceful ways to support themselves and their families. Unlike nuclear de-
velopment programs, where a relatively small number of people know all of the cru-
cial information about making a nuclear weapon, the knowledge threshold for chem-
ical weapons is not nearly as high. A larger number of Russian chemical weapons
specialists know enough to benefit greatly the efforts of would-be chemical weapons
proliferators.

73

6r Interview with Kyle Olson, Washington, D.C., 14 September 1995. Olson is writing a book
about the recent events in Japan.

"The Aum Shinrikyo cult executed its attack on Tokyo's subway by placing low-grade sarin
in two-ply plastic bags and using umbrellas or other sharp objects to puncture these bags
quickly before exiting the subway cars. Unsuspecting passengers left on those cars were quickly
overcome with fumes, which also made their way into the subway stations when the effected
trains stopped to release passengers. Interview with Olson, 14 September 1995. Olson also ob-
served that Russian chemical weapons are comparatively safe to transport since the high-explo-
sive component reportedly is stored separately from the chemical munition.67 Interview by author, 30 August 1995.

6"Throughout history, warring parties have resorted to chemical weapons more frequently
than nuclear weapons, which the United States used twice against Japan at the end of World
War II. Chemical weapons were a hallmark of World War I and the 1980s Iran-Iraq War. China
and Abyssinia also suffered chemical attacks during World War I. For more on the history of
chemical weapons use, see Edward M. Spiers, Chemical Weaponry: A Continuing Challenge
(New York: St. Martin's Press, 1989).

69 Interview by author, 28 July 1995.70 Interviews by author, 30 August 1995 and 31 August 1995.
71This individual had been to numerous Russian nuclear facilities and had in-depth knowl-

edge of Russian chemical weapons storage facilities. Interview by author, 30 August 1995.i nterview by author, 18 September 1995.73 lnterview by author, 8 August 1995. For more on the different technology thresholds under-
lying nuclear and chemical weapons, see U.S. Congress, Office of Technology Assessment, Tech-
nologies Underlying Weapons of Mass Destruction (Washington, D.C.: U.S. Government Printing
Office, December 1993). On chemical weapons proliferation, see U.S. Congress, Office of Tech-
nology Assessment, Proliferation of Weapons of Mass Destruction (Washington, D.C.: U.S. Gov-
ernment Printing Office, December 1993); Gordon M. Burck and Charles C. Flowerree, Inter-
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OBSERVATIONS AND RECOMMENDATIONS

From outward appearances, Russia's chemical weapons storage sites appear to be
vulnerable-to theft from within and attack from without. In all candor, many
American homes have more sophisticated physical security than was observed at
some Russian chemical weapons storage sites. For about $200, sometimes less, U.S.
citizens can have motion sensors, door and window contacts and alarms installed
and monitored 24 hours a day for an additional $22 monthlyifee. Alarms bring pri-
vate security or local police to the scene.7 4

Failure to improve the security at Russian chemical weapons storage facilities in-
creases the odds that chemical agent of Russian origin will find its way onto the
black market and into an ethnic conflict, subway system, or building somewhere.
Innocent civilians will suffer the repercussions.

Again, the Russian government appears to have recognized the security at these
sites as an issue in need of attention. Col. Gen. Stanislav Petrov, the commander
of the Radiation, Chemical, and Biological Defense Troops, has requested additional
funding to upgrade security at Russia's chemical weapons storage facilities since the
locations have become a matter of public knowledge. Worried that this disclosure
might fuel the worsening crime situation in Russia, Petrov noted that his already
strained budget has been stretched even further by a Ministry of Defense effort to
increase guard duty, upgrade the effectiveness of "engineering protection, and carry
out vigilance exercises" at chemical weapons storage sites. 75 With few rubles avail-
able, the Kremlin must balance requests for improved security against domestic con-
cerns about the environmental safety of Russia's chemical weapons stockpile, espe-
cially the blister agents at Gorny and Kambarka, and proposals to upgrade safety
at chemical sites at an estimated cost of 21.6 billion rubles. 76 If environmental con-
cerns are not addressed, it may be more difficult for the Russian government to per-
suade local communities to cooperate with the program to destroy the Russian
chemical arsenal. For a government being pressed to keep its treaty commitments
to eliminate its chemical stockpile, the choice is a difficult one.

While the CTR program was initiated to address the safety and security of all
weapons of mass destruction in the former Soviet Union, the overwhelming majority
of the Nunn-Lugar funds have gone toward nuclear security and disarmament. This
focus on nuclear safety, security, and dismantlement was appropriately geared to
the problems recognized at the time. To date, $55 million or roughly five percent
of the over $1 billion in CTR funds has gone toward assisting the chemical weapons
destruction program in Russia.

For a rather modest amount, the United States could help Russia markedly en-
hance security at these sites. Perimeter security could be strengthened to allow
guards to detect and respond to intruders more rapidly. Lights and closed-circuit TV
could be added. Physical security at individual buildings could be reinforced with
better doors, locks, and King Tut blocks. More advanced seals would also appear to
be in order. Such low-tech improvements will be less expensive and easier for the
Russians to operate and maintain.

The United States might also consider providing early warning monitors or in-
truder detection-systems for heightened perimeter and storage building security.
Another option would be to furnish computers so central inventory records could be
maintained in a computerized database. To address the problem of "brain drain" of
Russia's chemical weapons expertise, the United States might set up employment
and aide projects under the umbrella of the CTR program, similar to those set up
for Russia's nuclear experts.

In addition, U.S. officials might also constructively engage Russian authorities in
a dialogue about response and recovery procedures to be used in the event of an
attack or theft of chemical weapons. The U.S. Army routinely conducts vulnerability
assessments of U.S. storage facilities. Response plans are tailored to each site and
troops train and practice drills to test them and ensure readiness in the event of

national Handb,;ok on Chemical Weapons Proliferation (New York: Federation of American Sci-
entists and Greenwood Press, 1991); U.S. House of Representatives, Committee on Armed Serv-
ices, Countering the Chemical and Biological Weapons Threat in the Post.Soviet World, 102d
Cong., 2d sess., Committee Print No. 15 (Washington, D.C.: U.S. Government Printing Office,
1993).7 4 This information reflects prices and services quoted by two home security companies, ADT
and Brinks, on 30 August 1995. More elaborate systems are available.

7 5 Ahatoliy Yurkin, "General Urges More Funds for Guarding Chemical Weapons," ITAR-
TASS, 2 August 1995, FBIS Translation.7 6 "Over R509 Billion Needed to Destroy Chemical Weapons," Novosti, Moscow, 1 August 1995,
FBIS Translation.
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an actual theft or attack. 77 Such capabilities and experience would be well worth
sharing with Russian authorities.

In the midst of a struggle to bring federal spending under control, Congress cor-
rectly has its sights focused on improving government services to U.S. citizens at
the lowest practicable cost. Such an intense focus on domestic matters can often re-
sult, however, in proposals that win points with the voters but in the end weaken
U.S. national security. For example, some in Congress have called for cuts in the
CTR program as a whole. 78 Others in Congress have proposed reducing funds for
assistance to Russia's chemical weapons destruction program or have sought to por-
tray certain CTR programs, such as those geared toward conversion of defense facili-
ties, as ill-conceived. Such proposals are short-sighted.

The CTR program is an astute investment in U.S. and international security. U.S.
security interests are being well served by aiding the security and dismantlement
of former Soviet nuclear weapons, and funds should not be diverted from the impor-
tant tasks that the CTR has underway in order to attend to security at Russian
chemical weapons storage facilities.

The measures recommended above could yield substantial improvements in the
security of Russia's chemical weapons stockpile, and exorbitant sums would not be
required to enact them. Given the line crossed by Aum Shirtkyo and the political
and economic circumstances in the former Soviet Union, the U.S. Senate would be
prudent to set aside additional funds for assistance to reinforce security at these
sites. The price of assisting Russia now is much lower than the cost that may be
incurred later if this problem is not promptly addressed.

Senator NUNN. Thank you very much, Ms. Smithson.
Our next witness will be Dr. Vii Mirzayanov, Former Chief of

Counterintelligence Department, State Research Institute of Or-
ganic Chemistry and Technology in Russia. Dr. Mirzayanov has
been an outspoken critic of the continuing Russian chemical weap-
ons program. Dr. Mirzayanov will give us his firsthand account of
the Russian program and any of his other concerns he might like
to share with us.

Dr. Mirzayanov, we are glad to have you this morning. I believe
you are going to be giving your opening statement in English, as
I understand it, and then you will for questions need the inter-
preter, is that correct?

Dr. MIRZAYANOV. Yes.
Senator NUNN. Anytime you need the interpreter, raise your

hand. If we are going too fast, raise your hand. We want you to
not only understand clearly the questions we ask but also under-
stand the dialogue here at the table, so let us know if we are going
too rapidly because I certainly would like an interchange between
the various people testifying, if you have comments on the other
persons' testimony.

You may proceed.

TESTIMONY OF DR. VIL S. MIRZAYANOV, FORMER CHIEF,
COUNTERINTELLIGENCE DEPARTMENT, STATE RESEARCH
INSTITUTE OF ORGANIC CHEMISTRY AND TECHNOLOGY,
MOSCOW, RUSSIA
Dr. MIRZAYANOV. Respected ladies and gentlemen and honorable

Senators, I have the honor of testifying in front of you because of
my personal experience, knowledge in my 26 years of work in the
State Research Institute of Organic Chemistry and Technology,
GosNIIOKhT, which is the main developer of chemical weapons in

77Military Police: Chemical Agent Security Program, Army Regulation 190-59, 22, 25, 31-3.78For fiscal year 1996, the Clinton administration requested $731 million for the CIR pro-
gram. The House of Representatives cut this request by 171 million, the Senate by $6 million.
As of thib writing, House and Senate conferees had not arrived at a final decision about CTR
funding.
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Russia. I worked there in the capacity of the senior lead scientific
researcher, chief of the department in charge of protection against
foreign technical intelligence, up until I was dismissed from my
work in January of 1992.

Over my many long years at GosNIIOKhT, I became conscious
of my own involvement in criminal work on the development and
production of weapons of mass destruction. This feeling became in-
tolerable for me around the beginning of the perestroika period,
when the announcement was made that all problems would be
solved by the peace and disarmament process and by the democra-
tization of Russia.

Nonetheless, these claims were contradicted by reality, especially
at my institute. It seemed that for the top level of the military-
chemical complex, times had not changed. On the contrary, work
on the development and testing of new chemical weapons intensi-
fied, becoming more goal-oriented.

That was the reason why I published an article on October 10,
1991, in Kuranty about the two-faced policy of the leadership of the
military-chemical complex. Their programs to produce chemical
weapons went against the bilateral agreement negotiated between
the United States and the USSR about stopping the development,
production, and testing of chemical weapons, even though that
treaty was not yet activated.

Events of that time connected with the collapse of the USSR
overshadowed my allegations. Despite additional attempts to bring
these problems to the attention of the Russian politicians, for a
long time, my revelations did not become the substance of discus-
sion in either Russia or the West. This changed after I published
a second article with coauthor Lev Fedorov in the daily Moscow
News on September 16, 1992.

This time, there was an immediate reaction from the KGB. On
October 22, 1992, a month after publication and after giving an
interview to the Baltimore Sun, my apartment was searched and
I was arrested and sent to the notorious Lefortovo Prison. I was ac-
cused of divulging state secrets, on the basis of secret lists which
were never published. I was freed from jail pending trial but re-
mained under house arrest during the period of investigation,
which lasted more than a year and a half.

An expert commission was established, consisting largely of rep-
resentatives from the military-chemical complex. They confirmed
that the information contained in my article regarding the creation
and testing of new systems of chemical weapons, including binary
weapons, was accurate. The information was not technical and
could not be classified. Nevertheless, a deputy from the Procurator
General's office in Russia, which is equivalent to your Attorney
General's office, signed an accusation and a trial followed.

Since the court refused to admit the unlawfulness of the charges
which were based on classified lists of secrets that violated the
Russian Constitution, I refused to participate in my own trial in
order not to become an accessory to the crime of violating the con-
stitution. I was arrested again, sent to a maximum security prison
and held there for 26 days along with common criminals.

The mounting pressure of world public opinion, expressed by
science and political leaders, caused the Procurator to overturn the
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charges. The trial was stopped. I was found not guilty because of
lack of evidence and I was released from prison in February 1994.

My concerns are reflected in detail in my article, "Dismantling
the Soviet-Russian Chemical Weapons Complex: An Insider's
View", which the Stimson Center published in October 1995 in a
report titled "Chemical Weapons Disarmament in Russia: Problems
and Prospects". I am not going to dwell on these concerns in detail.

However, we should all be aware of existing loopholes that might
permit wrongdoing. If I am not mistaken, regulations that prohibit
the export of potentially dangerous chemical compounds from Rus-
sia currently do not include the new chemical agents developed at
GosNIIOKhT and their precursors. This could, of course, create
some opportunities for the misuse of these chemicals.

A further confirmation of this danger is that General Anatoly
Kuntsevich and his people are currently under investigation by the
KGB for theft of chemical weapons in 1993 and attempted theft in
1994. It is important to stress that General Kuntsevich and his
people are not brave enough to act on their own without their
bosses' consent.

A good cover for any efforts to proliferate chemical weapons could
have been a 1992 agreement between the governments of Russia
and Syria on the creation of a pan-Arabic ecological center that was
supposed to be dealing with not only ecological problems but also
with the problems of protection against chemical weapons.
Kuntsevich became the executive administrator of this program
from the Russian side, organizing experiments in GosNIIOKhT
with the participation of Director Viktor Petrunin and Professor
Georgi Drozd.

According to Drozd, his laboratory synthesized the standard sam-
ples of the chemical agents, registering their physical and chemical
characteristics, et cetera. Several airplanes with cargo were sent to
the aforementioned center in Syria. The investigation initiated by
the KGB after the complaint of the deputy director of
GosNIIOKhT, Viktor Polyakov, ended in the dismissal of General
Kuntsevich, who was then chairman of the presidential committee
that is supposed to oversee chemical weapons disarmament in Rus-
sia.

My concern here is not about the amount of stolen or intended
dichloranhydride of methylphosphonic acid, even though this chem-
ical is a precursor for the synthesis of soman, sarin, Substance 33,
Substance A-230, and other chemical agents. Even if several tons
of this chemical precursor were sent to Syria, this amount would
not be enough to organize the production of weapons, though it
could be enough to begin scientific research for the development
and testing of new poisonous agents. My understanding is that
Syria does not have its own scientists working in the field of chemi-
cal weapons. Therefore, I naturally concluded that Russian special-
ists were supposed to work with this precursor.

This statement brings me to one of my main worries. I would like
to point out the problem of the brain drain of chemical weapon spe-
cialists from Russia to other countries. Because of the deteriorating
condition of the military-industrial complex in the former Soviet
Union, many specialists in the field of chemical weaponry do not
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have enough sources of income to support their families and are
ready to go anywhere to earn money.

In my opinion, we were all very lucky that the notorious gas at-
tack in the Tokyo subway was prepared-and carried out by dilet-
tantes. Had true professionals from Russia executed it using mili-
tary-strength sarin, there would have been a real catastrophe. Nat-
urally, professionals would know how to carry out such horrible at-
tacks with the most effectiveness. They would find ways to disperse
chemical agents that caused much more damage. I hope that you
will take steps to prevent this from happening.

If the United States could provide funds to support employment
or retraining of Russian chemical weaponry specialists, as they so
wisely did in the case of the nuclear specialists, it would be an im-
portant contribution to strengthening world peace and security.

Another one of my principal concerns is the danger of dissemina-
tion of chemical weapons, a danger far greater than the spread of
nuclear weapons. I will be direct. Russia's stockpiles are stored in-
appropriately, without proper provisions to make sure that they are
not stolen.

Unfortunately, this is not only my opinion. My view is shared by
some representatives from Duma I talked with in February of this
year. The general contractor of the Basalt Research and Develop-
ment Association informed me that there are several million units
of weapons-missiles, bombs, rockets, et cetera-kept in store-
houses in Russia. Naturally, it is virtually impossible to control
this huge amount of weaponry without computerized inventory-tak-
ing methods.

Since corruption flourishes in contemporary Russia, including in
the military, the possibility of theft of chemical weapons by guards
is very high. One factor which would make such theft easy to ac-
complish is that the warheads with chemical weapons are kept sep-
arately from the powder charges, so a potential criminal would not
have to worry about accidental explosion.

Also, the warheads are hermetically sealed against possible
transportation accidents, meaning a thief would run no risk of acci-
dental exposure to poisonous gas. Furthermore, considering that no
customs agency has any equipment to detect poisonous agents,
there are very few obstacles to prevent illegal export of chemical
weapons from Russia.

Chemical agents can also be easily carried out from the scientific
research institutes which are working with chemical weapons. The
procedures to take inventory of chemical weapons there are purely
formal and not an obstacle to those workers who might want to
steal these weapons.

My own efforts to improve the system during my work at
GosNIIOKhT were not successful. Later, I warned about such dan-
ger in my presentations at the public conferences in 1993 and 1994.

"I stressed that the KGB is not particularly interested in firm con--
trol over poisonous substances and chemical weapons. As to the
possibility of theft in military institutes, it is even more likely be-
cause the army has control over its own resources and, as far as
I know, up until recent years, KGB activity there was almost non-
existent.
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I am sure that the system of international inspections provided
for under the Chemical Weapons Convention will help address this
problem. International inspectors would be able to count these
weapons and keep track of them until they are destroyed safely.
Given the aforementioned circumstances, it is very important that
outside inspectors begin to exercise control over this situation as
soon as possible.

In addition, the Convention's inspections can bring under proper
control the new kinds of chemical weapons I wrote about in my ar-
ticles, the ones not included in the list of controlled chemical sub-
stances, including some dual-use chemical compounds. the Conven-
tion for the first time provides for routine inspections in industry
to make sure that these chemical components are used only for
commercial products. It also allows challenge inspections at any
place to investigate problem situations. These are very strong tools
and I hope that you will do your part to see that they are applied
in Russia by pressing for the Senate's ratification of the Conven-
tion. Thank you.

Senator NUNN. Thank you very much, Dr. Mirzayanov.
Milton Leitenberg, is that the correct pronunciation?
Mr. LEITENBERG. Light, like electric light.
Senator NUNN. Mr. Leitenberg has spent the last several years

studying the Russian biological weapons programs. Mr. Leitenberg
has completed a detailed study of the biological warfare program
in Russia and the former Soviet Union, which I believe is part of
your testimony today. Mr. Leitenberg is a Senior Fellow at the
Center for International and Security Studies at the University of
Maryland.

Mr. Leitenberg, we are glad to have you.

TESTIMONY OF MILTON LEITENBERG, SENIOR FELLOW, CEN-
TER FOR INTERNATIONAL AND SECURITY STUDIES, UNIVER-
SITY OF MARYLAND

Mr. LEITENBERG. Thank you very much, Senators. I appyociate
the opportunity to testify. I will talk a bit more broadly on biologi-
cal arms control, in addition to the Russian program. I wanted to
talk about four issues: First, what we know about the Russian pro-
gram; second, a bit about proliferation of BW to other countries,
and as a subset of that, something about potential terrorist use of
biological weapons or the absence of past terrorist use; and third,
a bit about developments in BW arms control, particularly in the
last 5 or 6 years.

The Biological Weapons Convention has 5-year Review Con-
ferences. It was signed in 1972 and went into force in 1975. After
the Third Review Conference in 1991, when the Cold War was
over, there began a move for verification. There had been no ver-
ification under the treaty. That was not something the Soviet
Union would consider until 1986, with the European CBMs in
Stockholm and then the INF treaty in 1987. But from 1991 on, that
has been accelerating and I want to say a bit about that and a lit-
tle bit about the problems of verification.

But first three things about BW and BW arms control which are
unique. First, that the treaty was the only one, the first and for



171

a long time the only one, which did away, we thought, with a whole
category of one of the three weapons of mass destruction.

Second, the United States had a BW stockpile, and in advance
of the treaty did away with the stockpile, between 1969 and 1972.
That is altogether unique.

The third thing is unfortunate and is also unique and that is
that one of the two major superpowers, the former Soviet Union,
was in generic violation of the treaty. We did not and could not get
an admission of that. Our official Government statements since
1984 in the annual noncompliance statement to the Congress had
stated that they were in violation.

It was not until 1992 that President Yeltsin, coming to this coun-
try, was forced by the Nunn-Lugar legislation, which said that be-
fore any Nunn-Lugar monies could be given to aid dismantling of
the Soviet nuclear infrastructure, the President had to state that
the Soviet Union and then Russia was at least in the process of
compliance with all arms control treaties. That forced Mr. Yeltsin
to admit that the Soviet Union had been in violation.

Then it took a bit longer, until in September 1992, under what
was called the trilateral process between the Americans, the Brit-
ish, and the Russians, to obtain an admission that the Russian gov-
ernment, too, perhaps had been in violation for a while. In a con-
tinuation of the old style, was the Russian government issued an
edict, a decree, saying that the BW program was ended, and that
from that point on there would not be an offensive BW program.
The United States has had its doubts about that since.

First, a bit about BW proliferation. The BW treaty was signed in
1972, and came into force in 1975 and at that time, according to
U.S. Government statements, there were four countries that had
biological weapons. France and Britain had them, too, but the Brit-
ish probably gave up their offensive program around 1956 or so,
the French just around 1972. But since the treaty came into force,
the U.S. government states that about 10 countries have BW pro-
grams, and we have to examine that word "about". I understand
that former CIA Director Woolsey recently raised the 10 to 12.

The problem is that the official U.S. Government statements
which I am going by, either in the arms control treaty noncompli-
ance documents to the Congress, or in the testimony by the heads
of Naval Intelligence-there were three successive statements in
1989 and 1990-these I find, as an arms controller, unfortunate.
They are always ambiguous. They are full of phrases about "sus-
pected of having," or "capability", and no one outside the govern-
ment knows what "capability" means. Does that mean an offensive
research program? Does it mean testing? Does it mean
weaponization? Does it mean production and stockpiling? Those
things are never explained.

There is a classified statement to the Congress in the Chemical
and Biological Weapons Elimination Act, Public Law of 1991, 102--
182. The Congress receives a classified statement describing which
countries in the world have biological and chemical weapons pro-
grams. However, a non-governmental arms control specialist has
no means to match that against the public unclassified non-compli-
ance statements.
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That would be very important for you to do, particularly in the
last year or two, for example, when both the American and British
government identified South Africa as having had a BW program.
South Africa never appeared in the public non-compliance state-
ment. Israel would be also a country that one should examine as
to whether it was on that classified statement or not.

My prepared submission includes a table based on unclassified
official Government statements, including a Russian Foreign Intel-
ligence Service report of 1993. I included a British press compen-
dium because I assumed it was based-I am guessing, I have no
direct knowledge-that it was based, nevertheless, on British gov-
ernment information because it matches the number of countries,
10, that the British Defense Ministry also refers to as having BW
capability.

It is important to notice that the countries that developed BW
after World War II, both major powers and now third world coun-
tries that we think are developing or have these programs, if you
go down this list, you will see that every one of them either has
also developed nuclear and chemical weapons or at least two of the
three. According to former CIA Director Woolsey, again, most coun-
tries who do go on to develop BW do this after having developed
CW.

A large number of those 10 countries, about half of those that we
suspect of having BW programs, are in the Middle East. The fact
of Israeli nuclear weapons has to be taken into account and usually
never is. It is always assumed that that Israeli nuclear weapons
are relevant to why Arab mideast states make chemical weapons
but nobody has explicitly drawn that connection to their BW pro-
grams. We do not know if there is a specific casual relation, but
nobody has drav n it, in any case, to BW, even though it is always
drawn to CW.

A few comments about Iraq because we know the most about
Iraq's BW program, due to the aftermath of the Gulf War and the
UNSCOM process. UNSCOM is the U.N. commission that is able
to travel inside Iraq and to look anyplace at any time. The first im-
portant point is that we would never have learned all that we did
except for that process.

The second important point is that Iraq has lied all through the
5 years, consistently, every 6 months or so, as late as July and Au-
gust. Only the defection of the general who headed the entire
weapons of mass destruction programs, which forced Iraq to dis-
close a lot of information. That is very important because it would
have been catastrophic if the sanctions had been revoked before
that, which was exactly what Iraq was hoping for, and what France
and Russia and China were urging at the UN Security Council. It
was only the defection of General Kamel that ended that pressure.
Therefore the sanctions are still there, and we know the Iraqi BW
program was not disclosed to UNSCOM before in anything close to
its completeness.

The other thing that is very important is that every nation from
the developing world that has gone into the development of weap-
ons of mass destruction, either nuclear or chemical or biological,
has had to depend on technology transfer from advanced industrial
countries, and not just those in the West. China, can be the sup-
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plier as well. But they have all had to depend on that, and we
know that in several of these countries-Iraq was a perfect case-
a large amount of the technology, a great majority of it came from
Western countries in Europe-France, Britain, West Germany in
particular, Switzerland. The bacterial cultures came from the Unit-
ed States.

There are several important lessons here. The first is that infor-
mation about such technology transfers was available to Western
intelligence agencies. We were apparently monitoring that, and we
were adding up the sum of money that Iraq was spending for such
imports.

The second is that nothing was done in response to that informa-
tion. The late 1980s was a particular period in which the Bush ad-
ministration made the diplomatic judgment that it would be more
useful to try and talk Iraq into collaboration, rather than publicly
disclosing and explaining what Iraq was doing.

The third point is that the technology importation process would
have been hindered by export control measures. The Australia
Group, which has negotiated export control measures-for chemical
weapons among 26 countries did not do this for biological weapons
until mid-1993. It is not insignificant that Iran, who the United
States suspects of having a biological weapons program, has spent
several years of diplomatic effort trying to get the Australia Group
abolished.

A brief comment regarding BW and terrorism. Historically-for
50 years after World War II-there has been no terrorist use of
BW. I wrote my testimony before listening to yesterday's study by
the Committee staff. Nevertheless, I am still skeptical regarding
some of the allegations that relate to BW agents in the activities
of the Aum group in Japan, and which we can go into in questions.

I state repeatedly in my prepared statement that the Aum group
failed in making botulinum toxin. They were trying to for 3 or 4
years, but the product apparently did not work. That is very sig-
nificant, because that group had an incredible amount of money. It
had its own facilities to work in. It imported the appropriate tech-
nology: fermenters, milling machines, vacuum dryers and so forth,
and it had some technically trained people, and again, no lack of
money.

As an arms controller I have always heretofore thought that the
biological weapon problem, and I have been working on this subject
for over 30 years-now, since the early 1960s, was a problem of pro-
liferation to states, and at least heretofore was not a problem of
terrorist use. Several of the countries in the Mid-East that we sus-
pect of having BW programs-Syria, Iraq, Iran, Libya-these are
all countries that have sponsored terrorist groups, and have sup-
plied such groups with explosives and other kinds of technology.
They have not heretofore-at least, heretofore-helped terrorist
groups do anything in the way of BW.

The best thing that I think the Senate could do to stop further
biological weapon proliferation, however, would be, to pass the
Chemical Weapons Convention. That would show that the United
States was interested in a serious verification regime in the chemi-
cal and biological weapons area, and these two are usually consid-
ered together. That would show that we are really interested in a
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verification regime in at least the chemical area and hopefully it
is going to move to the biological area.

That means getting the Chemical Weapons Convention to the
Senate floor, and not having a situation where one Senator can
block an arms control treaty on a weapon of mas destruction-in
fact, two treaties on weapons and mass destruction if you include
START-a treaty that was presented in 1984 by Mr. Bush when
he was Vice President, was signed by the Bush administration, and
which took over 20 years to negotiate. That just does not make
sense to any arms controller who does not sit in the Senate.

Just a few words on verification and we will turn to the BW pro-
gram of Russia and the former Soviet Union. Consideraf ion of BW
verification has proceeded since 1991 and then particularly since
the end of 1993, when a report was submitted by a group of experts
convened by a special session of the nations that are treaty signato-
ries. They are referred to as "states parties to" the Biological Weap-
ons Convention.

The American Government is now interested in seeing the same
kinds of transparency measures that we worked out with Russia in
1992 in the trilateral process become part of a protocol which
would be attached to the Biological Weapons Convention. These in-
clude on-site inspections, a verification capability with on-site in-
spections and with mandatory data exchanges; both of these being
mandatory, the data exchanges and the on-site inspection capabil-
ity. The protocal would have to be separate from the Convention,
and it would have to be ratified separately.

Most other Western countries have, in fact, been interested in
such additions of verification capability since 1991. We were a bit
over-cautious for various reasons in the Bush administration. That
has changed now, and hopefully the verification protocal will go
ahead by next year when there is the next BWC Review Con-
ference.

Along with the verification experts meetings that have been
going on during the past 2 or 3 years, a series of model inspection
exercises were held, some international and some national. The
international ones were the U.S., British, and Russian ones under
the trilateral process, where we have gone to some of their facilities
and they have gone to some of our facilities.

However, in the verification experts process, Canada, The Neth-
erlands, and Britain did inspection exercises of pharmaceutical
plants in their own countries. One purpose was to examine a con-
sideration that the Bush administration had raised, which was that
such inspection exercises could compromise commercial security re-
quired by industrial firms. These three nations carried out inspec-
tion exercises in pharmaceutical companies in their countries and
decided that the problem could be overcome, and that there would
not be any compromise of commercial secrecy.

One last word on verification. The material that was prepared for
Congress in recent years in two reports by the Office of Technology
Assessment, and also in a Congressional Research Service report,
were very pessimistic, negative overall, about the capabilities of
BW verification. The basic reasons given are because the produc-
tion equipment is dual purpose, and as people repeat, the facilities
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do not have to be very large in size, though most of them that have
been built by nations in the past have been sizeable.

My prepared statement includes a set of tables prepared by the
Armed Forces Medical Intelligence Center in 1993. Those are the
U.S. BW intelligence people. The tables consider five indicators of
BW facilities-BW facilities of states, not terrorist ones: Funding
and personnel, facility design, equipment and security, technical
considerations, safety and process flow. They total 40 different as-
pects. The tables match the 40 aspects in BW facilities and in
pharmaceutical and vaccine plants to see whether they are similar
or whether they are different. They indicate a rather substantial
capability to differentiate between the civil and the military facili-
ties.

Now to turn to the question of the BW program of the former So-
viet Union and the present Russian program. As I indicated, the
U.S. and UK finally obtained an admission that the former Soviet
Union had been in violation. I will just read a brief statement from
the 1992 U.S. Arms Control Compliance Report which sums it up:

"The United States has determined that the Russian offensive bi-
ological warfare program, inherited from the Soviet Union, violated
the BWC, at least through March 1992. The Soviet offensive BW
program was massive and included production, weaponization, and
stockpiling. The status of the program since that time remains un-
clear. The modernization of biological agent capability and its toxin
research and production in the territory of the former Soviet Union
remains a problem." That was in January, 1993, in other words,
written at the end of 1992.

We then got the trilateral statement with the Russians, and the
critically important sentences in that statement, signed by the
three countries together, were that a so-called mobilization capac-
ity-mothballed agent production facilities-that these now be dis-
mantled. The Russians call them "experimental technological lines
for the production of agents," that these- were to be closed down
once and for all. In addition, the group that ran this program in
the Ministry of Defense should be disbanded. Apparently, it was
just renamed. And also that the program was to be cut by half, by
50 percent in personnel and 30 percent in budgeting.

The U.S. and UK nevertheless remained worried about the pro-
gram, largely because of a series of defectors from first the Soviet
Union and then Russia, who reported that it had not been stopped.
President Clinton and Secretary of Defense Perry have been con-
tinuing through 1994, and I assume in 1995 as well-to press the
most senior members of the Russian government, their counter-
parts on the Russian side, to make sure that the offensive portion
of the Russian BW program is absolutely ended.

Under the trilateral process we have the ability to visit their BW
facilities. How many were there? How big was the program? That
was a bit of a su:prise to an arms controller. The United States
had one R&D institution, Fort Dietrick. We had one test site in
Utah, Dugway. We had one production facility, Pine Bluff.

It turns out that the Russians had about 20 facilities in all.
There were five under the jurisdiction of the Ministry of Defense,
two under branches of the Ministry of Defense, and there were an-
other 15 or 16 under a non-Ministry of Defense organization re-
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sponsible for microbiological production. It is referred to as
Biopreparat in short. It has a much longer name in Russian.

The Biopreparat facilities did some of them, partly civilian along
with military work, some on-Jy military work, some all civilian
work. But there were that many (15-16) that did at least some BW
work. In fact, in the early 1990's our greatest concern appeared to
be the Biopreparat facilities, and those were the ones that we went
to inspect first under the trilateral program.

So the program was very large. It may have had tens of thou-
sands of employees. Again, at least an order of magnitude larger
than the U.S. program had been at its peak in 1968 or 1969.

Because of some of the questions that the Committee has been
most interested about in terms of the Russian chemical weapons
program, the size of the stockpile and the security of that stockpile,
those questions may not pertain to the Soviet "B" program. The
only time that the U.S. Government has referred to a Soviet BW
"stockpile" was in its 1992 statement. There followed a leak to the
press which indicated that our intelligence people had some notion
about the size of that stockpile.

But there has never again been an official public statement by
the Americans or the British about a Soviet BW stockpile, and it
does not appear in the U.S.-UK-Russian trilateral statement of
September 1992. So I think the present assumption is that there
is not a stockpile of BW agents sitting somewhere in Russia, weap-
ons or agents, and that, therefore, security of such a stockpile is
not an issue. The BW issue was that mobilization capacity, in other
words mothballed production capability, and was that gone or was
it not gone? Then there is the same question about the possible ex-
odus, brain drain, of former Soviet and presently Russian people
working in BW.

Regarding the conversion of the former Russian BW facilities, I
prepared a large study about their conversion last year, and Ms.
Harrington in the Department of State, who is the person that.
works the most closely on that, has just published a paper on the
same subject a few days ago, of three or four pages.

There is not a good understanding of what all the 20,000 or so
people that formerly worked in the Russian BW program are pres-
ently doing. The latest Russian submission under the confidence-
building measures of the treaty states that there are only 6,000
people still working in those institutions. In its 1993 declaration
Russia still named 12 institutions, the five military, and the seven
formerly Biopreparat. (In 1994 this was apparently further reduced
to eight.) But we do not have a good grasp, I do not think, of the
overall picture.

My own training before I went into arms control was in bio-
chemistry. I taught subjects such as molecular biology, and I there-
fore have an understanding of the nature of research in a BW lab-
oratory. There should be no group of technical personnel working
on any kind of weapon: nuclear, chemical, missile, all the rest, that
should be easier to convert than personnel working on BW. All the
production facilities are essentially the same as would be used for
civilian production and the kind of technical knowledge and capa-
•bility that the researcher has is exactly the same as in the civilian
area.
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In the former Soviet Union, there is art incredible need for medi-
cal products and pharmaceuticals, and everybody agrees on that. I
think we have been suggesting approaches to Russian conversion
that are misdirected. We have been stressing joint ventures with
Western companies that could produce pharmaceutical products for
export that meet the production standards in the West. Most
former Soviet pharmaceutical production and vaccine facilities do
not meet those standards. But to get the maximum number of peo-
ple into civilian work that were previously at work in the BW field
in Russia, you should focus on products that can be sold in Russia
and in the other former Soviet Republics.

There is in fact some Nunn-Lugar funds, a very small amount,
that is being used in one of these former Biopreparat facilities.
That is under the Department of Defense. There is also a bit more
out of the Department of Energy and NASA.

Another problem with some of these U.S. aided "conversion" ef-
forts is that because of the way those programs are designed, they
could be open to criticism that we are trying to obtain benefits for
our own BW defense program. I think that is a motivation that
should be entirely avoided. What we should be interested in is get-
ting the maximum number of Russian research and related person-
nel in those facilities at work on commercial pharmaceutical prod-
ucts that can be sold within the former Soviet Union, in all the CIS
countries, for consumption there.

[The prepared statement of Mr. Leitenberg follows:]

PREPARED STATEMENT OF MR. LEITENBERG

Senator Roth, Senator Nunn, Committee members, I apprecia', the opportunity
to testify on issues dealing with Biological Weapons Arms Control.

I have submitted a background study for the record, which discusses four subjects:
" what was learned in recent years regarding the BW program of the USSR,

and now Russia, and what is its present status;
" proliferation of BW: the state of public knowledge regarding those other coun-

ties known or strongly suspected of having BW progra'ns, and the question
of possible use of biological weapons by terrorists;

" developments in BW arms control since 1975, particularly in the last half-
dozen years, and the move towards a verification capability for the Biological
Weapons Convention (BWC);

" some discussion of the possibilities and problems of BVV verification.
Most of my presentation will be devoted to the issues dealing with the BW pro-

gram of the USSR and now Russia, but I would like to make several points regard-
ing each of these other major topics.

First, some basic points dealing with biological weapons arms control.
The Biological Weapons Convention was signed on Apcil 10, 1972, and came into

force on March 26, 1975, when the U.S., the UK and the USSR deposited their in-
struments of Ratification of the Convention.

It has had three unique distinctions. It was the first, and for a long time only,
post WWII disarmament treaty in which an entire class of weapons of mass destruc-
tion was done away with. Or so it was assumed at the time, and the arms control
community by and large thought biological warfare had been removed from the
scene. Contrary to the nuclear nonproliferation treaty of 1968, there were to be no
preferred group of countries that would continue to retain the weapons. Biological
weapons were to be prohibited to all, into the future. This was the first major and
unique distinction of the subject

The second was that one of the two superpowers-the United States-which did
possess biological weapons, gave them up and destroyed them, even before the trea-
ty came into being:

Biological weapons provide a case in which the usual approach t o arms in-
filtration was reversed. Instead of first negotiating a treaty and then imple-
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meeting its provisions, an entire class of weapons was renounced by a
major possessor without any prior international agreement. This was in No-
vember 1969, when President Nixon, after extensive review, declared that
the United States would unconditionally renounce the deployment, procure-
ment, and stockpiling of biological weapons, would destroy all stocks of
agents and weapons, and would convert facilities for their development and
production to peaceful purposes.

The United States chose this policy at the time to dissociate biological from chemi-
cal weapons, the combined and historical framework under which arms control de-
liberations on them had been carried on for many years in Geneva. Article 9 of the
BWC was an undertaking to continue negotiations to achieve a chemical weapon
disarmament treaty-but an additional 22 years would pass before that would be
achieved on January 1993. The BWC additionally carried no verification provisions;
on-site verification was not something that the USSR would consider or accept be-
fore Stockholm in 1986 and the INF Treaty in December 1987.

There was however a third major and unique distinction of the BWC: in 1992,
Russia admitted that the USSR had been in gross, generic violation of the treaty,
the only instance in which one of the superpowers admitted to having been in total
violation of a post WWII arms control treaty. By the end of the 1980's it had also
become clear that a half dozen or more countries had decided to develop biological
weapons in the intervening years. Thus the assumed achievement of the 1970's had
been at least in part reversed. Chemical weapons had been used in the war between
Iraq and Iran in the 1980's, and in 1991, allied troops that fought Iraq ran a risk
of being attacked by both chemical and biological weapons. From the mid-1980's on,
there had also been movement to strengthen the BWC and add some kind of ver-
ification provisions to it, accelerated by the verification provisions in the chemical
Weapons Convention, signed in January 1993. In 1994 it was also reported that
"U.S. military doctrine on nuclear weapons since 1993 has assumed the possible use
of nuclear weapons to deter or respond to a chemical or biological attack .... ," al-
though there is no official U.S. statement to this effect. All of these factors put BW
back in the active arms-control agenda.

THE PROLIFERATION OF BIOLOGICAL WEAPONS

The years since 1972 and 1975, when the Biological Weapons Conveltion was
signed and then entered into force, have been a disappointment for arms control in
the biological field. One official U.S. estimate is that "The number of nations having
or suspected of having offensive biological and toxin warfare programs has increased
from 4 to 10 since 1972," and as the same statement noted, some of the 10 nations
in question ". . . are signatories of the BWC." A recent statement by former CIA
Director Woolsey has, I understand, raised the "10" to "12." A substantial number
of these countries are in the Middle East, and these have either not signed or not
ratified the BWC. In 1992 the Bush administration made a concerted effort but
failed in the attempt to convince several of the major Middle East antagonists to
either sign and/or ratify the BW Convention.

With the exception of the USSR and then Russia, and Iraq as a result of the Gulf
War and the UNSCOM process which followed it, there has however been no inter-
national pressure or penalty applied against any of the suspected BW states. Until
around 1988 no national or international spokesman even made reference to the de-
velop ment, and since then, it has been virtually only U.S. spokesmen that have done
so, but within severely restrained limits. The statements have been constantly
plagued with ambiguities in their descriptive terminology, such as the words "...
or suspected of having . ." in the statement quoted above. In 1990 the Chief of
Naval Operations tod 'Congress that "3 countries worldwide now have bacterio-
logical weapons," and that 15 others were suspected of developing them. Three
weeks later the Director of Naval Intelligence identified Iraq, Syria, and the USSR
as the three "assessed to have (BW) capability." His predecessor had also identified
China, Taiwan, and North Korea by name. But what the U.S. governments' criteria
were for the categories of "suspected", "developing", and "capability" was never spec-
ified, although in this particular pair of statements "capability" apparently meant
weapons possession. A statement in the 1992 British Defense White Paper uses the
same pattern of ambiguous phrasing, noting that "about ten (nations) have or are
seeking biological weapons." What was worse, the number of nations "developing"
or with "capability" were frequently aggregated with those doing the same for chem-
ical weapons. What one wanted to know explicitly was which nations had BW pro-
grams, which had gone into weapons development, testing or weaponization, and
which into production or stockpiling of BW agents and weapons. That information
was publicly unavailable. The Chemical and Biological Weapons Elimination Act of
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1991 (P.L. 102-182) requires an annual report by the President to Congress which
contains a complete list of known or suspected BW programs, including those that
are classified.

Since the U.S. government has been severely and persistently restrictive in the
information that it has released on BW proliferation, perhaps it is assumed that
more explicit information would prompt additional nations to take up BW develop-
ment. I do not know if that is the reason or whether other diplomatic considerations
are the cause. But I believe that the ambiguities are bad for BW arms control, and
bad for anti-proliferation efforts. Since the U.S. listings obviously omit countries
that have biological defensive research programs-such as the UK, Sweden, The
Netherlands, in addition to the U.S. and others-by implication at a minimum those
countries it identifies are to be assumed to have offensive programs of varying de-
grees. My understanding is that the U.S. government does not, however, think that
any nation is currently "producing" or stockpiling BW agents.

An important additional question for Congress is whether the annual classified
compilation it receives from the U.S. government is complete or not. There were ap-
parently years in which the Bush Administration withheld inclusion of China, and
with the recent U.S. and British government disclosures on the former South Afri-
can program, it would be important to check if that appeared in the classified notifi-
cation in former years, as well as perhaps other countries.

I have compiled a table on BW proliferation based on unclassified U.S. disclo-
sures, and on entries in the 1993 Russian Foreign Intelligence Service report on pro-
liferation of weapons of mass destruction. It is important to note that virtually no
nation that has gone into a BW development program has done that without also
developing or procuring one of the other weapons of mass destruction, chemical, or
nuclear weapons. The paper that I have submitted for the record includes a discus-
sion on each of the listed countries, containing the maximum information that is
publicly available.

Nations Having BW Programs At Least Approaching Weaponization
Russia: Ambiguity regarding continuation of offensive program

U.S. Gov't Arms Adm.'s Brooks,' U.S. and Russian Federa-
Control Compli- Studeman, Trost UK govern- tion 2 Foreign In- ,The Guardian5
ance Reports to (1988, '90, '91); ments letligence Report, (UK. 1991)

Congress (93.95) Sec. Cheney, '90 (1995) 1993

Middle East
Iraq ................... X X X
Libya ..... ............. X X X X
Syria .............. X X X
Iran ... ...... . X X X
Israel X
Egypt ... ............ X X

South/East Asia
C h ina ... ............... X X X
North Korea ............. X X X
Taiwan ........... ? X X
India 4 

. . . . . . . . . .
.... ?

South Korea ............ ?
V ietnam .................. X
Laos ..... .......... X

Africa
South Africa ............

'"Statement of Rear Admiral Thomas A. Brooks, USN, Director of Naval Intelligence. before the Seapower, Strate-
gic, and Critical Materials Subcommittee of the House Armed Services Committee, on Intelligence Issues," 14 March
1990, p. 54.

"Statement of Rear Admiral William 0. Studeman, USN. Director of Naval Intelligence, before the Seapower, Stra-
tegic, and Critical Materials Subcommittee of the House Armed Services Committee, on Intelligence Issues," 1 March
1988, p. 48

"Statement of Admiral C A.H. Trost, USN, Chief of Naval Operations, before the Senate Armed Services Commit-
tee on the Posture and Fiscal Year 1991 Budget of the United States Navy," February 28, 1990.

"Remarks Prepared for Delivery by the Honorable Dick Cheney, Secretary of Defense. American Israel Public Af-
fairs Committee, Washington, DC, 11 June 1990," News Release, No. 294-90, p. 4.

2 Proliferation Issues.- A New Challenge After the Cod War, Proliferation of Weapons of Mass Destruction, Russian
Federation Foreign Intelligence Report, (translation), JPRS-TND-93--007. March 5, 1993.

3 The Guardian. (UK), September 5, 1991. This source is included because it is assumed to derive its information
from UK government sources, which have referred to "around 10" nations with "or seeking" BW. However, the inclu-
sion of Laos and Vietnam seem very dubious, particularly if they refer to the U.S. "Yellow Rain" allegations of the
mid-1980s.
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4 In 1994, a Congressional Research Service report included a table of nations either possessing or having "pro-

grams" of weapons of mass destruction. For Biological Weapons A listed Russia as the only nation with "possession

confirmed," Iraq as "clear intent" (which, by 1994, should also hive been in the "confirmed" column), China, India,

Pekistar, North Korea, Taiwan, Iran and Syria as "probable po. session" and Egypt and Libya as "suspected pro-

grams." The interesting---ir anomaous-listings are of India and Pakistan, which have not otherwise been included in

any unclassified officiaT U.S. listings.

J.M. Collins et. at, Nuclear, Biological and Chemical Weapons Proliferation: Potential Military countermeasures,

Congressional Research Seivice, 94-528S, July 5, 1994. page 2.

(Other versions of this table, essentially based on the sources in footnote 1, were

published by Elisa Harris (1991), Nicole Ball and Robert McNamara (1990), and

Steve Fetter (1991), the Office of Technology Assessment, U.S. Congress, Prolifera-

tion of Weapons of Mass Destruction, 1993, p. 82, and Ivo Daalder (1994).)

Of those countries that developed BW after World War II to the stage of weapons

acquisition, virtually all either acquired all three categories of weapons of mass de-

struction (nuclear, chemical, and biological), or at least two and have made attempts

at a third:
" the United States, USSR, France, the UK, China, and South Africa procured

all three;
" Iraq, had chemical and biological, and was in advanced development of nu-

clear;
" Israel, has nuclear and chemical; biological is unknown;

" Iran, has chemical and biological; seeks nuclear;
" Libya, has chemical; has sought nuclear for decades, and is seeking biological;

" Syria has chemical and biological;
" North Korea has chemical; sought nuclear, and accepting the Russian assess-

ment, apparently has biological;
" India and Pakistan have nuclear, chemical and biological are unknown;

" Taiwan has chemical, South Korean chemical is ambiguous, and both had in-

cipient nuclear programs in the late 1970's.

According to a statement by former CIA Director Woolsey in 1994, nations devel-

oping and procuring BW have usually done so following their procurement of CW,

and it has frequently been stated that various Arab states in the Middle East devel-

oped chemical weapons because of Israel's possession of nuclear weapons. There are

no statements or analyses that have extended this rationale specifically to their de-

velopment of biological weapons as well, although it is an easy, logical extension to

make. In Anthony Cordesman's phrase. "Nations that are interested in biological

weapons are already interested because they offer an alternative to nuclear weap-

ons ... " It would not be altogether surprising if one learned that some govern-

mental policy group in these states that had considered or was urging the acquisi-

tion of nuclear weapons had spun off the suggestion to develop biological weapons.

Nevertheless, nothing is publicly known regarding the policy decisions in these

states regarding BW development.

I want to comment here in particular only on Iraq, about whose BW program we

now know the most.

* First, that we learned what we did only as a coincidence of the Gulf War, the

severe and intrusive restrictions that were placed on Iraq under resolutions

of the United Nations Security Council, including the UNSCOM process [the

United National Special Commission], with its authority to go anywhere in

Iraq, inspect any site, repeatedly, and obtain all information dealing with all

of Iraq's former programs to develop and produce weapons of mass destruc-

tion. Economic sanctions would have obviously never have produced any of

these disclosures.

" Second, that the Iraqi government had lied continuously, even as late as in

its July 6 "disclosures" and its August 4 "Full, Final, and Complete Disclo-

sure." Iraq's credibility is nil, and everything must be verified. Under condi-

tions of a police state determined to lie, UNSCOM and the inspections were

not able to turn up major portions of the relevant evidence regarding docu-

ments, culture media, research personnel, destruction or non-destruction of

agents, etc., only strong suspicions as a result of discrepancies. UNSCOM

noted in August that "Iraq has now acknowledged a much more extensive

program than UNSCOM had been able to piece together over four years

through a process of gathering independent information outside the country

and then confronting Iraq with it."

" Finally, that it would have been catastrophic to have revoked the sanctions,

as Iraq continuously demanded and its UN Security Council advocates-Rus-

sia, France, and China-urged, prior to UNSCOM's absolute certainty that
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Iraq had thoroughly complied with the original provisions of the UN Security
Council's resolutions. Clearly, Iraq had hoped to get the economic sanctions
lifted without fully disclosing its BW program. Only the defection on August
7 of General Kame ruined that plan.

In addition, every nation that has produced weapons of mass destruction-nuclear,
chemical, and biological-and most particularly those in the less industrialized or
"developing" nations, have relied on external assistance: the purchase and importa-
tion of technology, equipment, and personnel. The personnel-advisers, scientists,
technicians-bring knowledge. Iraq's BW program was no exception. Equipment,
technology, and materials were procured overseas, from the USSR, France, West
Germany, and even the United States. And a substantial amount of this was late
in the game.

In 1989 Iraq bought a widow variety of biotechnology equipment from various Ger-
man supply firms, and additional fermenters, also from Germany. Altogether, 24
West German firms were involved in the construction of production facilities for bio-
logical and chemical weapons in Iraq; the chemical weapons production infrastruc-
ture being by far the larger of the two. During the late 1980s U.S. intelligence serv-
ices reportedly tracked the exports of dual use equipment that could be used for pro-
ducing biological weapon agents from European countries to Iraq, and concluded
that raq had spent approximately $100 million on its BW program between 1980
and 1990, and that Iraq was producing and stockpiling BW agents.

This has several clear implications:

" Information was available to Western intelligence agencies.
" Nothing was done, however. In fact, the late 1980s was a period in which the

Bush Administration was following a diplomatic agenda of courting Iraq to
solicit its good behavior.

" The process could have been severely handicapped, if not stopped, by Western
export controls. The Australia Group, 26 nations with agreed export control
procedures for materials that could lead to the production of chemical weap-
ons, extended its agreements in June 1993 to manufacturing equipment and
agents that could produce BW. It is certainly significant that Iran-a country
that possesses chemical weapons and is suspected of having developed biologi-
cal weapons--spent several years trying to get other nations to support it in
a campaign to pressure the Australia Group to disband.

THE POTENTIAL USE OF BW BY EXTRA-NATIONAL, OR "TERRORIST" GROUPS

There have been many warnings over a period of several decades of the possible
use of BW by terrorist groups. The reason given is the ostensible ease of preparation
of such agents. Nevertheless to this date no such use has ever taken place. The most
serious attempt to produce an agent, which nevertheless failed, was made by the
Japanese Aum Shinrikyo group in the early 1990s. The same group did go on to
manufacture and use the chemical agent Sarin in 1994, and then in March 1995
in Tokyo. Over a period of 50 years, there is a record of no more than a half dozen
threats worldwide by groups or individuals to use BW.

There are two significant aspects of the Aur Shinrikyo attempt. The first is that
although it appears to have been the most serious attempt on record, with no lack
of resources and time, it failed. The second is that the perpetrating group was most
certainly not an ordinary "terrorist" group. As for resources, they were virtually un-
limited in financial terms, the group had established front companies for purchas-
ing, had bought the appropriate equipment, had years in which to work, and had
a small staff of scientifically trained personnel. Nevertheless, they failed to produce
the agent that they were trying to make.

My own view is that the major problem regarding biological weapons is to prevent
its development by states. I still think that is the case. The greater number of states
that develop BW, the greater will be the eventual likelihood that it may be taken
up for use by terrorist groups. If the U.S. Senate wants to inhibit the possible even-
tual use of BW by terrorists the most effective thing that it could do would be to
support the forthcoming protocol to the Biological Weapons Convention that would
have greatly strengthened verification provisions, including provisions for manda-
tory on-site inspection, even though such a convention wou ld have direct impact
only on states. And the best way to do that would be to have the Senate ratify the
Chemical Weapons Convention. That would be a crucially important step, establish-
ing the U.S. interest in a serious verification regime in the C and B area. And that
obviously means getting the treaty to the Senate floor, and ending the ability of a
single U.S. Senator to prevent a major arms control treaty on one of the three cat-
egories of weapons of mass destruction-a treaty that the Bush Administration had
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championed, that the United States signed, and that took over twenty years of
international negotiations to achieve-from being put to the U.S. Senate for ratifica-
tion.

BIOLOGICAL WEAPONS ARMS CONTROL SINCE TIlE TIIIRI) BWC REVIEW CONFERENCE
(1991); MOVEMENT TOWARD VERIFICATION CAPABILITIES, AND TIE POSSIBILITIES AND
PROBLEMS OF VERIFICATION

By 1994 the United States was interested in seeing that a series of "transparency
measures" similar to those that the United States, Russia, and the UK had agreed
on in the trilateral process in September 1992, be extended on an international
basis to all States Parties of the BWC. That included mandatory data exchanges,
or declarations, and mandatory on-site visits. Both aspects are essential: whatever
will be decided on must be mandatory and there must be some on-site inspection ca-
pability. The administration should be pushing as hard as it can to see that a new
Protocol to the BWC that will be ready in time for consideration at the Fourth Re-
view Conference in 1996.

The purpose of the mandatory declarations would be to provide a database on the
facilities that were of the greatest potential danger to the BWC, the most convert-
ible, and the easiest to disguise. That includes all facilities with high containment,
all that used listed organisms, and all national biological defense programs. Over
a period of years such declarations would presumably provide a profile of "a national
pattern of activity." If that profile changed it could provide reason for an on-site
visit. Such visits would have to take place on relatively short notice, and they would
be to any declared or undeclared site, or to a site of alleged use of BW.

The U.S. government's position is now the same as that of all the other Western
nations, that having more information is unquestionably better than having less,
and that there must be an on-site inspection capability. Nations that stay out of the
regime will be suspect. For those that join the regime, the ability to demand inspec-
tions will supply the international community with leverage and pressure. There is
no leverage at all without such a regime. The important point is not that there
might stilt, not be 100 percent absolute certainty of discovering a violator, but that
without it, there is no ability whatsoever to go in and look. The Protocol would re-
quire a new cycle of ratifications, separate from the BWC. There would have to be
some kind of secretariat and inspecting agency, analogous to the OPCW provided
for by the Chemical Weapons Convention.

The verification problem is simply the ability to find and then to distinguish pro-
hibited from permitted activity. In BW this is complicated by the fact that the facili-
ties-at least in theory-need not be very large, although all the national facilities
identified to date have been sizable, and the equipment is for the most part dual
purpose.

In the 1990s, two circumstances gave rise to a substantial group of BW inspec-
tions, some as national exercises, and some on an international and official level:

* The U.S.-Russia-UK "Trilateral" process led to U.S.-UK inspection visits to
Russian facilities, and to Russian inspections of facilities in the U.S. and UK.

* As part of the VEREX process, three Western governments--the UK, The
Netherlands, and Canada-ran trial inspections of commercial facilities in
-their respective countries.

The British, Canadian and Dutch government exercises were carried out specifi-
cally to ascertain if serious, intrusive inspections of commercial facilities could be
carried out without the compromise of commercial proprietary information. Their re-
ports to the VEREX stated that that was possible without any great problems.

Reports to the U.S. Congress by the Congressional Research Service (1994) and
the Office of Technology Assessment (1993) have emphasized the similarities be-
tween equipment used for peaceful purposes-vaccine production-and military
ones-the production of BW agents-and the resulting difficulties in inspection and
verification for BW.

I would like to submit evidence that emphasizes the ability to distinguish. These
are a set of tables prepared by the Armed Forces Medical Intelligence Center in
1993 entitled "Signatures for Biological Warfare Facilities." It divided indicators
into five categories:

* funding and personnel,
• facility design, equipment, and security,
* technical considerations,
* safety, and
• process flow.
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Under each of these categories it listed a series of either common or quite dissimi-
lar characteristics in a "BW facility" and in a "legitimate facility." For example, the
nature of waste treatment, location of air filters, air pressure gradients, the location
of refrigerated bunkers, facility security, etc. Forty such characteristics were evalu-
ated and provide substantial differentiation between the BW facility and the pre-
sumptive pharmaceutical or other commercial site.

Signatures for Biological Warfare Facilities

(ARMED FORCES MEDICAL INTELLIGENCE CENTER)

1. Funding and Personnel
BW Facility

1. Military funding
2. High Salary
3. Funding exceeds product/research

output
4. Scientists/technician ratio high
5. Limited Ethnic diversity
6. Elite work force/foreign trained
7. Foreign language competency
8. High ratio of military to civilian

2. Technical Considerations
BW Facility

1. Pathogenic or toxic strains
2. Test aimed at killing animals
3. Facilities for large animals such as

monkeys
4. Negative air flow
5. No commercial products
6. Weapons filing equipment
3. Facilities, Security, and Equipment

BW Facility
1. Access control: High walls, guard

towers, motion detectors, video
cameras, elite security force, badges
and clearances

2. Transportation provided
3. Quarantine facilities on compound
4. Foreign travel restricted, highly

available
5. Refrigerated bunkers secure area
6. Advanced software, external data base

access ADP security high foreign
access

7. Static aerosol test chambers
8. Military with weapons expertise
9. Rail or heavy truck required for

weapons filling facility

4. Safety
BW Facility

1. Physical barriers to prevent animal to
animal and animal to human
transmission

2. HEPA filters present, exhaust
3. Dedicated biosafety personnel
4. Infectious and toxic agent trained

medical staff
5. Decontamination equipment and

showers
6. Large capacity pass through

autoclaves
7. Dedicated waste treatment
8. Special sterilization of waste
9. Test animals sterilized before final

disposal

Legitimate Facility
1. Private enterprise or nonmilitary
2. Salary within normal limits
3. Average or underfunded for expected

output
4. Average ratio
5. Integrated work staff
6. Local trained work force
7. Limited foreign language capability
8. Military personnel unlikely

Legitimate Facility
1. Non-pathogenic or non-toxic strains
2. Test aimed at protecting animals
3. Facilities for smaller animals, specific

inbred strains
4. Positive air flow
5. Commercial products
6. Bottle filling equipment

Legitimate Facility
1. Average security, badges at most
2. Public/private transport
3. No quarantine
4. Unrestricted but not readily available
5. Cold rooms in facility
6. Open information except for

proprietary information
7. No aerosol test chambers
8. No need
9. Only light truck transportation

Legitimate Facility
1. Physical barriers designed to prevent

animal to animal and human to
animal transmission

2. HEPA filters possible, intake
3. May or may not be present
4. Dedicated highly trained staff not

likely
5. Not needed or large scale
6. Small bench top autoclaves
7. Waste treatment common with local

facilities
8. May or may not exist
9. Animals may not need to be sterilized

before final disposal
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5. Process Flow
BW Facility

1. Raw material consumption doesn't
equal output

2. Large volume fermenters (greater
than 500 liters) cell cultures (1000's of
culture flasks/roller bottles)
embryonated eggs (100's thousands)

3. Air pressure gradients keep microbes
in vessel

4. finished product-wet stored at low
temperature in sealed (often double
packaging) containers-not readily
identifiable

5. Milling equipment operated in
biohazard protective suits

6. Storage-low temperature, high
security, bunkers with biocontainment

7. Munitions-special filling buildings
and/or explosives handling facilities

Legiumate Facility
1. Raw material consumption relates to

output
2. Large or small scale fermentation but

cell culture and eggs in smaller
volume

3. Air pressure gradients keep
contaminants out of vessels

4. Labelled by product, batch number,
date, etc.

5. Milling equipment is not operated in
biohazard areas

6. Storage in temperature controlled
environment, clean warehouse
conditions

7. Non-issue

THE BIOLOGICAL WEAPONS PROGRAM OF THE FORMER USSR AND PRESENT-DAY RUSSIA

The 1992 U.S. government arms control compliance report (released on January
19, 1993) stated

The United States has determined that the Russian offensive biological
warfare program, inherited from the Soviet Union, violated the Biological
Weapons Convention through at least March 1992. The Soviet offensive BW
program was massive, and included productions weaponization, and stock-
piling. The status of the program since that time remains unclear.. . . The
modernization of biological agent capability and its toxin research and pro-
duction in the territory of the former Soviet Union remains a concern.

The only other reference to former Soviet BW "stockpiles" was an April 1992
Washington Post press report that claimed that "Western Inteligence" had devel-
oped an estimate of the size of that stockpile by stating that Russia was only report-
ing "10 percent" of the amount that these intelligence sources believed existed. How-
ever, there has never again been any official government reference to a Russian BW
stockpile, and no suggestion of one appears in the September 1993 U.S.-UK-Russian
trilateral statement. In addition, as the Russians have constantly denied having
maintained any BW stockpiles, it is not clear when or under what circumstances
the "10 percent. . . reporting" by Russia took place.

For thes3 reasons, some of the questions that the Committee focussed on in rela-
tion to the Russian chemical weapons stockpile-its size, its location, its security
risks of diversion of any portion of it-may not pertain to the Russian biological
weapons program. The key questions that do exist are the nature and size of the
remaining Russian BW program and the "mobilization capacity"- mothballed agent
production facilities-and the degree to which it had or has not been dismantled or
destroyed. The possible emigration of relevant Russian scientific personnel is also
an issue, or the transfer of their knowledge by working for a foreign nation while
remaining in the USSR.

In 1984, the U.S. government stated that the USSR was violating the Biological
Weapons Convention.- However, it was a defector from within the Soviet BW R&D
establishment who reached London in 1989 that prompted President Bush and
Prime Minister Thatcher to repeatedly press Soviet President Gorbachev on the
issue. It was only on the eve of President Yeltsin's visit to the United States in Feb-
ruary 1992 that the conditions stipulated in the Nunn-Lugar legislation forced a
Russian admission that the USSR had maintained a BW program that violated the
Biological Weapons Convention. That legislation required President Bush to certify
that the USSR and then Russia was committed toward compliance with all arms
control agreements before any U.S. financial assistance could be provided to aid in
the dismantling of nuclear weapons and other weapons of mass destruction in the
USSR/Russia.

In the succeeding months, however, the British and U.S. governments remained
apprehensive about the Russian BW program and whether activities continued that
violated the BWC. In September 1992 they obtained Russian agreement to the es-
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tablishment of a "trilateral" process of information sharing and mutual site visits
in an effort to increase the transparency of the Russian program and to bring an
end to any possible activities not permitted by the BWC. The trilateral statement
"confirmed the termination of offensive research, the dismantlement of experimental
technological lines for the production of agents, and the closure of the biological
weapons testing facility" in Russia. It also "dissolved the department in the Ministry
of Defense responsible for the offensive biological . .., cut the number of personnel
involved in military biological programmes by 50%, (and) reduced military biological
research funding by 30%."

U.S. and British concerns apparently continued, however. In April 1994 U.S. offi-
cials were quoted in the press as saying, "We have evidence that leads us to under-
stand that there is still an offensive biological weapons program underway (in Rus-
sia). . . . We are very concerned that .arge aspects of the program are continuing.
. . .Yeltsin's decrees have not filtered do,,vn to the working levels." The unclassified
version of a special U.S. government report in October 1994 on Russian compliance
with biological and chemical arms control agreements stated that "The U.S. contin-
ues to have concerns about Russia's compliance with the BWC." The U.S. govern-
ment has continued to press these issues directly with President Yeltsin, by Presi-
dent Clinton during his visit to Moscow- in January 1994, during U.S. Secretary of
Defense Perry's visit io Moscow in March 1994, and at the September 1994 Yeltsin-
Clinton Summit meeting. Given the history of these events since 1989-a period of
six years-it is unfortunate that neither the Soviet nor the Russian senior military
or political leadership hasn't sought to do away with any residual portions of the
USSR's offensive BW program in a patently open and visible way so as to remove
as much grounds for doubt as feasible.

How big was the Soviet and then Russian BW program? It was apparently an
order of wngnitude larger than that of the United States at its pre-1969 peak. In
1987, under the IIWC CBMs, the USSR reported the five BW laboratories that it
maintained under the direct control of the Soviet Ministry of Defense. However, the
U.S. and British governments became concerned about a second system of facilities
that were under the nominal jurisdiction of the USSR Ministry of the Medical and
Microbiological Indust- -, which has mostly been referred to as the "Biopreparat" or-
ganization (or Glavmikrobioprom, the Main Administration of the Microbiology In-
dustry). A still-classified 1992 U.S. intelligence report referred to "16 known and
suspected (So'viet) logical weapons facilities," up from nine previously "identified,"
a number that was soon increased to twenty. What is even more important is that
this entire secondary system was only established in 1973: the Soviet institutes, lab-
oratories, and administrative structure that were in violation of the BWC were es-
tablished for the greatest part after the 1 9 7g2- 1 97 5 period, after the United States
dismantled most of its BW research apparatus and destroyed its production facility
and BW stoilyile, and the BWC came into force.

In its 1993 BWC declaration, Russia listed the five primary Ministry of Defense
facilities and seven others as remaining, with a combined staff of at least 6,000.
Under the trilateral process, the U.S. and UK have been able to make visits to the
11iopreparat facilities, but although it has been trying to negotiate visits to the five
facilities run by the Ministry of Defense, these site inspections still have not taken
place.

Conversion of former BW R&D institutions should be easier than in perhaps any
other kind of former defense facility. The need within Russia for civilian products
that these institutions could produce is both manifest and enormous. Nevertheless,
it is extremely difficult to obtain information on what is taking place in these twen-
ty-odd institutions by way of conversion. The U.S. Department of Defense, NASA,
and the Department of Energy all have small programs of aid and involvement with
several of these institutes. However, I think there are important questions regard-
ing the judiciousness of some of these programs. The International Science and
Technology Centers (ISTC) are also attempting to aid the conversion of several of
these institutes. The major issues should not be privatization or the production of
products exportable to the West, but rather

* large-scale and more rapid demilitarization of the institutes
* broader employment within them by the production of products needed within

Russia and the other areas of the former USSR.

Regarding the emigration of personnel from these institutes, information is very
sketchy, but there has apparently been some. My only information is dated, over
two years old, and indicates a low level in numbers, some tens of individuals appar-
ently, and some of those have come to the United States.

20-875 96-7
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SUMMARY

Biological weapons were fortunately not laid to rest in the years 1972 to 1975.
Several nations have gone on to develop the capability to produce BW at short no-
tice, and have done so precisely in the years since the Biological Weapons Conven-
tion came into force.

The USSR's and presently Russia's continuing slowness in putting a certain and
definitive end to any portions of its own BW program not permitted under the BWC
has been a severe impediment to international efforts to stop and to reverse any
further trends towards BW proliferation. First, because Russia inherited one of the
two major post-WWII offensive BW programs, and which the USSR had continued
despite signing and ratifying the BWC. That established an extremely damaging
precedent and the apparent continued resistance to making a determined show of
reparations by wiping out any non-permitted remainders of the program once and
for all only add further damage to the BWC. It is important that Russia remove
whatever secrecy remains surrounding its BW establishments, both military and ci-
vilian. Second, because it weakens the combined efforts of the major powers in ap-
plying pressure on those nations that have more recently developed BW programs
to begin reversing and expunging them.

Nations that have developed BW programs in recent years such as Iran and Libya
are not particularly open to argument. The major institutional indicators, secrecy
and the role of military or intelligence agencies in funding and managing BW pro-
grams, are constant indicators of problems, and most certainly when all three occur
together. Much more thought should be given to the pressure of sanctions by the
international community. Following the additional example of Iraq, a state that had
gone on to develop BW despite having signed (although not ratified) the BWC, much
more thought particularly needs to be given to the circumstances in which a State
Party to the BWC shows evidence of developing the prohibited weapon system, and
the sanctions that should be applied in such instances.

It appears that the next year will see the proposal of an international verification
regime as a Protocol to the BWC. It would require an international monitoring orga-
nizations probably similar to that which has been established under the Chemical
Weapons Convention. It is very likely that such a regime will provide for the oppor-
tunity for both routine and challenge on-site inspections to facilities or locations in
member states. Domestically, the U.S. government runs the risk of having impeded
its current efforts to defeat the further spread of a weapon of mass destruction by
greatly exaggerated concerns several years ago regarding corporate commercial se-
crecy. Trial inspections carried out by several western nations in recent years as a
contribution toward producing a strengthened verification regime for the BWC
showed that this was a manageable concern. It will be important for the U.S. gov-
ernment to maintain its focus on stemming BW proliferation as its first and over-
whelming priority in that field, and that all its other considerations that relate to
that effort be so adapted as to aid in that-ondeavor.

Senator NUNN. Thank you, Mr. Leitenberg.
Mr. Moodie, we are pleased to have you back with us. Michael

Moodie is the President of the Chemical and Biological Arms Con-
trol Institute, a non-profit research organization established to pro-
mote the goals of arms control and nonproliferation and former As-
sistant Director of Multilateral Affairs of the U.S. Arms Control
and Disarmament Agency. Mr. Moodie will discuss what actions
the U.S. Government needs to take-regarding the chemical and bio-
logical area.

TESTIMONY OF MICHAEL MOODIE, PRESIDENT, CHEMICAL
AND BIOLOGICAL ARMS CONTROL INSTITUTE

Mr. MOODIE. Thank you very much, Mr. Chairman. It is a privi-
lege to appear before the Subcommittee today.

I was asked to begin to try to bridge the previous discussions of
yesterday and this morning on the nature of the current prolifera-
tion threat and the panel to follow addressing policy responses. I
would begin with a basic question: Are current U.S. policy ap-
p roaches adequate to the task of responding to the problem of pro-
liferation in the post-Cold War order.



187

I would submit that both the international security environment
and the global processes for developing and disseminating tech-
nology have radically altered in the last several decades; yet, con-
ceptual and policy thinking remains locked in modes more appro-
priate to an earlier time. My bottom line is that the United States
needs an innovative strategy that challenges traditional ways of
thinking about proliferation.

I would like to highlight four aspects of conventional thinking
that must be critically reexamined. First, discussions of prulifera-
tion, official and unofficial, have been fixated on the nuclear dimen-
sion. Other dimensions of the proliferation challenge, however, that
I have pointed out in my written statement, pose risks potentially
as consequential and perhaps more imminent than the spread of
nuclear weapons.

To me, this nuclear fixation must be overcome. The problem is
not just about nuclear weapons or even about w, .pons of mass de-
struction. One could argue it is not even about weapons anymore.
In my mind, the core of the proliferation problem in the post-Cold
War security environment is the diffusion of technology, some of it
advanced, some of it simple, all of it potentially deadly. Prolifera-
tion today is as much about lasers and computer software as it is
about plutonium and anthrax.

If the problem is recast in these terms, it is essential to recognize
that it is not the technology itself that is beneficial or harmful but
how that technology is used, and that is the result of human
choice. It is critical to appreciate this fundamental point because
the essential focus of our policies should not be on denying key
technologies, as is now often the case, but on channeling the
choices of those, whether leaders of states or non-state actors, to
whom that technology is increasingly available.

Second, more attention must be paid to the decision making proc-
esses of proliferators, both at the state and the sub-state level. The
efforts of Iraq, North Korea, and other proliferators reflect deci-
sions as complex as the multiple capabilities they are trying to ac-
quire. Although it is admittedly difficult to secure information re-
garding these decision making processes in many countries and
particularly with sub-state groups, getting inside that process is
absolutely essential, and insights gained from looking at that proc-
ess may open new policy approaches.

At the sub-state level, a major question raised by the attack in
Tokyo is why terrorist groups have not used such weapons before,
despite WMD technology that is now many decades old. The fact
that it was the Aum Shinrikyo in Japan that resorted to chemical
weapons perhaps provides one clue.

In my view, the Aum is not a group akin to those which emerged
in the late 1960s and early 1970s, such as the IRA or some of the
militant Palestinian groups. These groups resorted to terror to
achieve specific political objectives. Their weapons of choice were
the gun and the bomb, those favored by terrorists throughout his-
tory. An important part of their approach was to claim responsibil-
ity for particular incidents, sending the message that similar inci-
dents would occur in the future if the desired action by govern-
ments were not taken.



188

The Aum Shinrikyo's attack in Japan had none of these features.
In not claiming responsibility for the subway tragedy, the attack
was not tied to any government action or concrete objective. With
no stated goal, the attack appeared more as an act of random vio-
lence than na political undertaking. In general, in my view, the Aum
Shinrikyo appears to have more in common with bizarre religious
cults, only that the Aum directed its violence outward towards soci-
ety as well as inward toward members of the sect itself.

A group such as the Aum, therefore, is something new, some-
thing of a hybrid, and groups such as these seem to be willing to
use violence, including weapons of mass destruction, just to hurt
society. A critical first steel in dealing with these new groups is to
learn better how such a group thinks and the factors involved in
the decisions they make.

Third, not all members of the international community view the
proliferation problem through the same lenses. Some developing
countries, for example, consider nonproliferation efforts of the Unit-
ed States and the other industrial nations, such as the Australia
Group and the missile technology control regime, as hypocritical,
selective, and discriminatory.

Major differences exist over the competing needs to protect tech-
nology on one hand and share technology on a global base on the
other. Those differences are now a theme in virtually every current
or recent multilateral arms control forum, including the conference
to decide on the extension of the Nuclear Nonproliferation Treaty,
the work in The Hague on implementation of the Chemical Weap-
ons Convention, and efforts to develop measures to bolster con-
fidence in compliance with the Biological Weapons Convention.
Some means must be found to bridge these differences over tech-
nology sharing.

Finally, if this portrayal of the proliferation problem as a multi-
faceted challenge of technology diffusion is correct, no single solu-
tion to the problem will suffice. Too often in the past, those respon-
sible for different aspects of policy have worked in isolation from
one another. An effective government mechanism to integrate the
full range of policy tools, an approach that is sensitive to the bal-
ance that must be drawn aniong the use of these instruments, has
not really existed.

But a number of tough questions exist with respect to each policy
element that should be incorporated into such an integrated strat-
egy, and let me briefly highlight a couple.

First, effective intelligence, as has been pointed out here over the
last 2 days, is absolutely critical in countering proliferation suc-
cessfully. It is also difficult. The biggest intelligence coups related
to biological weapons programs, for example, in Russia and Iraq,
have been for the most part in some way related to defectors.

What then are or should be our expectations regarding intel-
ligence capabilities in this area? How should the traditional tension
between investment in national technical means and investment in
human intelligence capabilities be resolved in meeting the pro-
liferation challenge?

Another issue not often examined is what intelligence demands
are created when proliferation occurs? One example is the use of
intelligence for target identification supporting the possible use of
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military power to take out a WMD facility. Do we today have the
necessary intelligence capabilities, recognizing that during the Gulf
War, a number of Iraqi WMD facilities apparently were not identi-
fied?

The impact of the proliferation of weapons of mass destruction
can be diminished if effective defensive programs are incorporated
into the strategic approach. One defense program issue raised by
the Tokyo tragedy is civil preparedness against a potential terrorist
attack. To what extent should it be made a national priority? As
an open society, the United States will never enjoy total invulner-
ability against those committed to making such attacks. But how
can civil emergency preparedness be improved so that the con-
sequences of an attack, should it occur, are minimized?

The U.S. Government has made progress in this area and some
municipalities have conducted exercises to facilitate coordination of
law enforcement, medical, and other services that must be in-
volved, but are those efforts enough? Have efforts been adequate
across the country?

Another aspect of the defense program is military preparedness
and the capability of U.S. forces to operate effectively in a WMD
environment. A number of published reports over the summer raise
questions regarding the level of preparedness and the proper con-
figuration and training of U.S. forces for operations in areas where
proliferation has occurred. It also poses the question of acquisition
policies for such contingencies, including missile defenses, an issue
with which Congress has struggled for some time.

Export controls have been a centerpiece of U.S. nonproliferation
efforts. Their effectiveness, however, in my view, is of growing con-
cern in light of the dual use nature of much of the technology that
now has relevance in the security arena. In a report for our insti-
tute provided to the Subcommittee, Brad Roberts of the Institute
for Defense Analyses provides some striking statistics on trade in
these materials that are summarized in my written statement.

These trade and investment figures do not necessarily imply that
the recipients are pursuing weapons of mass destruction programs.
They do suggest that the issue is no longer whether a state has the
technological capability or the access to technology and material to
provide itself with weapons of mass destruction but whether it has
the political will and makes the choice to do so.

Arms control treaties and agreements, such as the as-yet
unratified CWC, can also make several contributions to the fight
against proliferation. You have heard about some of them already
this morning. I would note, however, that arms control, as any
other policy instrument, is not a panacea, and we should not expect
arms control agreements to carry more of a burden than they were
originally designed to bear.

One aspect of arms control in my view deserves special attention.
It has been an issue that the international community has tradi-
tionally avoided raising in polite company. That is, what to do in
response to instances of noncompliance. In 1963, Dr. Fred Ike
wrote a classic article entitled, "After Detection, What?" I expect
Dr. Ikle is still looking for an answer.

Differences with our allies as well as with the Russians over the
Krasnoyarsk radar, the incident in Sverdlovsk, or the reluctance of



190

the Security Council to move against a North Korea clearly in vio-
lation of its NPT obligations demonstrate that responding to non-
compliance is one of the most politically contentious questions in
the arms control arena today. More deliberate attention must be
given to appropriate responses to violations of arms control agree-
ments before they occur, as we should expect they will.

Finally, an integrated anti-proliferation strategy must involve a
wider range of players than has heretofore been the case. For ex-
ample and perhaps most importantly, how do we integrate into
nonproliferation efforts the private sector, which today is by far the
most significant conduit for the global dissemination of technology?

Clearly, there is a strong need for innovative thinking in order
to fashion an effective approach to the problem of the diffusion of
militarily-relevant technology. An integrated strategy that chal-
lenges conventional wisdom, that focuses on the gaps in thinking
and policy, and that addresses these and other tough questions is
essential. Thank you very much.

[The prepared statement of Mr. Moodie follows:1

PREPARED STATEMENT OF MR. MOODIE

Mr. Chairman, thank you very much for your invitation to testify before the Sub-
committee. It is an honor to do so.

I have been asked to begin to bridge the previous discussion of the nature of the
current proliferation threat and the panel to follow addressing policy responses. I
would like to do so by focusing on a series of questions raised by the current U.S.
approach to the challenge of nonproliferation and possible policy options.

THE FUNDAMENTAL QUESTION

The challenge of proliferation today reflects the complexity of the post-Cold War
world in that responding effectively to the challenge requires balancing several com-
peting, equally valid interests. The critical issues not only relate to national security
and global peace and stability, but they also have significant repercussions for eco-
nomic interests including U.S. high technology trade and economic development in
industrializing countries.

Are current U.S. policy approaches adequate to the task of responding to the chal-
lenge of proliferation in the post-Cold War era? The collapse of the Soviet Union,
Iraq's challenge to the international community, North Korea's rogue actions, and
the subway attack in Japan, have all highlighted new dimensions of the threat con-
fronting the global community. Serious questions exist as to whether business as
usual-embodied in strategies of technology denial-will work in today's world. That
world is one in which many of the same technologies that can be used in potentially
destabilizing military applications, can also make widespread and valuable contribu-
tions to society. It is a world in which those technologies are increasingly available
on a global basis. Although both the international security environment and the
global processes for developing and disseminating technology have radically altered
in the last twenty years, conceptual and policy thinking remains locked in modes
more appropriate to an earlier time. The United States needs an innovative strategy
that challenges traditional ways of thinking about proliferation in order to identify
new policy approaches more responsive to the problems Washington will confront in
the years ahead.

REEXAMINING CONVENTIONAL WISDOM

Five aspects of conventional thinking about proliferation in particular must be
critically examined.

First, discussions of proliferation-official and unofficial-have been fixated on the
nuclear dimension of the issue. The problem, however, is far more complex that just
the spread of nuclear weapons. Other dimensions of the proliferation challenge pose
risks potentially as consequential and perhaps more imminent than the spread of
nuclear weapons, including

* increased interest in biological and chemical weapons;
* ongoing acquisition of advanced conventional weapons;
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* development of missiles of increasing range and accuracy;
* widespread availability of light arms that have killed many more people than

weapons of mass destruction;
* growing interest among many countries in the world in acquiring subsystems

and components;
* increasing acquisition by the global community of enabling technologies that

enhance military performance such as computer-aided design and manufac-
turing systems, systems integration software, precision guidance, advanced
information technology, etc.;

" global dissemination of sophisticated technology production techniques; and
* greater application of technology generated in the commercial sector to the se-

curity arena.

The nuclear fixation in proliferation discussions must be overcome. The problem
is not just about nuclear weapons, or even weapons of mass destruction. One could
argue it is not even about weapons anymore. The core of the proliferation problem
in the post-Cold War security environment is the diffusion of technology-some ad-
vanced, some simple, but all potentially deadly. Indeed, the term "nonproliferation"
may no longer be adequate to describe the goal; perhaps a more accurate description
of the task is "managing diffusion of militarily-relevant technology.

If the problem is recast in these terms, the first step in dealing with it is to recog-
nize that the impact of technology in the security arena is the product of human
choice. Technology may help define the context within which choices are made, cre-
ate new paths for the chooser, or change the calculations of costs and benefits asso-
ciated with certain courses of action. The result, however, is determined by individ-
uals. It is not technology itself that is beneficial or harmful, but how it is used. This
fundamental point is critical to those who must respond to the proliferation chal-
lenge, because it highlights the fact that the basic task should not be focused on
the technology, but on channeling the choices of those to whom that technology is
available.

Second, much of the recent analysis tends to define proliferation as the primary
concern and the political environment in which it occurs-usually characterized by
conflict-as derivative. (This portrayal is suggested in the labeling by some Clinton
administration spokesmen of regional security problems as "demand side prolifera-
tion.") Such an approach tends to drive policy toward a narrow focus on technology
and its denial to countries of concern.

A strong case can be made, however, that the relationship between conflict-
whether it is between states or within a state-and proliferation is just the reverse
of this now-common portrayal. It is the existence of conflict that drives the parties
to consider using new tools of violence. The impact of this view should be to promote
policy approaches that emphasize both national and global norms against the mis-
use of technology and heighten the disincentives for potential proliferators. It should
also lead to emphasis on combining policy instruments-intelligence, defense pro-
grams, military options, export controls, in some cases law enforcement, arms con-
trol, and so on-into an integrated approach which has been largely absent to date.

Third, more attention must be paid to the decision making process of proliferators
both at the state and sub-state level. In many proliferation discussions, that process
is often portrayed as if a state moves in sequence from one weapons systems to the
next ("Well, nukes were too hard or too expensive, so I'll try biological weapons").
In reality, the process is usually not sequential, but simultaneous and across the
board. Iraq, for example, not only had an elaborate nuclear weapons program, but
also had tens of thousands of munitions filled with chemical agents, an active offen-
sive biological weapons program, an indigenous missile development program, and
a tank army larger than those of Britain and France combined. North Korea i6 on
everyone's list for pursuing all weapons of mass destruction as well as a missile pro-
gram, to say nothing of the concern over its army with its huge artillery capability
deployed not far from Seoul.
The efforts of these and other states do not reflect simple choices, dependent on

single factors such as technology capability or costs. Rather, those decisions are as
complex as the multiple capabilities they are trying to acquire. Although it is admit-
tedly difficult to secure information regarding decision making processes in many
countries, insights gained from looking at that process may open new policy ap-
proaches. It is particularly imperative because many of the states who are on vir-
tually all the lists of suspected proliferators-Syria, Libya, and Iran for example-
are also often on lists of states sponsoring terrorism.

At the sub-state level, a major question raised by the attack in Tokyo is why have
terrorist groups not used such weapons before. Chemical weapons technology is
more than eighty years old; modern biological weapons were first developed sixty
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years ago. As the Aum Shinrikyo demonstrated, the science involved in developing
these capabilities is not beyond the grasp of many people with reasonable scientific
backgrounds. The self-restraint that terrorist groups have shown is difficult to ex-
plain.

The fact that it was the Aum Shinrikyo in Japan that resorted to chemical weap-
ons perhaps provides a clue. The Aum is not a group akin to those which emerged
in the late 1960s and early 1970s, such as the IRA, the Basque separatists, or sonic
of the militant Palestinian groups, who resorted to terror to achieve specific political
objectives. These, groups used terror to attempt to move governments toward de-
sired concrete actions. Their weapons of choice were those favored by terrorists
throughout history-the gun and the bomb. An important part of their approach
was to claim responsibility for particular incidents, sending the message that simi-
lar incidents would occur in the future if the desired action were not taken. The
use of terror was often directed toward prompting such an excessive government re-
sponse that it would alienate the general populations. With respect to these political
terrorist groups, the question remains whether they are interested in exploring the
chemical and biological weapons options. It should not be taken for granted that
they are.

The Aum's action in Japan had none of these features. In not claiming respon-
sibility for the subway tragedy, the attack was not tied to any government action
or concrete objective. With no stated goal, the attack appeared more as an act of
random violence than a political undertaking. In general, Aum Shinrikyo appears
to have more in common with bizarre religious sects, only the Aum directed its vio-
lence outward toward society as well as inward toward members of the sect. The
Aum Shinrikyo also seems to have combined its use of violence with activity resem-
bling the workings of organized crime. A group such as the Aum, therefore, is some-
thing new, some kind of hybrid. The appearance of groups such as these-willing
to use violence, including perhaps weapons of mass destruction, just to hurt soci-
ety--complicates the ability of responsible officials to develop effective counters. It
increases the burden on law enforcement and intelligence capabilities, which remain
the foundation for dealing with terrorists, regardless of their weapon of choice. A
critical first step is to learn better how such groups think and the factors involved
in the decisions they make.

Fourth, not all members of the international community view the problem of tech-
nology diffusion through the same lenses. Some developing countries, for example,
view nonproliferation efforts of the United States and other industrial nations as
hypocritical, selective, and discriminatory. The traditional approach of technology
denial through mechanisms such as the Australia Group and the Missile Technology
Control Regime (MTCR) are especially resented.

Disputes over proliferation and how to balance the competing needs to protect and
to share technology on a global basis have become a leitmotif of multilateral arms
control. Major differences over technology are a theme in virtually every current or
recent multilateral arms control effort, including the conference to decide on exten-
sion of the nuclear Nonproliferation Treaty (NPT), the work in The Hague on imple-
mentation of the Chemical Weapons Convention (CWC), and efforts to develop meas-
ures to bolster compliance with the Biological Weapons Convention (BWC).

These differences over technology are part of a broader challenge that makes it
more difficult to deal with technology diffusion problems, raises the stakes regarding
what is involved, and generates an urgency that cannot be ignored. A new tier of
increasingly technologically-capable states has emerged. The fundamental challenge
is to integrate this new tier of states into a global system that promotes stable re-
gional and global security yet meets their growing insistence for a meaningful role
in the evolving international system. What is at issue is no less than the distribu-
tion and exercise of global power into the foreseeable future.

If these states are denied, they can prompt enormous disruption in the security
environment, impede important arms control progress, and exacerbate a festering
sore created by profoundly different views over the appropriate distribution of power
in the post-Cold War system. The challenge for the United States and its allies is
not to give in to the demands of these states. Rather, the challenge is to recast the
system in such a way that these states share-and see they share-a stake in it.
If they do, then they can formulate their requirements in ways that will diminish
proliferation pressures.

Finally, if this portrayal of the proliferation problem as a multifaceted challenge
of technology diffusion is correct, no single solution to the problem will suffice. Rath-
er, a multifaceted, integrated strategic response is required. Too often in the past,
however, those responsible for different aspects of policy have worked in isolation
from one another-arms controllers focused on negotiating and implementing agree-
ments, export controls were applied by a different group, defense programs devel-
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oped by yet another bureaucracy. An effective government mechanism to integrate
e fulrange of policy tools, one that is sensitive to the balance that must be drawn

among the use of different instruments, has not really existed.

INTEGRATING DIVERSE POLICY INSTRUMENTS

A number of tough questions exists, however, with respect to each policy element
that should be incorporated into an integrated strategy. Answering these questions
entails hard policy choices with significant ramifications. Highlighting some of those
questions briefly include the following:

1. Intelligence
Effective intelligence is critical in countering proliferation successfully. It is also

difficult. The U.S.bgovernment has made important progress in this area, through
such measures as creation of the Nonproliferation Center at the Central Intelligence
Agency. But the task remains daunting. The biggest intelligence coups related to bi-
ological weapons programs-for example, in Russia and Iraq-have been for the
most part the result of defectors. As already mentioned, it is extremely difficult to
get inside the decision making process of some countries of greatest proliferation
concern and an even harder challenge when addressing sub-state groups. These are
processes that do not lend themselves to examination through national technical
means. What then are or should be our expectations regarding intelligence capabili-
ties in this area? How should the traditional tension between investment in national
technical means and investment in human intelligence capabilities be resolved in
meeting the proliferation challenge?

Another issue not often examined is what intelligence demands are created when
proliferation occurs? In such situations, what are the intelligence requirements to
support implementation of other options? One example is the use of intelligence for
target identification supporting the possible exercise of military power to take out
a WMD facility. Do we today have the necessary capabilities, recognizing that dur-
ing the war in the Gulf a number of Iraqi WMD facilities apparently were not iden-
tified?

2. Defense Programs
The impact of the proliferation of weapons of mass destruction can be diminished

if effective defensive programs are developed. These programs have several dimen-
sions:

Medical and scientific research must be supported to protect U.S. forces in the
field with effective antidotes and vaccines. But, given limited resources, what bal-
ance should be drawn between working on traditional agents that are the most like-
ly candidates for CW and BW weapons programs while hedging against surprise
through examination of exotic, new agents? How far should U.S. work go in the ex-
amination of weapons effects, recognizing that such information also could be used,
if it became publicly available, to support an offensive weapons program?

The question of protecting civil populations is also difficult. In the event of U.S.
intervention into regions in which chemical or biological weapons could be used,
what priority should be given to protecting civilians working in areas of military sig-
nificance, such as ports, airfields, or logistics centers, that could be subject to WMD
attack? Their vulnerability demonstrates that biological weapons in particular do
not necessarily have to be massive in terms of casualties to be strategic in impact.

One issue raised by the Tokyo tragedy is civil preparedness against potential ter-
rorist attack. To what extent should it be made a national priority? As an open soci-
ety, the United States will never enjoy total invulnerability against those committed
to making such attacks. But how can civil emergency preparedness be improved so
that the consequences of an attack, should it occur, be minimized? Some municipali-
ties have conducted exercises in responding to such scenarios to facilitate coordina-
tion of the law enforcement, medical, and other services that must be involved. Have
those efforts been adequate across the country?

Another aspect of the defense program is military preparedness and the capability
of U.S. forces to operate in a WMD environment. At the Global '95 wargame played
in Newport this summer, biological and chemical weapons scenarios were the sub-
ject of significant play for the first time. According to published reports, the mili-
tary's operational planning for such contingencies was found lacking. There were
also media stories in June 1995 commenting on a Department of Defense report in
which the detection, identification, and characterization of chemical and biological
weapons was determined to be the greatest shortfall in U.S. military capabilities to
counter weapons of mass destruction. Other shortfalls included robust passive de-
fenses to enable continued operations in a WMD environment, including defense
against cruise missiles, and theater missile defenses. The issue of defense against
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missile attack is one with which the Congress has struggled for some time. While
controversial, exploration of the technical and political options should be continued.

These reports raise questions regarding the proper configuration and training of
U.S. forces for possible operations in areas where proliferation has occurred. It also
poses the question of acquisition priorities for such contingencies. The U.S. military
has recognized the need to confront these tough choices, and all the services have
initiated efforts to determine their future requirements.

3. Military Options
The use of military force in dealing with the problem of proliferation is also a con-

troversial issue. If the goal of U.S. efforts, however, is to deter proliferation by rais-
ing the costs too high, by demonstrating that such efforts will not bring proliferators
closer to their goals, or by denying them the ability to exercise the option even if
they acquire it, then military capabilities must be part of the U.S. policy repertoire.
Secretary of Defense Perry reportedly has given Special Operations Command the
mission to develop preemptive ways to deal with chemical and biological attacks,
but the exploration of options certainly will extend beyond this single organization.

4. Export Controls
Export controls have been a centerpiece of U.S. nonproliferation efforts. Their ef-

fectiveness, however, is of growing concern in light of the dual-use nature of much
of the materials, technology, and equipment that now has relevance in the security
arena. In a report for the Chemical and Biological Arms Control Institute, Brad
Roberts of the Institute of Defense Analysis provides some striking statistics:

-The value of chemical exports from the developed world to the developing one
increased from $33 billion to $57 billion between 1980 and 1991; materials con-
trolled by the Australia Group constitute less than one percent of this amount.

-Annual direct investment in developing countries by U.S. chemical manufactur-
ers doubled from $4.05 billion to $9.98 billion between 1983 and 1983.

-In the biological arena, the number of licenses for the export of microorganisms
and toxins grew from 90 in 1991 to 531 in 1994 (while denials numbered one
in 1991 and four in 1994).

-The Centers for Disease Control and Prevention shipped biological reagents to
41 mostly developing countries in 1994, up from 24 in 1991; every year virtually
every country in the world receives shipments from the American Type Culture
Collection covering a range of types of biologics but including pathogenic mate-
rials, presumably for medical diagnostic and treatment purposes related to con-
trolling the outbreak of infectious diseases.

-One survey of the unconventional weapons programs of Iran, Syria, and Libya
reveals that over 300 suppliers in 38 countries have provided them with dual-
use items.

These trade and investment figures do not necessarily imply that recipients are
pursuing weapons of mass destruction programs: They do suggest, however, that the
dual-use nature of technology and materials relevant to proliferation of weapons of
mass destruction are increasingly available if states make the decision to exploit
them.

Another aspect of this issue relates to training. In the United States, a significant
proportion of graduate students in the subspecialties of the natural sciences are
non-American. Leaders of firms in the rapidly growing biotechnology sector point
out they could not be competitive if they could not hire non-U S. nationals. Most
of these students and employees are pursuing their efforts for beneficial medical,
scientific, or commercial purposes. Some of them, however, could return to their re-
spective countries and turn their knowledge to more malevolent purposes.

The future utility of export controls, therefore, must be questioned in a world in
which technological capability is so widespread. It has become fashionable in pro-
liferation discussions to talk about "virtual nuclear powers," that is, states with the
capability quickly to provide themselves with nuclear weapons should they make the
decision to do so. The world is also replete with "virtual biological and chemical
weapons states." Increasingly, the issue is not whether a state has the technological
capability to provide itself with weapons of mass destruction, but whether it has the
political will and makes the choice to do so.

5. Arms Control
Arms control treaties and agreements can make several contributions to the fight

against proliferation:

* They establish global norms against which the behavior of states can be
measured;
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* They create important legal regimes criminalizing a range of behavior deemed
unacceptable by the international community and providing a concrete basis
for action against those involved in illicit activity.

* They represent levers to mobilize the international community in the face of
potential threats; and

SThe can reinforce deterrence by denying proliferators the benefits that might
be derived from pursuing such a program or by forcing them along paths that
are more difficult, more costly, more complex, and arguably more visible.

Arms control, however, as any other policy instrument, is not a panacea. As a
product of hard-fought negotiations, an arms control agreement entails compromises
among competing political objectives of the negotiating parties. As such, we should
not expect arms control agreements to carry more of a burden than they were in-
tended to bear. Arms control can reduce the scope of a potential problem, but it does
not eliminate it. That is why it must be used in combination with other policy tools.

One aspect of arms control deserves special mention given its implications for the
fight against proliferation. It has been an issue that the international community
has traditionally avoided raising in polite company-that is, what to do in response
to instances of noncompliance. In 1963, Dr. Fred Ikle wrote a classic article entitled
"After Detection-What?" I expect Dr. Ikle is still looking for an answer. The issue
of responding to noncompliance is one of the most politically contentious questions
in the arms control arena. One need only remember the Russian violation of the
ABM Treaty with the Krasnoyarsk radar or its noncompliance with the BWC as evi-
denced by the 1979 Sverdlovsk anthrax incident. These issues were almost as dif-
ficult political issues between Washington and its allies as they were with Moscow.
Another example is the reluctance of the United Nations Security Council to act in
the face of a clear violation by North Korea of its NPT obligations.

If the international community is unwilling to act in the face of violations of glob-
al norms embodied in international agreements, regardless of the elegance of their
provisions, they are useless documents. More deliberate attention must be given,
therefore, to appropriate responses to violations of arms control agreements before
they occur-as we should expect they will.

Finally, an integrated strategy to meet the challenge of technology diffusion must
involve a wider range of players than has heretofore been the case. Here, too, tough
questions appear. For example, how do we arrive at common answers to these ques-
tions with other technology suppliers, both among our traditional allies and among
the new suppliers? Can regions committed to their own end-use monitoring build
new forms of trans-governmental and trans-business control mechanisms (eg., the
European Union's license-free-zone concept)? Perhaps most important, how do we in-
tegrate into nonproliferation efforts the private sector which today is by far the most
significant conduit for the global dissemination of technology? What ultimately is in-
volved is a shift away from coordinated, but essentially unilateral strategy of tech-
nology denial to a genuine multilateral, and multifaceted strategy of technology
management.

Clearly, there is a strong need for innovative thinking in order to fashion an effec-
tive approach to the problem of the diffusion of militarily-relevant technology. A
process that challenges the conventional wisdom, that focuses on the gaps in think-
ing and policy, and that addresses these and other tough questions is essential.

Thank you.
Michael Moodie
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THE ARENA

"It is not the critic that counts . . . The credit belongs to the man in the arena"-
Theodore Roosevelt

RETHINKING EXPORT CONTROLS ON DUAL-USE MATERIALS AND TECHNOLOGIES: FROM
TRADE RESTRAINTS TO TRADE ENABLERS

By Brad Roberts

Between rhetoric and disinterest lies an important story about the function of ex-
port controls on dual-use materials and technologies. The rhetoric is offered by the
Non-Aligned Movement, which attacks such controls as contrary to the cooperative
frameworks established in the global treaties-and as intended to keep undeveloped
nations both weak and insecure. The disinterest is offered by western arms control-
lers, whose belief in supply-side control as an essential tool of nonprolh'eration leads
them to pay little heed to the nonaligned view (or to uncomfortably and quietly ac-
cept it as on the mark). The reality of dual-use export controls is rather different
from the picture painted by both camps. To understand their function clearly re-
quires an appreciation both of the changing nature of the global economy and of the
chaotic political forces unleashed in the international system by the end of the Cold
War.

DUAL-USE CONTROLS

The structure of export controls on materials and technologies with both commer-
cial applications and military utility in terms of the construction of weapons of mass
destruction has grown quite elaborate over the last decade, as concerns about weap-
ons proliferation have deepened. In the nuclear domain, export controls are coopera-
tively applied by the exporting states in support of the global control regime (the
Nuclear Non-Proliferation Treaty INPTI); illicit diversion is monitored under the
safeguards system as supplemented by national technical means. In the biological
domain, trade in sensitive materials and technologies is monitored by the Australia
Group in support of the global disarmament regime (the Biological and Toxin weap-
ons Convention [BWCI]); efforts are currently underway to strengthen the verifica-
tion and compliance components of this regime. In the chemical domain, the Aus-
tralia Group plays the critical coordinating role in what its members define as a
bridging function until the new Chemical weapons Convention (CWC) is fully and
effectively implemented. Each treaty establishes as a principle that compliance will
bring benefits of cooperation for peaceful purposes in the relevant materials and
technologies. Outside of this regime encompassing these three treaties are other ad
hoc export control mechanisms, such as the missile technology control regime and
the nascent successor to the cold war-vintage CoCom (Coordinating Committee on
Exnort Controls).

Over the last decade there has been a major effort among supplier states to tight-
en and otherwise improve these controls. The Australia Group itself was founded
in 1985 in order to tighten national licensing procedures for export controls and to
improve international coordination; its original focus on the precursors of chemical
warfare agents expanded subsequently to include the technology of their production
and then biological warfare materials and technologies.

The gist of the nonaligned critique is that the major states have excessively fo-
cused on the punitive functions of these regimes while ignoring their obligations to
promote cooperation. They reject export controls as trade restraints and call instead
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fo'rpro.rams to subsidize technology transfer and cooperation. A few members of the
Non-Aligned Movement have attempted to hold the process of strengthening and ex-
panding the global treaty regime hostage to more substantial efforts by the devel-
oped states to implement the cooperative agenda. They reject the other ad hoc mech-
anisms as illegitimate because they are not founded on a globally negotiated bar-
gain.

PATTERNS OF COOPERATION FOR PEACEFUL PURPOSES

Have export controls functioned to constrain trade and cooperation? A brief survey
gives some basis for arriving at an answer.

In the nuclear domain, despite rigorous controls on both technologies and mate-
rials at a time of growing concern about nuclear proliferation-and a virtual aban-
donment of nuclear power as a source of power generation in the United States-
international trade and cooperation have flourished. One indicator is the flow of nu-
clear dual-use technology from the United states: between 1985 and 1992, the Unit-
ed states issued 336,000 licenses for the export of nuclear-related dual-use items,
valued at $264 billion.'

This trade is supplemented by various formal governmental programs to promote
cooperation. In the case of the United States, these are numerous. The United
States has agreements with EURATOM as well as 27 mostly developing countries
to cooperate on deriving the benefits of nuclear energy in the fields of physical and
chemical sciences, food and agriculture, industry and earth science, human health,
radiation protection, nuclear power, safety of nuclear installations, nuclear fuel
cycle, and radioactive waste management. It has supported over 2,500 specific tech-
nical cooperation projects. Between 1958 and 1989, the United States gave $79 mil-
lion to the Technical Assistance and Cooperation Fund of the International Atomic
Energy Agency (IAEA); from 1990 to 1994, it contributed an additional $60 million.
Voluntary additional support to the IAEA in the form of extrabudgetary contribu-
tions has also regularly been provided by the United states and includes an annual
series of training courses, the provision of cost4ree experts to the IAEA head-
quarters, and fellowships for foreign students and professionals to train in nuclear-
related fields in the United States. Almost 4,000 foreign nationals from more than
80 other NPT countries received Ph.D. training in nuclear physics, nuclear chem-
istry, and nuclear engineering between 1974 and 1995. The United States also as-
sists NPT parties in peaceful nuclear development by performing technical training
missions overseas and hosting foreign visitors in the United States. Since 1986,
45,000 Department of Energy (DoE) specialists have performed technical assistance
missions overseas while nearly 54,000 scientists and engineers from numerous de-
veloping countries party to the NPT have visited DoE facilities for training pur-
poses.

2

In the chemical domain, trade and cooperation are also extensive. In 1993, the
global market for chemical and allied products totalled $1.26 trillion (in the U.S.
economy, these products constitute the largest exporting sector). The value of ex-
ports of chemicals from the developed world to the developing one increased from
$33 billion to $57 billion between 1980 and 1991. 3 Materials controlled by the Aus-
tralia Group constitute less than one percent of this amount. Direct investment in
developing countries by U.S. chemical manufacturers doubled from $4.05 billion to
$9.98 billion between 1983 and 1993 (these are annual investments). 4 Furthermore,
in the period of tightened controls by the Australia Group, the developing worlds
share of the U.S. investment pie has not shrunk-investment in the developing world
by U.S chemical manufacturers remained a steady 21 percent of total U.S. industry
investment between 1983 and 1993.5 Formal government-to-government cooperative
programs for the peaceful uses of chemicals have not been initiated, not least be-
cause their relevance in the face of this extensive global trade would be nil.

In the biological domain, patterns, are more difficult to discern. In the commercial
area, trade and investment patterns vary among different sectors, with extensive

1 Nuclear Nonproliferation: Export Licensing Procedures for Dual-Use Items Need to Be
Strengthened, GAG NSIAD-94-119 (Washington, D.C.: General Accounting Office, April 1994).2 Fact Sheet: The United States Commitment to the Nuclear Non-Proliferation Treaty, 1995
(Washington, D.C.: U.S. Arms Control and Disarmament Agency, 1995). Data drawn from pp.
13-20.3 Figures in current year dollars. In constant dollars, with 1987 as base, the growth was from
$42 billion to $47 billion. United Nations Yearbook on International Trade Statistics, 1992, pp:
S 50-53.4 Figures provided by the U.S. Chemical Manufacturers Association April 1995 Figures in
current year dollars. In constant dollars, with 1987 as base, the growth was from $4.57 billion
to $7.63 billion.5 Figures provided by the U.S. Chemical Manufacturers Association, April 1995.
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international diversification of the pharmaceutical industry, a growing global mar-
ket in the agricultural applications of biotechnology, and a capital intensive research
and development effort with regard to biotechnologies generally. 6 In the govern-
mental area, programs of collaboration on disease control are numerous. Extensive
international collaboration on childhood vaccines has been undertaken under the
aegis of the world Health Organization. The United Nations International Devejop-
ment Organization (UNIDO) helped to launch the International Center fbr Genetic
Engineering and Biotechnology, an autonomous intergovernmental organization, to
promote training in and the transfer of biotechnologies. The world Bank has created
investment programs for agricultural applications in biotechnology, thereby facilitat-
ing the creation of specialist firms in many parts of the world. The U.S. Agency for
International development sponsors basic research in biotechnology in foreign uni-
versities and elsewhere.

There is also a little noted-and growing-trade in biomedical applications. Micro-
organisms and toxins are exported by the United States (among others) and the
number of licenses issued for the export such materials grew from 90 in 1991 to 531
in 1994 (license application denials numbered one in 1991 and 4 in 1994).7 The Cen-
ters for Disease Control and Prevention shipped biological reagents to 41 mostly de-
veloping countries in 1994, up from 24 in 1991. 8 Every year virtually every country
in the world receives shipments from the American Type Culture Collection covering
a range of types of biologics but including pathogenic materials, presumably for
medical diagnostic and treatment purposes related to controlling the outbreak of in-
fectious diseases.

There are other indicators of the nature and extent of the international flow of
dual-use materials and technologies. In 1991, the United States issued 38,000 dual-
use export licenses; only a few hundred license applications were denied or not acted
upon. In 1992, that figure dropped to 21,060, in large part because of a revision to
U.S. export laws and a narrowing of the scope of restraint.9 Another indicator is the
success of key states of proliferation concern in tapping into the global dual-use
market. One recent survey of the unconventional weapons programs of Iran, Syria,
and Libya reveals that over 300 suppliers in 38 countries have provided dual-use
items to them.' 0

To be sure, this data is incomplete. Its focus on U.S. industries and programs ob-
scures the existence of numerous other sources of supply and cooperation. In the nu-
clear and chemical domains at least, non-U.S. sources are substantial. Moreover, the
trade statistics are gross calculations and not always comparable across years or
trade sectors. Further research would certainly cast far greater light on these pat-
terns.

But the essential outlines are nonetheless clear. The global trade in dual-use ma-
terials and technologies is booming. So too is technology transfer through invest-
ment by developed countries in the developing world. The dual-use component has
not been isolated from broader trends in the global economy of the last decade-
an economy in which the volume of exports has grown at a rate twice that of cumu-
lative GDP growth, while the volume of foreign direct investment has grown at a
rate twice that of export growth. This growth of the dual-use sectors is striking-es-
pecially at a time of heightened proliferation concerns in the developed countries.

THE IMPACT OF CONTROLS

Thus the rhetoric of the nonaligned appears to be at odds with the facts. The pat-
tern of extensive cooperation in the peaceful application of these items is undeni-
able. This pattern extends far beyond what governments alone might be capable of
creating with aid programs or government-subsidized investment in technologies
and materials of specific treaty relevance. And in a global economy of the type that
has emerged over the last decade, with rapid growth in exports and investments,
the foundations are being laid for future growth.

But what then are the utility of export controls? If technology is flowing so freely,
do they have any utility at all? The classic case for export controls is that they re-
tard weapons acquisition programs while also making them moire costly. They con-

6 U.S Congress, Office of Technology Assessment, Biotechnology in a Global Economy, OTA-
BA-94 (Washington, D.C.: GPO, October 1991).

7U.S. Department of Commerce, Bureau of Export Administration, Special Licensing Division,
April 13, 1995.

"Centers for Disease Control and Prevention, National Center for Infectious Diseases, March
29, 1995.

9 U.S. Department of Commerce, Office of Export Enforcement, 1993.
10 Weapons of Mass Destruction: The Cases of Iran, Syria, and Libya, a report of the Simon

Wiesenthal Center, T os Angeles, Calif., August 1992.
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tinue to serve this function even in a time of technology diffusion, although the time
they buy and the costs they impose are shrinking. Reaping these benefits requires
a broader international effort that integrates new sources of supply-as seen in the
chemical and biological (and missile) area, but less so in the nuclear one.

But export controls take on new functions in the new global economy. In an econ-
omy in which industry and the firm are the primary conduits of trade and invest-
ment, such controls provide a way for industry to police itself. In an economy in
which dual-use items are rapidly diffusing, such controls provide a way for states
to maintain a degree of transparency in international exchange so that egregious
misuses can be investigated, identified, and isolated. In an economy of multiple sup-
pliers of sensitive technologies, they provide a way to balance competitive and coop-
erative interests of different states.

Put simply, the primary utility of export controls is trade enabling, not trade re-
stricting. Their function is to create confidence among suppliers that recipients will
use their acquisitions for peaceful permitted, not military, purposes. If they were to
be with drawn, trade, investment, and cooperation would likely suffer. In the bio-
logical area, the coming boom in biotechnologies might be severely constrained by
a oss of such confidence, as the industry is hemmed in by doubts about misuse in
countries whose nonproliferation credentials are suspect. In the chemical area, trade
and investment would be increasingly constrained by the kind of political pressure
put on German industry in the wake of revelations about sales to the Libyan chemi-
cal warfare program. In the nuclear area, the passing of safeguards would cause a
significant diminution in the international trade in sensitive items, and a curtail-
ment of cooperative programs to all but a few key allies.

Some leaders of the nonaligned assert that the problem with export controls is
not their restrictive character but their selective application. To be sure, the export
controllers have not always been fair or effective. But statistics do not even support
the case that export controls have kept all sensitive materials out of the hands of
suspect proliferators. In the nuclear domain, during the period 1985 to 1992, the
United States approved 54,862 licenses (worth $29 billion) for nuclear-related ex-
ports to 36 countries of proliferation concern, one-half of which went to 8 countries
that have sought or are seeking nuclear weapons; of these, approximately 1,500 li-
censes were issued for exports to end-users involved in or suspected of being in-
volved in nuclear weapons development or the manufacture of special nuclear mate-
rials.11 This suggests that exports are being restricted only where their proliferation
significance is clearly established (and perhaps not even consistently in those cases).
It also illuminates the role of industry in helping to redress concerns about dual-
use technology diversion. Backed by the U.S. legal system and intelligence-derived
information, and infused with a nonproliferation ethic, U.S. industry plays an im-
portant role in making transparent technology usage even in countries of prolifera-
tion concern.

The fact that some developing countries are less successful in gaining access to
international trade and investment flows may also have an explanation other the
export control one. Some such countries are as isolated from the global economy as
they are unaligned in the diplomatic community, and have failed to adopt the eco-
nomic reforms that have opened others to foreign economic inputs. Chemical indus-
try specialists report, for example, that the significant barriers to further invest-
ment in developing countries derive from the failure of some such countries to pro-
tect intellectual property rights and to remove other domestically created invest-
ment restrictions.

1 I PLICATIONS

Four stand out.
First, the international debate on dual-use export controls needs a new founda-

tion. Allies of effective control-and of broader international cooperation--do a dis-
service to their cause in leaving the debate about export controls to those
nonaligned states that depict them in their most reprehensible form. The inter-
national political economy of the 1990s and the future is not the one that gave birth
to the nonaligned worldview. Export controls can play a positive role---especially
where they are essentially implementation mechanisms for the global treaty regime.

Second, in joining this debate, it is not good enough for the developed countries
simply to state their bonafides or to tout the virtues of export controls as trade
enablers. There is a political significance to the nonaligned critique that has gained
momentum in the developing world. That critique now extends beyond export con-

" Nuclear Nonproliferation: Export Licensing Procedures for Dual-Use Items Need to Be
Strengthened, GAO/NSIAD-94-119 (Washington, D.C.: General Accounting Office, April 1994),
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trols and the ad hoc coordinating mechanisms to the global treaty regime itself. Ex-
tension of the NPT was held up at least in part to Iran's success in gathering sup-
port for its view that Article IV has been inadequately implemented. Strengthening
of the BWC through addition of a verification and compliance protocol is being held
up at least in part by demand of the nonaligned, led again by Iran, for more sub-
stantial enforcement of Article X (the parallel to Article IV in the NPT). The effort
to bring the CWC into force is also held hostage to those who prefer that the Aus-
tralia Group cease to exist when the CWC enters into force, in contrast to the pref-
erence of Australia Group members that their harmonized controls of chemical pre-
cursors remain in place until the CWC is fully and effectively implemented. The de-
bate over the purpose and utility of dual-use export controls-and thus over the cri-
teria for participation in the various export control regimes-has held up the cre-
ation of the CoCom successor regime.

In the face of this political agenda, to assert that export controls have positive
and not negative value is not enough. The control community must deal better than
it has with the charges of bias and ineptitude. It must make the case that such con-
trols are fairly applied to block trade only to those with weapons programs or aspi-
rations, and not simply to states out of favor with one or two powerful states in the
international system.

Third, the dual-use export control debate should and can be an opportunity for
deepening the patterns of political cooperation among states. Such patterns have
grown very fluid with the passing of the Cold War. Coalitions are forged, wane, and
are then remade along new lines as international exigencies require. The ad hoc ex-
port control coordinating mechanisms and the global treaties are tools for creating
sustainable coalitions derived from globally embraced norms of state behavior. If
this is a luxury created by the new political circumstance, it is a necessity born of
the diffusion of dual-use materials and technology.

Yet this opportunity seems hardly noticed by the people interested in arms control
and nonproliferation in the United States. The international export control debate
has largely become a shouting match between the United States and Iran, from
which others seek to distance themselves. Sharp emotions distract attention from
the important lesson for the United States in sustaining effective export controls.
It is no longer leader of a cold war coalition against the Evil Empire, but first
among equals in a globalizing economy and an unstable international political order,
where the exigencies of multilateral diplomacy are borne uncomfortably by a United
States that-finds them unfamiliar and discomfiting. When individual states are con-
sistently targeted for selective denial, there is a political requirement to make a
public case for such treatment that withstands international scrutiny.

A fourth implication is for arms control. Although a post<old war agenda has yet
to come into clear focus, future tasks can be discerned in the patterns of economic,
technological, and political activities described here. Whether or not weapons pro-
liferate will turn increasingly on political decisions shaped by a wide -ariety of fac-
tors-domestic, regional, and global-to turn weapons potential into weapons prowess,
not simply on decisions to acquire weapons potential. This points to the growing im-
portance of the NPT, BWC, and CWC as embodiments of internationally agreed
norms and as mechanisms for marshalling coalitions to meet the challenges of
states not party to those norms. Their importance derives also from what U.S. par-
ticipation in them implies about U.S. engagement in cooperative strategies in its
unipolar moment.
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Senator NUNN. Thank you very much, Mr. Moodie.
I am going to make my questions short. We have a lot of ques-

tions we would like to ask this panel but we have another panel
and we have a target of trying to get through here by 12 to 12:30,
so I am going to make my questions short and then rotate it.

Dr. Mirzayanov, could you tell us more about the case of General
Kuntsevich, who was a former member of President Yeltsin's Com-
mittee on chemical weapons and who, I understand, was recently
indicted by the Russians for smuggling chemical weapons to the
Middle East? Could you tell us what you know about that?

Dr. MIRZAYANOV. [Translated from Russian.) I can say that on
April 4, 1994, the KGB had started an investigation on General
Kuntsevich and a group of researchers, including Mr. Petrunin, Di-
rector of GosNIIOKhT, and Mr. Drozd. On April 6, already, Gen-
eral Kuntsevich was dismissed from his post, but the main problem
is that all those people were only witnesses in the case. The inves-
tigation was especially interested in Mr. Drozd confirming the alle-
gation that along with laboratory equipment, a precursor was also
sent to Syria.

My opinion is that part of it is true but part of it is a political
game. During this last year, bosses of General Kuntsevich were not
satisfied with the way he handled his job. This is especially true
of General Petrov and his assistant, General Yevstafyev, who
thought that Kuntsevich was paying too much attention to the
process of destruction of chemical weapons and was not too much
worried about saving the potential of Russia.

My opinion is that General Kuntsevich is not the worst among
the generals in the chemical forces of Russia, but to a certain ex-
tent, he is not quite sincere. He is not a sincere person.

I think that part of this truth that the investigation already
knows is enough to take more severe measures towards General
Kuntsevich.

I must say that General Kuntsevich did nct act on his own. No
doubt that he was in agreement, he acted in consent with his supe-
riors. In particular, cooperation with Syria was not the initiative of
Kuntsevich. He was only told to do this.

This is why I think that, at the moment, someone has just de-
cided to sacrifice Kuntsevich for the sake of some political goals.

Senator NUNN. Let me ask you this question, if I could, because
I want to be able to rotate it. Some people would cite, including
some in the Congress, some outside, would cite this example of a
person very high up, a senior general now being indicted for selling
those weapons, cite that as evidence that we are not able to enter
into a chemical weapons agreement with Russia and other coun-
tries because of corruption and because of that kind of a breach of
trust. How would you respond to that?

Dr. MIRZAYANOV. [Translated from Russian.] I would answer to
this that certainly those generals who have initiated this whole
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case are strongly against chemical disarmament. But the Chemical
Weapons Convention is a product of 20 years of hard work of many
researchers, politicians in many countries. So any negative im-
pulse, any negative effect on this process of ratification would make
Russia even more non-transparent in the sense of chemical weap-
ons and we would return to the starting point.

Mr. MOODIE. Mr. Chairman, could I make a comment .n your
question?

Senator NUNN. Yes.
Mr. MOODIE. Two quick points. First, one of the reasons that

some Senators are concerned about the CWC in relation to General
Kuntsevich is that they have described him as a "key negotiator"
of the Convention. When I was at ACDA, my bureau had respon-
sibility for the interagency leadership on the CWC negotiations, so
I had to follow those talks very closely and spend some time in Ge-
neva at the talks.

It is my recollection, it is the recollection of some of the people
in the U.S. delegation, and it is the recollection of the head of the
Russian delegation to the talks that General Kuntsevich may have
come to Geneva for 1 or 2 days, but he never was involved in the
negotiations at the table.

The second point I would make is that until the CWC enters into
force, there is no legal international law against trade in these ma-
terials. The only international legal prohibition on chemical weap-
ons is the 1925 Geneva Protocol, which bans use of CW. All the
other aspects-productioi, development, research, trade-there is
no prohibition against those. So if he was in violation of anything,
it would have been in violation of Russian domestic law and the
CWC does provide some measures to strengthen that area, as well.

Senator NUNN. Thank you.
The final question I have, Dr. Mirzayanov, to your knowledge,

were chemical weapons ever sent by the Soviet government to the
Middle East?

Dr. MIRZAYANOV. [Translated from Russian.] Yes, I am aware of
testimony of one of th, colonels who participated in transportation
of modern chemical weapons to the Middle East in the former So-
viet Union.

Senator NUNN. What country? To what country did those weap-
ons go?

Dr. MIRZAYANOV. [Translated from Russian.] He did not say. He
did not name the country, but we can take a guess. What he was
saying is that those chemical weapons were not meant for use in
only one country, but including Syria.

Senator NUNN. Was that during the days of the Soviet Union or
has that kind of shipment continued under Russia?

Dr. MIRZAYANOV. [Translated from Russian.] No, this took place
in the Soviet days and this colonel was ready to go public in a situ-
ation that would become critical for him.

Senator NUNN. Did he go public?
Dr. MIRZAYANOV. [Translated from Russian.] No, he did not. He

did not go public because the current Russian laws and the absence
of a ratified Convention on chemical weapons do not inspire people
to go public with revelations of this sort.

Senator NUNN. Thank you.
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Senator Cohen?
Senator COHEN. Thank you, Senator Nunn.
Dr. Mirzayanov, there are some ironies in what you have been

testifying to here today. No. 1, you have indicated that the chemi-
cal weapons developed by the Soviet and Russian governments are
hermetically sealed so they are very safe. One would hope that the
craftsmanship that has been dedicated to Russian military weap-
onry is superior to that in the commercial sector, such as
Chernobyl, in terms of protecting the public against leakage of ma-
terials. We assume that to be the case.

The system of protection for these hermetically-sealed weapons
was always that of personnel. You had many armed personnel that
were stationed to protect their being stolen or used for other pur-
poses. Now we have the situation in which the personnel are no
longer there or, in many cases, have been corrupted, either by
those seeking to purchase some of these materials or by organized
crime.

We have heard nothing here today about the role of Russian or-
ganized criminal gangs. We have had other testimony in other set-
tings that there may be as many as 5,500 gangs operating in Rus-
sia, even in Moscow. They have been successful in many respects
in penetrating both the military and the government officials
through corruption.

None of our witnesses have addressed themselves to that issue
and perhaps you could enlighten us as to whether, from your expe-
rience, you know whether organized crime is actively seeking to
gain access to such materials.

Dr. MIRZAYANOV. [Translated from Russian.] I would like to say
that I agree with you completely that chemical weapons in Russia
face tremendous danger of theft, both from personnel and from or-
ganized crime. To my mind, we are just simply lucky that this has
not happened yet. We are just fortunate, because nobody has yet
ordered for such theft to take place. I think if someone has an
order to get these chemical Weapons, there will not be many prob-
lems of getting them.

Senator COHEN. Could you tell us whether or not the Russians
are prepared or were prepared to violate the Chemical Weapons
Convention upon its ratification? In other words, were steps being
taken to surreptitiously violate the treaty, assuming that it is rati-
fied?

Dr. MIRZAYANOV. [Translated from Russian.] To my mind, the
Chemical Weapons Convention is created in such a way that any
potential violations can be overturned. I have indicated in my arti-
cles that the lists of chemical agents that are being controlled do
not include some of the agents that are being developed. This was
my main concern. That is why I went public in my articles before,
when the process of ratification started. But after my articles and
after a number of consultations with my fellow researchers, I have
come to the conclusion that all these types of agents can be con-
trolled under the Chemical Weapons Convention.

Senator COHEN. Let me express a personal opinion here at this
time. I think there is no treaty that can be drafted that cannot be
circumvented by any country that is dedicated to doing so. It is my
personal belief that the Russian government was undertaking ac-
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tivities to prepare for the circumvention of the Chemical Weapons
Convention, as they did for the Biological Weapons Convention.

That is a personal judgment on my part. It does not mean we
should not have such conventions, but that is an issue that we
have to address. I know that Senator Nunn is anxious to move on
quickly, but just let me make a couple of quick points.

I think in your statement, Dr. Leitenberg, you pointed out the
issue of the trilateral countries saying that they have confirmed the
termination of offensive research and dismantlement of experi-
mental technological lines for production of agents, etc. That may
be true, but, in fact, we know that the Russians lied in the past
about Krasnoyarsk for years. Do you recall this? We maintained
that they were building an ABM battle management station in vio-
lation of the ABM Treaty. They said, no, we are building it for
tracking satellites. It took years of pressure until they finally yield-
ed the truth that they were, in fact, bv;lding it in violation of the
treaty.

They lied for years. Mr. Gorbachev, the architect of glasnost, lied
about their biological weapons activities for years. Finally, when
President Yeltsin came to the United States, he admitted that they,
in fact, had a biological weapons program.

So there is a history behind this. The question is, why should we
believe them now? I would come back to what President Reagan
said. We must trust, but verify. So the verification regime is going
to be the most extensive and the most intense that we can call
upon.

But I want to say something else, one final point, Senator Nunn
and others, if you would permit me just to comment briefly on a
subject matter that is in the news today. One of the lead stories
in both The New York Times and The Washington Post, and I as-
sume every other major paper, deals with the CIA and the issue
about the contamination of intelligence that was given to our policy
makers. Great criticism is being directed toward the CIA at this
time.

The American people ought to know also that it is an institution
filled with human beings with human failures, but there are great
successes that are being achieved even as we speak which will
never be told and cannot be told. Successes cannot be discussed in
public, but there are many successes underway in the field of
human intelligence.

It is true that, on the one hand, we need this extraordinary tech-
nological capability for verification, but we also need human intel-
ligence. And many times, success results not just because of the
scientists in the labs but also operatives in the field, in that very
dark and dangerous world of espionage.

So I think that story has to be told, as well, because I think that
people are getting the impression that the United States intel-
ligence agencies, and the CIA in particular, have done nothing but
misuse their powers and are filled with individuals who cannot per-
form up to standards of excellence that we demand. They do out-
standing work, notwithstanding the failures that we are all reading
about.

I think that has to be said because to verify treaty compliance
in the field of biological weapons and chemical weapons we are
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going to have to rely upon human intelligence, as well as all of the
scientific equipment that we can develop and deploy.

Thank you, Mr. Chairman.
Senator NUNN. Thank you, Senator Cohen.
I would subscribe to that statement. The mistakes of the CIA are

going to have to be rectified. There is going to have to be some
house cleaning and there is going to have to be some restructuring.
There is going to have to be a modernization. The missions are
going to have to be reexamined, all of that, but we are going to con-
tinue to need the best intelligence that we can possibly gather.

The world today is not as high-risk as it was. There is not as
much high risk of a nuclear confrontation, but there is also less
stability than we had during the Cold War and more dangers of
proliferation by far and even more dangers of the use of a weapon
of mass destruction than there was during the Cold War, so we all
have to put that in perspective.

I might also say the same thing about our domestic law enforce-
ment. The FBI is going to have to correct a lot of the mistakes that
were made, Waco and other places, but if you look at the number
of terrorist incidents we have had in this country compared to the
number we could have had over the last 10 or 15 years, I think
there are some real success stories that, again, have not, as Sen-
ator Cohen has said, been told, that those of us dealing with this
are familiar with.

One success story that has been told now is the fact that our in-
telligence community kept insisting that Iraq was not coming clean
during these U.N. inspections. As we have heard one of our wit-
nesses say today-I believe it was Mr. Leitenberg-it would have
been a disaster had we lifted the sanctions while they were still
lying in Iraq about their BW program and about their chemical and
about some of their nuclear programs. So that is one that you have
to chalk up on the plus side.

Let me again rotate over to Senator Lugar.
Senator LUGAR. Thank you very much, Senator Nunn.
Mr. Moodie, I have just a short question but it deals with your

thought that proliferation of both technology as well as materials
may occur and is non-stoppable. The point you have made is that
our mission really is, as you said, the channeling of choices of those
leaders to whom such technology is increasingly available.

In other words, given the fact that these instruments of destruc-
tion will come into the hands of various countries, or sub-state
groups or even religious cults, our challenge is trying to determine
how we channel or frame the decisions of leaders possessing such
destructive means. Why do groups such as this think as they do?
Why does somebody want to destroy a society without having a po-
litical objective?

Can you sketch out how you do this? In other words, what in-
struments do we need in policy making, so that the President, Cab-'
inet officials, the CIA and so forth may begin to think through how
to channel those decision-making processes? What institutional
changes are implied by this?

Mr. MOODIE. Thank you, Mr. Chairman. I wish I had all day.
I think the first point is that no single instrument is going to do

it. You have to make everything work together towards the same
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objective-having an impact on the decision making that is in-
volved in choices to go for weapons of mass destruction.

At the government level, I think what you have to do is raise the
costs as high as you can through both international and national
activities. You have to demonstrate that the weapons of mass de-
struction program that a state might embark upon is not going to
get it to the point that it wants to go, that you can deny it its objec-
tives regardless of whether it acquires weapons of mass destruc-
tion.

You raise the cost too high, which is why, although I have some
problems with export controls as the centerpiece of our strategy, I
do not think you should throw them out entirely because I think
they help raise the costs.

I think that you demonstrate that proliferators are going to be
severely punished if they, in fact, violate the kinds of international
norms that people are trying to enshrine in things like the Chemi-
cal Weapons Convention, the Biological Weapons Convention. That
means, in my view-I did not mention it in my oral statement, but
in my written remarks-that we have to consider what kinds of
military options should be part of our policy repertoire to raise the
costs, in fact, to channel their choices away from this option, basi-
cally because they are not going to get what they want to get by
the use of these kinds of instruments of violence.

You incorporate a diplomatic effort. You have to create an inter-
national norm embodied in legal agreements like the CWC, the
BWC. You have to have export controls. You have to have diplo-
matic activities. You have to have defense capabilities so that
proliferators will be denied the fruits in the event that they want
to use them against, say, U.S. interventionary forces. We must
have an adequate defense so that they are denied that objective
through the use of these programs. It is only by this kind of inte-
grated approach that you are going to get to the point where you
want to be.

Senator LUGAR. Is this likely to be ultimately effective if we take
a position that essentially all of these sanctions have to be multi-
lateral, or should we make clear that some situations are serious
enough that we are prepared to act unilaterally to deal with such
violations? I raise this question because I tend to come down on
that side.

If we are to channel the decisions of would-be proliferators, our
credibility comes down to the fact that the U.S. is prepared to use
military force, export controls, and other instruments to ensure
that proliferators are severely punished-in other words, land on
top of them with a ton of bricks so that there is no ambiguity. Ab-
sent that, we will remain in a debate, even with good friends like
the British, the French, the Germans, the Japanese, as to whether,
collectively, we are prepared to do this and who should do what
and so forth. I do not think that gets the job done, if I follow your
logic.

Mr. MOODIE. I think you have to do both, in the sense that ulti-
mately it has got to be the psychological orientation of the entire
international community that helps channel these choices away
from proliferation. That means getting more states willing to take
this problem seriously.
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One of the points I tried to raise was that there are a number
of countries in the world that do not see the issue quite the way
we do and would handle it differently. They view the -MTCR, the
Australia Group, as hypocritical. These states are not just the radi-
cals in Iran but others. These export control regimes are seen as
discriminatory. They are seen as an economic ploy, in essence, to
keep the underdeveloped countries down while the industrialized
world goes ahead with the benefits of things that we are denying
them.

There is a psychology there that has to be addressed seriously so
that countries can follow the lead of a country like Argentina,
which has changed significantly its attitude towards international
proliferation issues and the protection of technology in the last 4
or 5 years.

So part of it has to be a multilateral agreement because some of
the tools we have available are not going to work unless they are
multilaterally imposed. Sanctions, I think, is a good example. We
can impose sanctions unilaterally. If others do not, they are going
to have no impact whatsoever.

At the same time, I think we also have to demonstrate that in
some situations where it is appropriate, we are willing to take ac-
tiui1 ourselves. I am not advocating that we conduct a series of U.S.
"Osiraq reactor" raids of the kind the Israelis did, but it is not
something that we should dismiss out of hand, either, for every sit-
uation. It should be part of our policy options, our contingencies,
and we have to continue to explore what the best kinds of activities
are that will help us in that area.

So I do not think it is an either/or choice. I think we are going
to have to work aggressively in both areas.

Senator LUGAR. Thank you.
Senator NUNN. I believe Mr. Leitenberg wanted to respond to

that, also.
Mr. LEITENBERG. I wanted to comment on two points, and to Sen-

ator Cohen. In Mike Moodie's original statement he talked about
what to do when we know about noncompliance. I think unilateral
sanctions are much more important than we usually give them
credit for. Regarding the statement that they are not effective un-
less everybody else joins in; you cannot get them to be effective un-
less you start them.

Back in the late 1970s, when the United States convened the
London Suppliers Group on nuclear problems and we were fiercely
battling the French regarding their reactor sales to Pakistan and
the Germans regarding their reactor sales to Brazil, all of that
would never have succeeded unless the Carter administration had
not made certain domestic decisions: to cancel the Clinch River
Breeder reactor, to cancel plutonium reprocessing. It would have
been diplomatically inconceivable to apply the pressure on coun-
tries with the economic potential of France and Germany, which
had their own notions about the desirability of reactor sales, unless
we had shown that we were ready to put something of our own on
the line.

I think much more has to be done in the circumstances when we
know that there is a treaty violator. We have said in noncompli-
ance statements that some of the nations with BW programs are
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signatories of the treaty. They have not ratified, but they have
signed it, we believe they are violating its provisions, but nothing
is done. There is no penalty, and there has to be a penalty.

I would like to comment on Senator Cohen's statement. When
the IAEA was embarrassed to discover that Iraq had violated the
IREA nuclear safeguards also, nobody thought that those safe-
guards should be abolished. We never can say, "you are going to
be 1,000 percent certain that you are going to find every violation."
But if the problem is that big, the regime hopefully will deal with
95 percent of it, at least. But without that, there is no handle at
all. We would not get those Russian admissions of those past lies
if there was not that trilateral process-

Senator COHEN. Or present lies.
Mr. LEITENBERG [continuing]. If there was not some way of get-

ting into the Russian laboratories and getting a handle on the situ-
ation.

Yesterday you asked a very important question which I would
like to be able to answer: The question was not addressed to the
right group yesterday. You referred to the instance at the recent
meeting in London, the anthrax meeting where the Russians had
come forward and said they had put in the genetic markers for an-
tibiotic resistance. You were rather astonished that they admitted
it.

Well, we have been pressuring them for 3 years to admit to
things like that. We have been very, very persistent because under
the CBMs of the Biological Weapons Convention there is a thing
called the Form F submission, in which they were supposed to re-
port on all their past offensive BW programs back to 1945, and
they did not. And we have been repeating that they did not. So we
want them to admit to those things. That is the first point.

The second is that under our own definitions of what is per-
mitted under defensive research-and the Russians are permitted
a defensive program, we have a defensive program, the British do,
the Swedes do, the Dutch do-that gets very, very difficult. Be-
cause we have defined the permissibility of defensive research in
a very maximalist way, that we can look at any potential threat,
develop it in the laboratory, and be able to test against it. By our
own definition, therefore, that would definitely be permitted under
a defensive research program.

The third point is that they probably did that back in 1985 or
1986. It is not likely that they did it since 1992, since the trilateral
statement. They probably did that in the mid-1980s, or at least we
think so.

Senator COHEN. Thank you.
Senator NUNN. Senator Cochran?
Senator COCHRAN. Mr. Chairman, thank you very much.
I was thinking as I was reading your statements and listening

to the testimony and questions about the unfortunate experience
that we had when the Chernobyl accident occurred. We were fear-
ing the intentional use of nuclear power as a threat to the security
of the United States and then we found out from that experience
that a nuclear accident anywhere can be a nuclear accident every-
where and can affect the well-being of people all around the world.
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I wonder if that is a similar concern in the biological and chemi-
cal weapons area. Given the signing of these Conventions, is it
enough just to sign the Conventions or should we insist, or is it a
provision in the Convention that these stockpiles should be de-
stroyed, should be done away with?

I know when we were negotiating with the Soviet Union on the
subject of chemical weapons banning, the question came up. Do we
continue to produce chemical weapons and stockpile them in Ar-
kansas or wherever we had them, or should we begin a unilateral
program along with that to show good faith that we are not going
to produce these weapons? They are inherently dangerous and we
are not going to ever use them. Why produce them?

Is it a part of the regime, or should it be, that these stockpiles
should be done away with, and how do we go about achieving that
goal? I ask that question to everyone. Ms. Smithson?

Ms. SMITHSON. Thank you. We have already stopped our produc-
tion programs unilaterally. We have also unilaterally begun to de-
stroy our chemical weapons stockpile. The Chemical Weapons Con-
vention requires that states possessing these weapons destroy them
within a 10-year time frame.

In the case of Russia, I think that everyone recognizes that eco-
nomic circumstances there will make it very difficult for them to
meet this deadline, and we have begun offering them assistance in
destroying their stockpile. Russia can request a 5-year maximum
extension of this deadline. Thus, the Convention does include a re-
quirement for states around the world to begin destroying these
stockpiles.

Senator COHEN. Mr. Leitenberg?
Mr. LEITENBERG. The answer is the same. We have no "B" stock-

pile. We do not think any other Western country does. In fact, my
understanding is that the U.S. Government does not think that
anyone is presently-any of those nations it talks about as having
BW programs-that none of them are presently producing "B"
agents. I understand that is the Government's assessment.

So there may be no stockpiles in this case, and under the memo-
randum of understanding in 1989 between the United States and
the former Soviet Union and transferred to Russia, there was the
agreement to destroy bilaterally our stockpile and theirs and that
was transferred to the Chemical Weapons Convention.

Senator COHEN. Thank you, Mr. Chairman.
Senator NUNN. Thank you, Senator Cochran.
Senator Cohen, do you have any other questions?
Senator COHEN. Just one other question. Doctor, Senator Nunn

had indicated that the Russians had transferred some chemical
weapons to Syria and possibly other nations. Could you tell us if
you know in what amounts, how much was transferred and when?

Dr. MIRZAYANOV. [Translated from Russian.] Unfortunately, I am
not aware, not only me, but my colleagues, as well, are not aware
of the details and this aspect still needs to be worked on.

Senator NUNN. I want to thank all of our panel, Mr. Moodie, Mr.
Leitenberg, Ms. Smithson, Dr. Mirzayanov. We appreciate very
much you being here. This Subcommittee is going to continue our
focus in this area for some time to come. We think it is one of the
most important national security problems we face and I know all
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of you, by your own priorities in life, agree that it is a very impor-
tant matter. We look forward to continuing to receive the benefit
of your research and your wisdom and your views. Thank you very
much.

Our next panel, if I could ask all the panel members to come up,
includes Dr. Gordon Oehler, Director, Nonproliferation Center,
Central Intelligence Agency; Ms. Connie Fenchel, Director, Strate-
gic Investigations Division, Office of Operations of the U.S. Cus-
toms Service; John O'Neill, Chief of the Counterterrorism Section,
Federal Bureau of Investigation; H. Allen Holmes, Assistant Sec-
retary of Defense, Special Operations and Low Intensity Conflict,
U.S. Department of Defense, and Dr. Frank E. Young, Director, Of-
fice of Emergency Preparedness, Public Health Service.

Before all of you get comfortable and settle down, we swear in
all the witnesses before the Subcommittee, so if each of the wit-
nesses could please hold up your right hand and we will swear all
of you in.

Do you swear the testimony you give before the Subcommittee
will be the truth, the whole truth, and nothing but the truth, so
help you, God?

Mr. OEHLER. I do.
Ms. FENCHEL. I do.
Mr. O'NEILL. I do.
Mr. HOLMES. I do.
Dr. YOUNG. I do.
Senator NUNN. Thank you. Please have a seat.
Dr. Oehler, I believe we will start with you and just work our

way from left to right down the table. We welcome your statements
today and we will introduce your entire statement in the record. I
would encourage our witnesses to summarize in about 10 minutes,
if you can do that. We do not want to leave out any important
points but we would like to have some time for questions.

Dr. Oehler?

TESTIMONY OF GORDON C. OEHLER, DIRECTOR, NONPRO-
LIFERATION CENTER, CENTRAL INTELLIGENCE AGENCY

Mr. OEHLER. Thank you, Senator. I thank you for the invitation
to be here today, as well, and I would like to thank Senator Cohen
and Senator Nunn for their kind remarks about the work that the
CIA does do that is done well. We deserve criticism where we make
mistakes but I think we also deserve some credit where we do
things right, and I thank you very much for those comments.

I certainly do not need to convince this group of the importance
of weapons of mass destruction and what they can do to civiliza-
tions around the world. Currently, we have pointed out that there
are some 20 countries, nearly half of them in the Middle East, that
have weapons of mass destruction of one type or another or are try-
ing to develop them.

As you have heard in some of your briefings, the technologies as-
sociated with chemical and biological weapons have legitimate civil-
ian and military applications, and while we attempt to restrict
trade in these goods and technologies, obviously all trade cannot be
banned. Thus, countries wanting to develop chemical and biological
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weapons mask acquisitions as part of legitimate business trans-
actions.

Much of our attention in the past has been focused on state-spon-
sored military programs, and as recent revelations from Iraq show,
this attention has not been misplaced. The unprecedented inspec-
tions conducted in Iraq by the United Nations revealed much about
Iraq's weapons of mass destruction program and underscores the
complexity faced by international efforts to curb the spread of these
weapons.

In the wake of the recent defection of two high-level Iraqis, the
Baghdad government turned over to the United Nations Special
Commission, the UNSCOM, and the International Atomic Energy
Agency a large cache of weapons of mass destruction-related docu-
ments and they have revealed even more information in extensive
discussions with both U.N. organizations.

These revelations underscore our longstanding judgment that the
Iraqis have made efforts to deceive the UNSCOM and the IAEA.
This resulted in UNSCOM Chairman Rolf Ekeus's delivery of a
strongly-worded report to the U.N. Security Council several weeks
ago critical of Iraq's progress in fulfilling its obligations to come
clean.

The recent declarations show the mind-boggling scale of Iraq's
chemical and biological weapons program. For example, in the area
of chemical warfare, in addition to the 150 tons of nerve agent
sarin and 411 tons of the blister agent mustard that they declared
earlier, the Iraqis finally admitted to an extensive program to de-
velop the more toxic and more persistent nerve agent VX. They ad-
mitted to producing 65 tons of chlorine intended for the production
of VX and to more than 200 tons each of two controlled precursors.
Together, these would have been sufficient to produce almost 500
tons of VX. I would like to point out that only 10 milligrams are
needed for a lethal dose.

Iraq developed a true binary sarin-filled artillery shell, 122-7 illi-
meter rockets, and aerial bombs in quantities beyond prototype
level. They admitted that they flight tested a long-range variant of
the scud missile with a chemical warhead in April 1990.

If it is possible, the declarations concerning their BW program
are even more terrifying. According to their oral declarations made
since mid-August, a total of 6,000 liters of concentrated botulinum
toxin and 8,400 liters of anthrax were produced at the Al Hakam
facility during 1990. An additional 5,400 liters of concentrated
botulinum toxin were produced at the Daura Foot and Mouth Dis-
ease Institute during the period November 1990 to January 15,
1991. Four hundred liters of concentrated botulinum toxin were
produced at Taji and 150 liters of concentrated anthrax were pro-
duced at Salman Pak.

Continuing, they produced, as they say, 340 liters of concentrated
clostridium perfringens, which is a biological agent that causes gas
gangrene. They said that they had static field tests of anthrax
simulant and botulinum toxin conducted using aerial bombs as
early as March 1988. Animals were used as test subjects and they
had live firings of 122-millimeter rockets filled with BW agents
conducted in May of 1990.
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Large-scale weaponization of BW agents began in December of
1990. Iraq declared that they filled more than 150 bombs and 50
warhe-ads with agents. All of these weapons were dispersed to for-
ward storage locations during the Gulf War.

And finally, Iraq worked to adopt a modifieJ cargo aircraft with
a drop tank for biological agent spray during operations beginning
in December 1990. The tank could be attached either to a piloted
fighter or to remotely-piloted aircraft. It was designed to spray up
to 2,000 liters of anthrax on a target. While the Iraqis claim the
test was a failure, they noted that there were three additional drop
tanks modified and stored, probably ready for use.

Iraq is certainly not our only concern. Iran's chemical weapons
buildup, for example, runs contrary to the image it is trying to
present in the disarmament arena. Even after signing the CWC in
January 1993, Tehran continues to upgrade and expand its chemi-
cal weapons production infrastructure and chemical munitions ar-
senal. Iran is spending large sums of money on long-term capital
improvements to its chemical weapons program as part of this ex-
pansion, and this tells us that Tehran fully intends to maintain a
chemical weapons capability well into the foreseeable future.

As further evidence of Iran's intention, Tehran is continuing its
drive begun during the Iran-Iraq War to acquire increasingly toxic
nerve agents and soon should have a production capability for
these agents, as well. It is also developing a production capability
for the precursor chemicals to alleviate the need to import re-
stricted raw materials.

As I noted earlier, much of our attention in the past had been
focused on military programs. We are beginning to see that the use
of weapons of mass destruction is no longer restricted to the battle-
field. Terrorist groups are showing an increased interest in using
these chemical agents to kill their opponents.

For example, Tajik opposition members laced champagne with
cyanide at last year's New Year's celebration, killing six Russian
soldiers and the wife of another and sickening several others. Press
reports of the PKK, the Kurdistan Workers' Party, in Southeast
Turkey poisoned Turkish water supplies with cyanide.

But as has been discussed at length in your hearings, the attacks
by the Japanese cult Aum Shinrikyo really brought this trend to
the front pages. The attacks in Matsumoto, Japan, in June of 1994
and Tokyo in March, as you know, killed a total of 19 people and
injured more than 5,500.

The forthcoming trial of Aum Shinrikyo's leader, Shoko Asahara,
has resulted in a number of revelations about the cult's activities.
The press reports state that in 1993, Asahara ordered his followers
to pursue a capability to produce sarin. The large, agent production
facility which resulted from that order was operational in about
March of 1994.

You have heard of the evidence of possible testing of sarin on
sheep in Australia. Aum Shinrikyo planned to produce enough
chemical agent to annihilate a large Japanese city by spraying it
from a helicopter. Aum Shinrikyo had purchased a Russian heli-
copter and two drones that, with modifications, could have been ca-
pable of delivering these chemical or biological weapons.
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Japanese authorities have determined that Aum Shinrikyo was
working on developing the chemical agent VX in addition to the
sarin used in the subway attack. And again, if that were not
enough, Aum Shinrikyo was working on biological agents, as well.
Press reports allege that atomizers were found at the cult's Mount
Fuji compound that were intended to spread botulinum toxin.

Testimony by Aum Shinrikyo followers state that in June 1993,
senior Aum leaders released anthrax from the top of a building in
Tokyo. Some local residents complained of a bad smell over a 4-day
period around the attack and reported it to the police.

Aum Shinrikyo was able to legitimately buy all of the compo-
nents that it needed to build its chemical and biological infrastruc-
tures. The technical know-how to put the pieces together is avail-
able through open-source literature, including over the Internet.

Terrorists' interest in chemical and biological weapons really is
not surprising, given the relative ease with which these chemicals
can be produced in simple laboratories. The large numbers of cas-
ualties they can cause is of interest to some of the new terrorist
groups, and, of course, they have great interest in residual disrup-
tion of infrastructures, as we have seen with other terrorist acts.
Although popular fiction and national attention have focused on
terrorist use of nuclear weapons, chemical and biological weapons
are more likely choices for these groups.

Stopping the spread of weapons of mass destruction can only be
accomplished through international cooperation, and several inter-
national organizations have been established or are in the process
of being established for just this purpose. You are familiar with
them. There is the Treaty on Nonproliferation of Nuclear Weapons
which just passed the indefinite extension here this year; the CWC,
which you have discussed at length; the Biological Weapons Con-
vention; the Australia Group, which restricts the flow of chemical
weapons and biological weapons materials and production tech-
nologies; and the Missile Technology Control Regime for hindering
the development of ballistic missiles of proliferation concern.

The U.S. intelligence community, participating with other Gov-
ernment agencies, is waging an aggressive campaign to curb the
spread of these weapons of mass destruction. These efforts encom-
pass developing new technologies to detect research and develop-
ment, testing, production, weaponization, and deployment and use
of chemical and biological weapons. We are developing a list of col-
lection indicators to alert policy makers to possible impending use
of chemical and biological weapons and we are working with U.S.
law enforcement agencies to try to minimize the threat to U.S. in-
terests.

In sum, the revelations from Iraq verifying the horrendous extent
of CW and BW programs and the actual terrorist use in Japan
should serve as a wake-up call to all governments of the world.
Preventing the use of weapons of mass destruction by terrorist
groups and the development of military capabilities in third world
countries will require both a careful internal scrutiny by all coun-
tries and an aggressive and cooperative international effort. Thank
you.

[The prepared statement of Mr. Oehler follows:]
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PREPARED STATEMENT OF MR. OEHLER

THE CHEMICAL AND BIOLOGICAL WEAPONS THREAT

Overview
The proliferation of Weapons of Mass Destruction (WMD)-a term that includes

chemical weapons and biological weapons, among others-is a global problem that
cuts across geographic, political, and technological lines. Proliferation of these weap-
ons is being undertaken by some of the largest and smallest, richest and poorest
countries, led by some of the most reactionary and unstable regimes. Currently,
some 20 countries-nearly half of them in the middle East and South Asia-already
have or may be developing these weapons. Many proliferators are convinced that
they need to develop WMD and associated delivery systems to protect their national
security. (See Annexes A and B for descriptions of chemical and biological agents.)

Many of the technologies associated with WMD programs, especially chemical and
biological technologies, have legitimate civilian or military applications unrelated to
WMD. Trade in those technologies cannot be banned. This paradox enables pro-
liferating nations to acquire technologies and materials to develop chemical and bio-
logical weapons. For example, chemicals used to make nerve agents are also used
to make plastics and to process foodstuffs. A modern pharmaceutical industry could
produce biological warfare agents as easily as vaccines and antibiotics.

As dual-use technology and expertise continue to spread internationally, the pros-
pects for chemical and biological terrorism increase. The relative ease of production
increases our concern that the use of both chemical and biological weapons is attrac-
tive to terrorists. Moreover, the proliferation of WMD to more and more nations has
increased the possibility that one or more of these states may choose to Provide such
weapons to terrorists.

At least as worrisome is the likelihood that terrorist groups or cults may have the
technical sophistication to acquire or develop chemical and biological weapons. The
incidents staged earlier this year by the Japanese cult Aum Shinnkyo demonstrate
that the use of WMD is no longer restrictedto the battlefield. Japanese authorities
have determined that the Aum was working on developing the chemical nerve
agents sarin and VX. The Aur was able to legitimately obtain all of the components
that it needed to build its massive chemical and biological infrastructures. However,
terrorist gr6ups and violent sub-national groups need not acquire the massive infra-
structure that the Aum had assembled. Only small quantities of precursors, avail-
able on the open market, are needed to manufacture deadly chemical or biological
weapons for terrorist acts. Extremist groups worldwide are increasingly learning
how to manufacture chemical and biological agents, and the potential for additional
chemical and biological attacks by such groups continues to grow.

Iraq: A Country Study
This country study examines the magnitude of Iraq's chemical and biological war-

fare programs and underscores the complexity facedly international efforts to curb
the spread of these weapons. Details about the breadth of Iraq's chemical and bio-
logical warfare programs are presented to demonstrate the broad range of weapons
that a state sponsor of terrorism has available in its arsenal and could provide to
terrorists if it so chooses.

The unprecedented inspections conducted in Iraq by the UN have revealed much
about Iraqi WMD programs. In the wake of the recent defection of two high-level
Iraqis, the Baghdad government turned over to the United Nations Special Commis-
sion (UNSCOM) and the International Atomic Energy Agency (IAEA) a large cache
of WMD-related documents and have revealed even more information in extensive
discussions with both UN organizations. The sudden revelation of new information
underscores the longstanding judgment that the Iraqis have made efforts to deceive
UNSCOM and the IAEA. Such behavior resulted in UNSCOM Chairman Ekeus's
delivery of a strongly worded report to the UN Security Council several weeks ago
that was critical of Iraq's progress in fulfilling its obligations under the UN Resolu-
tions imposed following the Gulf War. Iraq's latest revelations include:

Iraq's Chemical Warfare Program. The recent revelations demonstrate the ability
of countries to hide these capabilities in the face of intrusive international inspec-
tion regimes.

* The Iraqi program to develop the nerve agent VX actually began as early as
May 1985 and continued until December 1990 without interruption; Iraq
claimed previously that its program spanned only the period April 1987 to
September 1988.

* Iraq admitted producing 65 tons of chlorine, intended for the production of
VX, and had more than 200 tons each of the precursor chemicals phosphorous
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entasulfide and diisopropylamine. Together, these three precursors would
ave been sufficient to produce almost 500 tons of VX.

" Iraq developed a true binary sarin-filled artillery shell, 122-mm rockets, and
aerial bombs in quantities beyond prototype level.

" An Al Husayn missile with a chemical warhead was flight-tested in April
1990.

* Iraq received significant assistance from outside suppliers.
Iraq's Biological Varfare Program. The Iraqi Government adopted a policy to ac-

quire biological weapons in 1974. Research and development began in 1975, but
went into hiatus in 1978. In 1985, Iraq restarted biological weapons research and
development. Initial work focused on literature studies, until bacterial strains were
received from overseas in April 1986.

(The following information is based on oral declarations made since mid-August.
Assurances as to the validity or comprehensiveness of the information cannot be
given until the formal declaration is received.)

* A total of 6,000 liters of concentrated botulinum toxin and 8,425 liters of an-
thrax were produced at Al Hakam during 1990. An additional 5,400 liters of
concentrated botulinum toxin were produced at the Daura Foot and Mouth
Disease Institute during the period November 1990 to January 15, 1991; 400
liters of concentrated botulinum toxin was produced at Taji; and 150 liters of
concentrated anthrax were produced at Salman Pak.

* Production of clostridium perfringens (a biological agent that causes gas gan-
grene) began in August 1990. A total of 340 liters of concentrated agent was
produced.

" Static field trials of anthrax simulant and botulinum toxin were conducted
using aerial bombs as early as March 1988. Effects were observed on test ani-
mals. Additional weaponization tests took place in November 1989, with 122-
mm rockets. Live firings of 122-mm rockets filled with agents were conducted
in May 1990.

" Large-scale weaponization of BW agents began in December 1990. Iraq filled
more than 150 bombs and 50 warheads with agent. All these weapons were
dispersed to forward storage locations.

" Iraq worked to adapt a modified aircraft drop tank for biological agent spray
operations beginning in December 1990. The tank could be attached either to
a piloted fighter or to a remotely piloted aircraft that would be guided to the
target by another, piloted aircraft. The tank was designed to spray up to
2,000 liters of anthrax on a target. Iraq claims the test was a failure, but
three additional drop tanks were modified and stored, ready for use.

THE GROWING TERRORIST THREAT

The Aum Shinrikyo attacks in June 1994, in Matsumoto, Japan, which killed
seven and injured 500, and on the subway in Tokyo in March, which killed 12 and
injured 5,500, were the first instances of large-scale terrorist use of chemical agents,
but a variety of incidents and reports over the last two years indicate a growing
terrorist interest in these weapons. These incidents include, but are not limited to:-

* Tajik opposition members lacing champagne with cyanide at a New Year's
celebration in January 1995, killing six Russian soldiers and the wife of an-
other, and sickening other revelers.

" Press reports of the PKK (Kurdistan Workers' Party, a guerrilla group that
opposes the Turkish Government) in southeast Turkey poisoning Turkish
water supplies with cyanide.

Such examples reflect an increased interest in and a capability to produce chemi-
cal and biological agents. Open source literature-including access to the Internet-
provides instructions on how to make some chemical agents.

Terrorist interest in chemical and biological weapons is not surprising, given the
relative ease with which some of these weapons can be produced in simple labora-
tories, the large number of casualties they can cause, and the residual disruption
of infrastructure. Although popular fiction and national attention have focused on
terrorist use of nuclear weapons, cheinical and biological weapons are more likely
choices for such groups.

• In contrast to the fabrication of nuclear we.ponc, the production of biological
weapons requires only a small quantity of equipment.

" Even very small amounts of biological and chemical weapons can cause mas-
sive casualties. The fact that only 12 Japanese died in the Tokyo subway at-
tack de-emphasizes the significance of the 5,500 people who required treat-
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ment in hospital emergency rooms. Such a massive influx of injured-many
critically--has the potential to overwhelm emergency medical facilities, even
in a large metropolitan area.

* Terrorist use of these weapons also makes them "weapons of mass disruption"
because of the necessity to decontaminate affected areas before the public will
be able to begin feeling safe.

The Aurn Shinrikyo

The forthcoming trial of Aum leader Shoko Asahara has resulted in a number of
revelations about the cult's activities. Press reports allege that:

" Asahara ordered the capability to produce sarin beginning in 1993; a large-
agent production complex was not operational until March 1994.

" Some evidence suggests that the group may have tested sarin on sheep in
Australia. Press reports claim that examination of some 30 sheep carcasses
at an abandoned Aum site in Australia revealed the presence of sarin and
other organophosphorous pesticides.

" Aum planned to produce enough agent to annihilate a large Japanese city by
spraying it from a helicopter. Aum possessed a Russian helicopter and two
drone airplanes that, with modifications, could have been capable of deliver-
ing chemical and biological weapons. A high-ranking Aum member reportedly
obtained a helicopter pilot's license in the U.S. Press reports also allege that
Auma was considering chemical attacks using remote-controlled aircraft.

" After the breakup of the Soviet Union, Aum expanded its activities in Russia,
claiming some 30,000 followers there in addition to the 10,000 in Japan.

• Aum's Russian element broadcast re!igious radio programs into Japan from
the Russian Far East.

" Video news footage indicates that a Russian-made GSP-11 toxic gas detector
was found at the Aum compound in Japan. Designed to be used on the battle-
field, the Russian detector can also be used in a nerve agent production/han-
dling facility.

" Asahara intended the simultaneous chemical strike on 10 locations in the
Tokyo subway to be a massive mystery attack that would divert attention
from the cult.

Although the Aum Shinrikyo case demonstrates that terrorists can produce CW,
they also may be able to directly acquire these weapons via other means:

* theft of agents from research labs;
* acquisition of commercially available poisons;
• theft of chemical munitions held by the military;
* black market activity;
* receipt of ready-made chemical weapons from a state sponsor.

EFFORTS TO CONTROL CHEMICAL AND BIOLOGICAL WEAPONS PROLIFERATION

U.S. Policy Initiatives
Stoppin the proliferation of weapons of mass destruction has been a prominent

goal of U.S. national security and foreign policy planning for several decades. Since
the 1960s, when the U.S. sponsored the Treaty on the Non-Proliferationi of Nuclear
Weapons (NPT), this country has recognized that proliferation is a global problem
and that combating it requires high levels of international cooperation. The United
States has, at times, exerted unilateral influence, successfully in several cases, to
discourage proliferation, but remains committed to supporting multilateral efforts to
stem proliferation.

The U.S. and other countries seeking ways to address proliferation of WMD have
focused efforts on four aspects of the problem:

" Preventing states from acquiring WMD through the use of obstacles, such as
export controls, sanctions against suppliers, or, in extreme cases, military ac-
tion; and by fostering improvements in the international security environ-
ment directed toward reducing the perceived needs for such weapons through
implementation of arms control arrangements, such as the NPT, the Chemical
Weapons Convention (CWC), and the Biological Weapons Convention (BWC).

* Capping or rolling back existing programs by creating disincentives to deter
states from developing such weapons or persuading them to reverse course by
imposing sanctions, severing of travel and communications links, diplomatic
isolation, implementing and strengthening credible verification regimes to
international controls, and even military action under the provisions of Chap-
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ter VII of the United Nations charter: or with incentives, such as offering ben-
efits to states that agree to forgo efforts to acquire WMD-financial or tech-
nical assistance or exemptions from sore, ,xport controls.

" Fostering deterrence of the use of WMI, through regional or global arms con-
trol arrangements such as political accommodations, enomic measures, nihi-
tary confidence-building measures, ant arms controls that reduce the security
threats used to justify the acquisition of WMD.

" Adapting military forces and emergency assets to respond to threats, ensuring
U.S. forces' ability to operate against proliferated weapons.

International Measures
Chemical and biological weapons treaties are one element in the strategy to elimi-

nate such weapons. The 1925 Geneva Protocol prohibits the use of chemical and bio-
logical weapons, but places no restriction on their production or possession. The
CWC, opened for signature in 1993 and subseque-itly signed by 159 countries, bans
the use, development, storage, or transfer of chemical warfare agents and their asso-
ciated technology. The CWC will enter into force 190 days after the 65th country
deposits its instruments of ratification. (To date, 40 countries have ratified the
CWC.) In addition, the Convention requires States Parties to enact national legisla-
tion to control and monitor the export of some dual-use chemicals. The CWC will
make it both more difficult and more costly for CW proliferators and terrorists to
carry out their activities.

The BWC, ratified by 137 countries, prohibits the development, production, stock-
piling, or transfer of biological agents and weapons and mandated the destruction
of all existing stocks. At a BWC Special Conference, held in Geneva in September
1994, the U.S. promoted the development of a legally binding instrument that in-
creased transparency of activities and facilities that could have biological weapons
applications in order to help deter violations of, and enhance compliance with, the
BWC.

The Australia Group (AG) was formed in 1984 as a result of the use of chemical
weapons in the Iran-Iraq war. It is an informal forum of states whose goal is to dis-
courage and impede proliferation by harmonizing national export controls on CW
precursor chemicals and manufacturing equipment, sharing information on target
countries, and seeking other ways to curb the use of chemical weapons. It has since
been expanded to include biological weapons.

However, we believe that, despite international prohibitions, many countries with
offensive chemical and biological weapons programs probably will press ahead with
those efforts over the next ten years. Several countries of proliferation concern-in-
cluding Libya, Syria, and Iraq-have so far refused to sign the CWC, and some
chemical weapons-capable countries, such as Iran, have signed the CWC but show
no signs of ending their programs.

Existing nonproliferation regimes and embargoes on chemical and biological weap-
ons-relevant material and equipment have impeded but not stopped proliferation of
those weapons. However, with the eventual ratification of the CWC and the imple-
mentation of a mandatory BWC compliance regime, new modalities will be emplaced
that may increase the transparency of some biological and chemical weapons-related
activities. By continuing to focus on export controls, the AG also will remain a via-
ble force in curtailing the spread of chemical and biological weapons.

Iran's chemical weapons buildup, for example, runs contrary to the image it is try-
ing to present in the disarmament arena. Even after signing the CWC in January
1993, Tehran continues to upgrade and expand its chemical weapons production in-
frastructure and chemical munitions arsenal. Iran is spending large sums of money
on long-term capital improvements to its chemical weapons program as part of this
expansion, which tells us that Tehran fully intends to maintain a chemical weapons
capability well into the foreseeable future. As further evidence of Iran's intentions,
Tehran is continuing its drive-begun during the Iran-Iraq war-to acquire increas-
ingly toxic nerve agents and soon should have a production capability for these
agents. It also is developing a production capability for precursor chemicals it needs
to support chemical agent production, and within several years may become vir-
tually independent of imported raw materials.

A further example of Tehran's deceptive disarmament initiatives is the drive it
is leading among lesser developed countries to link ratification of the CWC with
elimination of AG export controls. AG controls are complicating Iran's chemical
weapons program expansion. If Iran were to succeed in eliminating these tougher
controls, it would be able to acquire much more easily the precursor chemicals, pro-
duction equipment, and technology it needs for its chemical weapons program.

20-875 96 -8,
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Intelligence Community Support
In support of U.S. policy and international regimes, the U.S. Intelligence Commu-

nity, together with other government entities, is waging an aggressive campaign to
curb the spread of WMD. These efforts encompass:

* developing new technologies to detect chemical and biological weapons.
* developing a list of collection indicators to alert collectors and analysts prior

to use of chemical and biological weapons.
* working more closely with other governments and with U.S. law enforcement

for early detection of WMD programs.

Outlook
Curbing the spread of weapons of mass destruction among Third Wor4d countries

and their acquisition by terrorist groups will require the continuation of an aggres-
sive and cooperative international effort. Successful measures toward this end in-
clude educating the public, policymakers, and other government entities about the
complex issue of proliferation and making available a mix of resources to address
this troublesome problem.

ANNEX A

CHEMICAL AGENTS

Chemical warfare' agents are among the easiest WMD to produce. The toxicity
of chemical agents falls generally between that of the more deadly biological agents
and that of conventional weapons. The earliest chemical agents, first used in World
War I, were far less sophisticated and far less lethal than those developed in subse-
quent decades. Proliferating nations have tended to first produce blister agents and,
as their technologies advance, to develop the more lethal nerve agents.

Types of CW Agents
Choking agents are the oldest CW agents. This class includes chlorine and phos-

gene, first used in World War I. These agents have a corrosive effect on the res-
piratory system that causes the lungs to fill with water and choke the victim. These
agents are delivered as heavy gases that remain near ground level and tend to fill
depressions. They dissipate rapidly in a breeze and are among the least effective
traditional CW agents.

Blood agents are absorbed into the body primarily by breathing; they prevent the
normal utilization of oxygen by the cells and cause rapid damage to body tissues.
This class includes cyanide and cyanogen chloride. They are highly volatile and in
a gase-ous state dissipate rapidly in air. These agents are most effective when deliv-
ered in a surprise attack.

Blister agents are used to cause medical casualties; they affect the eyes and lungs
and blister the skin. Such agents are simple to produce, and include sulfur mustard,
nitrogen mustard, and lewisite. Sulfur mustard is considered by some as the ideal
CW agent. It presents both a respiratory and a percutaneous (skin) hazard, forcing
personnel to wear masks and protective clothing. It is persistent and presents a
long-term hazard, forcing decontamination of the battlefield.

G-series nerve agents, developed in the 1930s, cause paralysis of the respiratory
musculature and subsequent death, in sufficient concentration. They include tabun,
sarin, soman, and GF. These agents act rapidly and may be absorbed through the
skin or the respiratory tract. Some agents, such as tabun and sarin, tend to be rel-
atively nonpersistent, creating a short-term respiratory hazard on the battlefield.

V-series nerve agents, developed in the 1950s, are similar to, but more advanced
than, G-series agents. This class includes VE, VG, VM, VS, and VX. These agents
are more toxic and more persistent than the G-agents and present a greater skin
hazard. They are used for long-term contamination of territory.

Production of CW Agents
Many CW agents, particularly choking, blood, and blister agents, are relatively

easy to produce. Some of their technologies are more than 80 years old, making

I Chemical warfare (CW) can be considered the military use of toxic substances such that the
chemical effects of these substances on exposed personnel result in incapacitation or death. It
is the impact of chemical effects instead of physical effects (such as blast and heat) that distin-
guishes chemical weapons from conventional weapons, even though both contain chemicals. In
many cases in the Third World, there can be considerable confusion as to what is a chemical
weapon and what is not. Some countries consider smoke, flame, incendiary, or riot control weap-
ons to be chemical weapons and label them as such. In addition, conventional weapons can in-
flict casualties resembling those caused by chemical weapons.



219

them accessible by virtually any Third World country and many terrorist groups.
Newer agents, particularly nerve agents, are somewhat more difficult to produce.
However, much of the technology to produce these agents is widely available in the
public domain and, as demonstrated by the Aum Shinrikyo in Japan, these agents
can be produced by a determined terrorist group.

Production of CW agents is similar to that of legitimate commercial compounds.
Both involve use of standard chemical process equipment. Some of the more sophis-
ticated equipment is distinctive enough to warrant special consideration, and some
of this equipment is controlled by the Australia Group. In particular, equipment
that is exceptionally resistant to corrosion has important applications for CW be-
cause of the highly corrosive compounds encountered in CW agent production.

Methods of Delivery
Development of a dispersal device is somewhat more technologically complex than

the production of chemical agents. Many conventional munitions, such as bombs, ar-
tillery shells, grenades, and mines, can be modified to deliver chemical agents. A
spray tank, commercially available for dissemination of agricultural chemicals from
aircraft, can be used to disseminate chemical agents. Similarly, ground-based aero-
sol generators used to disseminate pesticides can be used for CW purposes.

ANNEX B

BIOLOGICAL AGENTS

Many developing countries see biological weapons-like chemical weapons-as
having a twofold utility: as a "poor man's atomic bomb," intended to deter attacks
from stronger, unconventionally armed neighbors; and as a relatively cheap force
multiplier that can help compensate for shortcomings in conventional arsenals.

Because much of the same biotechnology equipment employed by modern pharma-
ceutical programs or laboratories associated with modern hospitals can be used to
foster a biological weapons program, identification of an offensive biological war-
fare 2 program can be extremely difficult. Most equipment used in BW-related pro-
grams has legitimate applications, providing potential proliferators with the ability
to conceal BW activity within legitimate research and development and industrial
programs. The manufacture of vaccines for human or veterinary use can camouflage
the production of large quantities of BW agents.

A number of experts speculate that terrorists might acquire biological agents more
easily than chemical agents. And both BW and CW would be far easier to develop
than nuclear weapons.

Types of BW Agents
BW agents differ widely in infectiousness, length of incubation period, and

lethality.

" Bacteria are single-cell organisms that are the causative agents of anthrax,
brucellosis, tularemia, plague, and numerous other diseases. They vary con-
sidqrably in infectivity and lethality.

" Rickettsiae are microorganisms that resemble bacteria in form and structure
but differ in that they are intracellular parasites that can reproduce inside
animal cells. Examples of rickettsial diseases that might be used for BW in-
clude typhus, Rocky Mountain spotted fever, and Q fever.

" Viruses are intracellular parasites that are about 100 times smaller than bac-
teria. They can infect humans, crops, or domestic animals. An example of a
virus that might be used for BW is Venezuelan Equine Encephalitis. VEE
virus causes a highly infectious disease that incapacitates but rarely kills. A
virus's strength can be altered to increase its efficiency. A particularly power-
ful strain of an endemic pathogen could simply be blamed on a chance natural
mutation.

" Fungi do not generally cause disease in healthy humans. Fungal diseases
are,. however, devastating to plants and might be used to destroy staple crops
and cause widespread hunger and economic hardship. Examples of plant
fungal pathogens include rice blast, cereal rust, and potato blight.

" A toxin is a poisonous substance made by a living system, or a synthetic ana-
logue of a naturally occurring poison. An enormous variety of toxins are man-

2Biological warfare (BW) can be considered the military use of living organisms or associated
materials that are intended to cause disability, disease, or death in humans, animals, or crops-
for hostile purposes. Agents include pathogenic micro-organisms, toxins and bioactive sub-
stances, which may be weaponized, using both military and civilian-type delivery systems.
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ufactured by bacteria, fungi, marine organisms, plants, insects, spiders, and
animals.

Production of BW Agents
BW-agents are relatively easy and inexpensive to produce for any nation that has

a modestly sophisticated pharmaceutical or fermentation industry. Mass-production
methods for growing cultures are widely used in the commercial production of yo-
gurt, yeast, beer, antibiotics, and vaccines. Almost all equipment needed for the pro-
duction of pathogens and toxins is dual-use and available on the international mar-
ket, increasing the potential for concealing illicit activities under the cover of legiti-
mate production.

Methods of Delivery
BW agents are nonvolatile solids that would be disseminated either as a liquid

slurry or a dry powder of freeze-dried organisms or toxin. Possible delivery systems
range in complexity and effectiveness from an agricultural sprayer mounted on a
truck to a specialized cluster warhead carried on a ballistic missile. The key to pro-
ducing large-scale respiratory infections is to generate an aerosol or stable cloud of
suspended microscopic droplets, each containing from one to thousands of bacterial
or virus particles. Fogs and smokes are examples of visible aerosols.
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Senator NUNN. Thank you, Dr. Oehler. I appreciate your testi-
mony.

Ms. Fenchel?

TESTIMONY OF CONNIE J. FENCHEL, DIRECTOR, STRATEGIC
INVESTIGATIONS DIVISION, OFFICE OF OPERATIONS, OF-
FICE OF INVESTIGATIONS, U.S. CUSTOMS SERVICE
Ms. FENCHEL. Thank you, Senator and members of the Sub-

committee.
I am Connie Fenchel, the Director of Strategic Investigations for

the U.S. Customs Service. I have been a special agent for the Cus-
toms Service for the past 18 years. Senator, I, too, am over 35
years of age. [Laughter.]

I would like to summarize my remarks before the Subcommittee
and request that my complete statement be submitted for the
record.

Senator NUNN. Without objection, all of your statements will be
part of the record.

Ms. FENCHEL. Thank you. Senator, I come here today to describe
the efforts of the U.S. Customs Service to thwart the proliferation
of weapons of mass destruction by countries, organizations, and
groups who threaten our global security. As you are well aware,
the Customs Service is the first line of defense against the pro-
liferation of these weapons.

In our role as guardians of our borders, the Customs Service pro-
tects our Nation from the illegal importation of goods that are
harmful to our security and economy. We are at the front lines in
the war against international and domestic terrorism, enforcing
nine different laws in this arena.

We are tasked with the mission of stopping terrorist tools from
entering this country before they can harm our Nation's people. In
our over 200-year history, the Customs Service has been the guard-
ians of our Nation's borders from illegal imports. Over the past 15
years, our authorities have been expanded to include the protection
of our country from illegal exports, as well.

In a few minutes, I will provide you with some tangible examples
of how Customs investigates subjects whose goal is to supply ter-
rorist countries and organizations. But first, I would like to convey
some important information about how our export control program
works. This information will illustrate to you how complex this ef-
fort is.

Our export control program is the mechanism through which the
Customs Service protects the global community from the prolifera-
tion of weapons of mass destruction, including nuclear, chemical,
and biological weapons. As the Subcommittee is aware, no U.S.
company still manufactures chemical weapons, but the precursors
and components used to manufacture these agents are still avail-
able in the United States because many of these components have
a legitimate and necessary purpose.

Customs is charged with ensuring that the legitimate export of
these chemicals and equipment is conducted without harm to our
industries while ensuring that these same materials do not fall into
the hands of our adversaries. This daunting task is essential to the
role of the Customs export control program.
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The Customs Service conducts its export control program
through a four-pronged approach. This approach is known as the
four "I"s and it is divided into interdiction, investigations, intel-
ligence coordination, and international cooperation and training.

Customs interdiction efforts are conducted at the more than 300
ports of entry and exit, including international airports, land bor-
ders, and sea ports. Customs has 6,000 inspectors assigned to in-
spect people and cargo upon entry into the United States. Author-
ity is derived from the export control statutes, as well as other laws
and regulations that permit the warrantless search of persons, ves-
sels, vehicles, other conveyances, and cargo for detecting illegal ex-
ports.

The investigations prong of the Customs Service export effort is
the responsibility of the Customs Office of Investigations. We have
4,400 employees. It is composed of over 2,400 special agents, ma-
rine enforcement officers, and air interdiction officers, along with
323 pilots and 300 Customs intelligence analysts. This workforce is
charged with the investigation of smuggling both inbound and out-
bound, money laundering, narcotics trafficking, and the fraudulent
importation of goods.

Customs has 20 domestic special agents in charge and 21 Cus-
toms attache offices overseas. These offices are composed of a cadre
of investigators that possess highly-developed expertise in enforc-
ing Customs laws and regulations.

In the export investigations field, special agents are trained in
the detection and investigation of illegal technology and arms ex-
ports. Export control investigations last year resulted in the arrest
of 242 people and the seizure of 809 illegal shipments of goods.

One of the most important elements of export enforcement strat-
egy is our industry outreach program called Operation Gemini. Op-
eration Gemini is a program where Customs agents solicit the co-
operation of exporters, manufacturers, and freight forwarders
throughout the United States to act as the eyes -- d ears of the Of-
fice of Investigations.

The Gemini program has a two-fold purpose. The first purpose
is to provide exporters and freight forwarders with the information
to ensure that their exports comply with the appropriate export
regulations. Aside from ensuring compliance, the Gemini contacts
al.o afford Customs with the ability to gain the lawful cooperation
of exporters and to sensitize them to the possibility that some of
the commodities they export could be sought by individuals who
seek to divert technology into weapons programs or seek to obtain
a commoC',; or munition for an end user that would not be li-
censed.

Information is provided to exporters during Gemini contacts to
ensure compliance with all the applicable export regulations. Gain-
ing the cooperation of the exporting community may be the single
most important factor in detecting subjects who pose a threat to
our national security by dealing in weapons of mass destruction.

The third prong in our export control strategy is intelligence co-
ordination. The Customs Service works in close cooperation with
the intelligence community to glean valid intelligence data to assist
Customs export investigations. The intelligence community has a
vast apparatus for the collection and dissemination of intelligence
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data regarding potential persons and entities involved in weapons
proliferation.

I would like to provide the Subcommittee with more details of
how we have fostered better cooperation and coordination with the
intelligence community, but I would prefer to discuss these matters
in a closed session as they are sensitive.

The fourth prong of our enforcement strategy is international co-
operation and training. The U.S. Customs Service possesses a
wealth of talent and information in the export enforcement field.
Many countries have little to no export control laws or regulations.
Although many of these countries have been willing to assist in
U.S. export investigations and have cooperated with our attaches
overseas, they have not had the ability to investigate export viola-
tions.

Customs lends its expertise through hands-on training, lectures,
seminars, and other training schools to countries around the world.
The newly-independent states of the former Soviet Union have
been particularly receptive to U.S. efforts to develop export controls
and enforcement programs. Customs officers have participated in
training programs for 30 countries in the past 2 years. The inter-
national cooperation of customs services and police agencies to
thwart weapons proliferation is the cornerstone of these training
programs.

As recently as September of this year, the U.S. Customs Service
co-hosted, along with the German Customs Service, a seminar on
nuclear smuggling in Garmisch, Germany. The seminar was at-
tended by over 100 participants representing 32 countries, all ex-
changing information on methodologies for detecting the smuggling
of radioactive materials.

In 1995 alone, Customs provided export control and enforcement
training assistance to Khazakstan, Russia, Latvia, Lithuania, Esto-
nia, Belarus, Poland, Krygstan, Romania, Ukraine, Bulgaria, Mac-
edonia, Slovakia, and the Czech Republic. In addition, Customs
maintains numerous mutual assistance agreements and customs-
to-customs cooperation agreements with many countries.

It is important to understand that the nuclear-biological-chemical
threat is a global one. As you can see from the two world and re-
gional maps illustrating countries of chemical-biological warfare
concerns, the issue of CBW proliferation is not localized. The coun-
tries colored in red are CBW countries of concern. The countries
colored in green are countries of diversion concern.

Now I would like to speak specifically of some of the investiga-
tions the Customs Office of Investigations has conducted recently
that illustrate our efforts in controlling CBW agents, pathogens,
and equipment.

I know the Subcommittee is particularly interested in the Aum
Shinrikyo cult. The Customs Service has three investigations that
involve this cult, two in San Jose, California, and one in New
Haven, Connecticut. One of the San Jose cases resulted in the sei-
zure of 400 gas masks which were purchased by the Aum cult and
destined for Japan. This shipment was scheduled to be exported on
March 22, 1995. However, the shipment was recalled from the
freight forwarder on March 20, 1995, when the broker heard of the
sarin gas attack.
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I have with me today one of the gas masks that was subse-
quently surrendered to the Customs Service by the broker. As you
can see, these masks are Israeli military surplus. You can see the
Israeli markings on the box, the Hebrew markings on the box. We
have 399 other ones of these in seizure right now. Our investiga-
tion is continuing in New York, where the gas masks were origi-
nally purchased by a member of the Aum cult.

The San Jose Customs office also conducted an investigation into
the Aum's attempt to acquire a sophisticated laser from a Northern
California manufacturer. On March 3, 1995, an Aum sect member
attempted to purchase a custom welding and cutting laser from
this company. The value of the laser was estimated at $400,000.

The sect member who was negotiating for the laser with the
California company did not possess the technical expertise to an-
swer specific information from the laser company. The Aum mem-
ber initiated a telephone conference between the California com-
pany and an individual identified as Mr. Murai, who was sup-
posedly the Aum sect's lead engineer. Our investigation has
learned that Mr. Murai has been identified as Hidel Murai, the
Aum cult's minister of science and technology.

Despite additional information received from Murai, the company
was unable to identify the exact application for which the laser was
needed by the Aum cult. The sect members never contacted the
California company again about the laser.

On April 23, 1995, Murai was murdered outside the Aum head-
quarters in Tokyo. Murai's assailant was identified as an individ-
ual associated with Japanese organized crime. The exact motive for
Murai's assassination has not been established.

In 1993, Aum representatives approached a Middlefield, Con-
necticut, company for the purpose of purchasing an interferometer.
The company manufacturers interferometers, which are sophisti-
cated devices used to make critical measurements of polished sur-
faces by means of a laser. This technology has nuclear applications.

The international sales administrator for the company advised
the U.S. Customs Service through the Operation Gemirli program
that the company planned to demonstrate the system to the Aum
representatives, but the Aum representatives failed to bring the
material they wanted measured by the interferometer. There were
no sales and no exports by the company to the Aum cult.

I would like to give an example of one other case that Customs
conducted involving sarin gas. In 1988, Juwhan Yun, a naturalized
U.S. citizen, formerly Korean, was doing business as president of
Komex International in Newark, New Jersey. Komex was an ex-
porting company involved in weapons shipments and did most of
its business with South Korea. Yun made inquiries of a New York
company about purchasing ammunition for South Korea. However,
the company believed that the end user was other than the Repub-
lic of South Korea and contacted the U.S. Customs Service.

A Customs undercover special agent contacted Yun under the
guise of an arms broker. From June 1988 until Yun's arrest in Jan-
uary 1989, the Customs agent, posing as an arms dealer, nego-
tiated with Yun for purchase of TWO missiles, stinger missiles,
classified U.S. missile technology, radar systems, and other defense
articles and munitions. In all of the dealing with Yun, he failed



229

to obtain a valid export license issued by the United States Depart-
ment of State and thereby violated the Arms Export Control Act.

A court-ordered wiretap of Yun's phone and lax machine con-
ducted in 1988-in November 1988, a fax from a co-conspirator in
London named Charles Caplan was received which requested Yun
to procure from his American supplier, which was the Customs un-
dercover front company, a large quantity of sarin nerve gas.

In an overt act to further the conspiracy, Yun traveled to London
to meet Caplan and his associates and opened a bank account at
the Korea First Bank under a fictitious name. Yun eventually wire
transferred funds to the undercover front company and returned to
the U.S. with specific instructions for procuring the CW agent. Yun
asked the undercover agent for 500 MK94 gas bombs and 500
MK116 "weteye" bombs filled with liquid sarin. This was over 250
tons of sarin. This amount would contain over 1.25 billion lethal
doses of the nerve gas. Both of these bombs were designed to be
dropped from an aircraft.

Yun suggested to the Customs undercover agent that he mislabel
the sarin bombs as crankshafts on the export documents and to
procure a false export license. Yun agreed to pay $100,000 to the
undercover agent to obtain the falsely-documented license. Yun ex-
plained to the undercover agent that he should provide a false end
user for the crankshafts and stated they were destined for Mozam-
bique or Pakistan, rather than the intended destination of Iran.

On January 12, 1989, Yun was arrested in Newark. Yun was
tried in the District of New Jersey and convicted of conspiring to
export nerve gas, but acquitted of attempting to export bombs. No
bombs ever left the United States. Yun was sentenced in Septem-
ber 1989 to 30 months in prison. Charles Caplan was indicted by
a Federal grand jury and Caplan is currently an outstanding fugi-
tive. We have with us a wanted poster for Charles Caplan.

The description of these cases are brief. They do not reflect the
months upon months of investigative activity that is required to
bring an export case to a successful conclusion. These cases are
staffing-intensive. Monitoring of electronic surveillance takes hun-
dreds of staff hours. Development of undercover operations and
covert identities requires extensive development to ensure the true
nature of our operations are not apparent.

The cost of these operations is also extremely high. Many times,
these cases are so costly and so staffing-intensive they cannot be
conducted. This is not to say that we permit violators or violations
to go unchecked, but the success of undercover operations has al-
ways been the fact that they detect violations that could not have
been detected under normal scrutiny.

I hope this information demonstrates to the Subcommittee the
important role that Customs plays in thwarting the proliferation of
chemical and biological warfare agents and terrorist organizations.
Thank you.

[The prepared statement of Ms. Fenchel follows:]

PREPARED STATEMENT OF CONNIE J. FENCHEL

Good morning/afternoon, Mr. Chairman and Members of the Subcommittee.
Thank you for this opportunity to discuss the role of The U.S. Customs Service in
the interdiction of components for developing chemical and biological warfare
agents. I am the Assistant Director for Operations of the Office of Investigations of
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the Customs Service. I direct the activities of the Strategic Investigations Division
which is responsible for the Customs Service's export, control and enforcement activi-
ties.

To understand the Customs Service's role in controlling the export of commodities
and equipment used in the development of nuclear, biological or chemical warfare
(NBC) agents or weapons, as well as our efforts to thwart the acquisition of such
agents by terrorist organizations, it is important to understand the Customs Serv-
ice's role in export control and enforcement. We are at the front lines in the war
against international and domestic terrorism, enforcing nine different laws in this
arena. We are tasked with the mission of stopping terrorist's tools from entering
this country and before they can harm our nation's people.

Customs Role in Export Control
As you are aware, the Customs Service is the first line of defense in ensuring the

safety of our nations's borders. As such, Customs is responsible for ensuring that
all goods and persons entering or exiting the United States do so in accordance and
adherence with all the United States laws and regulations. With this mandate, Cus-
toms derives its responsibilities for export control. Export control and enforcement
can be divided into three (3) principle areas:

" Commodities Export Cont ol
" Arms and Munitions Export Control
" Foreign Policy Sanctions and Embargoes

These three areas encompass the foundation of Customs export control efforts.

Commodities Export Control
The control of commodities is described as the licensing of exports of dual-use

commodities which can be used in the development of weapons of mass destruction
including nuclear weapons, chemical and biological agents and missile systems. This
dual use technology is licensed under the authorities of the Export Administration
Act (EAA) by the U.S. Department of Commerce's Bureau of Export Administration.
The EAA describes the requirements for exporting commodities from the United
States to countries throughout the world, both friend and foe. The EAA provides the
Customs Service with a broad range of authorities to search persons, cargo and con-
veyances to ensure that exports of such commodities are appropriately licensed and
that the end-use of such commodities is not for use in the development of weaponry.
Under the EAA, the precursor chemicals and biological pathogens which can be used
in the manufacture of warfare agents, are controlled. It is important to understand
that the same precursor chemicals and biological pathogens used in the development
of warfare agents also have a lawful and practical application. For instance, a pre-
cursor used in the development of a chemical warfare agent is also used in the man-
ufacture of fluoride, toothpaste. A biological pathogen used in the development of a
vaccine can also be used to manufacture a deadly antipersonnel agent. In addition
to controlling these chemicals and biologicals, the EAA also controls much of the
equipment and materials that is used in the development of nuclear weapons and
the manufacture of chemical and biological warfare agents. Again, this equipment
also has a legitimate dual-use.

Arms and Munitions Controls
The second area of export control is the control of munitions, arms and weaponry.

The export licensing authority for munitions is the U.S. Department of State. The
Arms Export Control Act (AECA) is the law which controls the sale and export of
munitions, weapons systems, and other military equipment such as CBW protective
clothing and equipment. The AECA and its applicable regulations contained in the
International Trafficking in Arms (ITAR) regulations control items that are inher-
ently military in character, including:

" chemical agents with military application;
" equipment for the dissemination, detection and identification of and defense

against NBC warfare agents and weapons;
" the technical data used in or related to NBC production; and
* any defense services including training to foreign persons in the design, devel-

opment, production, or use of any defense article including NBC agents and
weapons.

The AECA and ITAR provide the Customs Service with the exclusive authority
for enforcing munitions export control. The Customs Service for the past 14 years,
has acted as the law enforcement arm of the State Department for controlling mili-
tary exports from the United States.



231

Foreign Policy Sanctions and Embargoes
The third area is foreign policy export controls such as embargoes (partial or full)

and economic sanctions and restrictions. These export controls are an integral part
of the President's foreign policy mission. Sanction., embargoes and restrictions
against countries that violate international law or are involved in human rights vio-
lations are sanctioned under several laws including the Trading with the Enemy Act
and the International Emergency Economic Pow-s Act. These statutes, among
other things, permit the Administration to prevent exports of a given commodity or
all exports as a whole to a given country. These export controls are also enforced
by the Customs Service.

These three areas form the foundation through which Customs controls the ex-
ports of dual use technology, munitions as well as enforcing the foreign policy of the

resident including the export of materials used in the development and dissemina-
tion of weapons of mass destruction.

Export Control Approaches for Enforcement: The Four I'S
The Customs Service utilizes a four-pronged approach to attacking the broad proc-

ess of export controls and enforcement. This approach is known as the Four I's and
is divided into Interdiction, Investigation, Intelligence Coordination and Inter-
national Cooperation and Training.

Interdiction
Customs Interdiction efforts are conducted at the more than 300 ports of entry

and exit including international airports, land borders and seaports. Customs has
approximately 6,000 inspectors assigned to inspect people and cargo upon entry into
the United States. A core of those inspectors are dedicated to export control Au-
thorities derived from the previous mentioned statutes as well as other laws and
regulations permit the warrantless search of persons, vessels, vehicles, other convey-
ances and cargo for detecting illegal exports. The special cadre of inspectors that
conduct export inspections are trained in the sophisticated methods of detecting ille-
gally exported goods.

Inspectors are also aided by a wide array of computerized systems which help nar-
row t'e vol.ine of potential targets of opportunity and verify legitimate exports.
Customs now has a computer interface with the tour export licensing agencies of
the Federal Government. Customs interfaces with the export licensing and enforce-
ment systems of these agencies via the Treasury Enforcement Communications Sys-
tem (TECS). This system interfaces on a real-time basis with:

" The Department of Commerce's Bureau of Export Admit.istration ECASS Sys-
tem which contains data on the export licenses of dual-use commodities;

" The Department of State's Office of Defense Trade Controls System on muni-
tions and defense articles licensed for export;

" The Treasury Department's Office of Foreign Assets Control which provides
suspect information on sanction and embargo violations directly into TECS;
and

" The Drug Enforcement Administration's online system of licensing the ex-
ports of narcotics precursor chemicals and materials.

This multi-agency system is currently used in a cumbersome manner, requiring
the user to query each sub-system separately. But the Customs Service is in the
process of developing a new, cohesive system which combines these assets into.a
one-stop query for all export licensing. The creation of the Automated Export Sys-
tem will enable Customs inspectors to review the exportation paperwork more
quickly and target those shipments which may be suspected of containing illegal ex-
ports, unlicensed goods, misdescribed commoditie-s or other means to thwart our
U.S. export controls. In these days of a right-sizeI workforce, Customs must work
smarter to ensure compliance with export laws without impeding legitimate exports.
This automated system is one effort to work smarter through better use of tech-
nology. In addition, Customs continues to develop inspectional aids on the cutting
edge of technology to ensure rapid inspections of cargo and persons with as little
intrusion as possible.

Investigations
The Investigations prong of the Customs Service's export effort is the responsibil-

ity of the Office of Investigationi and its 4400 employees. The Office of Investiga-
tions is composed of 2480 special agents, marine enforcement officers and air inter-
diction officers along with 323 Customs pilots and 300 Customs intelligence ana-
lysts. This workforce is charged with the investigation of smuggling (both inbound
and outbound), money laundering, narcotics trafficking, and the fraudulent importa-
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tion of goods. Customs has 20 domestic Special Agents in Charge and 21 Customs
Attaches offices overseas. These offices are composed of a cadre of investigators that
possess highly-developed expertise in enforcing Customs laws and regulations. In
the export investigations field, special agents are trained in the detection and inves-
tigation of illegal technology and arms exports, sanction and embargo violations as
well as the prevention of the proliferation of weapons of mass destruction. Export
control investigations last year resulted in the arrest of 242 people and the seizure
of 809 illegal shipments of goods.

Export Control and Enforcement

Arrests and Seizures - FY 1989-1993
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The Office of Investigations utilizes a myriad of techniques and methods in the
conduct of its criminal investigations. These include a wide range of visual, elec-
tronic and physical surveillance, records reviews, mail covers, interviews and grand
jury investigations. One of the most important elements of our export enforcement
.Atrategy is our industry outreach program called Operation Gemini. Operation Gem-
ini is a program-where Customs agents solicit the cooperation of exporters, man6-
facturers and freight forwarders throughout the United States to act as the eyes and
ears of the Office of Investigations. The Gemini program has a twofold purpose. The
first purpose is to provide exporters and freight forwarders with information to en-
sure that their exports comply with the appropriate export regulations.

Aside from ensuring compliance, the Gemini contacts also afford Customs with
the ability to gain the lawful cooperation of exporters and to sensitize them to the
possibility that some of the commodities they export could be sought by individuals
who seek to divert technology into weapons programs or seek to obtain a commodity
or munition for an end user that would not be licensed to receive such goods. Infor-
mation is provided to exporters during Gemini contacts to ensure compliance with
all the applicable export regulations along with increasing their awareness of the
potential for illegal activities. Gaining the cooperation of the exporting community
may be the single most important factor in detecting subjects who pose a threat to
our national security by dealing in weapons of mass destruction. I will discuss some
specific investigations which highlight our role in CBW non-proliferation further on
it this statement.
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Intelligence
The third prong in our Export Control Strategy is Intelligence Coordination. The

Customs Service works in close cooperation with the Intelligence Community (IC)
to glean intelligence data to assist Customs export investigations. The IC has a vast
apparatus for the collection and dissemination of intelligence data regarding poten-
tial persons and entities involved in weapons proliferation overseas. In addition,
they have information on commodities that are being sought by proliferators from
sources here and abroad. Historically, intelligence information has provided us with
areas to explore for criminal investigations. In addition, the data derived from the
IC forms the basis of our NBC threat assessments.

International Cooperation
The fourth prong of our enforcement strategy is International Cooperation and

Training The U.S. Customs Service possesses a wealth of talent and information
in the export enforcement field. Many-countries have little to no export controls,
laws or regulations. Although many of these countries have been willing to assist
in U.S. export investigations and have always cooperated. with our Customs At-
taches, they have not had the ability to investigate export violations. Customs lends
its expertise through hands-on training, lectures, seminars and other training
schools to countries around the world. The newly independent states of the former
Soviet Union have been particularly receptive to U.S. efforts to develop export con-
trols and enforcement programs. Customs officers have participated in training pro-
grams for 30 countries in the past two years.

The international cooperation of customs services and police agencies to thwart
weapons proliferation is the cornerstone of these training programs. As recently as
September of this year, the Strategic Investigations Division co-hosted (along with
the German Customs Service) a Seminar on Nuclear Smuggling in Garmisch, Ger-
many. The seminar was attended by over 100 participants representing 32 coun-
tries, all exchanging information on methodologies for detecting the smuggling of ra-
dioactive materials. In 1995 alone, Customs provided export control and enforce-
ment training assistance in Kazakstan, Russia, Latvia, Lithuania, Estonia, Belarus,
Poland, Krygystan, Romania, Ukraine, Bulgaria, Macedonia, Slovakia and the Czech
Republic.

This four pronged enforcement strategy enables Customs to detect export viola-
tions and pursue violators with vigor, throughout the globe. In addition, the Cus-
toms Service has over twenty five Customs Mutual Assistance Agreements (CMAA)
with countries and other customs services which serve as a conduit for information
exchange and investigative assistance.

Chemical and Biological Agent Controls
I would now like to address specifically how the Customs Service controls and en-

forces the restrictions on exports of chemical precursors and biological pathogens.
I think it is important to note that the United States no longer manufactures chemi-
cal or biological warfare agents. Inasmuch as their manufacture is prohibited, ex-
port of actual agents is non-existent. However, the materials used to manufacture
chemical and biological agents are readily available from United States manufactur-
ers such as chemical makers and supply houses and biological collection and type
culture companies. In addition, the equipment needed to manufacture chemical and
biological warfare (CBW) agents is also available from U.S. companies. Let me reit-
erate that many of these components have legitimate uses. Without biological patho-
gens and cultures we could not manufacture vaccines or test antibiotics. Many of
the chemicals used for CW irritants and agents have lawful uses like cosmetics and
agricultural products.

There is an international control regime whose member countries carefully control
CBW precursors and pathogens. The Australia Group (AG) was formed to provide
a control regime for CBW. The AG currently has 29 member nations. The AG con-
trols the exports of some 54 precursors which are used in warfare agent production.
In the past two years, the AG has instituted controls on fermenting equipment and
other apparatus which is used in CBW production. The Customs Service has played
an active role in the enforcement working group of the Australia Group. We have
lent our expertise to discussions on the enforcement of CBW controls. Much of the
work of the AG has been incorporated into the language of the Chemicai Weapons
Convention and the Biological Weapons Convention which will come under review
by the Senate, hopefully this year.

Case Histories
I would now like to discuss a couple of examples of the types of investigations the

Customs Service conducts in the CBW arena. Many of these cases developed from
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various sources or impetus. would like to cite one or two cases whose origins where
developed from a variety of sources. I know that the Subcommittee is particularly
interested in the AUM Shinrikyo Cult. The Customs Service has three cases that
involve the Aum Shinrikyo Cult of which the Subcommittee is well aware, two in
San Jose and one case in New Haven, CT.

One of the San Jose cases resulted in the seizure of 400 gas masks which were
purchased by the AUM cult and destined for Japan. This shipment was scheduled
to be exported on March 22, 1995. However the shipment was recalled from the
freight forwarder on March 20, 1995, when the broker heard of the Sarin gas attack
on the Tokyo subway. I have with me today, one of the gas masks that were subse-
quently surrendered to the Customs Service by the broker. As you can see, these
masks are Israeli military surplus and have Hebrew markings on the boxes. The
Customs investigation into this shipment is continuing in New York where the gas
masks were originally purchased by a member of the AUM cult.

The San Jose Customs office also conducted an investigation into the AUM cult's
attempt to acquire a sophisticated laser from a Northern California manufacturer.
On March 3, 1995, an AUM sect member attempted to purchase a custom welding
and cutting laser from this company. The value of the laser was estimated at
$400,4000. The sect member who was negotiating for the laser with the California
company did not possess the technical expertise to answer specific inquiries from
the laser company. The AUM member initiated a teleconference between the Cali-
fornia company and an individual identified as Mr. Murai, who was supposedly the
AUM sect's lead engineer. Our investigation has learned that Mr. Murai has been
identified as Hideo Murai, the AUM Cult's Minister of Science and Technology. De-
spite additional information received from Murai, the company was unable to iden-
tify the exact application that the laser was needed for by the AUM sect. The sect
members never contacted the California company again about the laser. On April
23, 1995, Murai was murdered outside the AUM headquarters in T pkyo. Murai's as-
sailant was identified as an individual associated with Japanese organized crime.
The exact motive for Murai's assassination has not been established.

In 1993, AUM representatives approached a Middlefield, Connecticut, company
for the purpose of purchasing an interferometer. The Company manufactures
interferometers, which are sophisticated devices used to make critical measure-
ments of polished surfaces by means of a laser. This technology has nuclear applica-
tions. The International Sales Administrator for the company advised the U.S. Cus-
toms Service that the company planned to demonstrate the system to the AUM rep-
resentatives, but the AUM representatives failed to bring the material they wanted
measured by the interferometer. There were no sales by the company to the AUM
cult.

As I discussed previously, another one of the techniques Customs agents utilize
in thwarting the export of CBW precursors and components is the conduct of under-
cover investigations. Specially trained Customs agents acting in undercover capac-
ities, pose as weapons dealers or exporters capable of circumventing export controls.
This technique has been extremely successful in identifying suspects who are seek-
ing CBW components and other munitions for exports to countries such as Iran and
Iraq. With the appropriate business acumen, Customs undercover agents provide
suspects with the opportunity to obtain CBW components, while the materials are
safely under the control of the U.S. Government. In all instances when such a tech-
nique is used, Customs agents are extremely careful to provide the means or oppor-
tunity for obtaining the illegal material, however, they are always cautious that the
suspect has the intent to acquire the goods prior to Customs providing the oppor-
tunity.

Manfred Felber Case
One such example of a successful undercover operation is the Manfred Felber

case. In February 1994, the Customs Resident Agent in Charge in Portland, Oregon,
initiated an investigation on Manfred Felber, an Austrian national who was sus-
pected of procuring chemical warfare equipment on behalf of the Iranian Govern-
ment. Felber had approached a confidential informant in Oregon, asking that the
informant assist him in obtaining 90 chemical agent monitors (CAM). The inform-
ant, who was not knowledgeable of what the monitors were, asked his control agents
to obtain information for what the CAMs were used.

Customs agents explained that chemical agent monitors were used as a safeguard
in the manufacture of chemical warfare material. It was decided that Customs
agents would pose as arms dealers capable of obtaining the CAMs. Felber was ap-
proached and explained to the undercover agents that he would need false end user
certificates to conceal the true destination for the CAMs which was Iran. Felber also



235

requested that the undercover agents assist him in obtaining other munitions des-
tined for Iran.

During the undercover negotiations, which were recorded by the undercover
agents, Felber provided valuable intelligence concerning his participation in the
international trafficking of munitions and chemical weapons. Felber told the under-
cover agents that he would be able to provide partial payment for the munitions and
CAMs in heroin. Felber claimed that he would have to return to Iran to arrange
for the shipment of heroin. It is suspected that the heroin payment would have been
arranged by officials of the Iranian Government. Fraudulent shipping papers were
prepared and funds were transferred to a U.S. bank at Eugene, Oregon. Felber indi-
cated that the funds were provided by the Government of Iran and that they had
passed through banks in Germany, Austria, and Hong Kong.

Due to the significance of Felber as an international arms trafficker, it was de-
cided not to permit Felber to depart the country and that payment would be in U.S.
Currency. On March 15, 1994, Felber was arrested in Oregon, and charged with vio-
lating the Arms Export Control Act and the Money Laundering Control Act. At the
time of his arrest, $305,000 was seized from Felber's bank account. On- March 18,
1994, another $300,000 was seized from another bank account belonging to Felber.
Felber subsequently pleaded guilty to the charges and was sentenced to four years
imprisonment.

Yun/Caplan Case
I would like to discuss another investigation which utilized an undercover oper-

ation to detect CBW violations. In 1988, Juwhan Yun, a naturalized U.S. citizen
(formerly Korean) was doing business as President of Komex international in New-
ark, New Jersey. Komex was an exporting company involved in the weapons ship-
ments and did most of its business with South Korea. Yun made inquiries of a New
York company about purchasing ammunition for South Korea. A former Customs
Agent who worked at this company reported Yun to Customs investigators as there
were suspicions that Yun was procuring weapons for an end-user other than the Re-
public of South Korea.

A Customs undercover Special Agent contacted Yun under the guise of an arms
broker. From June 1988 until Yun's arrest in January 1989, the Customs agent pos-
ing as an arms dealer, negotiated with Yun for purchase of TOW missiles, Stinger
missiles, classified U.S. missile technology, radar systems, and other defense articles
and munitions. In all of the dealings with Yun, he failed to obtain a valid export
license issued by the United States Department of State and thereby violated the
Arms Export Control Act.

A court-ordered wiretap of Yun's phone and fax machine was conducted in 1988.
In November 1988, a fax from a co-conspirator in London named Charles Caplan
was received which requested Yun to procure from his American supplier (which
was the Customs undercover front company), a large quantity of Sarin nerve gas.
In an overt act to further the conspiracy, Yun traveled to London to meet Caplan
and his associates, and opened a bank account at the Korea First Bank under a fic-
titious name. Yur eventually wire-transferred funds to the undercover front com-
pany, and returned to the U.S. with specific instuctions for procuring the CW
agent. Yun asked the undercover agent for 500 MK 94 Gas Bombs and 500 MK116
'Veteye" bombs, filled with liquid Sarin. Both of these bombs were designed to be
dropped from an aircraft and are capable of disbursing a large volume of nerve gas
over a large area.
Yun suggested to the Customs undercover agent that he mislabel the Sarin bombs

as "crankshafts" on the export documents, and to procure a false export license. Yun
agreed to pay $100,000 to the undercover agent to obtain the falsely documented
license. Yun explained to the undercover agent that he should provide a false end
user for the "crankshafts" and stated that they were destined for Mozambique or
Pakistan rather than the intended destination of Iran.

On January 12, 1989, Yun was arrested in Newark. Yun was tried in the District
of New Jersey and convicted of conspiring to export nerve gas but acquitted of at-
tempting to export the bombs. (No bombs ever leftthe United States.) Yun was sen-
tenced in September 1989 to 30 months in prison. Charles Caplan was indicted by
a Federal Grand Jury and Caplan is currently an outstanding fugitive.

The descriptions of these cases are brief. They do not reflect the months upon
months of investigative activity that is required to bring an export case to a success-
ful conclusion. These cases are staffing intensive. Monitoring of electronic surveil-
lance takes hundreds of staff hours. Development of undercover operations and cov-
ert identities requires extensive development to ensure that the true nature of the
operations are not apparent. The cost of these operations is also extremely high.
any times these cases are so costly and so staffing intensive that they cannot be
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conducted. This is not to say that we permit violators or violations to go unchecked.
But, the success of undercover operations has always been the fact that they detect
violations that would not have been detected under normal scrutiny. These oper-
ations reveal intelligence about the underground operations that exist within the
United States and abroad, that law enforcement could not normally penetrate.

I hope this information sufficiently illustrates the important role that Customs
plays in thwarting the proliferation of nuclear materials and chemical and biological
warfare agents and terrorist organizations. I would gladly welcome your questions
at this time.

Senator NUNN. Thank you, Ms. Fenchel. We appreciate the im-
portant role that Customs plays and we know how difficult these
cases are, and particularly when you get into the dual-use tech-
nology area.

Our next witness is John O'Neill, Chief, Counterterrorism Sec-
tion of the Federal Bureau of Investigations. Mr. O'Neill?

TESTIMONY OF JOHN P. O'NEILL, SUPERVISORY SPECIAL
AGENT, CHIEF, COUNTERTERRORISM SECTION, FEDERAL
BUREAU OF INVESTIGATION
Mr. O'NEILL. Thank you, Senator, and I thank all the members

of the Committee for giving me the opportunity to address you
today on the threat caused by the proliferation of nuclear, biologi-
cal, and chemical weapons. I would also like to tell you about the
measures which have been taken by the Federal Bureau of Inves-
tigations to detect, prevent, and respond to the use of nuclear, bio-
logical, and chemical weapons in the United States.

As we have heard here yesterday and today, special weapons pro-
liferation concerns the spread of weapons of mass destruction and
their delivery systems. The FBI is the primary agency for foreign
counterintelligence and counterterrorism investigations within the
United States.

The FBI has developed and coordinates a special weapons pro-
liferation program in order to prevent malevolent use and/or pro-
liferation of nuclear, biological, and chemical weapons in the Unit-
ed States. The program relies on proactive domestic programs, for-
eign counterintelligence investigations in the United States, crimi-
nal investigations, counterterrorism investigations, close coordina-
tion with the intelligence community, and international coopera-
tion.

As we have seen in our recent investigations, the ramifications
of a terrorist act committed in the United States are great. The po-
tential for the loss of life and damaging psychological effects from
a terrorist attack in the United States involving a nuclear, biologi-
cal, or chemical weapon are even greater. Simply put, we cannot
afford one such attack.

Fortunately, to date, our investigations in the United States re-
veal no intelligence that rogue nations using terrorism, inter-
national terrorist groups, or domestic groups are planning to use
these deadly weapons. We remain vigilant, however, to the possibil-
ity of nuclear, biological, and chemical terrorism by pursuing intel-
ligence and counter-terrorism programs that are well coordinated
and well exercised.

Our first goal is to prevent such an incident from occurring. Sec-
ondly, we must ensure we have the capabilities to respond swiftly
and decisively should an attack occur.
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I would like to speak first about the threat of nuclear terrorism.
Within the past few years, there have been hundreds of reports of
international smuggling and trafficking incidents involving nuclear
materials around the world. The FBI has been involved in numer-
ous assessments of threats of nuclear-related threats and smug-
gling investigations and nuclear material trafficking investigations
around the world, working with the Customs Service and the intel-
ligence community. In evaluating these threats, to date, there are
no known instances where nuclear weapons or weapons-grade ma-
terials have actually existed or been purchased in the United
States. However, the FBI continues to investigate vigorously all al-
legations relating to nuclear threats within our jurisdiction.

One of our most recent successful initiatives in the area was the
FBI-sponsored International Law Enforcement Conference on Nu-
clear Smuggling, held from April 18 through 20 of this year at the
FBI Academy at Quantico. Among the 150 participants were law
enforcement representatives from 23 countries, including the Rus-
sian Federation and the newly independent states.

This conference displayed unparalleled cooperation between law
enforcement and intelligence entities and culminated in an invalu-
able exchange. The exchange included the examination of the inter-
national criminal problem of nuclear smuggling and trafficking and
its counterintelligence and terrorism implications.

With regard to nuclear terrorism, it is acknowledged that the
production of a nuclear weapon would entail considerable technical
experience, expertise and funding, thereby lessening the likelihood
of an incident at this time.

The ability of terrorists to obtain and employ chemical and bio-
logical agents, however, is no longer subject to speculation. The
sarin gas attack in Japan earlier this year, allegedly carried out by
the Aum Shinrikyo sect, crossed the threshold with the use of a
nerve agent to attack a civilian population.

In responding to the March 20, 1995, attack in the Tokyo subway
system, the FBI opened a criminal investigation based upon a vio-
lation of Title 18, United States Code, Section 2331, which author-
izes FBI extraterritorial investigations. As a result, we dispatched
FBI agents to Japan. We have extraterritorial jurisdiction in this
matter because two American citizens were victims of the sarin at-
tack. Thankfully, both of them survived their injuries. The FBI is
unable to confirm any additional investigations of the Aum
Shinrikyo sect, if any, at this time because it would be classified
information.

Despite the fact that conventional methods of attack are the
proven choice of terrorist organizations to date, the use of chemical
and biological weapons or agents can no longer be ruled out. As the
sarin gas attack in Tokyo demonstrated, other groups may be in-
spired to employ chemical and biological weapons for future terror-
ist attacks due to the worldwide attention the Japanese attacks re-
ceived.

Low production costs, ease of concealment and lethality make
some CB agents possible terrorist weapons. Due to the relative
ease with which CB weapons could be acquired or constructed by
a terrorist or terrorist group, the FBI remains vigilant to that pos-
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sibility through our active investigations and close coordination
with the intelligence community.

In consideration of the magnitude and potential catastrophic con-
sequences of the use of such a weapon, the FBI aggressively pur-
sues countermeasures programs and the readiness to respond to
and mitigate the consequences of such an attack.

However, the only documented actual chemical-biological attack
in the United States involved the use of a biological agent which
occurred in Oregon in 1984, when two members of a sect produced
and disbursed salmonella bacteria in restaurants in order to affect
the outcome of a local election. Seven-hundred-and-fifteen persons
were affected. Fortunately, there were no fatalities.

The FBI recently concluded a case involving subjects who have
manufactured ricin, which is a deadly poison derived from castor
bean seeds. This extremely toxic poison is easily prepared and all
of the materials necessary to produce it, as well as the instructions
on its production, were acquired from publicly-available sources.

The four individuals investigated for producing the ricin es-
poused extreme anti-government, anti-tax ideals and advocated the
violent overthrow of the U.S. Government. They had specifically
targeted a deputy U.S. Marshal who had previously served papers
on one of them for a tax violation, as the victim to be poisoned with
ricin. To carry out the poisoning, the subjects mixed the ricin with
a solvent which would allow its absorption into the blood stream.
They conspired to smear the ricin mixture on doorknobs or on car
steering wheels in order to poison their victim.

The FBI intervened in time to prevent this attack. This case is
the first biological weapons investigation brought to trial and suc-
cessfully prosecuted under the Biological Weapons Antiterrorism
Act of 1989. On February 28 of this year, two of the defendants in
the case were found guilty, having been named as principals in the
ricin poisoning conspiracy. Two additional subjects involved were
just convicted on October 25 for a violation of Title 18, United
States Code, Section 175, naming them as co-conspirators in this
act.

There is a valid concern over the relative ease with which bio-
logical materials and chemical precursors can be obtained. For ex-
ample, in May of 1995, an individual is alleged to have acquired
three vials of Yersina Pestis, the organism which causes bubonic
plague, from a biological material supply company. The material
was recovered, unopened, by law enforcement officials, and the in-
dividual was arrested and charged with fraud.

On June 27, the individual was indicted by a Federal grand jury
on three counts of fraud by wire for opening an account by phone,
faxing a letterhead memorandum with a fraudulent Environmental
Protection Agency number thereon, and ordering the three vials of
bacteria. Those vials had been shipped by Federal Express delivery
service.

To date, these are the only cases involving the potential use of
biological agents that the FBI has investigated where prosecution
has been sought. On recent occasions, the FBI has responded to
communicated threats of nuclear, biological, and chemical terrorist
attacks. These responses include the initiation of our threat credi-
bility assessments in accordance with the guidelines set forth in
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our operational, nuclear, biological, and chemical incident contin-
gency plans.

The threat credibility assessment process, entailing coordination
with the other entities in the U.S. Government to examine avail-
able information on the threat and determine its viability from a
technical, operational, and behavioral standpoint, is very critical.
To date, all of these alleged threats have been determined to be
hoaxes.

As the lead Federal agency in responding to acts of terrorist or
criminal-related nuclear-biological-chemical incidents in the United
States, the FBI has taken many actions in order to deal with this
emerging threat.

For example, we have developed and maintained a crisis man-
agement plan to respond to a domestic nuclear-biological-chemical
terrorist threat or incident, to include procedures for assessing
threat credibility, operational Federal law enforcement response,
notifying pertinent agencies, and deploying the necessary technical
resources to assist FBI field operations and local authorities in in-
vestigating, containing, and minimizing the consequences of the
threat.

Operational plans for responding to a CB terrorist threat or inci-
dent are delineated in the FBI's chemical-biological incident contin-
gency plan, and for a nuclear or radiological threat or incident, in
our nuclear incident response plan. These plans, which have been
in effect since the 1980s, are continually updated and revised, most
recently in June of this year.

The contingency plans have been constructed to provide a blue-
print for Federal law enforcement crisis response to nuclear, bio-
logical, and chemical threats or incidents. These plans outline and
clarify the operational procedures that we will follow if faced with
this threat or incident.

The plans are also designed to marshall the appropriate Federal
tactical, technical, scientific, and medical support to bolster the
FBI's investigative and crisis management abilities and to augment
local and State resources in addressing the threat inherent in one
of these incidents. The contingency plans emphasizes coordination
between all participants and these plans are particularly concerned
with the bridge between the law enforcement crisis management
activities and the management of the consequences of the crisis.

The first priority of all these plans is the public safety and the
preservation of life. In a terrorist or criminal-related incident, the
FBI will assume the lead investigative and crisis management role,
in association with local law enforcement authorities, to success-
fully resolve the incident.

Based on the specific details of the incident, law enforcement re-
sponsibilities will be resolved or no longer a priority and the Fed-
eral Emergency Management Agency will subsequently assume
consequence management responsibilities for the incident. The
FBI's nuclear, biological, and chemical incident contingency plans
clarify and address this issue and provide guidance regarding the
Federal management transition from the FBI to FEMA in this con-
text.

Earlier this year, the FBI headquarters tasked all of its 56 do-
mestic field offices to conduct a chemical-biological terrorism exer-
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cise in each of their regions in accordance with the guidelines set
forth in our contingency plan. This includes coordination and par-
ticipation by other public safety agencies who would be involved in
an incident of this magnitude. This includes first responders, re-
gional offices of supporting Federal agencies, and State emergency
management agencies who would be involved in the consequence
management of such an incident. Each of our 56 field officto has
taken action in response to this tasking and are in the process of
planning and conducting CB exercises at the local level.

Through vigilance in our investigations and the active coopera-
tive exchanges with the intelligence community, we remain alert
for terrorist intentions to acquire or employ weapons of mass de-
struction. We continue to improve our capabilities to respond to
threats of nuclear, biological, and chemical weapons through active
coordination with supporting Federal agencies. We continue to de-
velop, plan, and deliver NBC-related training for our personnel. We
continue the analysis of exercises conducted to date, which have
been devoted to crisis management of nuclear, biological, and
chemical threats and continue to develop new exercises.

In conclusion, the FBI continues to be vigilant in both its intel-
ligence collection and analysis to prevent an NBC incident and in
our plans for a response should an NBC incident occur in the Unit-
ed States.

[Prepared Statement of Mr. O'Neill]

PREPARED STATEMENT OF MR. O'NEILL

Mr. Chairman, thank you for the opportunity to address your Subcommittee on
the threat caused by the proliferation of nuclear, biological, and chemical (NBC)
weapons. I'd also like to tell you about the measures which have been taken by the
Federal Bureau of Investigations to detect, prevent, and respond to the use of NBC
in the United States.

As you know, special weapons proliferation concerns the spread of weapons of
mass destruction (WMD) and their delivery systems. The FBI is the primary agency
for foreign counterintelligence and counterterrorism investigations within the Unit-
ed States. The FBI has developed and coordinates a special weapons proliferation
program in order to prevent the malevolent use and/or proliferation of WMD, includ-
ing nuclear, biological, and chemical weapons in the United States. The program re-
lies on proactive domestic programs, foreign counterintelligence investigations in the
United States, criminal investigations, counterterrorism investigations, close coordi-
nation with the intelligence community, and international cooperation.

As we have seen in our recent investigations, the ramifications of a terrorist act
committed in the United States are great. The potential for the loss of life and dam-
aging psychological effects from a terrorist attack in the United States involving
NBC are even greater. Simply put, we cannot afford one such attack. Fortunately,
to date, our investigations in the United States reveal no intelligence that rogue na-
tions using terrorism, international terrorist groups, or domestic groups are plan-
ning to use these deadly weapons. We remain vigilant, however, to the possibility
of N BC terrorism, by pursuing intelligence and countermeasures programs that are
well coordinated and well exercised. Our first goal is to prevent such an incident
from occurring. Second, we must ensure we have the capabilities to respond swiftly
and decisively should an attack occur.

I'd like to speak about the threat of nuclear terrorism first.
Within the past few years, there have been hundreds of reports of international

smuggling and trafficking incidents involving nuclear material. The FBI has been
involved in numerous nuclear smuggling investigations. In evaluating this threat
date, there are no known instances where such nuclear weapons or weapons-grade
nuclear materials have actually existed or been purchased in the United States.
However, the FBI continues to investigate vigorously all allegations related to nu-
clear threats within our jurisdiction.

One of our most recent successful initiatives in the area wds the FBI-sponsored
International Law Enforcement Conference on Nuclear Smuggling, held from April
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18 to April 20, 1995, at the FBI Academy. Among the 150 participants were law
enforcement representatives from 23 countries, including the Russian Federation
and the newly independent states. This conference displayed unparalleled coopera-
tion between law enforcement and intelligence entities and culminated in an invalu-
able exchange, where participants examined the international criminal problem of
nuclear smuggling and its counterintelligence and terrorism implications.

With regard to nuclear terrorism, it is acknowledged that the production of a nu-
clear weapon would entail considerable technical expertise and funding, thereby
lessening the likelihood of such an incident at this time.

The ability of terrorists to obtain and employ C/B agents, however, is no longer
subject to speculation. The sarin gas attacks in Japan earlier this year, allegedly
carried out by the Aum Shinrikyo, crossed the threshold with the use of a nerve
agent to attack a civilian population. In response to the March 20, 1995 attack in
the Tokyo subway system, the FBI opened a criminal investigation based upon a
violation of Title 18, U.S. Code, Section 2331, which authorizes FBI extraterritorial
investigation. As a result, we dispatched FBI agents to Japan. We have
extraterritorial jurisdiction in this matter because two American citizens were vic-
tims of the sarin gas attack. Thankfully, both of them survived their injuries. The
FBI is unable to confirm any additional investigations, if any, as this would be clas-
sified information.

Despite the fact that conventional methods of attack are the proven choice of ter-
rorist organizations to date, the use of a C/B weapon or agent can no longer be ruled
out, as the sarin gas attack in Tokyo demonstrated. Other groups may be inspired
to employ C/B weapons for future terrorist attacks due to the worldwide attention
the Japanese attacks received.

Low production cost, ease of concealment, and lethality make some C/B agents
possible terrorist weapons. Due to the relative ease with which C/B weapon could
e acquired or constructed by a terrorist or terrorist group, the FBI remains vigilant

to that possibility through our active investigations and close coordination with the
intelligence community. In consideration of the magnitude and potential cata-
strophic consequences of the release of such a weapon, the FBI aggressively pursues
countermeasures programs and the readiness to respond to and mitigate the con-
sequences of, such an attack.

However, the only documented C/B attack-in the United States involves the use
of a biological agent, which occurred in Oregon in 1984, when two members of a
sect produced and disbursed salmonella bacteria in restaurants in order to affect the
outcome of a local election. Seven-hundred-and-fifteen persons were affected; fortu-
nately, there were no fatalities.

The FBI recently concluded a case involving subjects who had manufactured ricin,
which is a deadly poison derived from castor bean seeds. This extremely toxic poison
is easily prepared, and all of the materials necessary to produce it, as well as the
instructions on its production, were acquired from publicly available sources. The
four individuals investigated for producing the ricin espoused extreme anti-govern-
ment, anti-tax ideals, and advocated the violent overthrow of the government. For
the ricin poisoning, they had specifically targeted a deputy U.S. Marshal who had
previously served papers on one of them for tax violations. To carry out the poison-ing, the subjects mixed the ricin with a solvent which would allow its absorption

into the bloodstream. They conspired to smear the ricin mixture on doorknobs or
steering wheels in order to poison their victim.

The FBI intervened in time to prevent the attack. This case is the first biological
weapons investigation brought to trial and successfully prosecuted under the Bio-
logical Weapons Antiterrorism Act of 1989. On February 28, 1995, two of the de-
fendants in the case were found guilty under Title 18, U.S. Code, Sections 175 and
2, naming them principals in the ricin poisoning conspiracy. Two additional subjects
involved were just convicted on October 25, 1995, for violation of Title 18, U.S. Code,
Section 175 and 371, naming them co-conspirators.

There is a valid concern over the relative ease with which biological materials and
chemical precursors can be obtained. For example, in May 1995, an individual is al-
leged to have acquired three vials of Yersina Pestis, the organism which causes bu-
bonic plague, from a bio-medical supply company. The material was recovered, un-
opened, by law enforcement officials, and the individual was arrested and charged
with fraud. On June 27, 1995, the individual was indicted by a Federal grand jury
on three counts of fraud by wire for opening an account by phone, faxing a letter-
head memo with an fraudulent Environmental Protection Agency number and or-
dering the three vials, which had been shipped via Federal Express.

To date, these are the only cases involving the potential use of biological agents
that the FBI has investigated where prosecution has been sought. On recent occa-
sions, the FBI has responded to communicated threats of NBC terrorist attacks; to
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include the initiation of threat credibility assessments in accordance with guidelines
set forth in our operational NBC contingency plans. The threat credibility assess-
ment process entails coordination with other entities in the U.S. Government to ex-
amine available information on the threat and determine its viability from a tech-
nical, operational, and behavioral standpoint. To date, all of these alleged threats
have been determined to be hoaxes.

As the lead law enforcement agency in responding to acts of NBC terrorism or
criminal-related NBC incidents in the United States, the FBI has taken many ac-
tions in order to deal with this emerging threat. For example, we have developed
and maintain crisis management plans to respond to a domestic NBC terrorist
threat or incident, to include procedures for assessing threat credibility, operational
Federal law enforcement response, notifying pertinent agencies, and deploying the
necessary technical resources to assist FBI field operations and local authorities in
investigating, containing, and minimizing the consequences of the threat. -

Operational plans for response to a C/B terrorist threat or incident are delineated
in the FBI's C/B incident contingency plan; and, for a nuclear or radiological threat
or incident, the nuclear incident response plan. These plans, which have been in ef-
fect since the late 1980's, are continually updated and revised, most recently, in
June, 1995. The contingency plans have been constructed to provide a blueprint for
a Federal law enforcement crisis management response to an NBC incident. These
plans outline and clarify the operational procedures that we will follow if faced with
an NBC threat or incident.

The plans are also designed to marshall the appropriate Federal tactical, tech-
nical, scientific, and medical support to bolster the FBI's investigative and crisis
management abilities and to augment local and State resources in addressing the
threat inherent in an NBC incident. The contingency plans emphasize coordination
between all participants and are particularly concerned with the bridge between the
law enforcement crisis management activities and the management of the con-
sequences of the crisis.

The first priority of the plans are public safety and the preservation of life. In
a terrorist or criminal-related NBC incident, the FBI will assume the lead investiga-
tive and crisis management role, in association with local law enforcement authori-
ties, to successfully resolve the incident.

Based on the specific details of an incident, law enforcement responsibilities will
be resolved or no longer a priority, and the Federal Emergency Management Agency
(FEMA) will subsequently assume consequence management responsibilities for the
incident. The FBI's NBC incident contingency plans clarify and address this issue
and provides guidance regarding the Federal management transition from the FBI
to FEMA in this context.

Earlier this year, FBI headquarters tasked the 56 domestic FBI field offices to
conduct C/B terrorism exercise in each of their regions in accordance with the guide-
lines set forth in the C/B incident contingency plan. This includes coordination and
participation by other public safety agencies who would be involved in a C/B inci-
dent; including first responders, regional offices of supporting Federal agencies, and
State emergency management agencies who would be involved in the consequence
management of such an incident. Each of the 56 field offices has taken action in
response to this tasking and are in the process of planning and conducting C/B exer-
cises.

Through vigilance in our investigations and active cooperative exchanges with the
intelligence community, we remain alert for terrorist intentions to acquire or employ
weapons of mass destruction. We continue to improve our capabilities to respond to
threats of NBC through active coordination with supporting Federal agencies. We
continue to develop, p an, and deliver NBC-related training for our personnel. We
continue the analysis of exercises conducted to date, which have been devoted to cri-
sis management of NBC threats and continue to develop new exercises.

In conclusion, the FBI continues to be vigilant both in its intelligence collection/
analysis to prevent an NBC incident, and in our plans for a response should an
NBC incident occur in the United States.

Senator NUNN. Thank you, Mr. O'Neill.
Next is Allen Holmes, Assistant Secretary of Defense, Special

Operations and Low Intensity Conflict of the Department of De-
fense.

Mr. Holmes, I know you have to leave at about 12:40. Dr. Young,
you are next and we will hear your testimony before we get into
questions, but I would ask the members of the panel if they have
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questions for Mr. Holmes, I think we should start with those since
he has notified us in advance that he has to leave. After we com-
plete the testimony, we will start with your questions, and I would
hope, given the time, that you could both summarize in 8 to 10
minutes, if you could.

TESTIMONY OF H. ALLEN HOLMES, ASSISTANT SECRETARY OF
DEFENSE, SPECIAL OPERATIONS AND LOW INTENSITY CON-
FLICT, U.S. DEPARTMENT OF DEFENSE
Mr. HOLMES. Thank you, Mr. Chairman. I will summarize the

highlights of my statement.
You have heard testimony on the low cost, easy availability of

the components, relatively low technical skills required, and the
difficulty in detecting chemical and biological weapons. A dedicated
effort by a terrorist organization could possibly lead to the cata-
strophic scenario depicted by many efforts. There is no denying
that the threat is real and that the Department of Defense and all
Federal agencies are treating chemical and biological weapons use
as a very serious possibility.

But it should be kept in perspective. We should note that the
Aum Shinrikyo attack was the most sophisticated attempt by a
large, well-organized group employing a battery of qualified sci-
entists, utilizing advanced technical equipment and facility infra-
structure and supported by considerable financial assets. Despite
these highly-favorable factors, the effectiveness of Aum Shinrikyo's
attack was less than might have been predicted.

What the Tokyo attacks of March 1995 and the Matsumoto at-
tack of June 1994 do demonstrate, however, is that a radical group
bent on employing chemical or biological agents can recruit the
type of scientific expertise required, acquire materials necessary to
conduct such a campaign, and attempt to stage the event. As ter-
rorists learn from past mistakes and gain experience in the weap-
ons, the next attack could have far worse consequences.

The tougher issue in many respects is the psychological problem
of public fear resulting from the use of a chemical or biological
agent. The fear generated by such an attack may pose more dif-
ficult problems even than the physical threat itself. The public
must be made aware that chemical and biological agents have limi-
tations and their effectiveness can be mitigated by several meth-
ods.

These agents present difficult challenges, but the Federal Gov-
ernment is working hard to deter, prevent, and minimize their ef-
fects and provide effective consequence management. We believe
that with proper planning, coordination, focused research and de-
velopment, and intelligence support, and the active participation of
State and local authorities, our Government can respond to this
threat.

DoD's combatting terrorism program is part of a coordinated U.S.
Government interagency team response. Several members of our
team are here today. No single Federal agency possesses the au-
thorities, response mechanisms, and capabilities to effectively deter
and resolve terrorist incidents. The U.S. Government program is
based on the lead agency concept, with the Department of State ex-
ercising lead agency responsibility overseas and the Department of
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* Justice exercising lead agency responsibility for domestic incidents.
The Department of Defense provides a significant supporting role
to whichever lead agency is involved.

We in DoD divide combatting terrorism into two components,
antiterrorism and counterterrorism. Antiterrorism means the de-
fensive measures employed to protect personnel and facilities
against a terrorist incident. Conversely, counterterrorism refers to
our offensive capabilities.

It is DoD policy to protect its people, family members, facilities,
and equipment from terrorist acts. Toward that end, we routinely
budget for security at military installations and DoD independent
schools.

To highlight antiterrorism awareness and importance, my office
sponsors an annual DoD Worldwide Antiterrorism Conference,
which serves as a forum for exchange of ideas among DoD and
other U.S. Government specialists. We also have an awards pro-
gram. We established it a couple of years ago to recognize those
who work quietly behind the scenes to protect DoD personnel, in-
stallations, and their families.

The second part of the Department's combatting terrorism pro-
gram is counterterrorism. This includes DoD's support for U.S. pol-
icy to deter, defeat, and respond vigorously to all terrorist attacks
against U.S. interests wherever they may occur. DoD supports the
initiatives of the lead agencies in carrying out U.S.
counterterrorism policy. For example, our office supports the State
Department Coordinator for Counterterrorism in consultations with
foreign governments, the deployment of emergency support teams
at the request of an American ambassador to assist the host gov-
ernment, and the Department of Justice in the extradition or ren-
dition of terrorist suspects.

DoD also largely funds the technical support working group re-
sponsible for the research and development of counterterrorism
technologies as U.S. DoD counterterrorism response capabilities
are routinely exercised from the tactical to the national level. DoD
special mission units frequently train and exercise with foreign
counterterrorism units.

Domestically, DoD forces serve in a support capacity to law en-
forcement agencies, providing technical and operational support
upon request. Whether supporting lead agency efforts or receiving
assistance which enhances tactical capabilities from other Govern-
ment agencies, DoD is an integral part of a well-organized and
functional U.S. counterterrorism community.

Looking specifically at how we would manage a terrorist incident
involving either a chemical or biological weapon, it is important to
note that the interagency group combatting terrorism separates the
two threats. Should a chemical or biological threat occur, DoD can
respond with special mission units, response teams to provide spe-
cialized laboratory assistance and help with consequence manage-
ment tailored to meet the individual incident.

Looking at steps we are currently taking, DoD is conducting a se-
ries of senior-level interagency tabletop exercises focused on weap-
ons of mass destruction. The next two exercises will deal in large
measure with biological weapons in a domestic scenario, aimed to-
ward security preparations for the 1996 Atlanta Olympics.
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The interagency CT community is also refining its procedures to
include consequence management in weapons of mass destruction
incident resolution. The inclusion of FEMA and the Public Health
Service in the crisis and consequence management of terrorist
weapons of mass destruction events is a critical and important new
step by the interagency community.

Another program is the technical support working group, which
provides fast track research and development of counterterrorism
equipment. This group is currently looking at six projects aimed
specifically at enhancing response capability for a chemical or bio-
logical incident. Recently, we began a review of many other projects
to ascertain whether accelerating any of these with additional
funding could bring equipment on line more quickly for use by our
response units. A key area where DoD is making progress in fight-
ing chemical and biological weapons is in detection technology.

Mr. Chairman, we are confident of our ability to respond quickly
to terrorist acts. There remain many technical challenges in re-
sponding to the use of chemical and biological weapons, and I as-
sure you that the inter-gency counterterrorism community is work-
ing hard each day to solve those challenges. We are committed to
working closely with you and with the State and local authorities
to see that the American people are protected against the menace
of international terrorism wherever and whenever it may arise.
Thank you.

[The prepared statement of Mr. Holmes follows:]

PREPARED STATEMENT OF MR. HOLMES

Thank you, Mr. Chairman for this opportunity to discuss with you the Depart-
ment of Defense's (DoD) role in Combatting Terrorism and how it addresses the
threat of chemical and biological weapons used by terrorists. Among my duties as
the Assistant Secretary of Defense (Special Operations and Low-Intensity Conflict),
I serve as the Principal Staff Assistant and civilian advisor to the Secretary of De-
fense for policy and planning related to combatting terrorism. These hearings pro-
vide a positive step in educating the public on the nature of the threat and how
the U.S. Government will respond. I would like to organize my remarks in the fol-
lowing manner: first, to address the reality of the threat; second, to give a general
overview of DoD's Combatting Terrorism program; and finally to discuss the specific
measures DoD is taking toward countering the potential use of chemical and biologi-
cal weapons by terrorists.

You have heard testimony on the low cost, easy availability of components, rel-
atively low technical skills requirement, and difficulty in detecting chemical and bio-
logical weapons. A dedicated effort by a terrorist organization could possibly lead
to the "catastrophic scenario" depicted by many experts. There is no denying that
the threat is "real" and that DoD, and all Federal agencies, must treat chemical and
biological weapons use as a very serious possibility. But it should be kept in per-
spective. We need to note that the Aum Shinrikyo attack was a most sophisticated
attempt by a large, well organized group employing a battery of qualified scientists,
utilizing advanced technical equipment and facility infrastructure, and supported by
considerable financial assets. Despite these highly favorable factors, the effective-
ness of Aum Shinrikyo's attack was less than might have been predicted. what the
Tokyo attacks of March 1995 and the Matsumoto attack of June 1994 do dem-
onstrate, however, is that a radical group bent on employing chemical or biological
agents can recruit the type of scientific expertise required, acquire materials nec-
essary to conduct such a campaign, and attempt to stage the event. As terrorists
learn from past mistakes and gain experience in the weapons, the next attack could
have far worse consequences.

The ability to create mass casualties by using chemical and biological weapons de-
pends on many factors. Finding the right agent, weaponizing the agent, delivering
the agent in an effective manner, and waiting for the optimal metrological condi-
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tions would be a challenge to any terrorist group. We just need to keep in perspec-
tive the reality of recent and potential events.

The tougher issue involved was the psychological problem of public fear resulting
from the use of a chemical agent. The fear generated by such an attack may pose
far more difficult problems than the physical threat itself. The public must be made
aware that chemical and biological agents have many limitations and their effective-
ness can be mitigated by several methods. These agents present difficult challenges,
but the U.S. Government is working hard to deter, prevent, and/or minimize the ef-
fects and provide effective consequence management. We believe with proper plan-
ning, coordination, focused research and development, and intelligence support, the
U.S. Government can respond to this threat.

DoD's Combatting Terrorism program is part of a coordinated U.S. Government
interagency team response. No single federal agency possesses the authorities, re-
sponse mechanisms and capabilities to effectively deter and resolve terrorist inci-
dents. The U.S. Government program is based on a "lead agency" concept with the
Department of State exercising lead agency responsibility overseas and the Depart-
ment of Justice exercising lead agency responsibility for domestic incidents. The De-
partment of Defense provides a significant supporting role to the lead federal agen-
cy.

Overseas, working with the State Department, DoD plays a vital role from initial
planning through implementation of a wide range of overseas activities to include
military to military cooperation, assistance, training, and joint exercises. Under the
lead of the Department of Justice-and the FBI, DoD works closely with its domestic
counterparts, not only to provide cooperation or assistance permitted under law but
also to ensure that DoD personnel and facilities are protected against any possible
terrorist threat.

The Department of Defense is mandated by law, executive order, and Presidential
Directive to have an effective Combatting Terrorism Program. In November 1988,
the Secretary of Defense designated the Office of the Assistant Secretary of Defense
for Special Operations and Low-Intensity Conflict IOASD(SO/LIC)] as the office re-
sponsible for DoD policy and oversight on combatting terrorism. Since its inception,
SO/LIC has represented DoD as a key member of the U.S. Government's inter-
agency counterterrorism effort. We routinely meet with our colleagues from the
other federal agencies (several of whom are represented on this panel) to discuss,
plan, and coordinate the U.S. Government response to terrorism. This interagency
combatting terrorism team has been in existence since the mid-1980s.

We, in DoD, divide Combatting Terrorism into two components, Antiterrorism
(AT) and Counterterrorism (CT). Antiterrorism means the defensive measures em-
ployed to protect personnel and facilities against a terrorist incident. Conversely,
counterterrorism refers to our offensive capabilities.

It is DoD policy to protect its personnel, their family members, facilities, and
equipment from terrorist acts. Toward that end, DoD routinely budgets for security
at military installations and DoD Dependent schools. To assist in the AT effort,
OASD(SO/LIC) published DoDD 0-2000.12 (DoD Combatting Terrorism Program) in
August 1990. This directive assigns specific responsibilities to various DoD elements
for briefing personnel on any known or suspected terrorist threats and informs them
of security measures to be taken. It also directs prompt dissemination of intelligence
information (to those charged with security responsibilities) on terrorist threats, in-
cluding specific threats against DoD personnel and their family members.

Additionally, OASD(SO/LIC) published DoD 0-2000.12-H (Protection of DoD Per-
sonnel and Activities Against Acts of Terrorism and Political Turbulence) in Feb-
ruary 1993, a handbook that serves as a comprehensive reference book for all DoD
components on antiterrorism awareness, education, and training activities.

To highlight AT awareness and importance, OASD(SO/LIC) sponsors an annual
DoD Worldwide Antiterrorism Conference which serves as a forum for DoD and
other U.S. Government antiterrorism specialists from throughout the United States
and abroad to identify key issues and to reach consensus on possible solutions. The
ASD(SO/LIC) also established an awards program in 1993 to recognize and praise
those who work quietly behind the scenes to protect DoD personnel and installa-
tions; sensitize U.S. Military and their families to the nature and dangers of terror-
ism; and deter and prevent terrorist acts.

DoD also provides antiterrorism training. In this regard DoD complements the
Department of State's program for Antiterrorism Training Assistance by providing
training to foreign military counterparts which may take the form of small unit ex-
changes or participation in joint training and exercises. A detailed accounting of the
training that is provided to forei governments is discussed in the DoD portion of
the classified State Department s Annual Antiterrorism Report to the Congress.
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This report is mandated under provisions of the Omnibus Diplomatic Security and
Antiterrorism Act of 1986.

DoD also works routinely with the Department of State in distributing travel
advisories for DoD members and families. DoD follows the U.S. Government policy
on "no double standard" regarding availability of threat information. This dictates
that American Government officials cannot benefit from information which might
equally apply to the public but is not available to the public.

The second part of the Defense Department's Combatting Terrorism program is
Counter-terrorism. This includes Defense Department support for U.S. policy to
deter defeat and respond vigorously to all terrorists attacks against U.S. interests
wherever they may occur. DoD supports the initiatives of the lead agencies in carry-
ing out U.S. counterterrorism policy. For example, our office supports the State De-
partment's Coordinator for Counter Terrorism in consultations with foreign govern-
ments the deployment of Emergency Support Teams at the request of an American
Ambassador to assist the host government, and the Department of Justice in the
extradition or rendition of terrorist suspects. DoD also largely funds the Technical
Support Working Group responsible for the research and development of CT tech-
nologies.

While it is DoD's policy not to discuss the capabilities, designations, missions and
locations of DoD counterterrorism special units in a public forum, I would like how-
ever, to briefly outline how DoD responds to a terrorist incident. During such an
incident, the ASD(SOILIC) has two primary roles. ie is the Secretary's principal ci-
vilian advisor. He also serves as the Secretary's representative to the interagency
crisis coordinating body, which will handle the counterterrorism response. The Joint
Staff provides a representative as well. The ASD(SO/LIC) provides policy advice
while the Joint Staff representative provides operational comment and advice.

U.S./DoD counterterrorism response capabilities are routinely exercised from the
tactical to the national level. DoD special mission units frequently train and exer-
cise with foreign CT units. Domestically, DoD forces serve in a support capacity to
law enforcement agencies, providing technical and operational support upon request.
whether supporting lead agency efforts or receiving assistance which enhances tac-
tical capabilities from other government agencies, DoD is an integral part of a well
organized and functional U.S. counterterrorism community.

Looking specifically at how we would manage a terrorist incident involving either
a chemical or biological weapon, it is important to note that the interagency combat-
ting terrorism community separated the two threats. The interagency community
recognized long ago that while chemical and biological agents may have some com-
mon points, the production means, delivery vehicle, countermeasures, and expertise
were based on completely different criteria. Clearly, in any effort to resolve a terror-
ist incident, we would want to rely on expertise most familiar with the specific
threat. Therefore to eliminate confusion and to focus our efforts, we elected to treat
them as separate and distinct threats. Should a chemical or biological threat occur,
DoD can respond with special mission units, response teams, provide specialized
laboratories, and assist with consequence management assets tailored to meet the
individual Incident.

Finally, looking at what steps we are currently taking to handle chemical and bio-
logical incidents-and prevent the proliferation of such weapons, there are a number
of efforts that should be highlighted. Within the combatting terrorism program, DoD
is conducting a series of senior level interagency tabletop exercises focused on weap-
ons of mass destruction. The next two exercises will deal in large measure with bio-
logical weapons in a domestic scenario aimed toward security preparations for the
1996 Atlanta Olympics. DoD is refining the process through which it will provide
military assistance to civil authorities to encompass procedures specifically designed
to handle weapons of mass destruction in a domestic scenario. The interagency CT
community is also refining its procedures to include consequence management in
weapons of mass destruction incident resolution. The inclusion of FEMA and Public
Health Service in the crisis and consequence management of terrorist WMD events
is a critical and important new step by the interagency community.

Another program within the interagency CT community is the Technical Support
Working Group (TSWG) which provides fast-track research and development of CT
equipment. The TSWG is currently engaged in six projects aimed specifically at en-
hancing response capability for a chemical or biological incident. Recently, we began
a review of all TSWG projects to ascertain if accelerating any of these projects with
additional funding could bring equipment on-line more quickly for use by our re-
sponse units.

A key area where DoD is making progress in fighting chemical and biological
weapons is in detection technology. There are systems currently fielded or in pro-
duction for conventional military missions which may support counterterrorism ef-
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forts as well. For example, there is currently a system which can detect surface
chemical contamination and another which can detect and provide an alarm if the
air is contaminated. Other systems are under development for chemical detection
within a specific betting. For example the aircraft interior detector is designed to
detect, identify, and warn of low levels of nerve or blister agents in vapor form. Such
a system could also be used in subway stations. Similar capabilities are being devel-
oped for biological agents. There are also integration systems designed to link point
detectors as a network so that contamination occurring at multiple sites can be de-
tected at a central location. The Marine Corps is looking at software packages de-
signed to incorporate detection and meteorological information to track the dispersal
of chemical contaminations. This system is being looked at for possible use at the
1996 Atlanta Olympics. DoD is also investigating new technology for individual pro-
tection (new suits and accessories) as well as decontaminates, post-exposure medica-
tions, and vaccines.

We are working closely with other nations on a bilateral and multilateral basis
to halt and/or prevent the proliferation of weapons of mass destruction. U.S. Gov-
ernment Policy is directed toward stemming chemical and biological weapons pro-
liferation. We have identified key chemical precursors, biological pathogens, and nu-
clear materials used in development of these weapons, and are using those precur-
sors to establish databases to monitor, deter, and if necessary take action against
those states or groups involved in chemical or biological weapons development. The
President has issuedthree recent Decision Directives (PDD) on nonproliferation, nu-
clear safety, and counterterrorism designed to increase U.S. Government efforts to-
ward preventing proliferation,

There are several treaties dealing with chemical and biological weapons, in addi-
tion to the multilateral efforts to control products which are specifically needed to
build such programs or the missiles that might deliver them. Within the interagency
CT community, we have agreements with friendly nations to jointly develop equip-

ment for combatting terrorism. Some of these efforts are aimed at the chemical and
biological threat. Additionally, the interagency community is making every effort to
enlist the aid of our allies and other nations to coordinate response capabilities for
incidents involving weapons of mass destruction.

Mr. Chairman, we are confident of our ability to respond quickly to terrorist acts.
There remain many technical challenges in responding to the use of chemical and
biological weapons and I assure you that the interagency CT community is working
hard each day to solve those challenges. We are committed to working closely with
you and with State and local authorities to see that the American people are pro-
tected against the menace of international terrorism wherever and whenever it may
arise.

I am ready for your questions.

Senator NUNN. Thank you, Mr. Holmes.
Dr. Young?

TESTIMONY OF DR. FRANK E. YOUNG, M.D., Ph.D., DIRECTOR,
OFFICE OF EMERGENCY PREPAREDNESS, PUBLIC HEALTH
SERVICE

Dr. YOUNG. Thank you, Mr. Chairman.
As a physician who has worked in this field for over 20 years,

I want to personally thank you and the Members of your Commit-
tee for the leadership in holding this important hearing to bring at-
tention to the need to prepare better for the potential use of weap-
ons of mass destruction by terrorism. These cowardly acts of terror-
ism affect not only our citizens but those around the world.

To facilitate your investigation, I would like to make eight quick
points to summarize the portions of my testimony that may be rel-
evant from a medical standpoint.

First, there are two major ways to minimize the impact of terror-
ism with weapons of mass destruction-prevention through the in-
telligence that you have heard described, including law enforce-
ment, and disarmament conventions, and through preparation to
ensure that a rapid response can be mounted to save lives and re-
duce human suffering. Regardless of the type of perpetrator, state-
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sponsored or independent, regardless of the means used, the con-
sequences are the same. We need to be prepared for those con-
sequences.

Second, those consequences are primarily health and medical,
and environmental. Those are the two issues that we need to face.

Third, if I could have the first graphic put up (chart 1),1 the at-
tack can occur with or without warning. The attack in Tokyo, the
one in the Trade Center, and the attack at Oklahoma City were
without warning. The excellent interaction that we have had, as
Mr. O'Neill described, between crisis and consequence manage-
ment, brings together the ability of our teams to focus on terrorism
threats. This chart illustrates the decision tree that we go through.

Fourth, FEMA is responsible for coordinating the Federal con-
sequence management, through the Federal response plan as
shown in the next graphic (chart 2). The portion in red that is
shown there, health and medical services, is the portion that is the
responsibility of the Department of Health and Human Services.
Whether it be natural disasters or a terrorist attack, the same ap-
proach is used. Our lead partners are the Departments of Defense,
Veterans Affairs, Agriculture, Transportation, and the Environ-
mental Protection Agency, just to mention a few.

We are also supported by the private sector, which participates
through the National Disaster Medical System. I am pleased to
point out-that we had three teams that responded to Hurricane
Marilyn. There were teams from Georgia, Ohio, Boston, and others.
There are over 5,000 individuals that can be called to duty, medical
minute men and women that can respond and can go forth to serve
those victimized by catastrophic natural disasters.

Fifth, the people who respond first to catastrophic disasters are
our police, fire fighters, and emergency medical personnel. Daily,
they risk their lives to protect us. They have vastly different risks
in responding to bombs and to earthquakes as compared to biologi-
cal and chemical weapons.

For example, though bombs and earthquakes can produce mas-
sive destruction, the medical responders are primarily dealing with
injuries resulting from trauma. Who can forget the firemen carry-
Ing young children out of the bomb site at Oklahoma City? Medi-
cally, though, we are prepared to deal with this type of trauma and
it is a relatively simple task compared to others.

Chemical weapons are more difficult to identify immediately.
They can kill the first responders unless there is continuous and
appropriate training, the appropriate safety equipment, and
prompt identification of the chemical agent. As you know from your
investigation, it took many hours for the Japanese physicians to
identify the agent that was involved, and only intravenous fluid
support was used until that time. In general, health and medical
professionals are far less equipped to deal with the response to
chemical agents.

Biological agents are usually not detected until symptoms appear
and the disease has spread outside the area of the original attack
zone. First responders are at high risk. Fortunately, the Centers
for Disease Control and Prevention and the Food and Drug Admin-

1The charts referred to appears at the end of Dr. Young's prepared statement.

20-875 96-9
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istration have good networks with the private sector, the depart-
ment.s of health, industry, and consumer groups, to lead to early
detection. Rapid diagnosis, determination of antibiotic suscepti-
bility, establishment of disease surveillance, and obtaining suffi-
cient supplies. of antibiotics are essential ingredients to curtailing
any outbreak.

Sixth, the major points of the response medically are shown on
the next two charts (charts 15 and 16). I will just go through a few
of them. The threat assessment and the consultation with the af-
fected jurisdictions are key. Rapid identification of the agent is es-
sential. The clinical medical support through health professionals,
laboratory support, and the use of the National Disaster Medical
System for patient evacuation and in-hospital care, as well as phar-
maceutical capabilities are critical for our successful response.

Seventh, the overall strategy is shown in the final graphic (chart
7). The rapid development of threat assessment, emergency con-
sultation, deployment of a rapid technical assistance team for
chemical and biological terrorism, and additional support as re-
quired are the major features of the plar).

Finally, I would like to share with you some of the principles
that we gleaned in our discussions recently with State and local of-
ficials. We have met with individuals from the Washington Metro-
politan Council of Governments, the City of Boston, the Office of
the Governor of Massachusettes and the State of California. We
have involved our Disaster Medical Assistance Team leaders from
San Diego and Atlanta in gleaning these principles as well.

We learned that public information is essential to avoid public
panic. A readily-accessible joint information center, at local, State,
and Federal levels, is key.

Second, awareness and training must be continuous. The fire
fighters and other first responders emphasized that there is turn-
over in jobs and turnover in personnel. Thus, the training must be
continuous and medical supplies must be there.

The concept of metro strike teams would be similar to the locally
developed National Disaster Medical Assistance Teams. These
metro strike teams would be on-site rapidly. There must be appro-
priate supplies and equipment for these teams.

It is important that communication capability and capacity are
taken into account so that we can communicate in the early hours
after an incident.

And finally, the local responder must be able to be supported in
an integrated fashion between Federal, State, and local govern-
ments.

The risks are enormous when we consider the potential-and I
emphasize potential-horrific consequences of a terrorist use of
weapons of mass destruction. In conclusion, we must be better pre-
pared and must better prepare our dedicated men and women who,
as emergency responders, place their lives on the line as they rush
into harm's way to protect the citizens of our great country. To do
otherwise is unconscionable.

This concludes my formal comments. I tried to summarize them
briefly for you. I would be happy to answer any questions I can,
sir.

[The prepared statement of Dr. Young follows:]
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PREPARED STATEMENT OF DR. YOUNG

Mr. Chairman and Members of the Subcommittee, thank you. for inviting me here
to discuss the global proliferation of weapons of mass destruction, and to provide
a public health perspective to your deliberations. As a physician who has addressed
these issues in the laboratory, as a government official managing the public health
response to terrorism due to chemical poisonings from cyanide, and as the leader
of health and medical consequence response in the Federal Response Plan (FRP)
under the coordination of the Federal Emergency Management Agency (FEMA), I
have been forced to wrestle with this problem from both a technical and a policy
basis.

Your emphasis on these issues coincides with a Presidential decision to focus on
terrorism because of the increasing terrorist capability and demonstrated use of
weapons of mass destruction. In fact much of the action of the Department of
Health and Human Services (HHS) is based on the Administration's policies in re-
sponse to terrorism. It is important to note that there are significant differences
among the non-lethal consequences of nuclear, biologic and chemical weapons of
mass destruction, and we must be prepared for them.

Background
Chemical weapons of mass destruction, such as mustard, phosgene and chlorine,--

were first used in World War I, and again in isolated conflicts in the 1960's, 1970's,
and 1980's. The Tokyo subway attack in 1995 and the information described re-
cently in the press about the potential use of these agents in the Middle East during
the Gulf War serve as grim reminders of the recent use of biologic and chemical
agents as weapons of terrorism.

Biologic agents, like chemical agents, have been addressed in arms control con-
ventions. However, unlike chemical and nuclear agents, the capability to combine
biologic agents makes these agents extremely difficult to detect and monitor. Addi-
tionally, infectious organisms can multiply and spread to individuals outside the
original site of attack and can be engineered to be resistant to multiple antibiotics.

An attack with weapons of mass destruction could occur with or without a known
threat as shown in this chart (chart 1). When a threat occurs, the Federal Bureau
of Investigation (FBI) leads the integrated Federal crisis management activities. In
the case of weapons use without a prior threat, we would be faced with immediate
public health consequences.

Crisis and Consequence Management
The Administration established policies to address both foreign and domestic ter-

rorism. My remarks today will focus on the domestic issues only.
The Federal management of domestic crises is the responsibility of the FBI and

has been addressed by Mr. O'Neil. FEMA and the other domestic departments and
agencies work closely to support the FBI through their crisis management plan.

Specifically, HHS provides technical assistance in threat assessment and emer-
gency consultation. The individuals who provide this assistance must be accessible
for consultation within an hour of the request. HHS will also rapidly deploy individ-
uals to supplement the FBI by on-site technical assistance. These experts would also
be prepared to deal with consequence management if the need occurred. It is impor-
tant to note that training and exercises are required to ensure roles are clearly
known and the transition from crisis to consequence management occurs smoothly.

FEMA provides overall coordination for consequence management. The FR,
signed by 26 departments and agencies, established primary responsibilities for 12
Emergency Support Functions (ESF) as shown in this chart (chart 2). When the re-
sources of the focal and State governments are exhausted, and the President ap-
proves a Governor's request for a Federal Disaster Declaration, FEMA activates the
FRP and tasks the primary departments and agencies to provide essential services
through formal mission assignments.

HHS is responsible for ESF #8-the health, medical and health related social
services support. There are 16 functions included within ESF #8 as illustrated in
this chart (chart 3). I have just returned from the Virgin Islands where I led the
ESF #8 response to Hurricane Marilyn. Our efforts included the provision of patient
care, health support to FEMA managed centers, sanitation, assurance of safe food,
potable water, disease surveillance, vector control, environmental health and mor-
tuary services. This was a coordinated health response that included key support
from the Operating Divisions of HHS, and the Departments of Defense (DoD) and
Veterans Affairs (DVA).

An essential element in the response to both man-made and natural catastrophic
disasters is the National Disaster Medical System (NDMS). This system is made up
of four departments and agencies, with HHS as the lead, and includes DVA, Do D
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and FEMA. The NDMS has three major components: patient care, patient evacu-
ation and patient in-hospital care. Patient care is provided by Disaster Medical As-
sistance Teams (DMATs). Currently, there are 60 DMATs in existence, as shown in
charts 4 and 5 by State membership and deployment. Of these, 21 are level 1 teams
that can mobilize within six hours, with supplies and equipment for 72 hours of op-
eration. These level 1 teams are self-sufficient with tents, food and water purifi-
cation equipment. During Hurricane Marilyn, the DMAT teams provided most of the
health care for 2.5 weeks in the aftermath of the storm on St. Thomas, and supple-
mented care on St. Croix and St. Johns. DVA and DoD personnel also contributed
significant support to the islanders during this time. Other major NDMS responses
since 1989 are shown in chart 6.

Two types of disasters can occur without warning earthquakes and terrorism. In
both instances there must be an immediate response, since the number of lives lost
will, in large measure, be directly impacted by the rapidity of the immediate re-
sponse capabilities. Weapons of mass destruction cause death, injury and environ-
mental destruction. Because loss of life is the paramount concern, the immediate
and initial focus on the impact of terrorism must be on the health and medical con-
sequences and the capacity of the first responders to save lives.

Immediately after the Tokyo subway attack, the Coordinating Sub Group of the
National Security Council tasked the Public Health Service to develop a plan of op-
eration for the health and medical consequences of chemical and biologic terrorism.
To begin to plan to meet these needs, in FY 1995, the Secretary of HHS allocated
funds for the initial planning document. The Office of Emergency Preparedness
(OEP), as the lead office in HHS, serves as chair'and FEMA as the co-chair of the
interagency committee to develop the immediate health and medical response to ter-
rorism with biologic and chemical agents. Key departments and agencies involved
include DoD, DVA, Environmental Protection Agency, U.S. Department of Agri-
culture, FBI, Department of Transportation, and the General Services Administra-
tion. The committee developed a draft interim plan that integrated the immediate
health and medical responses of the Federal agencies in support of States and local
governments (charts 7-10). A few key components of the plan deserve additional
emphasis, including:

* Needs assessment for gaps in response capability;
* Planning, training and exercises are essential to prepare first responders;
* Metro strike teams trained and ready to cope with biologic and chemical

agents are essential to support the first responders. These special NDMS
teams in high risk metropolitan areas would be able to respond within 30 to
90 minutes (charts 11-13);

" Communication equipment and expertise is likely to be among the weakest
links in the response. In the aftermath of the New York Trade Center and
Oklahoma City bombings, there was an absence of communications capacity
for about 3 hours. Effective communications will be essential in response to
terrorism.

" Administration policy requires a review of the adequacy of NDMS. While the
level 1 DMATs are appropriately placed for natural disasters (chart 14), there
are deficiencies with respect to terrorism in large metropolitan areas.

Presidential Actions and Associated HHS Budget Request
The President requested that HHS support crisis management through technical

assistance and development of a rapid deployment team, and consequence manage-
ment, through the development of plans, identification of shortfalls in plans, and ac-
tions to remedy those shortfalls. Because HHS is the lead Federal department in
the immediate aftermath of attack, specific attention was directed to the adequacy
of NDMS to respond effectively and deficiencies in stockpiles of medicines.

In response to these additional responsibilities, the President amended the FY
1996 Budget to provide an additional $9 million to begin to plan for the health and
medical consequences of domestic terrorism. This funding request was offset by de-
creases elsewhere in HHS, and was thus, budget neutral. Key elements of this re-
quest include:

* Initiating and coordinating integrated planning and evaluation activities with
Federal, State and local authorities;

9 Training health professionals, emergency responders and emergency man-
agers, at the Federal, State and local levels, to augment the skills of person-
nel involved in medical response, early detection, surveillance, inspection,
sample transportation and laboratory detection.

* Providing medical response coordination through additional medical, scientific
and logistic personnel stationed in OEP and HHS regions who would provide
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technical assistance, procure required antidotes and antibiotics, and establish
the medical support unit to coordinate the emergency response (charts 15 and
16).

* Enhancing warning and detection systems to reduce the severe consequences
of these destructive agents through rapid medical diagnosis.

e Providing increased capability to identify organisms and identify chemical
agents in order to quickly identify and provide the appropriate medical treat-
ment to minimize the morbidity and mortality from a chemical/biological
agent.

* Enhance medical and epidemiologic public health activities to be prepared to
deal with the public health consequences of a terrorist attack.

* Building and activating four metropolitan strike teams who would be spe-
cially trained to meet the needs of patients in high risk communities with
health problems related to weapons of mass destruction.

Public Health Concerns
The primary public health concerns include but are not limited to: public health

advisories; agent identification; hazard identification; hazard reduction; environ-
mental decontamination; clinical medical support; pharmacy support; worker safety;
and mortuary support. In the event of a chemical attack with a highly lethal agent,
immediate therapy is essential. It is important to emphasize that the attack in
Japan was not with a highly lethal concentration of sarin and that only those in
the immediate vicinity of the release were killed. Thus the threat to health and
safety of both the first responders and many of the victims was relatively low. How-
ever, even in the case of relatively small number of people killed, as in the case of
the cyanide tampering of Tylenol in the U.S., there was public panic that demanded
prompt response. First responders have informed us that proper equipment and
training is essential to ensure a prompt response and that currently, some metro-
politan areas are unprepared. These courageous fire fighters, police, and emergency
medical support personnel risk their lives to protect us. It is just wrong to ask them
to respond without proper preparation.

With a biologic agent, there is an incubation period followed by a sudden onset
of symptoms. The rapid identification of the agent is necessary to save lives through
antimicrobial therapy as the organism can spread to individuals outside the original
site of attack. Since public anxiety can be expected, accurate public health
advisories, an appropriate supply of medicine and the capacity to respond medically
are among the most essential activities.

At this time, there is no coordinated public health infrastructure to deal with the
medical consequences of terrorism. The budget request would provide the resources
to begin to address the following deficiencies:

* Lack of integration at the Federal, State and local levels, of various dis-
ciplines required to respond to this type of threat;

* Inadequate number of trained and experienced responders at all levels;
• Medical response not placed in high risk metropolitan areas, such as Wash-

ington, D.C.;
* Inadequate infrastructure to respond to the increasing number of emer-

gencies, including an insufficient secure communications facility; and
• Significant gaps in early warning and detection systems, identification of

chemical and biologic agents, surveillance, decontamination procedures, and
worker safety-both in high risk areas and in Federal facilities. If funds are
not appropriated to fulfill the President's request, the Federal/State/local co-
ordinated response would be compromised.

HHS Plan of Action
The threat of terrorism with weapons of mass destruction is real. While the first

line of defense is good intelligence and effective crisis management, the Nation must
be prepared for the unthinkable health and medical consequences. Since it is likely
that both local and State resources would be overwhelmed in the aftermath of a ter-
rorist attack with weapons of mass destruction, an integrated Federal, State and
local response is required. Key ingredients of the plan include, but are not limited
to the following:

* Coordinated planning of the integrated Federal family of health and medical
responders with State and local first responders. It is not acceptable to ex-
change business cards for the first time at the site of a disaster.

" Identification and development of training and exercise materials.
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* Formation of integrated teams of first responders with emphasis on pre hos-

pital care including: triage of patients, decontamination of patients, treatment

of patients, and as appropriate, patient evacuation.
* Pre-development of public health advisories and repositories of information

that are readily available during crises.
• Augmentation of the infrastructure at the Centers for Disease Control and

Prevention, the Food and Drug Administration and the National Institutes of

Health to rapidly identify chemical and biologic agents.
* Augmentation of the Federal first responder capability to ensure technical as-

sistance and rapid deployment of NDMS.
* Ensure sufficient supplies of medicines and vaccines to meet potential needs.

This is an important and large mission. To do less would be a disservice to the

American people.
Mr. Chairman, this concludes my opening remarks. I would be happy to answer

any questions that you and the Subcommittee members may have.
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COMPOSITION OF C/B RAPID DEPLOYMENT TEAM

" Public Health Service (PHS) - (5)

- 2 MDs

- 3 Operations Technicians

* U.S. Army Medical Research Institute for
Infectious Diseases (USAMRIID) - (2)

- 1 MD (Epidemiological Assesment/Biowarfare Expert

- 1 Scientist (Medical Diagnostics/Medical Samples)

* U.S. Army Medical Research Institute for Chemical
Defense (USAMRICD) - (2)

-1MD

- 1 Scientist (Chemical Warfare Expert)
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* U.S. Army Technical Escort Unit (TEU) - (8)

- 8 Hazardous Environment/Explosive Disposal Operators

* Naval Research Institute (NMRI) - (2)

- 2 Biological Identification Specialists

* Edgewood Research, Development, and Engineering
Center (ERDEC) - (2)

- 1 Chemical Scientist (C/B Antiterrorist Team)

- I Technician (Remote Meteriological Sensing, Data Bases,
Hazard Prediction)

* Environmental Protection Agency (EPA) - (1)

- 1 Environmental Monitoring Specialist

* Department of Energy (DOE) - (1)

- 1 Radiological Monitoring Specialist
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METRO STRIKE TEAM WORKING
GROUP RECOMMENDA TION

PREFACE:

Consistent with the need to ensure effective and appropriate
consequence management for chemical and biological release-
related events; and cognizant that the ramification of such
events are overwhelmingly medical in nature; and recognizing
that present civilian pre-hospital EMS and in-hospital
capabilities lack the proper resources and training to confront
what was previously viewed as a military problem; this
development team proposes that the following strategy for
resolving this potential public health emergency while ensuring
the highest level of patient care consistent with existing
professional standards of operations be adopted.
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P METRO STRIKE TEAM
PURPOSE/MISSION STATEMENT

" MST responds at request of local and/or regional
jurisdictions.

* Responds to and assists with medical management and
public health consequences of chemical and biological
incidents.

* MSTs positioned at major metropolitan areas.

" Used at local and regional levels.

" Available for national deployment.
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METRO STRIKE TEAM
SCOPE OF OPERA TIONS

* Medical management of chemicaland biological (C/B)
incidents arising from consequences of technological
accidents and/or terrorism.

* Technical consultation of C/B incidents.

* Medical intelligence about the C/B incident.

* Interaction with applicable law enforcement and other
C/B terrorism response agencies.
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CRITICAL C/B CONSEQUENCE MANAGEMENT FUNCTIONS

" Threat Assessment

* C/B Consultation with Affected Jurisdictions

* Public Affairs

* C/B Rapid Deployment Team (CBRDT)

* Agent Identification

e Epidemiological Investigation

* Expedient Hazard Detection

" Expedient Hazard Reduction

" Environmental Decontamination

* Mental Health Support
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CRITICAL C/B CONSEQUENCE MANAGEMENT FUNCTIONS
_. (Continued)

" Clinical Medical Support

- Health Professionals

- Laboratory Support

- Patient Evacuation

- In-hospital Care

" Pharmaceutical Support

" Human Toxic Effects Registry

" Supplies and Equipment

" Victim Identification and Mortuary Services
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Senator NUNN. Thank you, Dr. Young.
I am going to defer to Senator Cohen to ask Mr. Holmes ques-

tions at this point and then we will come back with questions for
the panel.

Senator COHEN. Just a couple of quick questions, Senator Nunn.
On page 3, Mr. Holmes, you indicate that it a DoD policy direc-

tive requires you to inform other personnel through "prompt dis-
semination of intelligence information on terrorist threats." As I
read that, it looks like dissemination of information to DoD person-
nel. Does it go beyond that? As I understand it, in the wake of the
attack in March, DIA was among the first to gather information
about Aum's activities and I am wondering what kind of circulation
you provided to other intelligence agencies beyond DIA. How does
it get beyond DoD?

Mr. HOLMES. That information is piped almost immediately into
the intelligence community network and it is available to every-
body. In fact, we met literally within hours after the news of the
Aum Shinrikyo attack. Our NSC group met together, and John
O'Neill was there-

Senator COHEN. So, basically, the dissemination goes beyond
simply DoD?

Mr. HOLMES. Yes.
Senator COHEN. It goes through the intelligence community?
Mr. HOLMES. Information goes throughout the intelligence com-

munity.
Senator COHEN. Second, on page four of your testimo iy, you indi-

cate that "DoD counterterrorism response capabilities are routinely
exercised from the tactical to the national level" and you "fre-
quently train and exercise with foreign CT units." One of the con-
sequences of posse comitatus is exactly that the DoD should have
an assisting role but not the primary role within the U.S. You have
joint activities with other Federal agencies, but there is no mention
made about State and local agencies. Have you had joint activities
at the local level?

Mr. HOLMES. Yes, we have. I cannot think of any particular exer-
cises at this point, but when we do conduct these joint exercises in
communities, the local law enforcement authorities are involved, at
a minimum, in allowing us to set up the maneuver area.

Senator COHEN. I think we need to have perhaps some more de-
tailed briefing in terms of what type of activities that the Depart-
ment plans in its exercises with local law enforcement and State
agencies, as well.

Mr. HOLMES. I would be glad to respond to that.
Senator NUNN. Let me also yield to Senator Glenn for questions

to Mr. Holmes.
Senator GLENN. Thank you, Mr. Chairman.
I just was wondering, I do not believe I heard you mention, and

this would come under the control of DoD, what NSA does in this.
NSA has some absolutely mind-boggling capabilities as far as pick-
ing up information and preventing some of these things from ever
happening. I know they feed information that goes out to the CIA
and so on; it is all a cooperative effort. There have been budget
cuts out there and so on that I just find are unconscionable almost
with the job that they could be doing.
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Are they tasked to look into this particular area? If not, why not?
Are budget cuts affecting their ability to do this? Did you leave
them out of your testimony inadvertently as an important player,
or-

Mr. HOLMES. No, NSA is a critical player, obviously, and their
intelligence gathering and warning capabilities are definitely
cranked into what we do as a community. That exists and it is con-
tinuing.

Senator GLENN. Are the budget cuts they are facing cutting back
on their ability to do some of these jobs?

Mr. HOLMES. I could not give you an informed answer to that,
Senator, but I would be glad to take the question and submit it in
writing.

Senator GLENN. If you could provide that for us, I think-
Mr. HOLMES. Yes.
Senator GLENN. I think some of the cutbacks in those areas are

very-we think the Cold War is over so all of our problems have
been solved, and we have just changed directions in some of our
problem areas is all we have done. Thank you.

Senator NUNN. Mr. Holmes, let me ask one or two and then we
will get you out here in a couple of minutes. Have there been
changes in the way the Department of Defense conducts its busi-
ness since the Aum Shinrikyo attack?

Mr. HOLMES. I hope I would not surprise you by saying that a
lot of what we have been talking about today, we have been work-
ing on for about a year and a half, particularly regarding weapons
of mass destruction and with a special focus on chemical and bio-
logical threat, dating to about 6 months before Aum Shinrikyo.

That attack, however, did confirm that we were on the right
track and stimulated us to redouble our efforts in certain areas, for
example, to focus more of our research and development for
counterterrorism technologies on the threat. There is a new Marine
Corps response unit that is being organized by the Department of
the Navy, that will be operational probably this coming summer,
and will be available to operate in a contaminated environment.
The unit would participate in the consequence management area of
an attack. It will be an asset available to DoD as a whole and to
the interagency.

These are two specific examples of where we have focused our ef-
fort more intensively since Aum Shinrikyo.

Senator NUNN. The antiterrorism bill as passed the Senate and
is pending in the House, and I understand that there is consider-
able reluctance to pass it over there; there are a lot of different fea-
tures of it. What features of that bill are essential, if any, for the
Department of Defense in addressing your role to biological re-
sponse as well as chemical response for an attack in the United
States?

Mr. HOLMES. I would like to give you a more considered answer
in writing on that, but certainly to the extent that we are able to
operate and support civilian law enforcement in taking care of a
chemical and biological incident, that will be helpful.

But even today, we feel that we do have the authority to provide
expert support to law enforcement. The only thing that is missing
today would be the authority to lift posse comitatus limitations
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which do prevent active military from arrests, searches, seizures,
those kinds of law enforcement activities.

Senator NUNN. In a chemical environment, if a subway were at-
tacked in the United States, in the middle of a big city in the Unit-
ed States, and the environment were such that DoD personnel
were the only ones equipped to go in, would you need additional
authority in the law from what you have now to be able to go in
and make arrests?

Mr. HOLMES. To make arrests, yes we would.
Senator NUNN. You could go in now and help law enforce-

ment-
Mr. HOLMES. We could go in and help with the incident, but
Senator NUNN. But you could not make arrests?
Mr. HOLMES. We could not make arrests, no. However, the Presi-

dent always has emergency authorities, special authorities. He
could declare an emergency and then authorize the use of DoD
forces, but there is no automatic ability today to do that.

Senator COHEN. Could you use lethal force, not make arrests, but
could you kill?

Mr. HOLMES. We could, obviously in the protection of the units,
that individual protection, that is always a possibility, yes.

Senator NUNN. Let me ask all of you before you leave the ques-
tion, and I will invite anyone who would like to respond. Did you
know about the Aum Shinrikyo group before the March 1995 at-
tack? This group had carried out an attack in Japan, in Matsumoto
City, in June of 1994. Had that appeared on the scope of any of
our intelligence law enforcement agencies before the March 1995
attack?

Let me start with Dr. Oehler. Did the CIA know about this group
before March of 1995?

Mr. OEHLER. No, we did not. We were not following them prior
to that attack.

Senator NUNN. Ms. Fenchel?
Ms. FENCHEL. Senator, as I said in my testimony, we received in-

formation from the company in Connecticut that an Aum publish-
ing company was attempting to procure and export a laser. We did
conduct that investigation. They did not procure it. They did not
export it. We entered it into our data base. We put a permanent
record in there and we did share that information with other law
enforcement and with the intelligence community.

Senator NUNN. Mr. O'Neill, did the FBI know about the attack
before March of 1995?

Mr. O'NEILL. No, Senator.
Senator NUNN. Mr. Holmes, DoD?
Mr. HOLMFS. No.
Senator NUNN. Dr. Young?
Dr. YOUNG. No.
Senator NUNN. The question is, should you have known? When

an attack takes place in an allied country, like the Matsumoto City
attack in June of 1994, should our intelligence or law enforcement
agencies have known about that and been more closely attuned to
the activities of this group, particularly since we see what they
have done in Australia, we see what they have done in advertising
in Russia on the radio station, TV station, 30,000-some-odd mem-
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bers in Russia, 10,000 or 15,000 in Japan, operations in New York
City, Germany, and so forth.

Is this something that should have happened before the March
1995 attack? Dr. Oehler?

Mr. OEHLER. The earlier attack in Matsumoto did draw a lot of
attention in the intelligence community because it was alleged that
sarin was used. However, the reporting that came out from that
had some significant ambiguities. For example, it talked about the
leaves turning yellow and brown, not a characteristic of sarin. They
also talked about the sickness coming from foul water in a fish
pond. Sarin hydrolizes, and so that could not have happened that
way.

At the same time, the Japanese felt they had closed the case
with an arrest of an individual who, by the way, was not released
until after the Tokyo attack.

So the information was ambiguous. The cult was not identified
until after the 1995 attack, and as far as we understood, the Japa-
nese believed they had the case closed.

Senator NUNN. I know that Mr. Holmes has to leave. Do you
want to answer anything on this question?

Mr. HOLMES. I would just point out that no, we did not know
about it. We are learning about the forms that terrorism takes all
the time and this is an object lesson for us. I think we have to scan
more carefully these kinds of groups when they appear before us.

In the past, unless we had specific information of a threat from
a cult against a U.S. military installation or forces abroad, there
are many cults out there and we do not normally scan them all.
But as I say, we are learning more and more about this phenome-
non and I think we have to do better.

Senator NUNN. Mr. O'Neill, the FBI did not know. Should you
have known?

Mr. Holmes, we will excuse you if you need to leave. We prom-
ised you 12:40. It depends on your time.

Mr. HOLMES. Thank you very much, Senator.
Senator NUNN. Thank you.
Mr. O'NEILL. Senator, as you know, we have a small office of a

couple of FBI agents assigned to the embassy in Tokyo. Their pri-
mary function is to act as liaison with their law enforcement col-
leagues in Japan and to work on cases which may generate out of
the United States which would produce leads in Japan or leads
from the Japanese law enforcement authorities that would have
impacted us here in the United States. We received no information
from the Japanese National Police or any other law enforcement
agency in Japan through our office in Tokyo prior to this event.

Senator NUNN. Should you have? Is this a breakdown in U.S.-
Japanese communication, between our law enforcement agencies?
Looking back on it, knowing what at this stage we know and know-
ing what the Japanese knew, should they have alerted you or
should you have been more inquiring yourself? After all, we have
tens of thousands of military personnel stationed in Japan, thou-
sands of American citizens, a very close ally in almost every strate-
gic sense.

Is this a breakdown? Is it something we really need to improve
with both Japan and other allies?
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Mr. O'NEILL. I would say from the FBI's perspective, which is the
only one that I can answer, is that the role for our personnel there
is a law enforcement role. It is not an intelligence function. That
is assigned to other agencies within the intelligence community.
Absent any indication of a U.S. role or involvement or having an
affect on the U.S., I do not know that given that it was a religious
group or cult that we would necessarily go out and try to collect
intelligence information about a religious group.

I would say that the information and our relationships with the
Japanese after this incident was one of constant dialogue, of us
continuing to ask for additional information. Although we did not
receive all of the information as timely as we may have liked it,
we certainly respect the Japanese form of justice and their laws
and their regulations.

Senator NUNN. I guess the bottom line is, are you working to im-
prove your communication with the Japanese in light of what we
know now, particularly considering the worldwide scope and con-
sidering this was an operation trying to secure high-technology in-
struments in the United States, considering the tremendous re-
cruitment effort that was more or less public knowledge in Russia,
considering the Australian purchase of land, uranium mining, the
testing of sarin gas, the German contacts, the huge number of tele-
phone calls and so forth made back and forth from New York to
this cult.

Given all of that, looking back on it, would you say we have some
real challenges for improvement here?

Mr. O'NEILL. I think that you have a challenge in any group or
individuals that have religious affiliations where you do not have
a pre-knowledge on U.S. law enforcement, our abilities to have a
pre-knowledge that they are engaged in a political or social agenda
through the use of violence or the threat of violence. Once that be-
came apparent, I think that our discussions and dialogue with our
Japanese colleagues was robust. It was very, very extensive and it
remains that way today, both in terms of exchange of personnel
coming to the United States to carry on meetings with us here and
our sending personnel on a regular basis to Japan, experts in the
area of chemistry and behavioral science.

Senator NUNN. So you do not see anything the FBI omitted to
do that you should have done, even looking back on it?

Mr. O'NEILL. I do not think that it was our role to collect intel-
ligence information about groups within Japan. That was not our
role, and at that time there was no indication for us that they were
engaged in any criminal activity within the United States

Senator NUNN. Dr. Oehler, what about the CIA? Looking back on
it, knowing what we know now, what would you do differently?

Mr. OEHLER. Let me say, too, that the Aum was a registered reli-
gious group in Japan. A lot of the information you have now about
the size of the budgets that they had and so forth came out since
the attack. Being a registered group in Japan, it had a lot of pro-
tection from even the Japanese investigative services. And while
there were some complaints about the group and preliminary in-
vestigations-in fact, the Japanese police found no evidence of
criminal activity, criminal intent, and therefore did not follow it
any further.
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I would like to agree with Mr. O'Neill that, at least for us-I
might point out that I really do not see any inclination here or
abroad to have the CIA running around peering into religious
groups around the world to see who is naughty and nice.

Senator NUNN. Even those that are preaching Armageddon Ye-
tween the United States and Japan, predicting war, assassinating
people, recruiting thousands of members in Russia, advertising on
Russian radio and television, penetrating high-level Russian re-
search facilities as well as Japanese police organizations? I -under-
stand what you are saying about religion, but it just seems to me
the massive scope of this operation should have come to the atten-
tion of somebody in the CIA or the FBI in Japan, Russia or in
America.

Mr. OEHLER. Asahara's writing certainly did have a decided anti-
Americanism slant to them, but I think it is really important to
know that the real threat of this group was to the Japanese, the
Japanese politicians and the Japanese population. The anti-Ameri-
canism was really the external threat that they generated to justify
the internal actions that they were about to take.

For example, they accused the U.S. of spraying sarin on their
compounds in Japan and that was then used as a guise for when
they were going to spray sarin on Japanese cities.

Senator NUNN. But that did not come to our attention. That was
all after the March

Mr. OEHLER. That is right. This is all after the fact. As I said
earlier-

Senator NUNN. Should that have come to our attention? That
someone was accusing the United States of spraying chemical gas
on a religion in Japan? I mean, I am not saying you should have
known it, but should the Japanese have told you about it?

Mr. OEHLER. These are always very difficult. The world is full of
very crazy organizations that have designs against the U.S. The
U.S. is a very large figure, country in the world. Anyone who is dis-
satisfied with the status quo usually picks up the banner against
the United States.

You are certainly welcome to argue that, quite frankly, we have
not followed religious cults around the world and we do not have
right now the resources to be able to do that. I think the important
point is that the first line of defense in any of these is the local
in-country police force, and if there is some indication that there
is some problem that goes beyond that, then it is, of course, a very
critical role for the intelligence community outside the U.S., from
the FBI and others inside the U.S., to recognize that and take
whatever action is necessary.

Senator NUNN. I will ask a question of Dr. Young, and then I will
rotate to Senator Cohen. Do you want to tell us what the result
would be in terms of your abilities or what your role and mission
if the House Budget cuts to your agency go through?

Dr. YOUNG. You are correct, Senator, in the sense that our office
is the office that coordinates not only all of the emergency activities
for the Department of Health and Human Services, and the health
and medical emergency responses of the Federal Response Plan,
but also is responsible for the emergency support function in the
national disaster medical- system. The President requested $2.4
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million for our budget, the Senate recommended $2 million and the
House recommended zero.

I am afraid it is sort of like an insurance policy. I guess people
are not interested in paying for insurance. Yet, each of us wants
prompt attention when disaster strikes. We have been actively mo-
bilized throughout the past 3 years, responding to Hurricane An-
drew, Hurricane Iniki, the Midwest, Southeast and Southwest
floods, and the California earthquake. Just recently, I spent 5
weeks in the Virgin Islands in response to Hurricane Marilyn.

In the absence of funding, it would be extraordinarily difficult to
maintain this coordinated activity. There have been substantial de-
creases within the Department of Health and Human Services as
there was the merger of the Office of the Assistant Secretary of
Health with the Office of the Secretary, and I guess we would be-
come a non-funded mandate.

Senator NUNN. What would happen in terms of our ability to re-
spond to a biological or chemical attack if your agency were elini-
nated? Who would pick up the ball?

Dr. YOUNG. The only way that it could be picked up would be to
develop another office just like ours. Our office integrates the re-
sponse of the entire Department of Health and Human Services
and also coordinates the actions of the Department of Defense, the
Department of Veterans Affairs and private sector health providers
through the National Disaster Medical System. We also need to
interrelate very closely with the groups that Mr. Holmes described.

So I guess if we went out of existence, another Office of Emer-
gency Preparedness would have to be invented and somehow fund-
ed.

Senator NUNN. You, in effect, you are a contractor for FEMA,
right? The Federal Emergency Management Agency has your office
doing-

Dr. YOUNG. Kevin, if you could display the Federal Response
Plan chart again. The Federal Emergency Management Agency co-
ordinates and manages the various functions. There are 12 primary
functions. For example, the Department of Transportation at 1
o'clock coordinates transportation for FEMA and serves as the lead
Department on all of those actions related to transportation.

HHS, through our office, coordinates the entire Federal health
response. Thus, we coordinate and bring together the appropriate
DoD assets, the appropriate VA assets, and the appropriate trans-
portation assets. This is done in our office. Our office carries out
the leadership responsibility of the Department of Health and
Human Services for the function.

Senator NUNN. But you are it for HHS?
Dr. YOUNG. We are it for HHS, and I am the doctor that makes

house calls on the Nation.
Senator NUNN. Was there a rationale given for the House cut?
Dr. YOUNG. The only rationale that I could see in the record was

that the House recommended that funds could be provided from
somewhere else within the Department's management budget.

Senator NUNN. Senator Cohen?
Senator COHEN. Thank you, Mr. Chairman.
One of the purposes of holding these 2 days of hearings was to

alert the public to the nature of the threat that this country and
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others face. I discovered in talking to one news correspondent that
some executives in New York did-not think that the hearings were
stimulating enough for coveramr yesterday and I was going to sug-
gest one way for Senator Nu. to draw attention to this problem
was to wear that gas mask t,, .. Ms. Fenchel has brought in here
today. Then I said, well, I had better not do that. I remember the
days of Michael Dukakis putting the helmet on in the M1Al tank.

Senator NUNN. It did not play well. [Laughter.]
Senator COHEN. That is not exactly the image you want to

project here, but that might get some attention about the kinds of
protective gear that may be necessary for individual citizens to
have stockpiled in their basements sometime in the future.

I want to say something about the intelligence community in ad-
dition to what I said this morning. The Ames case was an unmiti-
gated disaster. There is absolutely no way that any of us can soft-
peddle what was done and what was lost, both in lives and infor-
mation. I think it ranks right up there with the Walker case. It is
every bit as damaging, if not more damaging, than we had in the
Walker case back in the early 1980s, and so real changes have to
be made.
I They are being made. Personnel changes are being made. Policy
changes are being made. Procedure changes are being made. Every
time something like this happens, someone will say, well, let us
just dismantle the agency. Let us put all-the responsibility some-
where else. Dr. Young, we will take your responsibility and put it
somewhere else. How about State? How about NSA? How about
DoD?

So I think my response is, how about Felix Bloch for the State
Department? How about NSA and Ronald Pelton? How about the
Navy with Walker and Whitworth and Pollard? How about the

'Army with James Hall and Mr. Conrad? So the notion that some-
how that we can put this responsibility in some other agency and
have assurance that it is going to be secure. I think is belied by
the facts.

There are a lot of changes that have to be made in order to reas-
sure policy makers that we are getting good intelligence, untainted
intelligence, and I think those changes are underway. So do not
take my statement this morning simply as an endorsement of what
is going on. There are a lot of intelligence failures. This may be one
here in the Aum case that we are talking about.

Dr. Oehler, does the CIA have a copy of the notebook that was
kept by the Aum construction minister, Hayakawa?

Mr. OEHLER. I believe the correct answer is no. I do not, for sure.
Senator COHEN. Have you tried to obtain it?
Mr. OEHLER. I have only heard that such a notebook exists at

this point.
Senator COHEN. Mr. O'Neill, do you have a copy of that note-

book?
Mr. O'NEILL. I do not believe we do. I will double-check, though.
Senator COHEN. What does that say about the sharing of infor-

mation? We had testimony yesterday about such a notebook. The
CIA does not have a copy of it. The FBI does not have a copy of
it. There were indications, notations. They may have been simply
musings. They may have been plans. But did the Japanese authori-
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ties, did the Australians, did anyone make that notebook available
to anybody in the U.S. Government? Do you know?

Mr. OEHLER. As I stated, I have heard stories that such a note-
book exists. These are unofficial stories. To the best of my knowl-
edge, the Central Intelligence Agency and the Intelligence Commu-
nity do not have a copy of any such notebook.

Senator COHEN. That speaks a lot about the sharing of intel-
ligence information amongst the agencies charged with sharing
such information about potential terrorist attacks.

Mr. OEHLER. Are you speaking within the U.S. Government?
Senator COHEN. I am talking about within the U.S. Government.

You said something earlier which caught my attention. You said
the CIA is not in the business of collecting information on religious
groups in other countries. Not even when there is word as early as
last January that there was a prediction by this particular cult
that there would be an assassination of President Clinton? Do you
think that that is serious enough to start collecting information
when that starts to percolate up in the Japanese press?

Mr. OEHLER. If that were the case, it certainly would be and the
Secret Service would be working on it, as well. However, I have not
seen any direct reference to the threat to the President of the Unit-
ed States. There is an inference and the inference is that originally,
Asahara had talked about 1997 as the time of armageddon, when
there would be a war between Japan and the United States.

Senator COHEN. Were there not reports in January of this year
that he was also predicting the assassination of President Clinton?

Mr. OEHLER. Not to my knowledge, and I have looked hard for
that.

Senator COHEN. I know that is the-
Mr. OEHLER. Let me explain what I did see so that there is not

any confusion here. What we did see was Asahara moved the time
frame up of the armageddon from 1997 to November of 1995. Peo-
ple then looked around and said, what is going on in November of
1995, and the obvious thing that sticks out is the APEC summit.
So there is an inference. But in all of my looks and in' all of my
discussions with intelligence community people, including in the
counterterrorism center, I have not seen a direct reference to a
threat.

Senator COHEN. But there is an Aum publication dated January
25, 1995, that states, "Clinton will be, without doubt, a one-term
President. At best, he will not be reelected. At worst, it would not
be strange if he were assassinated, making it appear like an acci-
dent." Now, is that something that ought to catch the attention of
our intelligence officials-

Mr. OEHLER. I am aware of that
Senator COHEN [continuing]. Be it the FBI or the CIA or some-

one?
Mr. OEHLER. Certainly, in hindsight, you can argue that. But at

the time, this is the kind of thing we see routinely around the
world. I might add that during this same time, there were real
threats, real terrorist threats to the U.S. that the intelligence com-
munity was working on and, in fact, had some success on.

Senator COHEN. This is not routine. This is not one of these rou-tine sightings here. We already had the attack at Matsumoto at
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this point. The Japanese press was carrying stories on a regular
basis on the threat this particular cult group posed. This is not
some isolated group, one amongst thousands of groups who have
these threats. I know about the threats made against the President
and other officials. 1

But it would seem to me if you have an incident such as
Matsumoto, which I have not even begun to talk about yet, the
Aum would merit attention. Kyle Olson, who testified here yester-
day, issued a report in January about this June 1994 attack and
I think he provided pretty persuasive evidence that a terrorist at-
tack that had used sarin had occurred and that it was probably a
test run for a larger attack, and he was sort of dismissed. No one
gave it too much credibility.

He had this report distributed in January to the CIA, the Na-
tional Security Council staff, ACDA, the Office of the Secretary of
Defense, and from what I can detect, that report was ignored.

Mr. OEHLER. Let me say again that the Japanese association, as
I understand it, the Japanese association of the Aum Shinrikyo
with sarin did not occur until after the Tokyo attack, that yes,
there was the Matsumoto attack, and indeed we now know that
that did involve Aum Shinrikyo. The Japanese, as I understand it,
felt that they had a suspect, had arrested a suspect for that and
he was in jail at that time and the case was closed.

Senator COHEN. My understanding is your agency is about to be
under severe threat of elimination. Do you know whether or not
the U.S. embassy in Moscow had done any research on Aum's ac-
tivities in Russia?

Mr. OEHLER. I have not seen any. I would again like to say that
Aum Shinrikyo did not really-we did not focus attention on that
prior to-

Senator COHEN. Once again, we have had a lot of testimony here
in the last day or so about the activities of the Aum cult making
numerous trips to Russia, recruiting several thousand followers. It
seemed to me that that was something that should be of concern
in terms of that cult's activities in Russia. My further understand-
ing is that there has been no collection on this and there was no
attention paid to this by our embassy in Moscow until the staff of
this Committee went over in September to raise the issue.

Mr. OEHLER. I think you will find that there was some interest
on the part of the embassy there after the gas attack in Tokyo. In
fact, publications out of Moscow show this. But it is true that we
did not recognize or pay much attention to Aum Shinrikyo in Rus-
sia.

I would like to say that since religious freedoms came about with
the fall of the Soviet government, that is a fertile ground for reli-
gious cults. There are a lot of religious groups and cults. I should
not call them all cults. There are a lot of religious groups that are
working very hard to recruit members in Russia. So the fact that
Aum Shinrikyo was there did not attract attention.

The fact that it had some high-level attention from some govern-
ment officials there, Asahara was dripping a lot of money and that
attracts a lot of attention these days in Russia.

I See Exhibit No. 41.
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Senator COHEN. Mr. Chairman, the Aum threat has not ended
with the Tokyo subway attack in March. Later that month, the
head of Japan's National Police Agency was shot and wounded, for
which an Aum member was arrested. In April, all of Japan was put
on alert because of concerns about a rumored Aum prophesy that
disaster would occur.

In May, Aum conducted another chemical weapon attack in the
Tokyo subway system using a hydrogen cyanide-producing device
that could have killed anywhere from 10,000 to 20,000, but subway
workers fortuitously discovered the device shortly before it pro-
duced the poison gas.

Later, again in May, another assassination attempt was made on
the governor of Tokyo, wounding an aide. In July, hydrogen cya-
nide devices that failed to work were discovered in four Tokyo sub-
way stations.

In late September, just a few weeks ago, the Japanese police dis-
covered a large cache of chemical weapons precursor in what is be-
lieved to have been a hiding place for a member of the Aum intel-
ligence unit. The nineteen pounds of sodium cyanide could have
been used to kill as many as 70,000. Japanese officials believe that
Aum members are in possession of an unknown quantity of VX,
which is a pretty potent nerve agent that the Aum earlier this year
used in at least two attacks on individuals.

So even though the Tokyo incident may be over, the threat that
is posed is not over, and so I think that we have to direct a good
deal more attention to this matter.

One final point and I am going to stop, Mr. Chairman.
Ms. Fenchel, you talked about this individual who tried to export

how many pounds of nerve agent? How much was it?
Ms. FENCHEL. Two-hundred-and-fifty tons.
Senator COHEN. Two-hundred-and-fifty tons, and the maximum

' sentence he received for conspiring to export nerve gas was 30
months?

Ms. FENCHEL. Yes, that is correct.
Senator COHEN. Is that within the guidelines? Is that shocking

to the Customs Agency? What were the mitigating factors involved
in someone trying to sell 250 tons?

Ms. FENCHEL. The fact that it was a conspiracy charge, that it
was a sting operation. He did not export or actually attempt to ex-
port because we were the providers of the 250 tons. The court felt
that that was an appropriate sentence for that charge. And no, we
are not happy with it.

Senator COHEN. Are there other cases in which you feel that per-
haps the Federal guidelines in dealing with chemical and biological
weapons or precursor materials need to be looked at by Congress?

Ms. FENCHEL. Absolutely. In our export investigations, the sen-
tencing guidelines were not really created for national security
items. The value of these, for instance, a nuclear trigger device
may have a value, but there is no guideline for national security
in there so we are concerned with this.

Senator COHEN. Thank you, Mr. Chairman. I notice we have a
vote on so I will cease and desist. I thank all of you very much.

Senator NUNN. We have seen an awful lot of focus in this country
in the last 8 months to a year on Waco and on O.J. Simpson and

20-875 96-10
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so forth. I know that the FBI and the CIA are under attack for a
lot of different areas, including those I have mentioned.

But I really hope that out of these hearings there will be some
balanced view emerging about the continuing very important re-
sponsibilities of our law enforcement agencies and the necessity on
occasion to penetrate some groups, even religious groups, when
they display the kind of tendency for mass destruction or even
reach the gospel of mass destruction. It seems to me that there
as got to be some attention paid. There is a lot of difference be-

tween a religious group and a cult bent on destroying mankind.
I hope that our law enforcement agencies and our intelligence

agencies and the people in the Congress conducting hearings in all
of these areas will help sort out the proper balance here. It is enor-
mously important that we not go from one problem to just the re-
verse, and that is my experience in Washington in the last 20
years, is we have a mistake made in one direction, then all of a
sudden everybody rushes in the other direction and then we have
a terrorist attack and everybody rushes in the other direction and
forgets about civil liberties altogether.

There has got to be a balance here, and I hope these hearings
will help produce some kind of consensus towards a balance, and
I know you have to have that emerge on Capitol Hill and around
the executive branch or otherwise you get stampeded into with-
drawing and going into a shell after some mistakes have been
made.

Senator Glenn, then Senator Levin, and I think we have a vote.
Senator GLENN. I am surprised. Is it policy that we do not follow

religious groups, no matter how violent they may be or something?
Did I understand you right, Gordon?

Mr. OEHLER. No, that is not right. If there is a reason to be-
lieve-if some incident or some other evidence comes up to raise
this to where we believe there is a direct threat to U.S. interests,
then, of course, we will follow it, as we have the Aum Shinrikyo
since they

Senator GLENN. Do you just not have the resources to follow
groups of this size, because here we have a group that is 50,000
people, $1 billion in assets that came out, as you say, that came
out later. They are in six countries. They have offices in New York,
violently anti-Semitic. Did the Israelis ever tell us anything about
this group, because they are violently anti-Semitic. Some of their
statements are just ridiculous in that regard.

A group of this size, and we are not following it. I guess my ques-
tion is, do we not have the resources to put to this?

Mr. OEHLER. There were 40,000 people. The $1 billion is an in-
teresting story. That number came out after the fact. Japanese
laws prohibited the Japanese investigative agencies from looking at
their finances. One of the lessons that they have learned from this
is that they had better take a look at some of their domestic laws
and find out if they can follow it somehow.

Senator GLENN. We had branches, though, of this group in this
country, too. We had them in this country, too.

Mr. OEHLER. Yes, but a very small cell here.
Senator GLENN. I guess my question is, I am beginning to get a

little more nervous than I was when I came in this morning, I



283

guess. Do we think there are other groups of 50,000 members
around the world operating like this that we just do not have re-
sources to keep up with?

Mr. OEHLER. Probably the best answer is that we do not know
how many groups there are, religious groups around the world that
have 50,000 or more members. I cannot give you an answer with-
out doing a survey of how many of the religious groups that we
know of have anti-American rhetoric in their writings. I can assure
you it would be a lot, particularly in the Middle East.

The question of resources, I think is a very important one, Sen-
ator. As you know, the intelligence community's resources have
been coming down rather dramatically.

Senator GLENN. Yes, I know. I disagree with that cutback, too.
Mr. OEHLER. And in many ways, as stated by the last several Di-

rectors of Central Intelligence, the requirements on the community
have gone up. We have worked very hard with our customers in
the policy agencies to go over what our priorities should be. This
is something that we look forward to working with them and with
Congress on in the future, to take a look at, given the totality of
our requirements, what should our priorities be.

Senator GLENN. I know we have to run, but I think to have as
any policy or even that we hesitate to get into following some of
these religious groups, I think is wrong. I do not know what per-
centage of the world's problems are religious-based, but it is a ma-
jority of them, I would think. Look at all the problems in the Mid-
East and everything else going on around the world.

Mr. OEHLER. Sure, you can argue that Hezbollah-
Senator GLENN. The human race does all sorts of weird things

in the name of religion that endangers the rest of the world and
I would think those would be areas of particular concentration, not
to stay away from them.

Just one question, and I know Senator Levin has a question or
two here, too, before we go. Did we have any indication from the
Israeli government that they were following this group? Did we
have any information from them about this?

Mr. OEHLER. The overseas part of our relations on terrorism mat-
ters rests with the Department of State. They have a group that
travels, has traveled throughout the world to discuss terrorism
with states around the world. I suggest that we talk to Mr. Phil
Wilcox of the Department of State who heads that organization.

Senator GLENN. Maybe we could address some questions to him.
Senator NUNN. Senator Levin?
Senator LEVIN. Dr. Oehler, I will be very brief. If the Chemical

Weapons Convention had been in force during the last 2 years,
would it have made it harder for the Aum cult to have made their
chemical weapons?

Mr. OEHLER. I do not believe so because there were no chemical
weapons that traversed any international border.

Senator LEVIN. So precursors of those weapons that are used in-
ternally would not be covered by the Chemical Weapons Conven-
tion?

Mr. OEHLER. The Chemical Weapons Convention certainly covers
the production, stockpiling, and so forth of chemical weapons. So if
there is knowledge of that happening, of course, that would apply.
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The point I am trying to make is that within a country, it is going
to very much depend on local laws, but within a country, the
chances are in many countries in the world, laws would not pro-
hibit all of the chemicals that are used, that are listed in the Aus-
tralia Group, for example, if they are going to internal customers
that have no criminal record.

Senator LEVIN. And none of the materials that went into the
weapons and the material that the Aum cult were making came
from outside of Japan?

Mr. OEHLER. None of the chemicals, to my knowledge. They all
came from within.

Senator LEVIN. Was there anything that came from outside of
Japan that would be covered by the Chemical Weapons Conven-
tion?

Mr. OEHLER. I cannot give you a definitive answer.
Senator LEVIN. Would you let us know that for the record?
Mr. OEHLER. I will. I think that probably the answer is going to

be no, but I may be wrong. They had, for example, a Russian gas
analyzer, and I would have to check the CW to see if things like
gas analyzers and masks would be covered.

Senator LEVIN. Let us know for the record what pieces came
from outside of Japan.

Mr. OEHLER. Sure. There are some more in the BW area of the
Aum Shinrikyo which I will also include in my response.1

Senator NUNN. Thank you very much, Senator Levin.
We have about 8 minutes left on the vote. Dr. Oehler, Ms.

Fenchel, Mr. O'Neill, Mr. Holmes, in absentia, and Dr. Young, we
appreciate very much you being here. I think out of this comes a
keen realization of the challenges out there and the importance of
coordination.

I would just leave you with one thought, to have our intelligence
and law enforcement not just at the Federal level but at every level
working together is more important now than ever before, and I
would urge you to do everything you can to improve your coordina-
tion.

The second corollary is with our foreign friends around the
world. We must greatly strengthen, if we can, every relationship
dealing with intelligence and law enforcement relating to terror-
ism, including the whole element of international organized crime,
which I know the FBI is working on. Director Freeh has been in
various parts of the world. But I believe that we have a more se-
vere challenge in this area now than ever before. The world is less
risky in one sense of an all-out war, but much more risky in terms
of this kind of a threat.

Thank you all for being here. For the information of the public,
this Subcommittee will continue to direct our major focus in the
area of proliferation and international organized crime for the next
year. Thank you.

[Whereupon, at 1:18 p.m., the Subcommittee was adjourned.]

I See Exhibit No. 43.
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Biological Weaoons Arm'4 Cont!rl

The Biological Weapons Convention (BWC) was signed on April 10, 1972. The US, USSR, and

UK deposited their instruments of Ratification of the Convention on March 26. 1975. and the treaty came

into force. It was the first. and for a long time only, post WWlI disarmament treaty in which an entire

class of weapons of mass destruction was done away with. Or so it was assumed at the time, and the

arms control community by and large thought biological warfare had been removed from the scene.

Contrary to the nuclear nonproliferation treaty of 1968. there were to be no preferred group of countries

that would continue to retain the weapons. Biological weapons were to be prohibited to all, into the

future. This was the first major and unique distinction of the subject.

The second was that one of the two superpowers - the United States - which did possess biological

weapons, gave them up and destroyed them, even before the treaty came into being:

"Biological weapons provide a case in which the usual approach to arms limitation was
reversed. Instead f first negotiating a treaty and then implementing its provisions, an
entire class of weapons was renounced by a major possessor without any prior
international agreement. This was in November 1969. when President Nixon, after
extensive review, declared that the United States would unconditionally renounce the
deployment, procurement, and stockpiling of biological weapons, would destroy all stocks
of agents and weapons, and would convert facilities for their development and production
to peaceful purposes. In announcing these decisions, he also declared support for the
principles and objectives of a draft convention prohibiting biological weapons that had
been proposed by Great Britain. Three months later, the United States unconditionally
renounced toxin weapons."'

The United States chose this policy at the time to dissociate biological from chemical weapons, the

combined and historical framework under which arms control deliberations on them had been carried on

for many years in Geneva. Article 9 of the BWC was an undertaking to continue negotiations to achieve

a chemical weapon disarmament treaty - but an additional 22 years would pass before that would be

achieved. The BWC additonally carried no verification provisions; on-site verification was not something

that the USSR would consider or accept before Stockholm in 1986 and the INF Treaty in December 1987.

There was however a third major and unique distinction of the BWC: in 1992 Russia admitted

tha: the USSR had been in gross, generic violation of the treaty, the only instance in which one of the

Machew Meselson et. al., Verificafion of Biological and Toxin Weapons Disarmament". Chapter 9 in
Verification: Monitoring Disarmamnent Francesco Calogera (ed.), Westview Press, Boulder, 1990, pp. 149-164.
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superpowers admitted to having been in total violation of a pXst WWII arms control treaty. By the end

of the 1980's it had also become clear that a half dozen or more countries had decided to develop

biological weapons in the intervening years. 1bus the assumed achievement of the 1970's had been at

least in par reversed. Chemical weapons had been used in the war between Iraq and Iran in the 1980's

and allied troops that fought Iraq in 1991 ran a risk of being attacked by both chemical and biological

weapons. From the mid-1980's, there had also been movement to strengthen the BWC and add some kind

of verification provisions to it, particularly once the (.bemicai Weapons Convention was signed in January

1993. But in 1994 it was also reported that "US military doctrine on nuclear weapons since 1993 has

assumed the possible use of nuclear weapons to deter or respond to a chemical tr biological attack...,"

although there is no official US statement to this effect.'

All these things placed biological weapons once again on the active arms control agenda. The

paper will examine four areas of interest:

- what was learned in recent years regarding the BW program of the USSR, and now Russia, and

what is its present status;

- proliferation of BW: reviews of the state of public knowledge regarding those countries known

or strongly suspected of having BW programs;
developments in BW arms control since 1975, and particulary in the last half-dozen years;

- some discussion of the problems of verification of BW arms control.

"US Nuke Response Is Included in Doctorine", Defense News November 14-20, 1994. and Theresa
Hitchens, "US Must Spell Out BioWar Response," Defense News. September 11-17, 1995.

In the case of chemical weapons, on May 13, 1991, President Bush announced that when the Chemical
Weapons Convention went into force, provided that the then-USSR was a participant, the US would not use CW
under any circumstances, including for retaliation against a chemical attack. This was reiterated by the Chairman
of the U.S. Joint Chiefs of Staff, and in this case, it was assumed that retaliation would be through the massive
use of conventional high-explosive munitions.
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The BIologkal WeaWos Program of the USSR and Russia

It was not the astonishing harvest of arms cot4n)! trades at the end of President Gorbachev's

tenure - the IN, START, CYB agreements - and the USSR's admission to having a chemical weapons

stockpile, that brought about the exposure and admission of its BW program. It was not even the

disolution of the USSR. It was essentially the result of a crucially positioned defector from the USSR

who reached Britain in 1989. As a consequent President Bush and Prime Minister Thatcher both pressed

the Issue with Pwsident Gorbachev. He denied that the USSR had a BW program. It took 3 years for

the British and American governments to obtain a Russian admission. It came in a speech by Boris

Yeltsin in January 1992 on the eve of his visit to the United States to meet with President Bush, when

he referred to "a lag In Implementing" the 1972 BWC.' On January 19, 1993, the US government released

its arms control treaty compliance report for the previous year. It stated:

"The United States has determined that the Russian offensive biological warfare program,
inherited from the Soviet Union, violated the Biological Weapon. Convention through at
least March 1992. The Soviet offensive BW program was massive, and included
production, weaponization, and stockpiling. The staus of the program since that time
remains unclear. 1

Details of the history of events dealing with the USSR's and then Ruscian BW program between 1989 and
1994. as well as a more detailed treatment of US allegations regarding that program from 1975 on, appeared in a
senes of fotr paper :

- Mbiton Leitenberg, "A Return to Sverdlovsk. Allegations of Soviet Activities Related to Biological
Weapons', Arm Control. 12:2 (September 1991). pp. 161-190.

- Mlton Leitenbers, "Anthrax in SverdlovsL New Pieces to the Puzzle". Arms Conol Toda, 27-3
(April 1992), pp. 10-13.

- Miton Leitberg, "The Biological Weapons Program of the Former Soviet Union", Biologicals 21:3
(Sepftmber 1993), pp. 187-191.

- Milton Leitenberg, "The Conversion of Biological Warfare Research and Development Facilities to
Peaceful Uses", Chapter 8 in Control of Dual-Threat Agents: The Vaccines for Peace Programme. E.
Getisle and LP. Woodall (eds.), SIPRI and Oxford University Pres 1994, pp. 77-105.

"Adherence to d Compliance with Arms Control Treaties", January 19, 1993; pp. 14-15, "The 1972

Biological and Toxin Weapons Convention.
In 1986, after Gorbachev's accession to power in the USSR, the Soviet ambassador to the Second

Review Confereace of the BWC, held in 1986, had made de following statement so the conference.
"In accordace with the legislation and practice of the Soviet Union, observance of the

provisions of the biological weapons Convention, which was ratified by the decree of 11
enazy 1975 of the Presidium of the Supreme Soviet of the USSR, is guaranteed by the

relevant State institutions of the USSR. The Soviet Union does not possess any of the
bacteriological (biological) agents or toxins, weapons, equipment or means of delivery specified
in ricle I of the Convention, nor does it conduct research or development work for the
purposes of producing or perfecting that kind of weapon.
"... In the Soviet Union, re&oarch and development work with the use of micro-orgnims and
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The United States had noted the USSR's non-complianice vith the BWC in its annual reports since 1984.

The program was halted or at least in part cirvum'scnhed - only after extensive pressure by the

US and British governments, and following US Senate legislation which forbade US financial assistance

to Russian strategic weapon destruction programs unless the US President could certify that the USSR,

and subsequently Russia, "was committed to moving toward compliance with all arms control agreements."

In April 1992 President Yeltsin announced a decree stating that "It shall be established that the

development and implementation of biological programmes in breach of the Convention... is not being

permitted in the tenitory of the Russian Federation." 3 In the decree Yeltsin also appointed a Committee

headed by Maj. Gen. Anatoly Kuntsevich, formerly deputy head of the Soviet chemical forces, which was

to report to him in a month on how to achieve this.4 In the succeeding months, however, the British and

US governments remained convinced that the Russian BW program continued activities that violated the

BWC, and in September 1992 they obtained Russian agreement to the establishment of a "trilateral"

process of information sharing and mutual site visits in an effort to increase the transparency of the

Russian program and to bring an end to its illegitimate activities. The bilateral statement "confirmed the

termination of offensive research, the dismantlement of experimental technological lines for the production

of agents, and the closure of the biological weapons testing facility" in Russia!1 It also "dissolved the

toxins is conducted exclusively for peaceful purposes, in the interestes of health, the microbial
industry, and agricultural production."

Michael E. Kokeiv. "The Reality of Disarmament", Disarmament (United Nations) 10:1 (Winter 1986-1987). pp.
66-72.

"Decree of the President of the Russian Federation on Fulfilling International Obligations with Regard to
Biological Weapons", April 11, 1992, two pages.

'In September 1992 General Kuntsevich stated in a Russian interview that:
"Indeed these clear violations on the convention were only admitted after the totalitarian

regime collapsed and duf.licity in politics was abandoned.. . The remnants of the offensive
programs in the area of biological weapons were still around as recently as 1991. It was only
in 1992 that Russia absolutely stopped this work...

"We did not have stockpiles of biological weapons. The point is that they cannot be kept for
a long time. Therefore, the question of their destruction does not come up...

"Within the Russian Defense Ministry's structure the relevant directorate has been abolished
and a directorate for radiological, chemical, and biological protection has been set up."

Interview with General Kuntsevich in Rossiyskiye Vesti Sept 22, 1992, in FBIS-SOV-92-186, Sept. 24, 1992.

5 Joint Statement on Biological Weapons by the Governments of the United Kingdom, the United States,
and the Russian Federation, September 15, 1992, three pages.

See also "Certification of Commitments of Russia: Justification", United States Department of State,
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depuamoent in t Ministy of Defense responsible for the offensive biological programme .. cut the

numberof personnel Involved in military biological pmgrammes by 50. (and) reduced military biological

research funding by 30%." That partial reduction was demonstraby ess of a curalIment than the zero

budget allocate and the "halt (in) Russian research into biological weapons" that Presidoent Yeltsin and

his then military advisor. General Volkogonov. had promised in February 1992. Reciprocal visits that

could take place at any time with unrestricted access to each other's no-rmllitary but potentially BW-

related facilities were to be negotiated. They were not true "short notice" visits, but in essence, challenge

inspectiots with some caveats had been created. The first visits to a Soviet facility had actually taken

place in 1991. There were other important provisions to the agreement as well, and trilateral working

groups were Instituted so that a continuous process was initiated. Russian government visitors had actually

been to the US military BW facility, USAMRIID, at Fort Detrick, Maryland, in mid-1992, just as the

USSR dissolved, as well as to the site of a US DoD-contracted vcne production facility. These visits

had in all likelihood been arranged as part of the effort to get the USSR to permit on-site inspection of

Russian laboratories outside nominal Soviet Ministry of Defense control that the US was interested in

opening up. (See discussion below on the organization of thc Soviet BW program.) Nevertheles's, for

the next three years the USSR did not permit site visits to its military BW facilities.

US and British concerns continued, however. In April 1994 US officials stated "We have

evidence that leads us to understand that there is still an offensive biological weapons program underway

(in Russia)... Yeltsin's decrees have not filtered dovn to the working levels."6 There had been virtually

no publicly available information in the 18 montkv between September 1992 and April 1994 on what was

taking place inside the institutions that comprised the BW R&D program of the former USSR. Once

again, the US and British qualms were substantially based on information from inside the Russian

program, delivered by two new defectors, one in the winter of 1992 and the last in the fall of 1993. In

addition the US and British inspections In 1993 and 1994 "demonstrated that a 'substantial infrastructure

with no commercial purpose' and with links to the Russian military remains largely intact."7 These issues

February 10, 1994, p. 8. in respect to the 1972 BWC.

' R. Jeffrey Smith, "US Wary of Russian Germ Arms; Despite Assurances from Yeltsin, Effort May Be
Continuing", jWhikigio o April 8, 1994.

See also 7bomas W. Lippman, "Administraion Voices Concern on Russian Treaty Compliance;
Congress Told Russian Chemical, Germ Weapons Plans Are Suspectr, Washington Post, December 11, 1994.

7 R. Jeffrey Smith, ibid.
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had yet again been brought to the attention of Rumian President Horis Ycltsin, now hy IPsident Clinton

during his visit to Moscow in January 1994. during US Scrriary of l)crcrsc Pcrys visit to Moscow in

March 1994, and at the September 1994 Yeltsin-Clinton summil meeimg. Russia had also submitted its

annual BWC data declaraon to the UN in April 1994. but it provided "no additions to Russia's 1992

declaration of past offensive BW activities" - the "Form F" submission which was to recount all Mg

offensive programs. going back to 1945 - and US officials had complained that the 1992 Russian
submission was even retrogressive in some respects to the one that the USSR had submitted in 1988. One

consequence of the second set of discussions was the iffsmissal of General Kuntsevich on April 7, 1994

as Director of the Russian Presidential Committee on the Problems of Chemical and Biological

Disarmament. Another was pmbly the Russian agreement in May 1995 to now permit inspection visits

to the BW facilities directly managed by the Russian military. The visits were to take place in August

1995.' As of October 1995 they had not yet occurred. The unclassified version of a special US

government report in October 1994 on Russian compliance with biological and chemical arms control

agreements staled that "The US continues to have concerns about Russia's compliance with the BWC."'

Given the history of these events since 1989 - a period of six , - it seems clear that neither the Soviet

nor the Russian senior military or political leadership is in any great hurry to have thoroughly done away

with residual portions of the USSR's offensive BW program.

What were the parameters of that program? In September 1992 Russian Deputy Foreign Minister

Origory Berdennikov stated that the post WWII Soviet BW program had been in progress since 1946.10

8 R. Jeffrey Smith, "US Aides Report Progress with Russia on Inspections; No Summit Gains Cited on
Other Arms Related Dispums", Washinaon Post May 17, 1995.

See also R. Jeffrey Smith, 'US to Press Moscow on AIeged Arms Violations", Washington Post May
9, 1995.

'Report on Demonstration of Russian Commitment to Comply with Three Agreements on Chemical and
Biological Weapons, 9 pages, undated.

'The original source fobr the material in this section are for the most put in Leitenbewg, 1994, op. cit
See also:

- Confidence Building Measure F; Rusian Submission, 1992.
- Raymond Zilikas, "Biotechnology in the USSR. Part I", Biotechnologv, 2 (July 1984), pp. 610-615;

gBiotechnology in the USSR. Pa Ir, Biotho 2 (August 1994), pp. 686-692.
- "The Weapon of Special Designatin". Chapter 20 in James Adams. The New Spies: Exploring the
Frorier of E Hutchinso, London, 1994, pp. 270-283; 337.

- Olton No. 16, April 1995, pp. 36-37.
- Anthony Rimington Technolov in Transition: A Survey of Biotechnology in Russia Ukraine,. and the

Baltic St Pinte Publishers, London, 1992.
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For the most pn. however, the Soviet institutes, laboratories and administrative structure that were in

violation of the BWC wee established f l r the 1972-75 period, after the United States dismayed most

of Its BW research apparatus and destroyed its production facility and BW stockpile, and the BWC came

into force.

As a result of agreements reached at the Third Review Conference of the BWC in 1986, the USSR

agreed to an exchange of information dealing with cerin categories of its microbiological research

institutions. On 13 October 1987 the USSR provided the first such exchange of information which was

subsequently to be deposited annually. It reported five laboratories under Ministry of Defense control:

(a) Leningra (now SL Peterburg); (b) Kirov; (c) Sverdlovsk (now Ekaterinburg); (d) Zagorsk

(subsequently also referred to under its pre-1917 name, Sergiyev-Posad), Moscow oblast; and (e) Aralsk,

Kzyl-Onrlnsky oblasL There was also an open air BW testing ground on an Island in the Aral Sea. The

Leningrad site was under the jurisdiction of the USSR ministry of Defense Scientific Research Institute

for Military Medicine, the remaining four were under the USSR Ministry of Defense Scientific Research

Institute for Microbiology.

The 1989 Soviet submission and the disclosures of the Soviet defector, Dr. Pasechnik, in the same

year exposed another whole system of laboratories that were heavily involved in the BW program, but

were under the control of nominally civilian agencies. These were the All-Unlon Scientific Institute of

Applied Microbiology at Obolensk, the Institute for Ultrapure Drugs in Leningrad, the AU-Union Research

Institute for Molecular Biology in Koltsovo, and a half dozen other facilities that had been referred to on

and off for over a decade in leaks to the press by US intelligence agencies, but also several that had not

been so Identified, in Moscow, and in Chekhov. A still classified 1992 US intelligence report referred

A declassified US Naoa Intlliec tima t of September 1954 ('Soviet CapaWiits and Probable Courses
of Action Through M1id-1959". NIE 11-4-54, p. 24) indicated no knowledge of specific ongoing Soviet BW
programs, ad another in 1963 sill iicated no knowledge of direct production:

'We believe that the Soviet Union has an active BW reseach effort which is suitable to support
a complete BW program, but there is insufficient evidence on which to bae a firm assessment
of Soviet BW offenive activities. However, the USSR has a comprehensive biological warfare
defensive program which could lead to an offensive capability. The Soviets have concluded
research on atipersonnel, antlvswok and possibly andcrop BW agents. Although we haveidenfied no mans production facility for BW agents and have no evidence of Soviet

gto kpiling of such agents, research laboratories and existing plants for the production of
vaccires could provide these agents in quantity.'

'Soviet Militay Capabilities and Policies, 1962-1967', NiE 11-4-63. pp. 56-57.
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to "16 known and suspected (Soviet) biological weapons facilities", up from 9 previously "identified", a

number that was soon increased to 20. There were also indications that some BW R&D had been carried

out in past years in a system of plague research laboratories that the USSR had maintained throughout the

country.

This second system of facilities were under the jurisdiction of the USSR Ministry of the Medical

and Microbiological Industry, which has mostly been referred to as the "Biopreparat" organization (or

Glavmikrobioprom, mab i administration of the Microbiology Industry). Biopreparat had 25,000employees

and a budget of 100 million roubles per year in the 1980's. However its facilities also produced a wide

range of civilian products, and there is no available information to indicate what proportion of its facilities

or what proportion of its staff were involved in prohibited BW R&D, although some of the facilities were

wholly devoted to BW work." There were 400 people working at the Leningrad (Ultrapure) laboratory,

1,200 at Obolensk, at Kirov, 237 senior scientific personnel, at Koltsovo over 3,000 personnel, but

reportedly only about 10 percent of that were senior scientists. General Kuntsevich's successor, General

Valentin Yevstigneyev, (who had headed the USSR/Russian BW defense program since 1985) claimed

in September 1992 that only "400 scientists in Russia are engaged in the research." That number seems

quite low, both for the number that may have been so engaged even in 1992, and most certainly in the

1980's. All in all the overall size of the Soviet BW R&D program appears to have been an-order of

magnitude or more greater than that of the United States at its peak in the late 1960's. In its 1993 BWC

declaration, Russia listed five primary facilities, presumably the five under Ministry of Defense control,

and seven others, with a total staff of at least 6,000.

What is perhaps most interesting is what became known regarding the management of the

Biopreparat organization, which Deputy Foreign Minister Berdennikov called "one of the best-guarded

"US Defense Intelligence Agency estimates late in 1994 still referred to 20 facilities with "6,500 to 25,000"
workers. ('Russia Denies Biological Weapon Stockpiling", lane's Defense Weekly, May 13, 1995.) The manner
in which the personnel figure was estimated is not known, and it is so uncomfortably wide an estimate - three
fold -that it indicates hat tale is actually known about which facilities are actually doing what.

The names signedd to the Bioprepaat organization have changed numerous times, in a manner not
atypical of certain Soviet organizations: The All-Union Resemh and Production Association Biopreparat, The
Special Directorate of the Main Administration of the Microbiological Industry, the Main Directorate Biopreparat
of the USSR Ministry of the Medical Industry, the State Concern Biopreparat. 'On 5 December 1991, it was
transferred to the jurisdiction of the Ministry of the Health of Russia... It is still run by a general. The facility
is guarded, just as before, by warrant office of the internal troops...



295

10

secrets in the old Soviet Union". and one whose operations the Foreign Ministr - professed to know

nothing about as late as the end of 1992. It was apparently spun off from the Ministry of Medium

Machine Building, one of the former USSR's eight defense industrial ministries, and the one responsible

for producing nuclear weapons. It acted as an intermediary for funding and for the supply of resources

to its affiliated members, and would therefore appear to have been a smaller and highly specialized

analogue to the USSR's Military Industrial Commission (VPK). The important particulars are as follows:

- It was established by Central Committee directive in 1973, and its first head was General V.I.

Ogakov.

. "Technical and scientific documentation was transferred to [it) from the Ministry of Defense."

A directorate of the Defense Ministry, presumably the one that directed the Ministry's own

biological warfare R&D institutes, was its "customer", and it had "strictly military tasks".

- Its staff, in 1991 composed of 150 managers, operaW "independently of the structure to which

it technically belonged", and were "officers on loan, who had gained experience at the biological

facilities of the Ministry of Defense."

- It was responsible for the construction of the institutes in Obolensk and Koltsovo, but other

enterprises as well (two in Vilnius are mentioned) that had nothing to do with the biological

warfare programme, and were allegedly a "cover". It also acquired several operating plants.

- Biopreparat was referred to colloquially as "Ogarkov's system", after the name of its first director.

The system contained 18 scientific institutes employing 25,000 associates, five plants and a large

storage facility in Siberia. Several institutes and plants formerly subordinated to purely civilian

departments such as the Ministry of Agriculture and the Ministry of Health also worked for it.

- A "mobilization program and department" was organized within the Biopreparat organization to

begin production at short notice. "The equipment was mothballed in special shops (as a rule

operating biochemical production facilities were used). Such shops were idle at the Berdsk and

Omutninsk Chemical Plants and the Progress Plants in Stepnogorsk. In addition there was a plant

within the organization of the Ministry of Agriculture and two plants within the Ministry of

Health". It is not stated, but the "short notice" production presumably would have been BW agent

and not vaccine. It is very likely that this "mobilization department... [and] . .. equipment" is

the same "experimental technological lines for production of biological agents" referred to in the

1
2V. Umnov, "After 20 years of silence the Soviet microbes are talking'. Komsomol'skaya Pravd, 30 April

1992, in FBIS-SOV-92-087, 5 May 1992, pp. 4-6.
S. Lskov, 26 June 1993, in JPRS-TND-93-025.2 August 1993. pp. 13-17.



II

US. British and Russian statement of 15 September 1992. The "mobilization plan" allegedly

specified the quantity and types of agents that were to be produced on command.

- After Dr. Pasechnik's defection in 1989, "the special equipment in the mothballed shops... was

shipped out", some destroyed and some re-stored elsewhere. Allegedly, documentation was also

destroyed.

- There Were apparently also other mechanisms of co-operation between the Ministry of Health and

Ministry of Defense. Biopreparat, for example, acted as a channel for funding from the Ministry

of Health to some of its affiliated institutes. Other indications of close relations between the two

ministries were the roles played by senior generals, for example, General-Y. I. Smimov, as ,

Minister of Health. In 1992, the head of Biopreparat was another former General of the Soviet

Army's Chemical Troops, Yuri Kalinin.

- The second Biopreparat official who defected reported that offensive BW work had continued

within the Biopreparat system even after President Yeltsin's decrees of February and April 1992

and the Russian legislaticn of August 1992, b6t that the production plants had been mothballed.13

In summary, the Soviet military BW program was quite large, with many facilities, spread across

the breadth of the USSR, secret. directed by a branch of the General Staff, and its funding funneled

through diverse ministries, including civilian ones. The Defense Ministry's credibility was nil: the

General Staff's Directorate for Bacteriological Radiation and Chemical Defense claimed in 1992 -

following President Yeltsin's admissions - that all charges of an active Soviet (and then Russian) BW

program were lies, and that... all work on biological weapons stopped in 1975."1" The Directorate was

"Last autumn, another defector fom the Biopreparat Project came over to British Intelligence to
tell his debriefers what steps the Russi milirauy had taken to keep the project going.

"In every facility dua had be opened for inspection to Western intelligence, the Russians
had established convincing cover stories at made it appear as if each site had been convened
to research and manufactie of vaccines. The secret work continued in parts of the sites that
were never visited by the American or BridA o ficials At the san time, a secret new facility
was being built at Lakhta near SL Petersbug. Far from the Biopreparat biological warfare
programme being shut down, it had undergone considerable modernisation. Work is continuing
as before, in defiance of Yeltsin's orders."

"At Face Value", The Sunday Times. Marh 27. 1994.

"'As laIe as April 1994 portions of this establishment, with cooperation from sectors of the Russian
government - Radio Moscow being state controlled - were not above a inle old-fashioned Soviet-style
disinformation. Russian inspectors had visited the US pharmaceutical finn. Pfizer, as part of the trilateral
exchange visits, and Radio Moscow reported that Pfizer was "producing biological weapons." Pfizer had also
"not only preserved but was modernizing dh equipment designed earlier to produce biological warfare formulas."
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renamed, but it retained its existing staff, and its new head became the man who had headed the Soviet

BW program since 1985. The directors of individual laboratories continued to profess the total innocence

of their respective institutions, and several strongly resisted the idea of or need for conversion of their

R&D programs to civil needs and programs.

Conversion .of these sites should have been particularly easy. Of all the kinds of defense R&D

installations, equipment, and personnel, those in the biological and medical related sciences are the easiest

to convert." In addition the Soviet Union, and then Russia, was in dire need of every pharmaceutical

product imaginable, and domestic vaccine manufacture production standards had been neglected for

decades. The needs were obvious, the relevant plants and trained personnel were all there, but matters

dragged for several years. Conversion programs were proposed but little seemed to take place. Funding

offered by Western nations for research through the International Science and Technology Center (ISTC)

offices established in Russia and the Ukraine was delayed by lack of interest in the Russian parliament

and by bureaucratic intervention in the Ukraine. It was not until March 1994 that the ICTS could offer

funding to Russian and Ukrainian researchers, a delay of some twc ;,ears. 6 More recently some efforts

toward serious conversion have apparently taken place at some of these sites. At Koltsovo and Obolensk,

both former Biopreparat facilities, small private venture groups have been established by research staff

members to utilize their institute's facilities for production and to market pharmaceuticals needed

domestically in Russia. The US Department of Defense has also supplied Nunn-Lugar funds to a US firm

entering a joint venture with a former Biopreparat facility at Stepnagorsk, in Kazakhstan, to produce

vitamins. 7 In addition'to the U.S. Department of Defense, both the U.S. Department of Energy and

NASA are funding collaborative projects with laboratories inside former Soviet BW institutions, and

Radio Moscow World Service, in English, April 12,1994. The charges were thus the mirror image inversions of

those that the US and the UK were making to Russia in the trilateral consultations.
1'Me conversion of both the US and former Soviet BW R&D facilities is discussed in detail in Leitenberg,

(1994). op. Cit.

16 "Trip Report on Symposium on Vaccine Production in Novosibirsk, Russia, December 12-14, 1994", US
Department of State, February 7, 1995. (The laboratory in question is the Koltsovo institution.)

- "Report on Bacterial Vaccine Symposium. State Research Center for Applied Microbiology, Obolensk,
April 2-4, 1995". US Department of State, undated.

'7Bill Gertz, "Germ Warfare Gives Way to War on Germs'. The Washington Times, April 6, 1995.
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particularly, it appears, with those that were in the Biopreparat system." British, Japanese, South Korean,

Finnish, Austrian and other pharmaceutical firms have also sought to arrange joint ventures with former

Soviet "BW" laboratories. However there is no overall quantitative estimate available as to how much
of the plant or personnel that was formerly occupied by the Soviet BW program has actually been

converted as of the end of 1995.

There remain the final questions; Why did the USSR gear up a major effort in BW precisely after
the BWC came into force? And why was it persistently retained even as the USSR and its military

leadership - the General Staff - entered into one major strategic arms control treaty after the oer INF
and START, the CFE Treaty dealing with conventional weapons, the acknowledgement of a chemical

weapons stockpile, the executive agreement with the United States to withdraw all deployed naval tactical

nuclear weapons, and even the dissolution of the Warsaw Treaty Organization, and finally, the USSR

itself Surely each one of these was of far greater military significance than the BW program? Yet they

were acceded to, while there has obviously been a determined effort to bluff, procrastinate, conceal, and

draw out any disclosure of the BW program, to hold on to it as long as possible, and to avoid putting a

definitive end to iL

Vie first clue is provided by the following description of the policy debate in Moscow at the time

that the Biogica Weapons Convention was being considered for signature. The author is Arkady

Shevchenko, the Soviet diplomat who defected to the United States, and who at the time under discussion

was a personal advisor to Soviet Foreign Minister Gromyko.

"The military branch responsible for this...business has a huge department in the Defense
Ministry. It has rejected any kind of international control or oversight. Several times I
asked officials there why they were so adamant The response was always the same:
control was out of the question because it could reveal the extent of the development of
these weapons and would show Soviet readiness for their eventual use...
"While the military strongly opposed any agreement on chemical or biological weapons,

the political leadership, Gromyko in particular, felt it necessary for propaganda purposes

'Anne M. Hanington. "Redirecting Biological Weapon Expertise: Realities and Opportunities in the
Former Soviet Union." Chemical Weaon Convention Bulletin Issues #2 (Sept unber 1995): 2-5.

Harringion's analysis is narrow and weak on the potential diversity of conversion possibilities, except
for one reference to bioremediation. "Commercializaton" is not the main point-US has the CDC and numerous
analogous national government laboraories working in other R&D areas that impact on social needs. Neither are
'products exportable to the West." What is needed is production for and processes that can be applied inthe
tefrimy of the former USSR.
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to respond to a proposal by GMeal Britain to conclude a special separate convention to
prohibit biological warfare as a first step. The military's reaction was to say go ahead and
sign the convention; without international controls, who would know anyway? They
refused to consider eliminating their stockpiles and insisted upon further development of
these weapons. The Politburo approved this approach. The toothless convention
regarding biological weapons was signed in 1972, but there are no international controls
over the Soviet program, which continues apace." 9

A second is a purely formalistic point, but one which nonetheless represents the standard approach

of any industrial manager or resource allocator in the former Soviet defense industrial sector. The
example provided was given by a Russian analyst explaining the response in 1990 to the cuts in defense

ministry orders for major conventional weapons:

"The majority of the defense industry managers went into a "wait-and-see" state. After
all, they were under strict instructions not to tamper with the military production lines, as
almost all of these lines belonged to the reserve capacity - or mobilization capacity-
which by law cannot be sold or converted to civilian production. "20

This is not too distant from the 1995 remark of a US administration official directly involved with the

Russian BW problem, that "it was easier for them to keep going than to change." As powerful as inertia

may be, it does not seem a sufficient explanation for the contravention of a major arms control treaty for

twenty years, and particularly in the political climate of the 1987 to 1995 period, nevertheless it

undoubtedly was the generic attitude of Soviet defense industrial managers. And not only in the Soviet

period. In June 1994,

".... Russian First Deputy Defense Minister Andrei Kokoshin said that the development
of dual use technology constitutes one of the main priorities in Russia's defense
conversion effort. He said that the Defense Ministry, the State Committee for Defense
Industries, and the Economics Ministry were jointly carrying out research in the practical
application of dual use technology in hopes of preserving the defense sector's mobilization
potential and developing a national industrial policy."2'

The production lines for BW agents fit the definition of "dual use technology" as perfectly as anything

could, and it is just that "mobilization potential", which is referred to in the September 1992 trilateral

statement as the "experimental technological lines for the production of agents", that the US and UK want

to see dismantled.

'oArkady N. Shevchenko. Breaking with Moscow Ballantine Books, New York City, 1985, pp. 230-231.

"Dr. Alexander Ozhegov. (Analytic Center of the Russian Academy of Sciences) in Lars Wallin (ad.),
Prxteditis of a Symposium on the Post-Soviet Military-Industrial Complex Stockholm, October 20.1993:
FOA, The Swedish National Defense Research Establishment, 1994, p. 53.

21Radio Free EuropeRadio Liberty News Briefs, 3:27 (June 27 - July 1, 1994). p. 5.
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The remaining explanations become more operative and functional, and move in a spectrum from

bureaucratic division and inertia to an explicit strategic desure on the pan of the Ministry of Defense for

having made the BW program in the first place as well as for continuing to maintain it. Some associated

with the triltenl process feel that the Soviets assumed for two decades that theycould get away with the

violation, and "that it has taken them four years to decide whether to tell the whole story, to write the past

story."2 In addition, they have had an even longer time - since 1989 - to "clean up". prepare, remove,

consolidate and move parts of the program. But "it's obvious that they have tried to keep the program."

It is also pointed out that at any point along the way Soviet officials could have argued against disclosure

on the grounds that doing so would admit to the past Soviet violation of the BCW. That is obviously true

although the argument loses its meaning since continuing the program only meant that an even more

damaging disclosure would follow at some point later on.

When President GortacJev was pressured on the question by the American and British

governments he was apparently "stonewaled" by the Soviet military. His military advisor, General

Akhromeyev, was not particularly interested in having the program ended. "The General Staff probably

gave him a memorandum stating that the United States is doing the same, and we have to keep the

program." It appear that the Soviet intelligence community did not believe that the US had relinquished

its own BW program, that President Nixon had actually shut it down between 1969 and 1972, before it

was necessary to do so. The upsurge in US expenditure for BW R&D during the Reagan admirist-tion

may also have fed that suspicon. That increase, of over 500% between 1980 and 1986, raised questions

in the United States as well as to whether the program was crossing the boundary between defensive and

offensive R&D. For the Soviet military, maintaining any defense capability was desirable, secrecy had
"worked" in pas instances for the USSR, and it was easy to keep secret. Possibly only a small number

of Generals and Colonels were involved, perhaps a dozen. The decision to put the program under the

cover of Bloprepara was taken in 1980, although the organization had been established some years earlier.

Equally Important was the "paranoid" tradition of the Soviet military culture and secrecy: "if the United

States wants something of us, they want to hurt us." It is possible that Gorbachev may have suggested

that the program be shut down; some reduction in the size of the program took place at that time.

Oheae and the following quotations are taken from interviews in 1994 and 1995 with a half-doe present
or fomer overnment officials. American, British, and Russian - that have been directly involved in the
trilsarml F oce. but who cannot be identified.
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One is left with the unsatisfactory conclusion that members of the Soviet General Staff saw a

strategic advantage in maintaining the USSR's and then Russia's BW capabilities. Why they should have

thought that while at the same time being willing to relinquish SS-20 missiles, large numbers of MIRVed

ICBM's, all naval tactical weapons, tens of thousands of tanks, etc., still seems to require an explanation

that it is impossible to provide.
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The Proliferation of Biological Weapons.

The years since 1972 and 1975, when the Biological Weapons Convention was signed and then

entered into force, have been a severe disappointment for arms control in the biological field. One official

US estimate is that "The number of nations having or suspected of having offensive biological and toxin

warfare programs has increased from 4 to 10 since 1972, '' and as the same statement noted, some of the

10 nations in question "...are signatories of the BWC." A substantial number of these countries are in the

Middle East, and these have either not signed or not ratified the BWC. In 1992 the Bush administration

made a concerted effort but failed in the attempt to convince several of the major Middle East antagonists

to either sign and/or ratify the BW Convention.?

Nicholas Sims argues that it is wrong to speak of "proliferation" of BW, transferring the term from its
usage with nuclear weapons.

"The BW case is entirely different , because there the legal norm is already one of biological
disarmament, and has been so for 18 years. So to speak of 'BW proliferation' is misleading;
for it suggests, by analogy, the existence of certain recognized (and even semi-legitimate)
possessors of BW, whose number it is the object of counter-proliferation policies to keep static.
...This Convention is a disarmament treaty of universal scope, imposing equal obligations on
superpowers and other stares, large and small, without discrimination. It brings together
declared non-possessors of BW. All are of equal status. because the BWC allows no state
party to retain weapons, it preserves no group of possessor-states which might be expanded:
hence, no logical possibility of 'BW proliferation'."

Nicholas Sims, "The Biological Weapons Convention: Progress Since Its Agreement", presentation to a
conference at Wilton Park on Controlling Biological Weapons, July 1993.

I have nevertheless decided to continue using the term in relation to BW, as virtually all authors do.

Barry J. Erlick (Dept. of the Army) in Global Spread of Chemical and Biolosical Weavons Hearings.
Committee on Governmental Affairs, US Senate, 101st Congress, First Session, February 9, 1989, page 33.

These numbers were first presented in US government testimony to Congress the year before, in 1988.
by Dr. Thomas 3. Welch of the US Dept. of Defense, to the House Committee on Armed Services.

See also John H. Cushman Jr., "US Cites Increase in Biological Arms", New York Times, May 4, 1988.
Another version of this estimate reads, "During the 20 years the BW Convention has existed, the

number of countries considered to be developing or recently engaged in offensive BW programs has risen from 4
in 1972 to 10 in 1992 - some of which are members of the convention." US and International Efforts to Ban
Biological Weapons US General Accounting Office, GAO/NSIAD-93-113, December 1992, pp. 2-3, 16.

3 Jordan, Lebanon, and Saudi Arabia are parties to the BWC. Egypt and Syria have signed but not ratified.
Iraq ratified only after the end of the Gulf War and the UNSCOM process began. Israel has neither signed nor
ratified. In has ratified, but is widely assumed to be developing biological weapons, and to be in violation, as
Iraq was previously.

It was after the failure of that diplomatic effort that the Bush administration inserted a few sentences on
the BW capabilities of several of the Middle Eastern states in the non-compliance report that it released in
January 1993. Israel, however, was not mentioned.

See also W. Seth Cans, "'The Poor Man's Atomic Bomb', Biological Weapons in the Middle East",
Policy Papers No. 23, Washington Institute for Near East Policy, 1991.



303

18

With the exception of the USSR and then Russia, and Iraq as a result of the Gulf War and the

UNSCOM process which followed it, there has however been no international pressure or penalty applied

against any of the suspected BW states. Until around 1988 no national or international spokesman even

made reference to the development, and since then, it has been virtually only US spokesmen that have

done so. The statements have been constantly plagued however with ambiguities in their descriptive

terminology, such as the words "...or suspected of having..." in the statement quoted above. In 1990 the

Chief of Naval Operations told Congress that "3 countries worldwide now have bacteriological weapons,"

and that 15 others were suspected of develooin them.' Three weeks later the Director of Naval

Intelligence identified Iraq, Syria, and the USSR as the three "assessed to have (BW) capability."5  In

1988, his predecessor, Admiral Studeman, had also identified China, Taiwan, and North Korea by name.

But what the US governments' criteria were for the categories of "suspected", "developing", and
"capability" was never specified, although in this particular pair of statements "capability" apparently

meant weapons possession. A statement in the 1992 British Defense White Paper uses the same pattern

of ambiguous phrasing, noting that "about ten (nations) have or are seeking biological weapons." What

was worse, the number of nations "developing" or with "capability" were frequently aggregated with those

doing the same for chemical weapons. What one wanted to know explicitly was which nations had BW

R&D programs, which had gone into weapons development, and which into production and stockpiling

of weapons and the BW agents to fill them. That information was publicly unavailable. 6 In 1993 the

Russian government released a report which identified nations that had biological weapons programs and

which was somewhat more explicit in categorizing their relative stages of development A larger study

on Biological Weapons Proliferation released by two US government agencies in April 1994 contained

only three and a half pages out of 90 with information on specific BW proliferating nations, and contained

4Adm. C. A. H. Trost. House Armed Services Committee. February 20, 1990, p. 5.

Rear Adm. T. A. Brooks, House Armed Services Committee, March 14, 1990, p. 54.

6 The Chemical and Biological Weapons Elimination Act of 1991 (P.L. 102.182) requires an annual report
by the President to Congress which contains a complete list of known or suspected BW programs, including
those that are classified.

US government resistance to releasing any information on this subject has been peculiarly severe.
Several years of attempts to obtain the declassification of some DIA reports dating from 1975 resulted in little
more than a title page, many blank pages, and one paragraph which reported that North Korea had a national
Academy of Sciences.

" Proliferation Issues: A New Challenge After the Cold War, Proliferation of Weapons of Mass
Destruction Russian Federatio Foreign Intelligence Report, (translation), JPRS-TND-93-007, March 5, 1993.
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little that was not already in the public domain! Notably, in 1994, two senior US government officials

stated that no nation was presently known to be producing and stockpiling BW agents. Iraq had been

doing so. but as a result of the Gulf War in 1991 has not been doing so since then. Some countries

apparently have BW production and assembly facilities, but maintain them in a standby capacity. and were

not at the moment actually producing BW agents in them. Whether such countries had tested weapons,

tested the production lines, etc. again remained unstated, but one would have to presume that they had.

It is interesting to look for a moment at the historical record of allegations regarding national BW

programs, and their eventual resolution:

- US allegations between 1976 and the early 1990's of a Soviet program, and even of a continuing

Russian one, proved correct. The Soviet denials were false.

- Israeli and other allegations in the late 1980's regarding the Iraqi program proved correct, and the

years of Iraqi denials, both before and after 1990, were false.9

There are several differences in the lists that have been produced by US and Russian intelligence agencies

of nations alleged to have BW programs, and it will be interesting to see the eventual resolution of these

discrepancies.

There are also two major historical allegations of BW use in the post WWI period. On both

occasions the United States was charged with having used BW. The USSR, China and North Korea

accused the United States of using BW during the Korean Wa? 0 and Cuba accused the United States of

using BW over a period of decades. In both cases the allegations included the total panoply of BW

8 Biological Weapons Proliferation. Technical Rert US Army Medical Research Institute of Infectious
Diseases and the Defense Nuclear Agency, April 1994.

See also. "Technical Aspects of Biological Weapons Proliferation," Chapter 3 in Technolouies
Urnerlvina Weavons of Mass Destruction Office of Technology Assessment, US Congress, December 1993, pp.
71-117, and Proliferatiom of Weapos of Mas Desuction: Assessing the Risks Office of Technology
Assessment, US Congress, 1993.

'Israel Vows Action Against Iraqi Germ Research". The Washington Times January 19, 1989. (Israeli
sources presumably provided the information that was carried in several ABC-TV news reports at roughly the
same tme.)

10 Milton Leitenberg, "Allegations of Biological Warfare in China and Korea, 1951-1952", The Prevention
of CBW vol. 5, in The Prmblem of Chemical and Bioloical Warfare SIPRI, Stockholm International Peace
Research Institute, 1971, pp. 238-258.
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agents: anti-human, anti-plant (crops), and anti-animal (domesticated)." The USSR periodically made

other charges that the US had used BW (in the early 1950's, against crops in Eastern Europe; in 1964,

in Colombia; in 1968, in Vietnam). The United States has denied all of these charges, and they are

nearly universally considered by the international arms control community to be fraudulent and

propagandistic allegations. Because of the severely detrimental effect on arms control of fraudulent

allegations, the major charges dealing with the Korean War as well as the Cuban ones should have

received more serious examination long before this time. They should be either definitively uncovered

or definitively disclosed to be fraudulent.

Of more immediate and practical importance is the question of the degree to which BW

proliferating states need, obtain, and benefit from technology transfers from industrialized states. For

example,

"Given Iraq's relatively primitive scientific and industrial base in biotechnology, the BTW
programme relied initially on access to foreign technology and expertise. Companies
from France, West Germany, the Soviet Union, and the United States played important -
and only partly unwittingly - roles in Baghdad's efforts to acquire biological weapons." 12

The Syrian BW program appears to have depended on, and benefited from, similar technology transfers.

The issue is of immediate significance due to the continued pressure at BWC Review Conferences and

preparatory meetings for additional biotechnology transfers under Article 10 of the Convention, and most

particularly, the constant harping on this issue above all by Iran, a nation now suspected of having an

active BW program.

There are several aspects to the problem: transfer of plant and equipment, technology, and

knowledge, including foreign scientists working in another country's BW program. In the last category,

the emigration of former Soviet BW scientists to Iran or other Middle East countries (and some former

Soviet BW scientists have gone to developing countries), and South Africans to Libya, has been the more

recent concern. Questions can also be raised, however, about US government practices in earlier years.

Some of these may very well have acted in the way the US Atoms for Peace program diffused knowledge

All of the Cuban charges are summarized, as are other post WWII Soviet allegations of BW use made
against the US, on p. 183 of Milton Leitenberg, "A Return to Sverdlovsk: Allegations of Soviet Activities
Related to Biological Weapons', Arms Control. 12:2 (September 1991).

"J. Tucker, op. cit, p. 237.
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regarding nuclear technologies, which particular recipient countries may subsequently have redirected to

research in their nuclear weapon development programs. For example, in 1967, US military services

maintained seven overseas laboratories doing research on infectious diseases: the Army, four, the Navy,

two; and the Air Force, one, with a total of over 885 foreign national employees. Did the NAMRU

groups - US naval medical research units - situated in Taiwan and Egypt and in part staffed by local

scientists, gradually stimulate local government interest in BW723 Although a NAMRU unit was never

situated in Israel, in some years the US Department of Defense simultaneously provided research contracts

to Israeli and to Egyptian scientists on subjects related to BW. Each year some 300 to 400 foreign visitors

visit the laboratory facilities of USAMRIID, the United States Army Research Institute of Infectious

Diseases at Fort Detrick, Maryland.14 Other visitors visit DoD contractor laboratories. The great majority

of these visits are simply short day-long tours of the laboratories, a very few come to work on projects

of up to a year. Them are two contradictory ways to appraise the potential of such visits: they could be

considered excellent and desirable Confidence Building Measures (CBM's), precisely fitting one of the

category of CBM's developed in recent years under the BWC to demonstrate the transparency of national

programs. On the other hand they could be considered to carry the risk of transferring knowledge to a

potential BW proliferator. There are reportedly a substantial number of Iranian scientists working at the

Cuban national biotechnology institute: given the existing strong suspicions of an Iranian BW program,

their presence as researchers in another nation's laboratory is far more likely to provide assistance to

Iranian proliferation than to produce any benefits of Cuban tranprncy.

The training personnel that accompany turnkey plants, and other technical personnel supplied by

contractors for at least initial operation, maintenance, and production, are an obvious path of technology

transfer - aside from the equipment itself - to any nation developing a BW program. (it seems that

technical personnel from West Germany performed this role in Iraq.) The Enhanced Proliferation Control

Initiative (EP) of November 1990 enacted by the US administration was aimed at controlling the

13 The US Army facility in Thailard employed 325 foreign nationals, the Navy (NAMRU) lab in Taiwan,

285, and that in Egypt, 156. The Paricipation of Federal Agencies in intenational Scientific Proraswn Rgui-
Committee on Science and Astronautics, US House of Representatives, 90th Congress, 1st Session, 1967, pp.
132-133.

14 Of 122 foreign visitors selected for a survey in the two years between June 1988 and June 1990, 33 came
from the United Kingdom, but the next highest number, 28, came ftom Ismel, and 8 from China.

Defense RearcA Protecina Senitive Data and Material at 10 Chemical and Biological Laboratories
US Government Accounting Office, NSIAD-91-57, July 1991, p. 21.
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transfer of dual use technology relevant to biological weapons (as well as chemical and nuclear
weapons).' 5 Its promulgation very likely owed something to the developments in Iraq, but it was primarily

motivated by the fact that the Bush administration had vetoed Congressional legislation that strengthened

US nonproliferation policies. In addition, the Bush administration opposed both the Omnibus Export
Administration Act of 1991, which encouraged international sanctions against countries that used chemical

or biological weapons in violation of international law, and the Nonproliferation of Weapons of Mass
Destruction and Regulatory Improvement Act of 1992, which would have denied funding to international
development institution until such institutions revoked the membership of countries that did not adhere

to nuclear, chemical, and biological nonproliferation regimes.'6 Neither measure was approved by the

Congress. The administration opposed both on the grounds that mandatory legislated sanctions would be
an infringement on presidential authority. Nevertheless amendments to the provisions of the Arms Control

Export Act that were passed by Congress, and were not vetoed, contained requirements that mandated

major US sanctions against a country that used chemical or biological weapons. Unfortunately, the s -
legislation provided the President with the authority to waive the mandatory sanctions on the grounds of

US national security. 17 The value of legislated mandates had been made clear in 1989. The United States

had accused Iraq of using chemical weapons against the Kurdish population inside Iraq in August 1988.
Those allegations led the US Senate to pass legislation imposing economic sanctions on Iraq, overriding

strong objections to the legislation by the US Department of State during the Bush administration. Early
in 1989, although government officials admitted that they believed Iraq was developing biological agents,

they said ". . .that they do not want to get into another public feud with the Iraqis" over the issue - and

nothing was done."

IS- Chemical and Biological Weapons Proliferation; Executive Order 12735, November 16, 1990.
- Fact Sheet on Enhanced Proliferation Control Initiative; The White House, Office of the Press

Secretary, December 13, 1990.

"Non-Proliferation Reimes: Policies to Control the Spread of Nuclear Chemical, and Biological
Weapons and Missiles Report to the Committee on Foreign Affairs, US House of Representatives, CRS-FAND,
March 1993, pp. 37-38.

"*It is known that the administration has provided the Congress with many classified notifications of
violations of provisions of the act. Due to the classification of these notificationa it is not known if any of the
violations pertain to the BW provisions of the act, or to other provisions, and if so, what nation may be
responsible, or whether any of the five possible sanctions have been invoked, or waived.

i, David B. Ottoway, "Official Denies Iraq Has Germ War Plant', Washington P2s January 19, 1989.
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The remainder of the section on proliferation is composed of summaries of the available

knowledge regarding specific countries having biological weapon development programs.
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Nations Having BW Programs At Least Approaching Weaponization

Russia: Ambiguity regarding continuation of offensive program

US Gov't Arms Adm.'s Brooks.' US and UK Russian Federation2  The Guardian,
Control Compli- StudemanTrost governments Foreign Intelligence (UK, 1991)
ance Reports to (1988, '90,'91); (1995) Report, 1993

Congress (93.95) Sec. Cheney. '90.

Middle East

Iraq
Ubya
Syria
Iran
Israel
Egypt

South/East Asia

China
North Korea
Taiwan
India'
South Korea
Vietnam
Laos

Africa

South Africa

S.'Stoemmet Of Rew Auisal MTmas A. Dooka, USN. Ditecor of Naval htollieuon. beon the Seapwer, Strateicand Critical
Mawils Sobcomum c &P. Houm Armed Saim Ckaiuee, ca eifligem IssO'. 14 Much 1990, p. 34

- "Sotam t of Rt Admial Wouee 0. Sadaaum, USN, Diream o Naval Inellience, before the Seapower, Stenic, and Cri l
Melesas Subcamomie of *A House Armed Savics Cmiamue, us nernte ac los.' I Marh 191, p. 48.

- SAtmmt of Admiral C.AJL Tws. USN, Chid of Navel Opea s. betore the SeaW Armed Services Commiuce on the Posetr
an isc Year 1991 Budget Oitt Uited Slases Navy'. psmmy 21, 1990.

. Ma"& Pmpeefo r Ddvy by &a Hearoeb Did Chewy, Secreay Deat ins American braed Pabc Affan Cmmiee,
Wadiugton. DC, II )mne 1990'. New Rem No. 294-90. p. 4.

2
Pmieraton haw: A Nem Cbeme Aflter toe Cold War Psoif ar Westrn oi Mes Desucios Rmsim Federaon Forieg

Intsfelig Repsoe1 (Oadaion) IlRS-TND-93-00. March 5.199M

3
Mr Girgdi (UK). Sau b r 5, 1991. Ths sarce ss iackaded because sits asmmed to derive its infosmation from UK goveomteot

smse , witch have mrele go emdal I10 meioas wfth "or setkieg' DW. However, the icluion of Laoe end Vietem seem very dubios,
paz aty if they refer to do US 'Yellow Reim" aleMos of the mid-19$0@.

4 In 1994. a Ccngmioa Research Service repon incded a abe of natio eiiber possessing or hwag *programs" of we pos a(
maes deducm. Fa Biockd Weapos it lied Russia as the nly naton with "poseewass csfihed." Inq as *d bi"e' (which, by
1994. houd als have been t d "oefirmed' coam Coin, Lndia, Pakistn Nooh Ko . Taiwan, Iran and Syria as problem
poaseA" ad Pg)1 5 od LftR as o'spected propraa." Th mitatme -- aomao -lisin m of Kadia &d Pakistma, whb have no
otherwise bee ac ded ia my messed offieal US lsgs.

1. N. Collins s. s&, Neoar, Biooll a d Cemical Wean i : solierion: P Cooes meesioal Research
Service, 94-528S. y 5,1994, pogp 2.
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(Other versions of this table, essentially based on the sources in Footnote I, were published by ELisa Harris
(1991). Nicole Ball and Robert McNamara (1990), and Steve Fetter (1991), the Office of Technology
Assessment US Congress, Proliferation of Weapons of Mass Destruction, 1993. p. 82, and Ivo Daalder (1994).)

Of those countries that developed BW after World War 11 to the stage of weapons acquisition, virtually
all either acquired all three categories of weapons of mass destruction (nuclear, chemical, and biological), or at
least two and have made attempts at a third:

- the United States, USSR, France, the UK, China, and South Africa procured all three;
- Iraq, had chemical and biological, and was in advanced development of nuclear;
- sad, has nuclear and chemical; biological is unknown;
- Iran, has chemical and biological; seeks nuclear;
- Libya, has chemical; has sought nuclear for decades, and is seeking biological;
- Syria has chemical and biological;
- North Korea has chemical; sought nuclear, and accepting the Rtrrisn assessment,

apparently has biological;
- India and Pakistan have nuclear;, chemical and biological are unknown;
- Taiwan has chemical, South Korean chemical is ambiguous, and both had incipient nuclear

programs in the late 1970's.

According to a statement by fonner CIA Director Woolsey in 1994, nations developing and procuring
BW have usually done so following their procurement of CW, and it has frequently been stated that various Arab
states in the Middle East developed chemical weapons because of Israel's possession of nuclear weapons, There
am no statements or analyses that have extended this rationale specifially to their development of biological
weapons as well, although it is an easy, logical extension to make. In Anthony Cordesman's phrase, "Nations
that are interested in biological weapons are already interested because they offer an alternative to nuclear
weapons...." It would not be altogether surprising if one learned that some governmental policy group in these
states that had considered or was urging the acquisition of nuclear weapons had spun off the suggestion to
develop biological weapons. Nevertheless, nothing is publicly known regarding the policy decisions in these
states regarding BW development
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IRAQ

Iraq signed the Biological Weapons Convention on May 1I, 1972; however it never went on to

ratify the treaty. In July 1989, a US administration spokesman, in response to a Congressional committee

question which noted that in recent months there had been a series of reports on growing Iraqi capabilities

in biological and nuclear weapons, replied,

"We are concerned by indications that Iraq is seeking to develop a biological military cstilty.
However, we have no evidence that Iraq has violated the 1972 Convention on biological warfare.
Under that convention, 'prophylactic research' is permitted."'

The response apparently was very much in error, and contrary information was available to the

US government and to several other governments at the time that it was made. In January 1989, Anthony

Cordesman, then an aide to Senator John McCain and with access to classified information, stated that

western intelligence agencies ". . . would affirm that Iraq has biological agents in actual production and

is stockpiling them for military use"2, and in print wrote that there was evidence at the end of 1988 that

Iraq "... was producing botulinum toxin in military quantities, or some similar agent'3. In the same

month Secretary of State George Shultz disclosed the Iraqi BW "capability" and the West German

government corroborated it.4 In 1992 Human Rights Watch disclosed the finding of a document captured

by Kurdish forces in Northern Iraq which they interpreted as evidence that Irq had deployed biological

weapons in the field during its war with Iran.5 Following the Persian Gulf War the US Dept. of Defense's

official report to Congress stated:

"By the time of the invasion of Kuwait, Iraq had developed biological weapons. Its

Developments in the Middle East: July 1989; Hearing, Committee on Foreign Affairs, House of

Representatives, July 12, 1989, pg. 88.

' Anthony Cordesman, remarks to ABC News, January 17, 1989, quoted in Seth Carus, The Genie
Unleashed: Iraq's Chemical and Bioloaical Weagons Program, Policy Papers #14. Washington Institute for

Near East Policy, 1989, pg. 29.

'Anthony Cordesman, "Creating Weapons of Mass Destruction", Armed Form Journal --- (February 1989).
pg. 56.

4 Thomas F. O'Boyle, "Bonn Backs US Charge That Iraq Can Produce Biological Weapons". Wall Street
Journal, January 23. 1989. Sec. Shultz's remarks were made around January 18, 1989.

' Letter to Rolf Ekeus, Chairman. UNSCOM, December 29, 1992, 10 pages, Human Rights Watch. The
Iraqi document is dated March 8. 1986, and asks miliatry units to supply an inventory".., of Biological and
Chemical Materials".
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advanced and aggressive biological warfare program was the most extensive in the Arab
world... ITihe program probably began in the late 1970s and concentrated on
development of two agents - botulinum toxin and anthrax bacteria. ...Large scale
production of these agents began in 1989 at four facilities near Baghdad. Delivery means
for biological agents ranged from simple aerial bombs and artillery rockets to surface-to-
surface missiles."'

Before ground combat in Iraq began, official US pronouncements had shifted completely to

unqualified statements of Iraq's possession of biological weapons. In September 1990, CIA Director

William Webster publicly stated that Iraq had a "sizeable stockpile" of biological weapons, and "US

intelligence sources have reported that Iraq has produced a stockpile of biological weapons and will have

a 'militarily significant number' of them ready for battlefield use in a few months... Officials said that

Iraq had worked intensively the past two years to develop a biological weapons program.. ."' The US

initiated a crash program to produce an anthrax vaccine and to inoculate US service personnel deployed

to the Persian Gulf. Obviously the government felt that it had uncovered sufficient information to be

convinced that anthrax was one of the agents that the Iraqi BW program had developed for use.'

The subsequent disclosure of the nature and dimensions of Iraq's BW program would not have

come about if not for Iraq's defeat in the Gulf War and the subsequent unprecedented resolutions by the

UN Security Council which imposed a series of demands and constraints on Iraq's military capabilities.

These provided for the abi lty to go anywhere within Iraq at any time to search for and to destroy all of

Iraq's weapons of mass destruction in all categories, and to assure that they could not be reconstituted.9

' The Conduct of the Persian Gulf War. Final Report to Congress Washington D.C., US Department of
Defense. April 1992; pages 18-19; quoted in Jonathan B. Tucker, "The Future of Biological Warfare", in W.T.
Wander and Eric R Amett, The Proliferation of Advanced Weaponry: Technoloav. Motivations. and ,Resonses
American Association for the Advancement of Science, Washington D.C., 1992, p. 54.

Despite the presence of Soviet technical specialists of various sorts in Iraq until the beginning of the
Gulf War bombing campaign at the end of 1990, and having expert Russian personnel participating in the
UNSCOM BW inspection teams in Iraq, as late as 1993 the Russian F.IS. proliferation report was coy on the
question of Iraq's previous possession of BW. It expressed scepticism of the "conjecture" that Iraq had
developed cr produced BW weapons.

'Molly Moore, "Iraq Said to Have Supply of Biological Weapons*, Washington Post, September 29, 1990.

'Malcolm W. Browne, "Army Reported Ready for Iraqi Germ Warfare, New York Times. January 6,1991.

.... 8. Decides that Iraq shall unconditionally accept the destruction, removal, or rendering harmless,
under iniemational supervision, of: a) all chemical and biological weapons and all stocks of agents and all
related subeyms and components and all research, development, support, and manufacturing facilties...

"9. Decides, for the implementation of Paragraph 8 above, the following:
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Iraq informed the UNSCOM 7 inspection team that visited Salman Pak in August 1991 that BW related

work had begun there in mid-1986 and ended in the autumn of 1990, with all research materials destroyed

at that time. The UNSCOM team decided however that the program had started earlier, probably in 1983,

as that was the year in which the construction of Salman Pak was completed. The facility included the

special construction of an aerosol test chamber which had been used for testing botulinum toxin.o But

once again, first impressions regarding Iraq's BW program underwent a significant change in the course

of several years experience. Writing in early 1992, the Special Advisor to UNSCOM wrote "The

destruction of biological weapons capabilities has not posed any problem. The relevant major facilities

were completely destroyed later during the hostilities."" Two years later, by the end of 1994, it was

apparent that determining exactly what Iraq had done in the way of biological weapons, where it had been

done, and whether or not it was all gone had turned out to be the most elusive task for UNSCOM to

resolve. Rather that having been "completely destroyed", Iraq's BW plant was dismantled by Iraq itself,

with some portions obliterated and others cached. For a year and a half Iraq denied having any BW

program at all, and once it admitted that position to be false, its successive series of submissions to

UNSCOM over a period of two and a half additional years were one after the other considered

misinformation for the greatest part. As it eventually turned out - in August 1995 - that was most

certainly the case. At the end of 1994 a report to the UN Security Council by the UN Secretary General

had stated

"(a) Iraq shall submit to the Secretary-General, within fifteen days of the adoption of this resolution, a
declaration of the locations, aunoTts, and types of all items specified in paragraph 8. and agree to urgent, on-site
inspection as specified below...

"i) the forming of a Special Commission, which shall carry out immediate on-site inspection of Iraq's
biological, chemical, and missile capabilities, based on IMa's declarations and the designation of any additional
locations by the Special Commission itself; i) the yielding by Iraq of possession to the Special Commission for
destructim, removal, or rending hannles...

"10. Decides that Iraq shall unconditionally undertake not to use, develop, construct, or acquire any of
the items specified in paragraphs 8 and 9 above and requests the Secretary-General, in consultation with the
Special Commission, to develop a plan for the future ongoing monitoring and verification of Iraq's compliance
with this pragraph, to be submitted to the Council for approval within 120 days of the pssage of this
resolution."

10 Chemical Weauons Convention Bulleti& No. 13, September 1991, p22.
The 1983 date would also corroborate the statement by an Iraqi microbiologist who defected to Iran and

claimed that Iraq had developed and tested biological agents as early as 1983. Shyam Bhata, "iraq Scientist
Tells Ten Yea Sec , The August 9, 1992.

"Johan Molander, "The United Nations and te Elimination of Iraq's Weapons of Mass Demotin: The
Implenwion of a Cease-Fire Condition', in From Versailles to Bashdad& Post-War Armament Contrl of
Defeated Sas Fred Tanner (editor), United Nations (UNIDIR), New York, 199Z p. 1S1.

20-875 96-11
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Iraq's attitude to the provision of data and supporting evidence still fell far short of
its obligation to provide full, final, and complete disclosures of its past proscribed
programmes and of its current and recent dual-purpose capabilities subject to ongoing
monitoring and verification. It appears that many of Iraq's declarations are incomplete
and sometimes contradictory. The Commission has both-direct and indirect evidence that
Iraq is still failing to declare equipment and material acquired for and capable of use in
proscribed programmes and that its accounts of certain of its projects do not reflect their
true purpose and their role as part of now proscribed weapons programmes. In general,
in relation to past programmes, Iraq has not volunteered information and has shown
marked lack of transparency, disclosing information only when confronted with evidence
by the Commission. Iraq maintains its claim, not believed by the Commission, that it has
destroyed all documentation related to these programmes and that no other tangible proofs
exist to support its accounts. Indeed, events of the past six months have strengthened the
Commission's conviction that important documentation still exists and that the Iraqi
authorities have taken the conscious decision not to release it freely to the Commission.
In any case, Iraq has not fulfilled its undertaking to resolve all outstanding issues in
relation to the past programmes in parallel with the establishment of ongoing monitoring
and verification. The importance of doing so has been repeatedly impressed upon Iraq
at each of the high-level meetings referred to above, as has the need for Iraq to provide
documentation and supporting evidence.' 2

The UNSCOM report (f December 15, 1994 demonstrated - by the exquisite use of Iraq's own

misstatements and utter inepmtss - that Iraq has been persistently lying in its submissions on BW to

UNSCOM and continued to do so.13 In addition, Rolf Ekeus, director of UNSCOM. stated that Iraq's

troop buildup along the Kuwait border in the fall of 1994, which produced a responding US force

deployment, was designed to pressure the UN into halting its insistence that Iraq divulge all information

on its past BW program.' Finally, at the end of 1994, UNSCOM discovered that Iraq had procured 39

tons of bacteriological growth media in 1988 alone, and additional quantities in 1989, as well as high

technology fermenters and spray drying and weapons filling machinery. The data regarding these

purchases was supplied by some of the countries whose firms had made the sales - but not until the winter

of 1994. The growth media had been imported in large bulk packaging, unsuitable for domestic medical

"United Nations Security Council, Note by the Secretary General, S/1994/1422, December 15, 1994, pp. 3-
4.

"United Nations, Security Council, Note by the Secretary General. S/1994/14422/Add 1, December 15,
1994, pp. 10-14, pg. 26. See also Report of the Secretary General, United Nations Security Council,
S/19 /1138, October 7, 1994, pp. 22-27, pg. 36; Barbara Crossette, "Iraq Hinders Arms Monitors, UN Panel
Reports", New York 'unes, December 21, 1994. R. Jeffrey Smith, "Secretive Iraq Parries UN Arms Inspectors;
Technology, Patience Pry Open Weapons Data", Washington Post November 4, 1994.

", R. Jeff-fy Smith, IJN Aide Links Iraqi Troop Thrust to Frustration on Disclosure", Washington Post,
October 27, 1994.
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uses, in quantities 1000 times larger than Iraq's declared legitimate amounts, and the whereabouts of about

half of that media - or its products - were still unaccounted for.'5 Ekeus' comment was "This can only

coincida- with the production of biological weapons."' 6

The denouement came in two steps, in July and August 1995. The first, and smaller, step came

in July. Very likely at the strong urging of France, Russia, and China, all of whom favored ending the

sanctions on Iraqi oil sales and on imports, which Iraq was continuously demanding should be revoked,

Iraq finally admitted to having had an offensive BW program. The Iraqi government stated that:

- it had produced very large quantities of anthrax and botulinum toxin,

- the production sith had been Al Hakam, which had never been bombed,

- "Iraq never had bombs or other weapons that could be filled with either of the agents".

- the stockpiles of both agents had been destroyed in the fall of 1990 before the Gulf War, "to

prevent contamination of the Iraqi countryside during enemy bombing raids",

- the program was originated in 1985, at a supposed pesticide plant at Muhanna, one site of Iraq's

CW munitions production. R&D continued there for a year, and then was transferred to the

German constructed laboratories at Salman Pak.

- Agent production began in 1989, a year after the end of the Iran-Iraq war.

All this was reported to Rolf Ekeus, verbally, in half an hour. No evidence to support any of the claims

was presented; Iraq promised to provide details in a written report at the end of July.'7 On July 17, Iraq

also said that it would cease cooperating with UNSCOM inspectors unless economic sanctions against Iraq

were lifted by the end of August. On August 4 Iraq did turn over a report of 530 pages to UNSCOM,

whose details were never made public, but in which it followed its verbal presentation of the previous

IS United Nations, Security Council, Note by the Secretary General and Annex, Sf19951284. April 10, 1995,
pp. 16-22, pg. 34; Barbara Crossete, "Iraq kides Biological Warfare Effort, Repo t Says", New York Times,
April 12,1995; Julia Preston, "Iraqi Accounting of Biological Arms Inadequate, UN Report Says'. Wahington
Ps April 11, 1995.

"*Biological Weapons Program in Iraq Largtr Than Believed", Los Angeles Tues. February 28, 1995.

7 R. Jeffrey Smith. "Iraq Had Program for Germ Warfare; Bug Stockpiles Destroyed, UN Team Told,
'ashingonos. July 6, 1995.

- Tour Years of Lies", Washittono July 7, 1995.
- "Baghdad's Biological Arsenal', Now York Tunes July 7, 1995.
- Jack Anderson and Michael Bistedn, "Iraqi Confession Raises More Questions', Washington Po. July

10. 1995.
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month, and still insisted that no weaponization had taken place."

Within days Iraq was forced to make far more significant disclosures. On August 7, Lt. General

Hussein Kamel Hassan Majeed, Saddam Hussein's son-in-law and the former head of Iraq's entire

program of development and production of weapons of mass destruction - nuclear, chemical, and BW -

defected to Jordan, together with his brother, (also a Saddam son-in-law), their families, and some 15

additional military officers." After failing in an attempt to obtain the defector's return, And then in an

apparent assassination attempt, on August 16 Iraq called Rolf Ekeus to Baghdad and offered "100 percent

compliance" and withdrew the deadline for cooperation. In the circumstance of potential disclosures by

the most well-informed defector possible, the Iraqi government decided to preempt that eventuality by

making them itself. They contradicted even the information provided to UNSCOM only a month before

in July:

within days after the UN Security Council Resolution in December 1990 authorizing the United

States and a coalition of nations to wage war against Iraq, Iraq had loaded anthrax, botulinum, and

aflatoxin on nearly 200 bombs and SCUD missile warheads. (50 bombs aMd 10 SCUD missiles

with anthrax, 100 bombs and 15 missile warheads with botulinum, and 16 bombs with aflatoxin -

or 165 bombs and 25 missiles.)

- The weapons were destroyed - allegedly - in July and August 1991, more than four months after

the war's end.

- Iraq had also experimented with a drone aircraft BW delivery system, but in the event had decided

to arm the other systems. Thus, three BW delivery systems in all had been developed.

- BW production sites were hidden "in ordinary factories and engineering centers." Seven BW

-agents, including viruses, had been tested for possible use, and production of agents had taken

place at four other sites in addition to AI-Hakam.

a 'Iruj Gives UN Data on Arms; Details Revealed on Germ Arsenal', International Herald Tribune
August 7, 1995. Given what followed in a matter of days, a substantial amount of this document was probably
again concocted misinformation, and two weeks later, Iraq asked that its August 4 report should be considred
invalid.

- Nora Boustany, 'Relatives, Top Aides of Saddam Defect to Jordan', Wa.shinton Post, August 11, 1995.
. Youssef M. Ibrahim, *Senior Army Aides to Iraq President Defect to Jordan', New York Tunes. August

11, 1995.
" 'Trouble in the Family', Newswe August 21, 1995, pp. 14-15.

. Daniel Williams, "US Questions Top.Level Iraqis; Saddam Calls Defectors Judas', Washinaton Post.
August 12, 1995.
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- Iraq had produced ten times more anthrax than it had previously admitted to (presumably, in its

August 4 report).

- Iraq had also developed "a wheat pathogen", which UNSCOM later reported to be wheat rust, and

a mycotoxin.

- Iraq didn't use the BW weapons it had armed due to a warning of massive US retaliation if Iraq

used weapons of mass destruction. The warning was delivered by US Secretaly of State Baker

to Iraq's then Secretary of State Tadq Aziz, in Geneva in January 1991. The US was at the time

actually concerned about possible use of chemical weapons by Iraq. Aziz claimed the Irai

leadership interpreted the US threat as a possible use of nuclear weapons.

- Finally, in a "comic encore", as they drove him to the airport, Iraqi officials stopped at a chicken

farm and handed Ekeus 5,500 documents, which they had "just discovered", claiming that the

defector, General Kamel, had hidden them from UNSCOM. 20

On October 11, 1995, UNSCOM's report based on the half million pages of documents that Iraq

had handed over in August was presented to the UN Security Council."1 Aside from the details already

indicated, all of which were repeated in the report In more detail, including the amounts of BW agents

that Iraq had produced, there were several additional points of particular importance. First, the Iraqi

government had made a policy decision as early as 1974 to acquire biological weapons. Second. of

course, that the Iraqi government had lied in claiming that all documentation had been destroyed In 1991.

The newly delivered documents, however, were for the most part only from individual research and

production centers, and several major categories of files were still missing, those from the major central

policy and manaement agencies, the Military Industrialization Corporation and the Ministry of Defense.

Third. UNSCOM was skeptical of the detailed progression of the BW R&D program from the mid-1980s

. Barbarm Cros eete'Iraq Gives UN Fuller Details on Its Germ Warfame Program; System More
Advanced Than Admitted in Patwo Aug. 23, 1995.

. R. Jeffrey Smith, "UN Says Iraqis Prepared Germ Weapons in Gulf War, Baghdad Balked, Fearing US
Nuclear Retaliation", Wmhinit o . August 26, 1995.

- Buarm Croet "Crash Nuclear Program by Iraq is Disclosed', New York TIne" August 26. 1995.
- Chrisph Dickey. "Secrm Weapon', e . September 4, 1995, pp. 14-15.

2 Note by the Secretarvy-eneral. and Annex: Report of the Secretatv-Qeneral on the Status of
the Implementatlon of the Special Commission's Plan for the Oneoinn Monitorin. and Verificton o
Iran's Com9liance with Relevant Parts of Section C of Security Council Resolution 687 (1991)
S/1995/864, October 11, 1995; and R. Jeffrey Smith, "2 Monitoring Groups Accuse Iraq of
Withholding Data on Weapons," W hinto October 12, 1995.
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to 1990 that Iraq had described: "Given the Iraqi claim that only five years had elapsed since its declared

inception in 1985. the achievements of Iraq's biological weapons program were remarkable." Finally,

UNSCOM indicated even greater skepticism regarding Iraq's description of when and how it had destroyed

the filled BW munitions. Iraq claimed that the order for the destruction had been given orally, there were

no records of the destruction, and Iraqi officials were contradictory on the dates of the destruction and

unable to identify the site at which it took place.

The most critical issues that the report made clear, however, were the following:

UNSCOM found that Iraq's submissions still continued to be deficient-and that the data available

from "...other sources...does not correspond in important aspects to the information provided by

Iraq" regarding its BW programs. It was clear that large categories of documentary files were still

being withheld.

The "clear deception" that Iraq had practiced before: Iraq had been lying regarding its other

programs in weapons of mass destruction.

And that UNSCOM had been fooled and had previously accepted Iraq's submissions in the

nuclear, chemical, and ballistic missile areas.

UNSCOM's realization of that embarrassment was obviously going to make it extremely reluctant to make

the same mistake a second time.

Aside from the particulars of the disclosures, there were several major lessons in this four year

escapade, but apparently still not its final denouement. First, that the Iraqi government had lied

continuously, even as late as in its July 6 "disclosures" and its August 4 "Pull, Final, and Complete

Disclosure." Iraq's credibility is nil, and everything must be verified. Second - under conditions of a

police state determined to lie - that UNSCOM and the inspections were not able to turn up major portions

of the relevant evidence regarding documents, culture media, research personnel, destruction or non-

destruction of agents, etc, only strong suspicions as a result of discrepancies. Ekeus' deputy noted in

August that "Iraq has now acknowledged 'a much more extensive program than UNSCOM had been able

to piece together over four years through a process of gathering independent information outside the

country and then confronting Iraq with it.22 Finally, that it would have been catastrophic to have revoked

the sanctions, as Iraq continuously demanded and its UN Security Council advocates - Russia, France, and

2 B. Crossene, Aug. 23. 1995, op. cit.
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China - urged, prior to UNSCOM's absolute certainty that Iraq had thoroughly complied with the original

provisitis of the UN Security Council's resolutions." Cearly, lraq had hoped to get the economic

sanctions lifted without fully disclosing its BW program. Only the defection of General Kamel in August

runed that plan.

The developments at the end of August 1995 still left some of the basic questions concerning

Iraq's BW program unanswered or only partly answered:

(1) where did the production equipment come from? and the cultures for R&D and production?

(2) How many scientists worked in the program, at what institutions; where were they trained?

(3) was there external assistance by non-Iraqi scientists, or technology transfer in addition to the

purchase of technology?

(4) what organisms were developed for weapons systems, and how far did weaponization go; for

which kinds of munitions or delivery systems, and how large was the stockpile?

Partial information for some of these parameters is known, but to an important degree more complete

answers are still unknown or not in public domain, and await further reports from UNSCOM.

Equipment Md Agents

Equipment, technology and materials were procured from France, West Germany, the USSR, and

the United States.2 In November 1974, Iraq contracted with the Institute Merieux for the establishment

of Iraq's first vaccine production plant, primarily for veterinary vaccines, including anthrax. In the late

1970s a second French company built a second vaccine plant, with very substantial overcapacity. In 1980-

81 Iraq contracted with a West German Thyssen subsidiary to build the laboratory facilities at Salman Pak.

Fermenters and bacterial strains were purchased beginning in 1985. Nearly 50 bacterial culture samples

a Rolf Ekew, 'Iraq: The Future of Arms Control', Security Dialogue. 25:1 (1994), pp. 7-16.
Ironically, on August 26 France's UN Security Council representative, and that of Russia were quick to

make the best of the newest Iraqi turnabout.

I* Jonathan B. Tucker, 'Lessos of Iraq's Biological Warfare Program", Arms Control 14:3 (December
1993). pp. 229-271. See also W. Seth Cais, The Genie Unleashed: Irma's Chemical and Biological Weanons
Progm Policy Papers #14, Washington Institute for Near East Policy, 1989; Eric Nadler and Robert Windrarn,
"Deadly Contaion: How We Helped Iraq Get Germ Weapons', TM New Republic. February 4,1991, pp. 18-
19.
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were bought between 1985 and 1989 from the American Type Culture Collection." Other bacterial

cultures were also procured from France and Great Britain. In 1989 Iraq bought a wide variety of

biotechnology equipment from various German supply firms, and additional fermenters, also from

Germany. Altogether, 24 West German finns were involved in the construction of production facilities

for biological and chemical weapons in Iraq; the chemical weapons production infrastructure being by

far the larger of the two.? UNSCOM believed that Iraq may have been working with the organisms that

produce anthrax, botulinum toxin, gas gangrene, brucella, tularemia, tetanus, cholera, tuberculosis, and

plague, as well s three organisms for simulant R&D?' During the late 1980s US intelligence services

reportedly tracked the exports of dual use equipment that could be used for producing biological weapon

agents from European countries to Iraq, and concluded that Iraq had spent approximately $100 million on

its BW program between 1980 and 1990, and at the time of its invasion of Kuwait, was producing and

stockpiling BW agents at perhaps a dozen sites within Iraq.' Iraq had also procured 15 agricultural

sprayers from an Italian firm for use for bacterial insecticide spraying by aircraft.

Personnel.

According to its disclosures to UNSCOM, Iraq claimed to have operated and managed this entire

program with one or two Ph.D. level and one to three masters level scientists, in addition to about 100

laboratory technicians and a larger number of support personnel' Another report indicated that Iraq

'US Chemical and Biological Warfare-Relatied Dual Use Exports to Irau and Their Possible Impact on the
Health Conseouences of the Persian Gulf War. A lt. Committee on Banidng, Housing, and Urban Affairs,
US Senate, May 25, 1994, pp. 264-275.

3"Flrms Said Involved in Iraqi CW ProjectW, Hamburg DPA, in FBIS-WEU-89-015, January 25, 1989, pg.
5; "Doing Business with the Lisey of Other", Der Spileg. January 23, 1989, in FBIS.WEU-89015, pp. 5-9.

ref #24 (above), pg. 276; MlUN Pmbe Iraq on Chemical Weapons, Wahinton Tfmes December 20,

1994.

J. Tucker, December 1993, op. cit, pp. 240-241.

Raymond Zilinskas, UNSCOM and the UNSCOM Experience in Iraq', presentation to the panel on
UNSCOM at the American Society of Microbiology meetings, May 22, 1995; to be published in Policy and the
Life Sciencet August 1995.
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reported to UNSCOM that "10 scientists" had been engaged in the BW program. This is extremely

implausible, if not to say impossible, judging by nothing more than the number of culture types that were

acquired. This is one area in which one can most particularly expect to see further disclosures. The

cultures were procured by a half dozen nominal institutions or ministries, but these may conceivably have
been way stations to the laboratories that actually received and worked with the cultures. Salman Pak is

assumed to have been one of these sites.

The Individual that Iraq declared to have been the head of their BW program, Dr. Rihab Taha,

took her doctorate degree at a British university. However, if there were a far greater number of scientists

involved in the Iraqi BW program than has so far been declared, it would seem plausible that Dr. Taha

was not likely to have been the program's head, either. In circumstances where it is generally assumed

that Iraq did not make a full disclosure of its past activities, Iraqi officials would presumably not have

chosen to place its actual BW program head at the point of the direct brunt of UNSCOM's questioning.

Iraq sent its students for training in microbiology for the most part to European universities, particularly

British ones. Iraq has a half-dozen medical schools that could be presumed to have Departments of

Pharmacology and/or Microbiology in their faculty, in addition to several technological institutes that

might also be able to train researchers in relevant disciplines. It has been estimated that there may be 20-

30 microbiological scientists in Iraq at the Ph.D. level, with an additional number in teaching positions

in universities, and between 50 and 100 with masters degrees. Scientists in many other disciplines could

additionally have participated in different aspects of a BW R&D program. In its August 1995 disclosures,

Iraq detailed exactly such collaboration and assistance to its BW program by other of its weapon

development institutes and personnel: weaponization was cared out with the assistance of Iraq's

chemical weapons establishment at Muthanna.

External Assistance

it has been suggested that European companies were misled, unknowingly, in providing the basic

A lm George, "Tess o( Iraqi Biological Weapon Don't Abate; Officials Verify Scientists' Effixs,
Washinttn . December 24, 1994. (The above comments expressing my scepticism of the Iraqi claims
regprding personnel were written in June 1995; the disclomues in August make certain that hundreds of Iraqi
xiestK had to have been involved In the BW program.)
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infrastructure of Iraq's BW program. Certainly, technical experts would have remained at the sites

constructed as turnkey plants, to ensure that startup proceeded properly, to see that plant personnel were/
trained, that equipment was maintained properly. In addition to the West German and French equipment

referred to previously, Iraq also reportedly procured fermenters from an Italian company. Olsa, and a

Swiss company, Chemak.3' A West German TV report in January 1989 claimed that ".. . scientists and

technicians from the Federal Republic had helped in the construction of a biological weapons factory south

of the Iraqi capital", which could have been either Salman Pak or AI-Hakam. 32 When the issue was raised

by the SPD opposition in the German parliament, the government replied that it".. has no real proof

usable in court of involvement by German firms and senior employees in the development of

bacteriological weapons in Iraq". No further details have appeared on the numbers of West German

personnel that were in Iraq, for how long, and precisely what they did, beyond the identification of several

of the construction firms noted previously.

In 1994, James Woolsey, then Director of the US Central Intelligence Agency, stated that the Iraqi

BW capability hadn't been harmed by the war or by the inspections. AI-Hakam had escaped bombing

in 1991, and its equipment was partially removed to warehouse storage after the war's end, sites which

have since been visited by UNSCOM inspectors. Writing early in 1993, an assistant to the Director of

UNSCOM summarized the inspection and control situation at that time in a most pessimistic light:

"Iraq signed up to the cease-fire conditions in the UN Security Council Resolution 687.
While this resolution was adopted under Chapter VII of the Charter, and hence binding
on all states, including Iraq, and remains so, Iraq was required to officially acknowledge
its acceptance of its terms for cease-fire to enter into effect. This it did on 6 April 1991.
In other words, Iraq chose to accept the conditions contained therein rather than the
consequences of not signing up. Furthermore, as a cease-fire arrangement, if Iraq were
subsequently found to be in material breach of the terms, a legal case could be made that
the situation post ante would prevail again. Therefore, it was reasonable to assume that
Iraq, however reluctantly and even if it argued that it had accepted the terms under duress,
would abide by its obligations under that resolution...

"The UNSCOM process was initially envisaged as having three phases:

"1) Full disclosure by Iraq. through written declaration, of all aspects of its past
programmes to acquire the weapons banned to it under the terms of the cease-fire and its
holdings of such weapons, Lacked up with the verification of these declarations by means

"William Satire, "Iraq's Threat: Biological Warfare, New York Tunes, February 16, 1995.

"Hamburg DPA, op. cit. See also T. F. O'Boyle, 1989, op. cit.
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of open-sources, immediate on-site inspections, and information provided to UNSCOM
by Member States;

"2) UNSCOM, together with the IAEA in the nuclear area, would supervise and verify
the destruction of Iraq's current holdings of weapons, ancillary systems, and facilities for
their production, testing, and repair, and

"3) Establishment of twin regimes to monitor Iraq's imports and exports on the one hand,
and its Indigenous dual-capable civilian industry on the other, in order to ensure that Iraq
did not reacquire the banned weapons systems and means for their production...

"While, as noted above, Iraq formally accepted in writing the terms of the cease-fire
resolution, it has never acknowledged its obligations under Resolution 707 and 715
(1991). Indeed, it has gone so far as to call them 'arbitrary', 'illegal', and such as to
'undermine the UN Charter'. Recently, Iraq has said that it will never accept Resolutions
707 and 715.

"This issue Is crucial to the fulfillment of UNSCOM's mandate. Without the full
declarations demanded in Resolution 707, UNSCOM can never make a determination that
it has found all Iraq's banned weapons capabilities. Without Iraq's acknowledgement of\
the terms approved by Resolution 715 for long-term monitoring of its obligation not to
reacquire the banned weapons capabilities, UNSCOM cannot be sure under what terms
monitoring would proceed once sanctions and the oil embargo were lifted. Consequently,
if Iraq maintains its current position, UNSCOM will not be able to determine that it has
identified all banned weapons capabilities, that it has destroyed them, and that it is
effectively monitoring the long-term situation...

"Each time Iraq was found to have lied or concealed items, or sought to obstruct
UNSCOM in Its work or to'limit its rights, questions were raised about the motives for
such actions and Iraq's long-term intentions, with the consequence that the burden of
proof on Iraq increased. The longer Iraq falls to cooperate fully and honestly, the more
UNSCOM will be forced to resort to more intrusive methods in order to obtain the
information necessary for it to conclude its task. UNSCOM introduced, at an early stage,
U-2 aerial surveillance and its own helicopters for the transportation of inspection teams.
It introduced new types of inspections, such as document searches, and subsequently
introduced aerial surveillance from helicopter too...

"Puture prospects depend on two prime factors: Iraq's actions and the continued solidarity
of the Security Council in Its determination to see Iraq comply. Without the latter,
UNSCOM can hope to achieve little more. Currently, it has to be assumed that Iraq
would seek to reacquire the banned weapons systems as soon as sanctions are lifted and
the Inspection regime discontinued or rendered inefficient But, if Iraq cooperated, the
process could move forward very quickly. Efforts must, therefore, concentrate on
convincing Iraq that it is in their own best interest to cooperate. For this to happen, Iraq
must be made to believe that the determination of the Council is unmovable and that
sanctions will not be lifted until Iraq is in compliance. Conversely, Iraq must also have
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the bxentivc dat, if it meets the Council's demands. sanctions will be lifted.""

With the latest disclosures on the Iraqi BW program in August 1995 being so drastically different from

all that preceded It, it is possible dit a major break in the situation has been achieved, but its

completeness remains to be verified.

33 ru Trcvn, "Assumat o dke NSCOM Verificatmion Process", in Steven Malaija & Lynn Bourque
(editors), Proliftm and Jbaowaiow Secour vMMn RPs c Ver.ficatio Confidence Building, and
P . CISS, York Urnhsy, Toromo, Caida, 1993, pp. 151-154.
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CHINA

The United States arms control compliance reports of 1993 and 1994 stated that "the United States

believes that it is highly probable that China has not eliminated its BW program since becoming a State

Party to the Convention In 1984".1 The same passage had been deleted by presidential assistants in 1991

and 1992 from both classified and unclassified versions of the report for reasons that are disputed.

Chinese officials denied the charge when questioned by Bush administration officials. The 1995

compliance report was only slightly more expansive:

"The United States believes that China had an offensive BW program prior to 1984
when It became a party to the BWC... The United States government believes that
based on available evidence, China maintained an offensive BW program throughout most
of the 1980's. The offensive BW program included the development, production,
stockpiling, or other acquisition or maintenance of biological warfare agents. China's
CBM mandated declarations have not resolved concerns about this program and there are
strong Indications that China probably maintains its offensive program. The United States
government, therefore, believes that in the years after its accession to the BWC, China
was not in compliance with Its BWC obligations, and that it is highly probable that it
remains noncompliant with these obligations."2

Further information appeared in a 1993 press report:

"The US intelligence community is worried that China may have revived and possibly
expanded its offensive germ weapons program, according to current and former US
intelligence officials.
"The officials said that, if true, the Chinese effort would violate Beijing's nine-year-old

pledge of adherence to an international treaty barring development, production, and
stockpiling of toxin and biological agents and the weaponry to deliver them.
"US officials are also concerned that neighboring Taiwan may have maintained a germ

weapons program of its own, which also dates from the 1970s - a circumstance that they
say may have encouraged the Chinese to continue their program.
"The officials said US concerns about China are partly based on evidence that China is

pursuing biological research at two ostensibly civilian-run research centers that US
officials say are actually controlled by the Chinese military.
"The research centers were known to Lave engaged previously in production and storage
of biological weapons, the officials said. They said US suspicions intensified in 1991
when one of the suspect biological centers was enlarged. Suspicions heightened further
last spring, after Beijing made what one US official termed a 'patently false' declaration

1'Adhernce to and Compliance with Arms Control Agreements", June 23 1994, US Arms Control and
Disarmament Agency, pp. 11-12. (The sentence was exactly the same in the 1993 report.)

'"Adherence o and Compliance with Arms Control Agreements", May 30, 1995, US Arms Control and
Disarmament Agency, pp. 15-16
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to the United Nations that it had never made any germ weapons or conducted any work,
permitted under international treaties, to bolster defenses against a biological attack.
"But under President George Bush, they said, senior White House officials repeatedly

stripped a strong expression of concern about the suspected Chinese germ weapons
program from unclassified versions of an annual report on arms proliferation that the
intelligence community prepared for Capitol Hill.
"Only last month did the inteligence report, which is required by law, state for the first

time in an unclassified passage that 'it is highly probable that China has not eliminated
its BW program' since agreeing to do so in 1984. Bush approved the little-noticed report
on Jan. 19, his final full day in office, before sending it to the House and Senate
committees on foreign affairs. -
'Thbe White House deleted this conclusion about China's activities - a conclusion

representing a consensus of all relevant US agencies - from both classified and
unclassified versions of the report in 1991 and 1992, the officials said, causing some
intelligence analysts to accuse the White House privately of political censorship." 3

The operative sentence regaining Taiwan in the 1994 compliance report reads

'There is some evidence to indicate that Taiwan may have a program, but the evidence
is not sufficient to determine if Taiwan is engaged in activities prohibited by the BWC."

and in the 1995 report.

"The United States believes that Taiwan has been upgrading its biotechnology capabilities
by purchasing sophisticated biotechnology eqipment from the United States, Switzerland,
and other countries... The evidence indicating a BW program is not sufficient to
determine if Taiwan is engaged in activities prohibited by the BWC."

(The Russian 1993 proliferation report states that "Taiwan does not have biological weapons.")

'R. Jeffrey Smith, "China May Have Revived Germ Weapons Program, US Officials Say', Washington Post,
February 24, 1993.

It is possible that the two laboratories are the Institute of Epidemiology and Microbiology Chauaping, in
Beijing, and the School of Medicine in Shanghai; laboratories at these two sites placed orders for strain cultures
with the CDC in 1988 and 1990. Although that alone is not evidence of a treaty infraction, it may serve to
identify the institutions
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SOUTH AFRICA

A surprising disclosure was made in February 1995: South Africa had initiated a biological

weapons program in 1985 and had maintained it until quite recently. Although production had reportedly

ceased, British and American diplomats were attempting to persuade South Africa to destroy any

remaining materials as well as research records and documentation. Allegedly, however, "President

Mandela has been unable, despite repeated requests, to persuade his military to relinquish the blueprinL

. ."2; "... Mandela's government is not in full control of South Africa's biological weapons program, a

State Department official said."3

The situation has been aggravated by a second factor, the possible diffusion of technology or

process information to a second state: "US intelligence sources reportedly tracked Libyan agents trying

to gain materials, scientists, or information on the program from South African arms and military

establishments."4 President Mandela subsequently acknowledged that South Africans involved In the

country's chemical weapons program, which had allegedly been closed down in 1993, had gone to Libya,

and he added weakly, "we cannot prevent anybody from visiting Libya and we cannot take away the

knowledge that they have."'

The South African program reportedly produced toxins used for the assassination of opponents

of apartheid. However, if weapons were produced, means of assassination would not have been all the

program was Intended for. A spokesman for Deputy President de Klerk claimed that South Africa had

Initiated its BW program because Angolan forces had used chemical and biological agents in combat

Jtanes Adams, "Qadaffi Lures South Africa's Top Gm Warfare Scientists", The Sunday Tmes (London),
February 26, 1995.

Paul Taylor, "Toxic S. African Arms Raise Concern; US Wants Assurance '80s Chemical, Germ
Weapons Prmm Is Dead', Wahibono February 28, 1995.

'Adams, ibid.

'Taylor, ibid.

*taylor, ibid.

-'Chemical Arms experts May be 'Visiting' Libya", Tho Baltimore S March 3, 1993.
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against South Africa.! The claim is a canard, but no correction was ever made by South African officials.

There are no known allegations of Angolan use of BW, and in the alleged instance of CW use, US

intelligence assessments concluded that chemical weapons had not been used.

As for the institutions in which BW R&D might have been carded out in South Africa, the

National Institute for Virology, in Johannesburg, and the South African Institute for Medical Research

have highly qualified virology facilities, but it is not publicly known if the BW R&D work was carried

out at these sites or if it was done in a dedicated and closed military facility. As of the fall of 1995, no

further information had become available regarding the South African program, such as the agents it had

worked with, the degree of weaponization, or the number of researchers it occupied. 7 It is important to

note that the unclassified versions of the annual US arms control treaty compliance reports never referred

to South Africa. This raises several questions: did the classified versions contain such information, or
was information on the BW programs of nations such as South Africa (and possibly Israel) omitted from

the classified versions as well? The combination of the disclosure of the South African program, its

absence from the compliance reports - in 1995 as well - and the disclosure that reference to China was

omitted in 1991 and 1992 even from the classified compliance reports due to an administrative decision

by the Office of the President - make this a plausible question.

"Taylor, op. Cit.

7 The South African embassy in Washingion and the Institute for Defense Policy in Johannesburg have
refused repeated requests to provide any fthe information regarding the former BW program.
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IRAN

The 1994 US compliance report states that "The United States judges that Iran probably has

produced biological warfare agents, and statements by Iranian officials suggest that it has weaponized a

small quantity of those agents."' The 1995 report was slightly more expansive:

"The Iranian BW program has been embedded within Iran's extensive biotechnology and
pharmaceutical industries so as to obscure its activities. The Iranian military has used
medical, education, and scientific research organizations for many aspects of BW
procurement, research, and production. Iran has also failed to submit the data declarations
called for in the CBM's... Iran probably has produced biological warfare agents and
apparently has weaponized a small quantity of those agents."'

The Russian FIS report was, on the other hand, decidedly equivocal, stating that "Iran does not have

offensive biological weapons at this time. But it is possible to say with confidence that there is a military-

applied biological program." 3 In 1988 and 1989 Iran attempted to procure both fusarium and mycotoxin-

producing fungi from Canada and the Netherlands for a laboratory at '-tIman Reza Medical Center,

Meshed Medical Science University, which also does research on chemical weapon agents.' A number

of Iranian microbiologists have worked in the Cuban National Center for Genetic Engineering and

Biotechnology in Havana.

In replying to a series of questions from the US Senate Committee on Government Affairs, the

US Central Intelligence Agency in one instance stated that "Iran and Iraq have missiles and aircraft

capable of carrying nuclear, biological, or chemical warheads... but we believe these countries only have

chemical and biological warheads", and in another instance that "we have no specific information to

discuss about Iran's biological warfare efforts."5

'"Adherence to and Compliance with Arms Control Agreements", June 23, 1994, US Arms Control and
Disarmament Agency, pg. 12.

'Adherence to and Compliance with Arms Control Agreements, May 30, 1995, US Arms Control and
Disarmament Agency, p. 16.

'"Proliferation Issues; Russian Federation Foreign Intelligence Service Report", March 5, 1993.

"Michael Gordon and Stephen Engelberg, "Iran is Said to Try and Obtain Toxins", New York Tiues. August
13, 1989; Purver, op. cit., p. 35.

'"Proliferation Threats of the 1990's", Hewing, Committee on Governmental Affairs, US Senate, Feb. 24,
1993, pp. 180 and 183.
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NORTH KOREA (DPRK)

The unclassified versions of the arms control treaty compliance reports released by the United

States government do not mention North Korea in regard to BW.1 In response to a specific question from

a Senator in 1993, the CIA stated
"We have almost no information on whether Pyongyang seeks to build biological

weapons. Nevertheless, North Korea - if it desires - has the capability to develop classic
biological agents such as anthrax, plague, or yellow fever."2

A US Defense Intelligence Agency report on North Korean military capabilities published in 1991 implied

that North Korea was not working on BW.3 The South Korean Defense White Paper of 1993-1994 says

only "Since the early 1960s North Korea has been pushing forward with research and development as well

as acquisition of biological and chemical weapons and protection and detection equipment in preparation

for biological and chemical warfare."' Although providing further details on North Korean chemical

weapons and production, it contains not another word on biological weapons. The Russian Foreign

Intelligence report is substantially more suggestive:

.... North Korea is performing applied military-biological research at a whole series of
universities, medical institutes, and specialized research institutes. Work is being
performed at these rekerch centers with pathogens for malignant anthrax, cholera,
bubonic plague, and small pox. Biological weapons are being tested on the island

'"Adherence to and Compliance with Arms Control Agreements, June 23, 1994. US Arms Control and
Disarmament Agency, pg. 184. The May 1995 version of the same (unclassified version) reportagain does not
mention North Korea.

3 Prolifemto Threats of the 1980', Hearing. Committee on Governmental Affairs, United States Senate,
103rd Congress, Fist Session, Washington, DC, Femary 24, 1993. p. 184.

3 "Biological warfare has not received the same attention as chemical or nuclear warfare. This could be
because North Korea lacks the technical expertise or because the difficulty in controlling biological warfare,
makes it a less desirable option. North Kora realize that biological weapons are as dangerous to its
own forces as they are to South Korean or US forces, and the North's limited medical services would
make the agents more lethal. Therefore, using biological agents is not a likely option. However, if
North Korea did choose to employ biological weapons, it probably could use agents such as anthrax, plague,
or yellow fever against water and food supplies in the South's rear area."
'North Korea, The Foundations for Military Strength", US Defense Intelligence Agency, November 1991, pg.

62. There is no apparent reason why the agents mentioned should therefore have been indicated.
Efforts since 1992 to obtain declassification of DIA and CIA documentation regarding North Korea have

resulted in obtaining no more than the title page of a 1975 (1) study: "Biological Warfare Capabilities - Asian
Communist Countries (U);" Defense Intelligence Agency; ST-CS-03-148-75; CY, ST-S-4-2704.

Defense White Paper. 1993-1994 The Ministry of National Defense, The Republic of Korea, Seoul. Korea,
1994.
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territories belonging to the DPRK. No information indicating that these programs are
offensive in nature has been received."

The final sentence is a contradiction in terms: The testing of biological weapon is by definition
"offensive", and in violation of the BWC.

One author, with information apparently derived from a combination of Korean Central

Intelligence Agency and US Defense Intelligece Agency sources, has claimed that North Korea has a

dedicated BW program, has identified institutions allegedly participating in that program, that it is

producing biological munitions, and is additionally aiding other countries "with the technology and

assistance required to develop, produce, and offensively employ chemical and biological weapons",

alleging such cooperation for BW in particular between the DPRK and Syria.' There is no other

corroboration for thes allegations. He suggested that:

"Reports suggest that there are two laboratories and four research facilities engaged in
this research. Included within these are the Institute of Microbiological Diseases at the
Academy of Medical Science, the Medical Research Institute at the Academy of National
Defense Sciences, and a facility known only as the 'No. 25 Factory.' Some advanced
genetic research is currently occurring within Kim f-Song University. Whether this is
connected to the DPRK's BW program is presently unknown."
"It has not been determined when the DPRK actually initiated the production of

biological agents for offensive employment. Such a capability currently exists and is
believed to have existed at least since, the early 1980's. possibly earlier. Limited
production of biological agents may be conducted at research facilities but it is possible
that separate production facilities exist."

SProliferation Issues: Russian Federation Foreign Intelligence Service Report, pg. 29.

'Joseph S. Bermudex, Jr., "Norh Korea's Chemical and Biological Warfare Arsenal", Janes Intelligence
Review, May 1993, pp. 225-228.

In a 1989 manuscript ("Korean People's Army NBC Capabilities", Febnuary 5, 1989). Bermudez had
written

"While the Soviet Union and the PRC have definitely provided the DPRK with chemical agents, they
are not believed to have provided any direct assistance in the development of biological weapons. Sitch
capabilities are believed to have been developed indigenously. DPRK biological warfare research is believed
to have begun sometime during the mid-1960s and to have focussed on 10 different strains of bacteria
including: anthrax, cholera, bubonic plague, smallpox, and yellow fever. At present, it is believed that the
DPRK has not employed genetic engineering or advanced bio-technology to develop these bacteria. The
primary facilities engaged in this research ae the "National Defense Research Institute" and the
"Medical Academy." However, the exact location of these facilities is presently unknown. It is not
known whether the DPRK actually initiated the production of biological agents for offensive employment.
However, such a capability presently exists and is believed to have existed since at least the early 1980s and
possibly earlier. Limited production of biological agents may be conducted at the "National Defense
itsearch Institute and the Medical Academy', however, it is more probable that there exists separate
production and research facilities."
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In 1994 a South Kosan publication carried information, allegedly supplied by a North Korean defector,

that Identified, In addition to a "Chemical-Biological-Radiologica Research Center" associated with the

North Korean armed forces:

"North Korea's bacteriological-weapons-related organizations include Kim Il-son
University, Pyongyang Medical College, Pyongyang Military Medical College, the
Institute of Microbiological Diseases under the Pyongyang Academy of Science, the
Bacterium Research Institute under the Second Academy of Natural Sciences."7

7U Chong-chang, Seoul COwnan Choson June 30,1994: in FBIS-EAS-94-126; June 30 1994, pg. 38-43.
The greatest portion of the article concerned the North Korean nuclear program, alleging underground

nuclear teso and other reputed details which cast great doubt on the credibility of any of the information
provided in the entire article.



333

46

Other Counties: Syria. Eitvit. Libya. India. Israel

The 1995 US compliance report states

"Syria has signed but not ratified the BWC... The United States Government reaffirms
its previous judgment that based upon the evidence available to date, it is highly probable
that Syria is developing an offensive biological warfare capability."

The Russian P.I.S. report claimed the opposite:

*... There is no reliable information about the existence of biological weapons in Syria
or a directed program for the creation of an offensive potential in the biological realm."

The 1995 US compliance report states

"Egypt has signed but not ratified the BWC... The United States believes that Egypt had
developed biological warfare agents by 1972. There is no evidence to indicate tit Egypt
had eliminated this capability and it remains likely that the Egyptian capability to conduct
biological warfare continues to exist."

The 1993 Russian FIS report is contradictory, stating both the presence and absence of BW agents:

"The country has a program of military-applied research in the area of biological weapons,
but no data have been obtained to indicate the creation of biological agents in support of
military offensive programs. The research programs in the area of biological weapons
date back to the 1960's. As we all know, in the early 1970's President As-Sadat
confirmed this, announcing the presence in Egypt of a stockpile of biological agents
stored in refrigerated facilities. Toxins of a varying nature are being studied and
techniques for their production and refinement are being developed at the present time by
a national research center."

The 1995 US compliance report states

"Evidence suggests the Libyan govennent is seeking to acquire the capability to develop
and produce BW agents. Such development or production would violate key provisions
of the BWC. Libya has also failed to submit the data declarations stpulated in the
CBM's... Evidence indicates that Libya has the expertise to produce small quantities
of biological equipment for its BW program and that the Libyan Government Is seeking
to move their research program Into a program of weaponized BW agents."

The reference to ".. .seeking to acquire..." presumably refers to recent attempts to procure information

from South African scientists. The 1993 Russian F.I.S report went a bit further

"There Is information indicating that Libya is engaged in initial testing in the area of
biological weapons. At this stage the Libyans are displaying particular interest in
information on work involving biological agents overseas. In contacts with representative
of other Arab countries, Libyan specialists are expressing a willingness to fund joint
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biological programs, including ones of a military-applied nature, provided that they are
not undertaken on Libyan territory."

India:

Only the 1993 Russian F.1 S. report makes reference to India:

"India does not possess offensive biological weapons. However, it does have considerable
potential in the field of biotechnology. The nature of the work of certain civilian research
centers cooperating with the Defense Ministry suggests that its results could be used for
military-applied purposes, primarily in a defensive aspect. No fewer than five military
centers are involved indevelopuents in the military-biological area. The programs being
conducted by these research centers are of a classified nature.*

It is known that the Indian government examined the question of whether it should initiate a BW program

some time around 1970, roughly at the same time as it made the final decisions to construct a nuclear

weapon.

imd:

As long ago as 1974, US military officials testified to the Senate Armed Services Committee that

they had been informed by Israeli counterparts that Israel had an offensive chemical capability.' In

response to a question by Senator Nunn, General Almquist replied that he did not know about a biological

capability. It became known in 1993 that the USSR had recruited the former Deputy Director of the

Israeli BW R&D program, Dr. Markus Klingberg, as a spy He was arrested by Israel in 1983. He had

worked at Ner Ziona, "a top secret institute near Tel Aviv that does research in chemical and biological

warfare."3 Notably, Israel has never been listed by the US as maintaining a BW R&D program, nor is

it referred to at all in the unclassified versions of the annual arms control treaty compliance reports. The

Russian P.I.S. report released in 1993 stated in regard to Israel: "There is no direct evidence of the

presence of biological weapons in Israel."

IFY 1975 DoD Authorization Hearings. Part 5 (R&D), Senate Armed Forces Committee,
Match 7, 1974; pg. 4931.

3'Zwolf Jahre Gefangis Fur Israeischen Oberst Sprunage Zugunsten der Sowjetunion. Nie" u Zace
zeitng Septnmber 2, 1993.

'Clyde Haberman, "Israel Lifts Secrecy Veil from Spy Convictions", New York Tnes May 4, 1995.

'Proliferation Issues: Russian Foreign Intelligence Service Report; in JPRS-TND-93-007, March 5, 1993,
pg. 24.
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The Potential Use of BW by Extra-national, or "Terrorist" Grou.

There have been many warnings over a period of several decades of the possible use of BW by

terrorist groups. The reason given is the ostensible ease of preparation of such agents. Nevertheless to

this date no such use has ever taken place. The most serious attempt to produce an agent, which

nevertheless failed, was made by the Japanese Au Shinrikyo group in the early 1990s. The same group

did go on to manufacture and use the chemical agent Sarin in 1994, and then in March 1995 in Tokyo.

There is also a record of threats by several groups or individuals to use BW, and some indication of the

nature of these can be given.

The first thorough review of this subject, a substantial monograph titled Chemical and Biological

Terronsm, became available in June 1995.' The author divided his examination into five parts.

(1) threats to use BW, without any evidence of actual capabilities,

-b (2) unsuccessful attempts to acquire BW,

(3) actual possession of BW agents, /

(4) attempted unsuccessful use of such agents,

(5) their actual "successful use."

I have selected several events recorded in the past thirty years by way of example of developments

in this area:

(1) In the 1960's Robert Depugh, the owner of a veterinary medical products supply company

named the Biolab Corporation, in the state of Missouri, headed the largest paramilitary right wing

organization in the United States, the Minutemen of America. He claimed to have "... . a number of our

1 Ron Purver, Chemical and Biological Terwrism: The Threat According to the Oven Literature Canadian
Security Intelligence Service, June 1995. pp. 3 to 57.

See Also:
Jeffrey A. Simon, Terorists and doe Potential Use of Biological Weapons: A Discussion of

Possibilities. RAND Corporation, R13771-AFMIC. December 1989.
BJ. Bekowitz, eL. al.. Superviolence: The Civil Threat of Mass Destruction Weapons, ADCON

Corporation, A 72-034-10, September 1972.
"Terrorism and Biological Weapons', pp. 35 to 44 in Technology Against Terrorism: Structuring

Security Office of Technolody Assessment, January 1992.
Robert S. Root-Bernstein, "Infectious Terrorism", Atlantic Monthly, May 1991, pp. 44-50.
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own physicians and bacteriologists working on the productior of biological agents. . Most of this

research goes on after hours in public and private institutions where they hold a regular job during the day

and have an opportunity to moonlight a few hours in the eveni ig on their own." He claimed that his

associates were researching classical BW R&D subject matters, "... such as... the selective breeding of

various pathogens in order to increase or decrease their virulence and to renter them resistant to

antibiotics." 2 He referred to equine encephalitis virus as one of seven agents his group had selected to

work on. He also claimed thai he had personally produced Sarin at his company's facilities "and

elsewhere across the country". None of these claims were ever v Jlidated by any other source, and there

is no knowledge that any of the agents implied were actually ever produced, or were ever used. It is not

known whether any of the claims-were more than bluster and a cemonstralion of the ability to use the

right phraseology.

(2) An attempt was made to extort funds from the Brandt government in Germany in 1973 by

an individual or group threatening to pollute "shopping centers, hott Is, factories, and city water systems

with deadly bacteria". 3 Nothing occurred following the blackmail attempt.

(3) Somewhere between 1980 and 1984 (ostensibly equatly expert sources with access to

classified US government records dispute the date) the bathroom of a Pt ris apartment was found to contain

flasks of clostridium botulinum. The apartment was a "safe house" of the West German Red Army

Faction, also known as the Baader Meinhoff Group. Although the public record does not indicate that

the material was produced at that location, the work is attributed to one of the group's members, Silke

Maier-Witt, who was a medical assistant by profession.

(4) Some time in the mid-1980s the Tamil Elaam secessionist groups, waging a war of secession

in Northern Sri Lanka, released a communique threatening to wage biological warfare against the

V& Norden, The Pvamilitmy Right% Payboy M , June 1969, pp. 103-104, 146. 242-264.

'"Bacteria Terror Threaened in West German Extortion Bid", IntLHerald Thnbi" November 23,
1973.

' Ron Pwerv, op. cit., pp. 36-37.
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government.5 They described four operations that they could carry out. Two of these targeted the human

population: the transport and introduction of the natural vectors for River Blindness (a snail) and Yellow

Fever (mosquitoes) into the south of the country. The remaining two were threats of transporting and

introducing two and-plant agents, against the rubber trees and tea bushes which make up two of Sri

Lanka's major export products. The Tamil Elaam was a group that had unquestionably demonstrated an

aggressive willingness to take virtually any action - massacres, assassination of the Indian head of state

(Rajiv Ghandi) as well as that of Sri Lanka and other senior Sri-Lankan politicians, tht use of suicide

volunteers - and some facility with using somewhat advanced technologies, such as demolition frogmen.

The communique which stated their intentions sounded as if they knew what they were doing.

Nevertheless there is no evidence of their having carried out any of the four BW operations. (After the

March 1995 events in Tokyo they also threatened to use Satin in attacking government (military)

facilities.)

(5) In March 1995, two members of an American right wing militia, "the Minnesota Patriots

Council were convicted of conspiracy charges for planning to use a lethal biological poison called ricin

to kill Federal employees and law enforcement ageWts".' Ricin would technically be considered a toxin.

The conspiracy was apprehended before any actual use occurred.

(6). In 1995 a member of an American right wing racist group (Aryan Nation) who was a

qualified microbiologist and maintained a small laboratory in his basement, ordered samples of bubonic

plague from the American Type Culture Collection, because "he needed the bacteria to conduct

'biomedical research using rats to counteract immanent invasion from Iraq of super-germ carrying rats".

or, alternatively, "because he (was) writing a research book".7 The individual was arrested, and the

cultures, as well as explosives, were recovered.

(7) On March 20, 1995, members of a Japanese religious sect, the Aum Shinrikyo (Supreme

Truth) released Satin gas in a carefully prepared attack in the Tokyo subway system. Mortality was

5Rohan Gunaratna, War and Peace in Sri Lmk& Institute of Fundamental Studies, Sri Lanka 1987, pp. 51-

52.

'Bob Herbert, "Militia Madness". New York imes June 7, 1995.
7
Michael Janofsky, "Looking for Motives in Hague Case, New York Times, May 28, 1995.
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fortunately quite low. The same group had also intentionally released Sarin a year before, with several

deaths resulting, but had not been apprehended. Following the 1995 attack Japanese police begun a

months long process of searching the extensive facilities owned by the sect - over a hundred individual

buildings and sites - something which had not been done previously. In addition to hundreds of tons of

Intermediate chemicals that had been stockpiled for the production of chemical weapons, police discovered

that the sect had been attempting for several years to prepare botulinum toxin for use as an aerosol

weapon. "160 barrels of peptone" media were found in one of the buildings In the village of

Kamikuishikd, also the site of the group's CW production facility.$ The group had procured four

fermenters, a vacuum dryer and a milling machine, and had tested their product on guinea pigs. However,

in several years of efforts the group had failed to produce botulinum toxin!

There are two significant aspects of the Au Shinrikyo attempt. The first is that although it

appears to have been the most serious attempt on record, and as will be seen in a moment, with no lack

of resources and time, It failed. The second is that the perpetrating group was most certainly not an

ordinary "terrorist" group. It would be useful therefore to look at both the characteristic of the group, and

the resources that it applied to produce a BW agent:

- it was a religious sect.

- its teachings were apocalyptic.

- its devotees were exposed to classical aspects of the more severe forms of indoctrination and

"brainwashing": enforced isolation, psychological deprivation, forced separation of family members,

isolated living, food deprivation, etc.

It had abducted and killed civilians that it considered "enemies".

- the leadership of the group, at least at one time, had political presumptions; some 25 of its members
had run for seats in Japan's parliament only a few years before.

- the group was administered as aminiature government, with "ministers" and sectorial responsibilities.
Its leader "apparently envisioned a 'sovereign state' with its own government and the ability to wage

'Andrew Pollack, "Japanese Police Say They Found Germ-War Material of Cult Site", New York Time,
March 29, 1995 (as reported by Main'chi-Shimbum).

'Kyle Olson, personal communication, May 26. 1995. See also Ron Purver, op. cit, pp. 153-190; pp, 164-
166 sod 168-170 pertain in particular to dhe group's attempts in BW.
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war with guns, bactera, or nerve gas". 10

- it had a most extravagant access to financial resources, estimated as being between 1.2 and 1.6 billion

dollars.
- ft maintained several front companies for procuring advanced western production equipment and

extremely large stocks of chemical intermediates.
- it had also recruited a small staff of qualified scientists, ("around thirty..."), some of them at the post-

doctoral level and with experience in industrial and medical R&D. These supervised about 100
laboratory technicians. These, with the combination of funds, western equipment, arid industrial

intermediaries, had succeeded in producing Sarin.

Despite continual apprehensiveaess on the part of experts over the decades, there have been no

instances of BW use by terrorists. This has frequently prompted the question of "why not?"
It seems very likely that experts and analysts have been much too "optimistic," and that BW isn't all

that easy for an untrained group to produce. In addition, other things may be very much easier to do and

the materials to carry them out acquired, or more readily provided by patron states. Sophisticated plastic

explosives were available by the ton, digital timing devices are legally purchasable. In some instances,

the relative discreteness of effect of an explosive may be what the terrorist group desires; however, if an

explosive device is placed in a market place or a bus station, it is difficult to imagine that the terrorist

group would not be quite satisfied--in fact, would consider it altogether desirable-if it could kill ten or

100 times as many people in the same act To produce BW, one does need a laboratory, equipment, and
appropriate knowledge and experience; the failure of the Japanese Aum group after several years of effort

in this resp-ect would indicate exactly that.

Except for the Aun case, in which the effort to produce a BW agent did not succeed, no evidence

has appeared over the decades indicating whether BW was considered by terrorist groups, if so, why it

was rejected, or if not, why it was not. For example, in the case of the quite specific Tamil Elam threat

described above, it is not known if the threat was never more than a bluff, or if there ever was any serious

intention and effort to carry it out at any point.

It Is frequently argued that the acts of terrorist groups are intended to gain the sympathy of the pubic

for their cause, and that the use of BW would presumably be counterproductive from that viewpoint.

However, historical experience undercuts that basic premise. It is clear that terrorist groups do not mind

killing people, including innocent civilians in sizable numbers. The sabotage of aircraft (Lockerbie,

French airliners over Africa) and bombings (from market places, taverns and department stores to

"0Andrew Pollack, "Japanese Sect May Struggle to Get by Without Its Leaders", New York Times. May 17,
1995.
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Oklahoma City and the World Trade Center. the latter carrying the potential of deaths in the thousands)
make that clear. They also don't hesitate to assassinate heads of state or other major political figures
(Indira and Rajiv Gandhi, Lord Mountbatten, Aldo Moro, attempted assassination of Prime Minister
Thatcher. etc.), which earns them no sympathy at all, not even in the eyes of a selected or targeted
population to whom the act might be assumed to appeal. They have their own cost-benefit analyses
regarding the desirability of particular acts they carry out, and the assumed consideration that they would
not do something that would alienate the general public and cost them its sympathy is not substantiated.
(Although not a traditional "terrorist" group, the use of CW by the Japanese Aum group would certainly
bear this out.) In addition, the aim of some terrorist groups is not to gain adherents or earn public
sympathy, but simply to disrupt society, and, in some cases, even to topple the national government.
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Biological Weavons Arms Control Since 1975

The Biological and Toxins Weapons Convention (BWC) entered into force in 1975 and currently has
over 130 States Parties.' The BWC prohibits the development production, and stockpiling of microbial
or other biological agents, or toxins, of types and in quantities that have no justification or prophylactic,
protective or other peaceful purposes, and weapons, equipment. or means of delivery designed to use such
agents or toxins for hostile purposes or in armed conflict The BWC was also of unlimited duration, and

additionally provided that if a majority of the parties to it agreed, review conferences could be held every
five years. These majorities were obtained, and a review conference has been held every five years since
the BWC came into force in 1975.

There were, however, two major drawbacks to the Convenition. First, there was no prohibition on
research; all research was permissible. Therefore the development and production of "quantities" that
could be justified for "proteaive", or defensive research, were permitted. There was no mention of
offensive" or "defensive" research -wresearch" was not mentioned at all - and hence no discussion of a

distinction between the two, or if any could be drawn. There was, in addition, no definition of the
boundary between research and "development", which is prohibited. For example, the parameters of the
"quantities" were not delineated. Second, there were no provisions for vedfication of any sort. In 1972
the USSR was totally opposed to any consideration of on-site verification. In more recent years, once
verification could be considered, the first set of problems would pose the greatest difficulty: distinguishing
between legitimate "protective" or "defensive" biological research programs and those intended for

offensive use.

Following the anthrax accident at a military BW facility in the USSR at Sverdlovsk in 1979, the US
attempted to make use of the consutation provision under Article 5 of the BWC The US diplomatic
effort was crdcazed for not having been hauled well, but It is incoelvable that the USSR would have
provided valid information under any cItvumstuies given the mnate of the accident and what it would

'The history of Biological Weapons arms comol negotuons, before and after the achievement of the
Bilogical Wealos Convendtio am docamented in, among souer cries,

Jozef Goldbat, Vol. 4: CO Disuumeat NeOtiaions. 1920-197 in The Problem of-Chemical and
Bioo"a Warf'" SIPR Stoddiohn bernatiorvJ Peame Reseam Instithie, Almquist and Wiksell, and
Humanities Press, 1971.

- Robert W. Lamnbat and Jea EL Mayer. ltmaional NeAmaow on the ioawical-Weons and Toxin
Convention United Stales Arms C(e and Disarmament Ageny, May 1975.

SNholas A. Sims, 7e Dbkmo y of fBioalcal Dim e-at V=c tdes ( ofa Treat in Forc. 1975-
., Mwdan Press, Lndon, 198&

Annual updates on the fate of the negotiations mp frequenly bit inermiteny in the United Nation
Dinnamer Yent (vol. 19 being the 1994 Yearbook), and in h SI.RI Yearbook Wodd Armaments ad
Dsrmament which has beea. - smally ske 1968W.
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have disclosed. In 1984 t US declared the USSR in violation of the BWC but did not lodge a complaint
with the United Nations Security Council, as it was entitled to do under Article 6 of the BWC, a procedure
that could also have been followed in 1979. A Soviet veto of any such US initiative in the Security
Council would have been likely in 1979 or 1984, but would at the same time have impugned Soviet
compliance.

The second review conference took place in 1986, following the transition to the Gorbachev
administration In the USSR. There were two important outcomes. First it decided on four "Confidence
Building Measures" (CBMs)? These were to be "politically binding", but not mandatory. They were:

(1) the declaration of all high containment facilities and of defense facilities: exchange data on high-

security containment facilities (all BL-4 laboratories, and BL-3 ones at defense facilities), including

providing data on their work programs.

(2) The declaration of unusual outbreaks of disease: exchange information on unusual outbreaks of

diseases, (unusual in terms of the detection of a new, possibly unique disease, and/or a disease at a

location where it his never before been observed).

(3) The encouragement of the publication of the results of research: encourage the open publication

of results from bacteriological and biological research.

(4) The encouragement of international contacts between scientists: actively promote international

contacts between biological researchers, including promotion of joint projects between them, directly

related to the BWC.

In addition, to resolve the type of situation brought about by the unresolved allegations of the United

States against the USSR, it was decided that, under Article 5. a consultative meeting would be promptly

convened at the request of any signatory nation that asked for one in order to consider a specific

presumptive violation. In April 1987 an ad hoc meeting of experts met and established the procedures

for the information exchanges. 3 The first exchange was to be completed by October 15, 1987.

Subsequently, submissions were to be provided each year. The third review conference, to take place in

1991, would decide whether to make any changes in the procedure.

'For summaries of the first and second BWC Review Conference, see Raymond Zilinslas "Biological
Wafre and ie Third Word, Policy and te Life Sciences 9:1 (August 1990). pp. 59-75. The discussion
above follows his preseir atin.

See also Final Document, Second Review Conference of the Parties to the Convention on the Prohibition of
the Development. Production, and Stockpiling of Bacteriological (Biological) and Toxin Weapons and ot, Their
Destruction. BW"ONF. IJ/13, September 30,1986.

'Ad Hoc Meeting of the Scientific and Technical Experts from State Parties to the Convention on the
Prohibition of the Development, Production, and Stockpiling of Bacteriological (Biological) and Toxin Weapons
and on Their Desruction, BW/CONP. IIEX/ April 21, 1987.
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When the third BWC conference was convened in September 1991 there had been several significant

intervening developments:
- The Gulf War had just ended, and in it there had been the possibility of use of both biological and

chemical weapons by Iraq. Moreover, Iraq had been a signatory of the BWC.
. For the above reason, as well as for others, there was greater interest in BW proliferation.
- The USSR was being extremely cooperative in strategic arms control negotiations, and for the first

time, provisions for on-site inspection had been written into the Stockholm CBMs in 1986 and

into the INF Treaty by the end of 1987.
- It was by then more or less clear that the Chemical Weapon Convention, then under negotiation,

was going to have rigorous verification provisions, including on-site inspection.
- The record of submission of the voluntary declarations was poor. As it turned out, only 13 states

submitted CBM declarations in 1987, 24 in 1988, 28 in 1989, 36 in 1990, 41 in 1991, and 35 in

1992. Many of these were no more than a single line stating compliance. It took five years

before a third of the state parties to the BWC provided declarations.

All of these factors combined to produce a very substantial interest for stronger verification provisions in

the BWC on the part of a substantial number of the state parties attending the review conference. Seeing

both the obvious need for strengthening, and the opportunity provided by the changed international
political circumstances, there had been a good deal of thinking ani preparation by both governments and

NGO's in advance of the Review Conference. 4

The Third Review Conference first reaffirmed the four CBM's established in 1986. It then added

three more: the declaration of national legislation related to the BTWC; the declaration of past activities

in offensive/defensive biological research and development programs; and the declaration of human

- Symposium on Improving Confidence building Measures for the BW Convention, National Defense
Research Establishrnent, Umea, Sweden, May 1990.

- Erhard Geissler (ed.), Strenuthening the Biological Weapons Convention by Confidence Building
Measures, SIPRI Chemical and Biological Warfare Studies, No. 10, Oxford University Press, Oxford,
1990.
" Proposals for the Third Review Conference of the Biological Weapons Convention". (Federation of
American Scientists), Arms ControL 122 (September 1991). pp. 240-254.

- Jozef Goldblat and Thomas Beraner. The Third Review of the Biological Weapons Convention: Issues
and Research Paper No. 9, UNIDIR, United Nations, New York, 1991.

- Collected Papers, Seminar on the Biological Weapons Convention, Noordwijk, the Netherlands, Ministry
of Foreign Affairs, The Netherlands, Februay 1991.

- SJ. Lundin (ed.), Views on Possible Verfication Measures for the Biological Weavons Convention
SIPRI Chemical and Biological Warfare Studies, No. 12, Oxford University Press, Oxford, 1991.
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vaccine production facilities.5 But, as the head of the US delegation to the Review Conference explained,
'The issue of verification became the single most contentious question at the 1991 BWC Review
Conference. The majority of states parties argued that they should incorporate verification
measures into the BWC even if those measures were not completely effective since such
measures would contribute to deterring BW proliferation. The United States, however, argued
that the BWC was not verifiable and it had not identified a way to make it so. In simplistic
terms the argument was between those who contended that 'some verification was better than
none' and the United States argued that 'bad verification was worse than none. ' ""

The irony was very great. The United States had always been the major proponent of verification

procedures in US-USSR arms control negotiations since the late 1950's. The succeeding US Ambassador

to the conferences which followed explained the position of the Bush administration in greater detail.

While noting that "Adequate and effective verification is an essential element of all arms limitation and

disarmament agreements," he continued,

"Many governments, especially in the West... wanted to amend the BWC by adding more
restrictive, intrusive measures.. . the United States delegation opposed these measures.
However, the United States did agree to formation of a working group of experts whose mission
is to evaluate any verification measures proposed by States Parties from a scientific and
technical standpoint".
"Verification measures are included as part of an arms control agreement to enhance the

national capability of parties to monitor compliance and to detect violations in a timely fashion.
In addition, verification measures are included to deter violations of an arms control agreement.
Of course, judgments about compliance are a national prerogative, and each party must rely on
the information it has available to assess the compliance of the other parties.
"The United States draws a clear distinction between confidence building and verification.

Confidence building measures provide participants with access to information thai encourages
a climate of openness and transparency. They also allow participants to demonstrate how their
activities should not be considered threatening to others."
"Effective verification measures, singly or in combination, should:

- Provide confidence that the States Parties are in compliance with treaty provisions;
- Deter violation of treaty provisions by significantly increasing the risk of detection and

thereby raising the costs of cheating;
- Enable the States Parties. individually or collectively, to detect a violation in a timely fashion

before it poses a military risk and/or places a State Party in a position where it is too late or
too difficult to take countermeasures.

"Given this understanding of verification, our own analyses indicate that the BWC cannot be
made more effective by adding verification measures known to us. The small size and complex
structure of microorganisms, and the dual-purpose nature of many items used in biological

*Third Review Conference of the Parties to the Convention on the Prohibition of the Development,
Production, and Stockpiling of Bacteriological (Biological) and Toxin Weapons and on Their Destnrction.
BW/CONF. If/=f Add. 2, September 27, 1971.

Michaed MAcdie, Bolstering Compliance with the Biological Weapons Convention; Prospects for the
Special Conference", Chemical Weapons Convention Bulletin No. 25 (September 1994). pp. 1-3.
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production, make verification of a ban on biological weapons problematic, to say the least. Our
concerns about the verifiability of the BWC are the primary reason the United States opposed
the proposals for specific verification regimes made at the September 1991 review conference.
But It should also be noted that the United States opposes any measure that would limit our
ability to pursue a biological defense program or unduly burden American industry."7

Amb. Lacey reiterated that "It is... our view that any proposed regime must not have an unacceptable

impact on United States industry... CBM's should not pose an undue burden on... workers or harm

the competitiveness of US companies."

A "verification Protocol" had actually been proposed at the Review Conference and was supported

among others by Sweden, the Netherlands, France, Germany and Russia.' All - including Russia -favored

some sort of on-site or challenge inspections, and made specific proposals regarding various degrees of

frequency and intrusiveness. All explicitly understood that an inspection regime would not produce

absolute certainty of the absence of violation, but all felt that It was impossible to conceive of

circumstances in which less information could be better than having more information. In the mid-1980's-

with no verification possible, the Reagan administration. in addition to having provided for a 500-plus

percent increase in funding for BW research in six years, felt that the utility of the treaty was limited and

placed little emphasis on it In 1991-92, with on-site verification conceivable, albeit unquestionably

difficult, the Bush administration decided in advance that it could not work, that it could not produce a

level of absolute confidence, and therefore opposed it entirely. It is not even dear if this was the primary

policy determinant, or If the other two stated concerns - the protection of proprietary information of US

commercial biotechnology and pharmaceutical firms, and the safeguarding of US defensive research from

formal international monitoring - were the driving policy determinants, or if the administration had

seriously attempted to a draw a balance between them. Whether a verification protocol was achievable

in 1991-92 on a par with the Chemical Weapons Convention is unknown, but the US opposition was

7Dr. Edward J. Lacey, Address to the Biological and Bioiechnology Section of the Pharmactuical

Manfaturers Asociation, Sepoember 29. 1992.

"Implementation of the Proposals for a Verification Protocol to the Biological Weapons Convention',

(Federion of American Scientists), Arms Control 12.2 (September 1991), pp. 255-278.

'This attitude was expressed in paper such as Douglas J. Feith's "Biological Weapons and the Limits of
Arms Contro', The National ner (Wintr 198r7), pp. 80-84, and Joseph Finder, 'Biological Wfare,
Genetic Eaineerin. and the Treaty That Failed', The Washinalxi Quarterly 9:2 (Spring 1986), pp. 5-14.

See also Lynn X. Hansen. 'Arms Control in Vitro', Disamamen (United Nations) 10-1 (winwr 19%),
pp. 59-5. The ss issue ha articles on the BWC Review Conference by Winfried Lang, Jorge Paedo, and
Ml khail Kokeiev.

20-875 96-12
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essentially responsible for the stretched out process that began in 1992 and will extend through 1996.

Ironically, just halfway through that period, the US government's position changed entirely, and favored

what it had opposed in 1991-92.

The US opposition resulted in the creation of an Ad Hoc Group of Governmental Experts which

subsequently came to be known as the VEREX exercise, with membership drawn from states parties to

the BWC. It was tasked with adopting a consensus report on additional verification measures before the

end of 1993, which would then be considered by BWC members. The charge to the expert group was
to

".. identify measures which would determine whether a State Party is developing, producing,
stockpiling, acquiring or retaining microbial or other biological agents or toxins, of types and
in quantities that have no justification for prophylactic, protective or peaceful purposes; and
whether a state party is developing, producing, stockpiling, acquiring or retaining weapons,
equipment or means of delivery designed to use such agents or toxins for hostile purposes or
in armed conflict."

To do this they were directed to use. the following criteria to guide the examination of potential

verification measures:

1. their strengths and weaknesses based on, but not limited to, the amount and quality of information

they provide, and fail to provide;

2. their ability to differentiate between prohibited and permitted activities;

3. their ability to resolve ambiguities about compliance;

4. their technology, material, manpower and equipment requirements;

5. their financial, legal, safety and organizational implications;

6. their impact on scientific research, scientific cooperation, industrial development and other

permitted activities; and their implications for the confidentiality of commercial proprietary

information.

The measures could be examined singly or in combination. When the experts had completed their work,

and their report circulated to BWC States Parties, if a majority of them requested a Special Conference

to consider it and to decide on what next to do, that would take place. There had never been a Special

Conference held under the treaty before, but it would obviate having to walt for the next Review

Conference, which was not scheduled until 1996, to decide on further steps.

The US administration's guidance to the US delegation to the first VEREX meeting in March-April

1992 was described in a report by the US Government Accounting Office:
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"The US strategy for the first meeting of the Ad Hoc Group of Governmental Experts called for
the US delegation to be open to constructive suggestions, but to oppose any ineffective
verification provision and any measures that would limit the US government's ability to pursue
its biological defense programs, and impair the US biotechnology industry's competitive edge
now held in the world. The US delegation was to explain to the other delegations the nature.
diversity, and complexity of biological research, including its dual-use nature, the small size of
some equipment, and its widespread existence. Furthermore,'the delegation was to explain that
because of legitimate commercial and defense activities requiring biological items, evidence of
an offensive BW program is therefore not easily identifiable. The United States did not make
any verification proposal during the meeting.""0

That guidance and US administration policy changed in 1993.

The Ad Hoc Group agreed to examine 21 potential verification measures under the three broad areas

of a BW program: development, acquisition or production, and stockpiling or retention. They did this

in three subsequent meetings: the first to analyze the technologies that would be associated with proposed

measures on the list, the second to evaluate proposed measures according to the agreed criteria, and the

last to compile a final report for BWC members. The 18-month VEREX exercise would evaluate the 21

measures singly and In combinations in an attempt to find the best possible combination within the

constraints of the cost to carry them out and the problems of commercial industries." The final report

was to be an analysis which would compare the various measures, and not a draft verification regime.

The measures were divided into two categories, off-site and on-site measures. Off-site measures included

remote sensing and various types of information monitoring, primarily by various kinds of instrumentation.

The 21 measures were the following:2

Off-site measures:
a. Information monitoring

- Publication surveillance
- Legislation surveillance
- Data on transfers and transfers requests
- Multilateral information sharing
- Exchange visits

'0Arms Cont oL US and International Efforts to Ban Biological Weapons GAO/NSIAD-93-113, December
1992, p. 19.

"As indicated the first VEREX meeting took place on 3/30/92 to 4/10/92, with 53 participants; the second
from 11/23/92 to 12/4192, with 46 participants; the third from 5/24/93 to 6/4/93, with 42 participants; and the
fourth and final session on September 13 to 24. 1993, with 41 participants.

uReport including Final Report, Ad Hoc Group of Governmental Experts to Identify and Examine Potential
Verification Measures from a Scientific and Technical Standpoint, BWC/CONF> I/VEREX 9, Geneva,
September 1993.
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b. Data exchange
- Declarations (including notification)

c. Remote sensing
- Satellite surveillance
- Aircraft surveillance
- Ground-based surveillance

d. Inspections
- Sampling and identification
. Observation
- Auditing

On-site measures:
a. International arrangements
b. Inspections

- Interviewing
- Visual inspection
- Identification of key equipment
- Auditing
- Sampling and identification
- Medical examination

c. Continuous monitoring
- Instniments
- Personnel

Measures in combination:
The following five combinations were examined as examples to illustrate the evaluation of
enhanced capabilities and limitations of measures in combination:

- Declaralons/Multilateral information sharingSatellite surveillance/Visual inspection
- Information monitoring (surveillance of publications/surveillance of legislation/data on

transers, transfer requests and productiormultilateral information-sharing/exchange
visits)

. On-site inspection (interviewing/visual inspections: identifications of key
equIpment/auditing/samplIng and identification)

. Declamatons/Multilateral information-shadng/On-site visual inspection

. Declarations/nformalion monitoring

The VEREX final report was not particularly a blaze of enthusiasm. It noted"... that capabilities

and limitations existed for each measure", and that "... reliance could not be placed on any single

measure by itself to determine whether a State Party is developing, producing, stockpiling, or retaining.

. ." It noted that the group had "most frequently Identified for application" a group of Declarations, as

well as the entire subset of on-site inspections, and concluded,

"Based on the examination and evaluation of the measures described above against the criteria
given in the mandate, the Group considered, from the scientific and technical standpoint, that
some of the potential verification measures would contribute to strengthening the effectiveness
and improve the implementation of the Convention, also recognizing that appropriate and
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effective verification could reinforce the Convention.""

The required majority of BWC States Parties did request a Special Conference, which led to another

cycle of conferences The Special Conference met in September 1994, received the VEREX report

favorably, and established a new Ad Hoc Group that would now "examine appropriate measures, including

verification measures, and draft proposals to be included, as appropriate, in a legally binding instrument."

The Ad Hoc Group then met twice in 1995, will have a third meeting, and then two sessions in 1996 to

be coordinated with the Fourth Review Conference of the BWC, which will presumably codify a

decision.'

During this drawn-out five year period of conferences of experts and negotiations there was one other

intervening event with important arms control significance. In June 1993 the Australia Group, a group

of nations that in the past had drawn up and agreed to a target list of Items to aid in controlling the

exports of materials that could lead to the production of chemical weapons, did the same for biological

agents and the manufacturing equipment that could be used to produce BW.'5 The 26 members of the

group agree to follow the same export restrictions. Notably, Iran has expended a good deal of diplomatic

effort, unsuccessfully, to have the Australia Group abolished. Their meeting took place jointly with the

European Commission, and again evolved from an earlier policy decision, in 1990, that the group would

extend its efforts from the chemical weapons area to also develop export control guidelines in the

ibidd.

"*The Special Conference took place on September 19 to 30. 1994, with a prceding Preparatory Committee
meeting on April 11-15, 1994. The 1995 Ad Hoc Group meetings were on January 4-6, 1995 and July 10-21,
1995, and the last 1995 session will be on November 27 to December 8, 1995.

"Australia Group Wen: Fact Sheet. US Arms Control and Disarmament Agency, July 28, 1993, 2 pages,

and Australia Group, Export Controls on Materials Used in the Manufactre of Chemical and Biological
Weapons; Control List of Dual-Use Biological Equipment, List of Biological Agcnts for Export Control Core
List, Control List of Plant Pathogens, Control List of Animal Pathogens. Fact Sheet, US Arms Control and
Disarmant Agency, October 25,1993.

The list included 7 categories of equipment:
- BL-3 and BL-4 containment facilities

-Centrifugal sepaator
SCross flow filtration equipment

. Aeroso inhalation chambers
- FreezAdrin equipment
- Equipment to be included inside BL-3 or BL-4 containment

Each of those casegori of equipment was defined by specific technical paramees.
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biological area.

Where has the process of strengthening the BWC by providing additional verification capability

reached? At the September 1994 Special Conference several nations, Iran above all, wanted to see nothing

further take place. However by September 1994 the United States was interested in seeing that a series

of "transparency measures" similar to those that the United States, Russia, and the UK had agreed on in

the trilateral process in September 1992, be extended on an international basis to all States Parties of the

BWC. That included mandatory data exchanges, or declarations, and mandatory on-site visits. Both

aspects were essential; whatever was decided on must be mandatory, and there had to be some on-site

inspection capability. The US also hoped that the new Ad Hoc Group established by the Special

Conference would function as a drafting group, to prepare a Protocol to the BWC that would be ready in

time for consideration at the Fourth Review Conference in 1996.

The purpose of the mandatory declarations would be to provide a database on the facilities that were

of the greatest potential danger to the BWC, the most convertible, and the easiest to disguise: all facilities

with high containment, all that used listed organisms, and all national biological defense programs. 16 Over

a period of years such declarations would presumably provide a profile of "a national pattern of activity."

If that profile changed it could provide reason for an on-site visit. Such visits would have to take place

on relatively shor notice, and they would be to any declared or undeclared site, or to a site of alleged use

of BW. The requirement for a greater number of declarations and for mandatory ones meant that the

"See the following very useful papers on recent efforts and proposals to strengthen the BWC:
- Graham S. Pearson, 'Forging an Effective Biological Weapons Regime", Arms Control Today. 24:5

(June 1994), pp. 14-17.
- Graham S. Pearson, "Strengthening the Biological and Toxin Convention: The Outcome of the Special

Conference, Chemical Weapons Convention Bulletin. Issue No. 26 (December 1994), pp. 1, 3-6.
- Jonathan B. Tucker, "Strengthening the Biological Weapons Convention", Arms Control Today, 25:3

(April 1995), pp. 9-12.
. Michael Moodie, Sept. 1994, op. cit.
. Graham S. Pearson, "Improving the Biological Weapons Convention", Proceedings of the First Moscow

Conference on Chemical and Biological Disarmament, Demilitarization and Conversion, Chemical and
Biological Arms Control Institute, 1993; see also brief papers by Edward Lacey, H. M:hsh'hadi, and
Nikolai Pietkov.

- Edward J. Lacey, "Tackling the Biological Weapons Threat: The Next Proliferation Challenge, The
Washington Ouarterlv 17:4 (Autumn 1994), pp. 46-53.

. Susan Wright, "Prospects for Biological Disarmament in the 1990s," Transnational Law and
Qptempormry Problems 2:2 (Fal 1992): 453-492.
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question of an International directorate would have to be resolved. The most likely solution would be an

addition to and colocatlon with the OPCW, the organization responsible for venficafiori of the f'hemlcal

Weapons Convention (in full, the Provisional Technical Secretariat of the Organization for the Prohibition

of Chemical Weapons). Fimally, the existing BWC would be left intact so as not to run the risk of loosing

any current States Parties, and In order that a new Protocol be legally binding it would have to undergo

a separate ratification process. As ther were already signatories to the BWC who had not yet ratified it,

it was likely that many in that group would not ratify the new protocol, or even sign it.

The July meeting of the Ad Hoc Group in fact divided its work program into four areas, the first two

of which appear to be somewhat redundant and are both an outgrowth of the VEREX process:

- Measures to promote compliance: declarations, on-site measures, including short notice and

challenge inspections, etc;

- Other confidence-building and transparency measures;

- Lists of agents and toxins, definitions, criteria;

. "Article 10 issues".

The last, under pressure from Iran and several other participants, refers to increasing technology transfers

to developing nation member states.
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Problems and Possibilities of Verification

The last half-dozen years have provided the experience with the USSR/Russia and Iraq, in which

partial and limited degrees of inspection have not been sufficient to wholly determine the past or present

status of either nation's BW program. It is crucial to understand the nature of past programs in order to

establish a baseline for subsequent credibility and control, and neither nation was willing to disclose the

details of their past programs. As one of the UNSCOM inspectors commented regarding Iraq, "They only

tell us what we find out about; if there is a chance to hide anything, deceive something, they do so. The

biological area was the one most lacking in cooperation, the one that they engaged in with the greatest

reluctance." Both nations were determined to hide their activities, and both were and are controlled

societies to a major degree. Access to Russian facilities is still quite limited.

The verification problem is simply the ability to find and then to distinguish prohibited from

permitted activity, to distinguish offensive from defensive research programs. In BW this is complicated

by the fact that the facilities - at least in theory - need not be very large, although all the national Tacilities

identified to date have been sizable, and the equipment is for the most part dual purpose.

What would one look for? The Director of Biological Research at a French military laboratory listed

the following in 1992 as "indicators of strategic BW development":

"..large scale production of an agent, the existence of certain storage facilities, the use of
certain equipment such as fermenters and freeze drying equipment, and the safety protection
being provided personnel."'

When US satellite intelligence photo interpreters in the mid-1970s identified tall incinerator stacks, large

cold storage facilities, animal pens, sentries and double barbed wire fences in a Soviet military compound

in Sverdlovsk they suspected it of being a BW laboratory - which it was. Both lists of characteristics

however are at the high end of the indicator spectrum, and of course the use of fermenters alone would

not be indicative; all would depend on what was being grown in them. In addition, more recent

technology could reduce the need for large stockpiles that were previously held in readily recognizable

,storage facilities, depending on the procedures that a nation chose to implement Raymond Zilinskas

wrote that

"... verifying that no BW-related work is taking place in a given nation's P-4 (BL-4) research

'GAO, 1992, op. CiL, p. 21.
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laboratories is probably the single best measure indicating that the nation in question is indeed
not involved with BW."2

However, it appears that Iraq had no BL4 facility.

The Russian Foreign Intelligence Service produced a remarkable indicator list in 1993, saying,

"The development, production, stockpiling, and possible use of biological weapons may...
be identified on the basis of the following specific indications:
- the existence of programs for training troops, special subunits or intelligence and sabotage

groups, for operations involving the use of biological weapons;
- the presence or purposeful search for highly qualified specialists in immunology,

biocherinstry, bloengineering, and related fields, who have experience in the development
of biological weapons and means of protection;

- the building of laboratories with enhanced security [according to international
classification P-3 (BL-3) or P.4 (BL-4)];

- the development of secret research programs and secret special and military facilities of
biomedical orientation;

. large-scale production of vaccines (against especially dangerous infections) and the
existence of stocks of these vaccines which exceed real peacetime requirements;

- creation of a production base, specifically of bioreactors and fermenters with a capacity
of more than 50 liters or a total capacity of more than 200 liters;

- outbreaks of especially dangerous infectious diseases not typical of specific regions;
- the purchase of starting biomaterials and equipment for the production of biological

weapons, as well as delivery systems for them;
- activity related to microorganisms and toxins which cannot be explained by civilian

requirements, activity involving agents of especially dangerous infections not endemic to
a given area;

- the existence of biotechnological equipment and conduct of-work to create vectors of
various diseases in people, animals, or plants, as well as composite media for culturing
them;

- the existence of equipment for microencapslation of live microorganisms;
. the existence of equipment for studying the behavior of biological aerosols in the

environment."3

Not the least interesting aspect of this list is that it would always have served as an indicator of the former

Soviet BW program. But the list is even more "superindicative" than the group of items provided by the

French official. It of course identifies the maximum of everything in a large and ambitious national

program, even including a potential disease outbreak due to a BW installation accident, such as actually

.'Raymond Zilinikas, "Verificatin of the Biological Weapons Convention', Chapter 7 in Erhard Geissle
(ed.), Bioloi and Toxin WeMns Today. SIPRI, Stockholm International Peace Research Institute, Oxford
University Press, Oxford, 1986, pp. 85-107.

3'Pmliferamiin Isses: A New Challenge After the Cold War Proliferatin of Weapons of Mass
Desruction", Russim Federation Foreign Intelligence Service Report, March 3, 1993, JPRS-TND-93-007, pp. 15-
16.
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took place in the former USSR in 1979.

The former director of USAMRIID, Col. David Huxsoll, presented a sheme in 1989 testimony to

Congress which attempted to set out the differences between offensive and defensive research, as well as

between the development of vaccines and other defenses and biological weapons.

"From the outset, defensive research is based on different postulates and hypotheses than is
research directed toward offensive ends, and the rationales for data collection and analysis are
different.
"At the basic research level, the laboratory techniques used would be very similar, but the

objectives are markedly different. Beyond the basic research level, there is a marked divergence
in the type of work that would be done.
"If a vaccine were to be produced, one that would pursue ways of crippling, weaken, or

lessening the virulence of the agent in question so that it could be used in humans without fear
of inducing disease. In fact, it may be completely inactivated, a killed vaccine.
"A vaccine would be produced under the stringent guidelines of the Food and Drug

Administration regulations and would have to receive FDA approval before use. This type of
work is permitted by the Biological Weapons Convention."
"If, however, the goal were to create a weapons, the opposite objectives would be pursued.

Efforts to enhance virulence or toxicity and to produce enormous quantities of agent far larger
than those required for vaccine production would be undertaken. In addition, the issues of
stability, dissemination, and weapons delivery systems would have to be addressed. These
activities are clearly prohibited by the Biological Weapons Convention."4

_., P Vaccine

Common Laboratory Techniques at Outset, BUT . W JBC ,,tl
Different Experimental Hypotheses It eClnclTrials

,t. w ,,,w- - Phase I - Safety
,, fM Preclin l . .......... II- Immunogenicily
Small uanlle c (GLP, GMP) . .Eicacy

Virus Attenuate
v ,I It. ::
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Isolation Biochemil Culture ModelsVirus - Pr°Pefl Syslem I
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,00. " Dissemination Methods
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4Global Spread of Chemical and Biological Weaons Hearings Committee on Governmental Affairs, US
Senate, 101st Congress, 1st Session, May 1989; testimony of Dr. David Huxsoll, pp. 199 to 203.

In questioning by the Senate Committee staff Dr. Huxsoil appeared however to also rely on the presence of
BL-4 facilities and "program intent" as two key discriminanda. "Intent" is of course inferred by an outside
observer, and that key concept will be returned to below in a discussion on differentiating research programs.
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His argument was seconded by a US Army Medical Intelligence officer who similarly identified four key

factors: the amout of agent produced, the ttenuatin of the organisms used for vaccine production,

process differene between vaccine and weapons production, and the opennes of a defensive program.

This analysis was carried further in a set of tables prepared by the Armed Forces Medical Intelligence

Center in 1993 entitled "Signatures for Biological Warfare Facilities."6 It divided indicators into five

categories:

- funding and personnel,

- facility design, equipment, and security,

- technical considerations,

- safety,

- process flow.

Under each of these categories It listed a series of common - or quite dissimilar - characteristics in a "BW

facility" and in a "legitimate facility" for example, the location of refrigerated bunkers, facility security,

the nature of waste treatment, location of air filters, air pressure gradients, etc. Forty such characteristics

were evaluated and appeared to provide quite a good differentiation between the BW facility and the

presumptive pharmaceutical or other commercial site. (.er 4,& ,t

Have there been any post-WWII BW inspection regimes or trial inspection exercises, and if so, what

has been learned from them? There have been several, and cumulatively, they in fact provide extremely

useful information.

Under the terms of the Brussels Treaty and Paris agreements that established the Western European

Union in 1954 a WEU Armaments Control Agency (ACA) was established. The terms of the treaty were

to remain in effect at least until the year 2005, and under them the Federal Republic of Germany agreed

never to manufacture chemical, biological, or nuclear weapons. The ACA was to monitor the FRO's

compliance with that provision via non-production controls. It was to do that by examining "statistical

and budgetary information," and by "test checks, visits and inspections at production plants, depots, and

ibidd., Dr. Barry Edick, pp. 33-40.

'SignMm. for Biological Warfare Facilities, Armed Formcs Medical Intelligence Center, 11 pages,
(-UM.



Signatures for Biological Warfare Facilities
(Armed Forces Medical Intelligence Center)

1. Funding ad Persoml
2. Facility Design, Equipment, and Security
3. Technical Considerations
4. Safety
5. Process Flow

1. Fundirn mi Penmel
BW FACILITY
1. Military funding
2. Igh salary
3. Funding exceeds productkeearch output

4. Sclenfldst dnlan ratio high
5. Limited Fthnic diversity
6. Elite work force/foreign trained
7. Foreign language competency
8. High ratio of military to civilian

2. Technical Consideradons
BW FACILITY
1. Pathogenic or toxic strains
2. Test aimed at killing animals
3. Facilities for large animals such as monkeys

4. Negative air flow
5. No commercial pIoducs
6. Weapons filing equipment

3. Facilities. Security, and Eauipmat
BW FACILITY
1. Access control: High walls, guard towers,

motion detectors, video cameras, elite security
force, badges and clearances

2. Transportation provided
3. Quarantine facilities on compound
4. Foreign travel restricted, highly available
5. Refrigerated bunkers secure area
6. Advanced software, external data base access

ADP security high foreign acces
7. Static aerosol test chambers
8. Mi~tary with weapon expertise
9. Rail or heavy truck required for weapons filling

facility

LEGITIMATE FACILITY
1. Private enterprise or nonmilitary
2. Salary within normal limits
3. Average or underfunded for expected

output
4. Average ratio
5. Integrated work staff
6. Local trained work force
7. Limited foreign language capability
8. Military personnel unlikely

LEGITIMATE FACILITY
1. Non-pathogenic or non-toxic strains
2. Test aimed at protecting animals
3. Facilities for smaller animals, specific

inbred strains
4. Positive air flow
5. Commercial products
6. Bottle filling equipment

LEGITIMATE FACILITY
I. Average security, badges at most

2. Publiclprivate tansport
3. No quarantine
4. Unrestricted but not readily available
5. Cold rooms in facility
6. Open information except for proprietary

information
7. No aerosol test chambers
8. No need
9. Only light truck transportation
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4. OQUYl
BW FACILITY
1. Physical barriers to prevent animal to animal

and animal to human transmission

2. HEPA filters present, exhaust
3. Dedicated biosafety personnel
4. Infectious and toxic agent trained medical

staff
5. Decontamination equipment and showers
6. Large capacity pass through autoclaves
7. Dedicated waste treatment

8. Special sterilization of waste
9. Test animals sterilized before final disposal

5. Process Flow
BW FACILITY
1. Raw material consumption doesn't equal output
2. Large volume fermenters (greater than 500

liters) cell cultures (1000's of culture flasks/roller
bottles) embryonated eggs (100's thousands)

3. Air pressure gradients keep microbes in vessel

4. Finished product - wet stored at low temperature
in sealed (often double packaging) containers -
not readily identifiable

5. Milling equipment operated in biohazard protective
suits

6. Storage - low temperature, high security, bunkers
with biocontainment

7. Munitions - special filling buildings and/or
explosives handling facilities

LEGITIMATE FACILITY
1. Physical barriers designed to prevent animal

to animal and human to animal trans-
mission

2. HEPA filters possible, intake
3. May or may not be present

-4. Dedicated highly trained staff not likely

5. Not needed on large scale
6. Small bench top autoclaves
7. Waste treatment common with local

facilities
8. May or may not exist
9. Animals may not need to be sterilized

before final disposal

LEGITIMATE FACILITY
1. Raw material consumption relates to output
2. Large or small scale fermentation but cell

culture and eggs in smaller volume

3. Air pressure gradients keep contaminants
out of vessels

4. Labelled by product, batch number, date,
etc.

5. Milling equipment is not operated in
biohazard areas

6. Storage in temperature controlled environ-
merit, clean warehouse conditions

7. Non-issue
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forces."' In 1959 a list of biological products, (agents) to be controlled was approved, and although

chemical production sites were visited in subsequent years, formally, biological ones were not, ".. . due

to the absence of any legal guarantees to protect private interests," that is, the problem of commercial

secrecy. However "technical information visits" were made to biological facilities in the FRO and in other

WEU countries. In addition, an economic accounting procedure was established. A group of WEU

military and biological experts met in 1959 and for each of the BW agents on the control list established

a :"threshold" amount, corresponding to the amount reckoned to be needed in order to obtain "direct

military effect" over an area of one square kilometer. The WEU/ACA then asked the FRO to provide the

following information each year:

I. The names of West German production plants' capable of producing pathogenic organisms or

toxins.

2. The biological products on the Agency's list that were produced within the FRG during the

previous year.

3. The names of the plants which produced or processed these products.

4. The names of plants which could have produced them but did not

5. The quantities produced by each plant, and the quantities consumed for civilian purposes.

6. The quantities of civilian end-items made from these products during the previous year, together

with production estimates for the next year.

7, The quantities of the products in stock at each plant.

The information was supplied by the FRO each year.

The first "east-west" BW trial inspection exercise was carried out in the mid-1960's by the Pugwash

BW study group. It visited four laboratories; in Stockholm. Vienna, Prague, and Copenhagen. This was

then greatly expanded upon in 1968-1969 in a trial inspection exercise carried out by SIPRI, the

Stockholm International Peace Research Institute, as part of its major study on chemical and biological

7"The CB Weapons Controls of the Western European Union Armaments Control Agency". Appendix 3 in
The Prevention of CBW. Vol. 5 in The Problem of Chemical and Biological Warfare SIPRI, Stockholm
International Peace Research Institute, Aihquist and WikseU and Humanities Press, 1971.

'Me ACA defined "production plants" as "every unit suitable for producing in such amounts as are covered
by the definition of a biological weapon [i.e., the tFreshold amounts that were established for each BW agents
those biological products which am to be controlled, regardless or its ownership, legal position, size and number
of workers employed." The thresholds, however, were established in an extremely inadequate manner.
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weapons arms control. 22 laboratories or production facilities were approached. of which 14 accepted

site visits: 8 research laboratories, 3 of them in Warsaw Treaty Organization countries, and 6 production

establishments, none in the WTO, but one of them in Eastern Europe (Yugoslavia). The 22 facilities

solicited were not however selected at random, but depended on personal contacts known to the research

team. 25 scientists from Western, Eastern, and neutral states were involved in the teams that made the

inspection visits. A reasonably elaborate protocol and questionnaire was developed for the site visits,

whose purpose was defined as locating suffident BW agent production to be deemed to be "militarily

relevant". That was defined as 10 kilograms (around 20-25 pounds) of microbial paste or spores, of a half

kg (one pound) of botulinum toxin. It should be noted that at the present time an inspection would be

looking for orders of magnitude larger quantities. The visits however were = on short warning. It Is

also understood that the 14 facilities that participated in the exercise did so with the knowledge of their

relevant national authorities.

Following all the visits the protocol records were distributed to some 70 professional who were asked

to Judge what the chances would have been of finding the defined militarily relevant quantity. Fifty

replied, with a cosensus that there would have been about a 50.50 chance of doing so. The study

'"The Problem of Inspection Co;ncerned with BW Agents", Chapter 2, in Technical Amts of Early
wwning and Verification. Vol 6 in The Problem of Chemical and Biological WarIe SEPlI. Stockholm
International Peace Research Institute,. Almquist and Wlksell and Humanities Press. 1975. pp. 39 to 60,89 to
103.

See also Appendix 2, "Verification of CB Disarmament". in VoT 5. The Prevention of CBW. op. cit, 197 1,
pp. 137 to 163.

The institutions or laboratories that accepted visits in this exercise were the following:
Ree lAborawrics:
1. The Medical Research Council Group for Bacteriological Bioengineering, Stockholm.
2. The Institute of Microbiology of the Czechoslovak Academy of Sciences, Prague.
3. The Institute of Virology for the Czechoslovak Academy of Sciences. Bratislava.
4. Bundefcrschumgsanstalt fur Viruskrankheiten der Tiere. Tubingen, West Germany.
5. Ti Lister Institute of Preventative Medicine, London.
6. The State Iritute of Hygiene, Warsaw.
7. The University Insitute of Micrbiology, Copenhagen.
8. The Institute of Hygiene, Graz. Austria.Production estalm enu
9. The Institute of Immunology. Zagreb, Yugoslavia.
10. The Liaer Institute of Preventative Medicine, Elstree Laboratories, Elstree, England.
i. Welcome Resemar Laboratories. Beckenham. Kent, England.
12. Institut Merieux, Lyon, France.
13. LEO Pharmaceutical Products, Copenhagen.
14. Aktiebolaget ASTRA. Sodertaije, Sweden.
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concluded

"... that a substantial measure of on-site verification would be possible provided certain
conditions were fulfilled: documentation, free access to all facilities and personnel, the
possibility of visits at short notice or of permanent inspection by resident inspectors or by
exchange scientists cooperating with them."

A crucial assumption was that there was no falsification of production records at the production sites.

That was perhaps a weak link in the exercise, otherwise it is interesting to note the similarity in the three

basic conditions noted in the conclusion and the ones that would be assumed as necessary today.

In the 1990's two circumstances gave rise to a substantial group on BW inspections, some as national

exercises, and some on an international and official level:

- the US-Russia-UK "Trilateral" process led to US-UK inspection visits to Russian facilities, and

to Russian inspections of facilities in the US and UK;

- and as part of the VEREX process three western governments, the UK, the Netherlands, and

Canada, ran trial inspections of commercial facilities in their respective countries.

There had in fact been Soviet visits to US military BW sites in previous years. Soviet government

officials at the ministerial level had visited Fort Detrick in 1972 at US government invitation, as the US

was interested in demonsUafing the conversion of the site. Soviet officials again visited Fort Detrick -

now USAMRIHD - in 1988. US and Soviet delegations also visited each other's BW facilities in 1991,

before the trilateral series of exchange site visits began. In addition representatives of Western

pharmaceutical firms - from the US, UK, Austria, France, and Finland - as well as ones from Japan,

Taiwan, and South Korea have been visiting Russian microbiological research institutes that were formerly

affiliated with the Soviet Biopreparat organization to explore the feasibility of establishing joint venture

commercial partnerships. When Russian teams have visited US facilities they have shown themselves to

be highly meticulous inspectors; they knew what to look for, what might be hidden, and how it would

be hidden, and at times used their own former BW program as a model for searches. 10

In the course of the VEREX process, the Netherlands and Canada carried out a two-day trial

inspection at a large vaccine production facility. Its purpose was to evaluate potential BW verification

measures that had been identified by VEREX. It concluded that "the combining of measures would be

essential to effective on-site inspection. During the trial inspection, issues relating to commercial

'*A Soviet team on a December 1991 US site visit was composed of members of the Soviet Ministry of
Defense, Ministry of Foreign Affairs, and their biotechnology industry.
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confidentiality did not stand in the way of effective conduct of the inspection. Some sensitivities were

noted, but solutions were at hand."" In particular, "Removal of live samples from the site would have

been of great concern to the company, but removal of inactivated samples was not perceived to be a

problem."

Also In conjunction with VEREX the UK carried out four practice inspections of plants in the

biotechnology, pharmaceutical and vaccine industries. The UK inspections were particularly focussed on

issues of the compatibility of verification procedures in large multipurpose facilities capable of working

with pathogens and the requirements of commercial confidentiality. The UK reports concluded

"In-depth inspections are practicable: auditing, interviews and visual inspection of key
equipment are all essential and mutually reinforcing. Any measure on its own is of little or no
value.
"Provided the sites being inspected make preparations and use managed access, the risks to

commercially sensitive information can be reduced. On many occasions the amount of access
that can be granted without unduly risking proprietary data can be extensive.
"The standards of evidence for an effective inspection are high. This Is a qualitative problem

as unambiguous evidence of non-compliance is difficult to acquire, but indicators of such
activity can be Identified. Given the potential dual-use nature of biological agents and much
related equipment, inspection teams need evidence from all aspects of the site under
investigation ff they are to form a judgment on its compliance. The main burden on industry
is largely one of diversion of management time to hosting the inspection; there should be no
need to disrupt plat operations or enter sterile area provided alternative means can be found
to satisfy inspector concerns."

"The IT [inspection team] was able to gather sufficient information to do its job effectively
without compromising commercial confidentiality or Intellectual Property rights. It was possible
for the IT [Facility or "Home" Team] to protect such information; for example, the deletion
of critical data from the facility's Genetic Manipulation Safety Committee submissions to the
national regulatory body before revealing the documents to the inspection team. There may
however be different problems in a production plant and this will be addressed in future practice
inspections, but it is encouraging to note that it is possible to conduct an intrusive inspection
at an R&D and pilot plant facility without unacceptable compromise of commercial
confidentiality. That an inspection can be carried out at an R&D plant is in itself highly
significant.
"This practice Inspection demonstrated the feasibility of on-site inspections. Furthermore, it
Is clear that they are worthwhile and can be conducted in Western countries without too much
disruption to activities. Given the nature of health, safety, environmental, and other regulatory
provisions that govern the pharmaceutical and biotechnology industries in the West,

nTU Nethedands-Canada Blaeral Trim Inspection in a Large Vaccine Production Facility; A
Contribution to the Evalatio of Potential Verfication Measures, BWC/CONF. III/VEREX/WP. 112, May 24,
1993, 19 pages.
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demonstrating compliance with Article I of the BWC is comparatively straightforward.""

Finally, the Federation of American Scientists carried out an inspection exercise in the United States with

the cooperation of a commercial phannaceutical planL Undoubtedly of great value to any international

BW inspection agency or regime would be the verification protocols established by UNSCOM for its site

visits to bioibgical facilities in raq. These, and the experience gained from them, as weli as from the

series of trilateral site visits, would ail undoubtedly be transferd to any new international BW agency."

The British, Canadian, Dutch and US inspection exercises were all informally criticized by

representatives of the US pharmaceutical manufacturers association as having been too "tame", and

captive, and not as severe as they would have to face from international inspectors. They submitted a

study to the US Arms Control and Disarmament Agency before the July 1995 meeting of the Ad Hoc

Group. essentially arguing that they wanted no on-site inspections of their facilities. US government

.United Kingdom BTWC Practice Compliance Inspection (PCI) Programme, Sunmary Repot,
BWC/SP/CONF/WP. 2. September 20, 1994.

- UK Practice Inspection: Ptamaceutical Pilot Plant, BWCXONF. M/VERBX/WP 141, May 24, 1993.
.UK Practice Inspection: Pharmaceutica Pilot Plant, BWCVCONF. III/VEREX/WP 147, (undated).
- Commercial Confidentiality Coneans Associated with Sampling and Analysis During On-Site

inspec"ts Under the BWC, BWC"ONF. IWVREXNON. 28 undated) .

"Beyond VEREX: A LeAlty Binding Compliance Resime for the Biological Weloons Convention Report
of the Federation of American Scientists Working Group on Biological and Toxin Weapons Verification, July
1994.

See also " Implementation of the Proposals for a Verification Protocol to the Biological Weapons
Convention", (FAS), Sept. 1991, op. ciL, for the protocol of off-site and on-site dat which the group proposed.

ITor other major sources on BW verification see the following:
.Barbara Hatch Rosenberg and Gordon Burck, "Verification of Compliance with the Biological Weapons

Conventior", Chapter 14 in Susan Wright, (ed.), Prevenina a Bioloical Arms Rac', MIT Press,
Cambridge, 1990, pp. 300-329.

- Oliver Thraune (ed.), The Verifcatio of the Biological Weaom C entio: Problems and
Peastives Friedrich Ebert Sft ng, Bonn, May 1992.

- Susan Bager, "The Challenges of Chemical and Biological Weapons Arms Control Treaty Verification",
in Elizabeth Kirk et. a. (eds.), Trends and lmvlications for Arms Control Proliferatio. and
International Security in the Chadins GoM Env AAAS, American Association for the
Advancement of Science, Washington, DC, 1993, pp. 175 to 189.

- Amb. Tibor Toth, e. a., "Verification of the BWC", and Nicholas A. Sims, "Control and Cooperation
in Biological Defense Researh National Programmes and International Accountability-.Chapters 6
and 7 in E. Geissler and J.P. Woodall (eds.), The Control of Dual-T Agents: The Vaccines for
Peace fme. SIEP, The Stockholm Intertntional Peace Research Institute, Oxford University
Press, Oxfrd, 1995, pp. -.

- M. Meselson et. t., "Verification of Biological and Toxin Weapons Disarmanent", in Verification.
Monitor Disrmament F. Calogero et. al., (eds.), Westview Press, Boulder, 1990, pp. 149 to 163.
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officials feel that the industry simply does not want to be inconvenienced in any way, and uses the

potential compromise of commercially confidential information however, as a more palatable and serious-

sounding argument to put forward. Unfortunately, it is the earlier US government statements of 1992 that

have provided the industry with a large degree of the leverage of that argument

One important question remains: can one distinguish microbiological research that is being carried

out for "civil" purposes from that which is for military purposes. In research carried out some years ago

I became confident that if one could not unequivocally answer "yes, absolutely", there were reasonably

good indicators which could be gathered from scientific work to help make the distinction." However,

that task was made immeasurably more difficult once US BW R&D managers made the argument that in

order to anticipate the nature of future BW threats that US military forces might encounter they had to

produce novel surface antigens on pathogens. test organisms with increased virulence, or any other of the

many other parameters that an offensive BW program might develop against US vaccines and defenses.

This problem was described in a paper by Barbara Hatch Rosenberg, in 1988,

"A central problem with the Convention is the blurring of the distinction between legitimate
activities related to defense against biological weapons and illegitimate activities for offensive
purposes. Scientists generally agree that offensive and defensive activities are largely
indistinguishable.
"Military insistence upon testing detection and protective devices against bona fide weapons

agents means that information on offensive use of weapons agents will inevitably be obtained.
"According to the US Department of Defense (DoD): 'Current requirements in biological

defense include testing equipment against known and suspected threat agents... We especially
need more information about protection against novel agents.' Because these agents do not
exist, they will have to be created in order to study the threat they could pose. Threat
evaluation also requires dewIled information on 'new production and processing technologies
as they apply to conventional and novel biological agents.'
"The military is also interested in protective vaccines, which are useful not only as defense

against an enemy attack, but are also required to protect aggressors. Such vaccines cannot be
developed without possessing the agents themselves. Thus, defense without the potential for
offense is essentially impossible, and all these 'defensive' activities are actually inconsistent with

Isl have attempted to resolve this question on two earlier occasions: in a study "Research and Development
in (C)BW, An Examination of the Possibility of Distinguishing Between Civil and Military, Offensive and
Defensive", that was written in 1970 as part of the SIPRI CBW project and presented at the International
Congress of Microbiology, in Mexico City in 1970. and then in an expanded version for a book manuscript on
Military Research and Develoaent for t Ministty of Foreign Affairs of Sweden, in 1983-1984.
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the convention's aim to exclude the possible use of biological and toxin agents as weapons.""

The same counterproductive effects of maximizing the requirements of "defensive" research were pointed

out by several others microbiologists writing on BW arms control, and they are a major theme of the book

edited by Susan Wright in 1990, Preventing a Biological Arms Race. 7 Once one takes this position as

a requirement for defensive research (omitting the issue of protective vaccines being required for the

attacker), there is virtually nothing that cannot be done in a defensive research program, and everything

becomes a matter of quantities weapons development, and "intent".

An excellent example of this was demonstrated by the US Army request in 1984 to build a large

aerosol test chamber at the Dugway Proving Ground "... to generate amounts of infectious agents that

could potentially be used as biological weapons. The chief purpose of the facility would be to test

whether the agents penetrate protective clothing and filters."' After several years of debate the Army

cancelled its request in 1988 due to opposition precisely on the grounds that the facility would blur the

distinction between defensive and offensive research. The US government had inactivated precisely such

a large aerosol test chamber when it dismantled the offensive BW R&D program at Fort Detrick in the

"Barbara Hatch Rosenberg, "International Biological Weapons Update", Genewatch (July-October 1987), pp.
6-7, 15. (The DoD references are to US Department of Defense tesmony to the House Committee on
Appropriatns, May 1986.)

7Susan Wright (ed.), Preventing a Biological Arms Race The M1T Press, Cambridge, 1990. See in
particular the following chapters:

- Susan Wright and Stuart Ketcham, "The Problem of Interpreting the US Biological Defense Program",
pp. 169-196.

- Charles Piller and Keith .Yamamoto, "The US Biological Defense Research Program in the 1980's:
A Critique'. pp. 133-168.

- Jonathan King and Harlee Strauss, "The Hazards of Defensive Biological Warfare Programs", pp. 120-
132.

- Richard Novick and Seth Shulman, "New Forms of Biological Warfare?", pp. 103-119.
- *Recombinant DNA Projects Funded by US Military Agencies', Appendix L, pp. 413-420.
- also pp. 80-84, 87-97. 335-337, 340-351.

See also:
- Jonathan King and Hadee Strauss, "The Fallacy of Defensive Biological Weapons Programmes", in

Bolacal and Toxin Weaon Today, Ehard Geissler (ed.), SIPRI, Stockholm International Peace
Research Institute and Oxford University Press, 1986, pp. 66-81.

- Susan Wright, "Biowar Treaty in Danger". Bulletin of the Atomic Scientists, 47:7 (September 1991), pp.
36 to 40.

"- Colin Norman, Army Shifts on Dugway Lab", Science. 241:4874. (September 30, 1988), p. 1749.
- Colin Nmaumn, "Biological Defense Defended', Science 240:4855, (May 20, 1988), p. 981.
-IL Jeffrey Smith, "Under Pressure, Army Scales Back Plan for Germ Warfare Lab*, Washin os

September 20. 1988.
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years 1969 to 1972. Even more ironically, when US inspectors found precisely the same kind of aerosol

test chamber at the Soviet-Biopreparat facility at Obolensk in 1992-1993. and when UNSCOM inspectors

found that another one had also been a part of the Iraqi facility at AI-Hakam but had been destroyed by

Iraq before the inspectors got there. in both instmces the presence of the test chamber was given as

evidence of the offensive nature of the former Soviet and b"qi BW programs.

When Soviet BW inspectors visited USAMRIID in 1991, officials there felt confident that

precisely because of the expertise of the Soviet team they would understand how far the USAMRIID

program was from one that intended weapon development. Nevertheless the visitors found portions of

the US research program troubling; in this case what looked like an entirely open program to US research

managers still posed problems for an outsider. One such aspect was USAMRIID research on toxins,

precisely a portion of the Soviet basic research program that was frequently raised as a problematical issue

in the 1980's. It is problems such as these dealing with "intent" that suggest that looking for production

and weaponry might be more useful for an international BW inspection regime than examining research.

And it is here too that formal aspects such as secrecy, the occurrence of covert BW programs run by

military or intelligence agencies, and the role of military agencies in funding and operating BW research

programs and institutions are shown to be highly important considerations.

Nevertheless, researchers have been able to prepare lists of indicators which quite usefully separate
"civilian" from "military", and offensive" from "defensive" microbiological research. As early as 1963

Morton prepared such a categorization which distinguished various aerobiological techniques according

to their utility for "medicine", "defense", and "theory"." More recently, several additional lists were

included in the 1990 volume edited by Wright 20

"J.D. Morton, table on "Relationship of Aerobiological Techniques to Useful Situations", in "Remarks from
the Chair. A Critique", First International Symposiun in Aerobiolov. Berkeley, 1963. p. 186.

2 l'ables that differentiate BW R&D into military and civil, offensive, and defensive programs:
- M. Lappe, "Criteria for judging the likeihood of misuse of potential biological warfare research", in

Susan Wright, ed., Preventing a Bioiotica Arms Race p. 88.
- Susan Wright and Stuart Ketcham, "Pthogens studied under DoD sponsorship as potential biological

warfare agents compared with pihogens identified by the Institute of Medicine as the leading cause of
disease in developing countries", in S. Wright, ed., 1990, pp. 178-179.

- C. Piller and K.R. Yamanoto, "US BW program development - offensive development implications",
(during the 1980s) in S. Wright, ed., 1990, p. 143.

- S. Wright and S. Ketcham, "Present activities conducted under the Biological Defense Program and
related activities conducted under the Chemical Warfare Program', in S. Wright, ed., 1990, p. 189.
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Biological weapons were unfortunately not laid to rest in the years 1972 to 1975. Several nations

have gone on to develop the capability to produce BW at short notice, and have done so precisely in the

years since the Biological Weapons Convention came into force.

The USSR's and presently Russia's continuing delinquency in putting a certain and definitive end

to its own BW program have been a severe impediment to international efforts to stop and to reverse any

further trends towards BW proliferation. First, because Russia inherited one of the two major post-WWII

offensive BW programs, and one which the USSR had continued despite signing and ratifying the BWC.

That established an extremely damaging precedent, and the continued resistance to makong a determined

show of reparations by retroactively extirpating the remainders of the program once and for all only add

further damage to the BWC. It is important that Russia remove whatever secrecy remains surrounding

its BW establishments, both military and civilian. Second, because it weakens the combined efforts of

the major powers in applying pressure on those nations that have more recently developed BW programs

to begin reversing and expunging them.

Nations who have developed BW programs in recent years such as Iran and Libya are not particularly

open to argument. The major institutional indicators, secrecy and the role of military or intelligence

agencies in funding and managing BW programs, are constant indicators of problems, and most certainly

when all three occur together. Much more thought should be given to the pressure of sanctions by the

international community. Following the additional example of Iraq, a state that had gone on to develop

BW despite having signed (although not ratified) the BWC, much more thought particularly needs to be

given to the circumstances in which a State Party to the BWC shows evidence of developing the

prohibited weapon system, and the sanctions that should be applied in such instances.

It appears that the next year will see the proposal of an international verification regime as a Protocol

See also:
- Bazend ter Haar, The Future of Biological Weapons The Washington Papers, No. 151, Center for

Strategic and International Studies, Washington and Praeger, New York, 1991. particularly pp. 54 to 75,
and the table "Activities permitted or prohibited in the Biological Weapons Convention', p. 63.

- USAMRID; United States Army Research Institute of Infectious Diseases, 1995.
- POA 4; In the Service of the Swedish Total Defense and of the Entire Community, 1986.
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to the BWC. It would require an international monitoring organization, probably similar to that which

has been established under the Chemical Weapons Convention. It is very likely that such a regime will

provide for the opportunity for both routine and challenge on-site inspections to facilities or locations in

member states. Domestically, the US government runs the risk of having impeded its current efforts to

defeat the further spread of a weapon of mass destruction by greatly exaggerated concerns several years

ago regarding corporate commercial secrecy. Trial inspections carried out by several western nations in

recent years as a contribution toward producing a strengthened verification regime for the BWC showed

that this was a manageable concern. It will be important for the US government to maintain its focus on

stemming BW proliferation as its first and overwhelming priority, and that all its other considerations that

relate to that effort be so adapted as to aid in that endeavor.

In that regard, Senate ratification of the Chemical Weapons Convention would be a crucially

important step, establishing the US interest in a serious verification regime in the C and B area.

Obviously, that means ending the ability of a single US Senator to prevent a major arms control treaty

on one of the three categories of weapons of mass destruction-a treaty that the Bush Administration had

championed, that the United States signed, and that took over twenty years of international negotiation

to achieve--from being put to the US Senate for ratification.
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Alarm Sounded About Security
of Russia's Chemical Weapons

* O-toba 2,19
* Coutaet:

Amy . Smidton
The Stimaon CenWe
21 Dupont Crcl NW
Washi n g, DC 20D36

fiu ZWS-9034

"We cannot
overstate the
threat posed
by the
proliferation of
these
weapons..."
Sen. Sam Nunn

Russ s cbetnal weapons stodq store skes q;peaa to be vulnerat to
theft fhrn widm atck oim wthou, waordiag to a report released tojay by the
Heny L StHson Cemer m Washngto D.C Based on eywtness accoums, the
repot describes the securitsymounding Russi's 40,000 nPitP ton cheaial weapons
asienal-over 80 percem of which is kduM nere agents-as falta far short of the
security provisi taken at U.S. che al weapons storage skes.

One witness described the securyi as suib only "to keep an honest an
out" Congressmn Gln Browder (D-AL). who had visited one of the stes, observed,
"Tlt fities were not as secue as oum especially regarding phsical security"

meaures. Amy E, Smiheons essay on security is the first of 1ow it the report,
Ch.lica We ons DL moavra in Rmssa ProblNems and Proqvw.

After the tenorist use of cherncal weapon i Japan last March and Api the
Stao Cam eamed the security of the cbenical weapons stord at seven
locations in Russ. Lik the prospect of "oose rdues," loose or stolen cinual
weapons could prese: a real danger to global security. "Once stolen," notes an eqxp
in th repot "a checal wetpon i far easier for a tearot...to use than a nuclear
weapon." Saithson provides a soberha picture of the "ruditnentaty security measures
that appear to be m place, and recommends some low-tech. relativly low cost
nisures tat could signifiatly impro: security. "" price of assist Russia now
is ouch lower than the cost that nay be incurred later if ths problem is not promptly
addressed," she concludes

In late October, the U.S. Senme's Pcunemn Subcomrnittee on Investigations
s planning to exanmie issues related to the tuca posed bychenca weapon Senator
Sam Nun (.-GA), ranking men r of the Subr otnrittm sald, "We cannot overstate
the tea posed by the weapon, nor can we afford to wa until the aftermath of a
tragedy to critia d ss the owcn."

congress has at its fingertips two madmnisn it can activate. The fit is the
Cooperative hrat Reductin priograr, which has chnnled U.S. assist to
Russia, Ukraine, Belarus, and Kazaisa to help seoine forn' Soviet nuclear
weapons and to begin donumling them This program has reduced the chnoes that
fix er Soviet nuciea weapons nvg fall ito the wrong hands.
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"Once stolen, a
chemical
weapon is far
easierfor a
terrorist..to use
than a nuclear
weapon."

"No matter how
detailed a map
Mirzayanov
and other
whistle blowers
provide...
without the
CWC that map
will be of little
avail,"

The second rochanim is the Onical Weapons Convention (CWC). Whe
m kxeM the CWC could bring itntin mispectors to Russian storage stes to
inventory and secue these weapons If the Senate ratifies this traty, Ptsn will

e P r Russia to do the san,, thus opening its failitie to iUspectio. "he CWC
has been awaking Semte action for aks two yemar After mnunus hearings in
1994, none have been hel this yew

Dr. VA Mk-atyanov, a 2&year veteran of the Sovit chemical weapons
complex. arguesin the Stmson report that the Senate must ratify the CWC so that ds
weapons development program can be brought under mtrnational scrutiy and
controL In states that have ratifid the treaty, route inspections as well as short-not ic
challenge inspections can occur at anty site suspected of conducting prohibite
acivus A refusal of a challenge inspection is an automaic violation of the
Conin

Mkra)Inov is the se and whiseetower who charges that a Soviet
program developed a new generation of chernial agents, apparently breaking Mikal
Gwtachevs 1987 pledge that the USSR had ceased producing chemical weapons.
Questions renm about the extl of this program and how mnny of thes activities
continued after the Russian government c to power.

As Mknyanov states, "f the CWCs procedures ar not instituted, the Russian
cherrncal weapons co lex will rnsi countable only to the same clilue of leaders
who have thus far not provn their trustworthns" Snithson agrees, notig, "No
mtte how detail a map Mieuyanov and other whist]eowers provide of
[ds]..progam, without the CWC dot nap will be of little avaiL" In order to rein in
this program, Mkzayanov asks fAr the Sate!s p nraifation of the CWC.

M4 Gen. Roland Lajoie, USA (Ret.), the Deputy Assta Seceta y of
Defense for the Cooperative Threat Reduction Prgram, notes to the Stimon report
how upomt it is to get a destructi program started in Russia. Econornic
difzce and political array haw cornpliated the Russian governntt's efforts to
launch such a prgram Only approxiately fie percent of the total funds authorid
for the Cooperative Threat Reduction program have gone toward Russia's chemical
weapons destuctiD program. With U.S. assistance now, Lajoie states, "Russia will be
smuch bete prepared to cary out destrction operations at other storage fai and
continue down the path ofCWC iplemntation,"

In her conceding essay, Siftson quote one of those who had been to
Russian chei weapons storg facilities "Me best secity is to get rid of it" She
argues that rtdying the CWC, "tightening security around Russia's chemical weapons
stockpk and hastening s destruction wl measurahy reduce the possibility that
Russian chemical weapons will one day harm Americans."

This report is a product of the Chema Weapons Convemtion k)MIew-aron
Project, which is funded by the Carnegie Corporation of New York. Smithson,senior associate at the Stinon Center, directs this project. The Henuy L Smon
Center is a nonprofit, nonpartisan research institution devoted to public policy research.
'h Stuanm Center concentrates on particularly difficult national and mtmaoa

ecry issues where policy, technology. and politics Intersect.
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Introduction
Michael Krepon

A strange fate has befallen the Chemical Weapons Convention (CWC). Enmeshed in
partisan wrangling between the executive and legislative branches, the CWC remains in limbo,
both in Washington and Moscow. Hearings have been held and reports filed, but no votes have
been taken in either country. In other words, the two countries most required for the CWC's
successful entry into force have yet to ratify the accord.

With Moscow in a reactive mode, the task of prompting the CWC's ratification and
successful implementation falls on Washington. If the Senate consents to the CWC's ratification,
there is no assurance that the Duma will follow. If, however, the Senate fails to act, there is little
incentive for the Duma to stretch from its defensive crouch.

As this collection of essays acknowledges, the decision before the Senate is not free of
complication. The toughest questions are tackled directly in the pages that follow. Will Russian
authorities be able to comply with treaty provisions even if they want to because of insufficient
resources? What if Russian authorities do not want to comply fully with the CWC?

As Amy Smithson makes abundantly clear in her lead essay, Russian security for existing
stocks is insufficient. Ms. Smithson observes that "Russia's chemical weapons storage sites
appear to be vulnerable to theft from within and attack from without." Given the frightening
example of the terrorist use of chemical weapons in Japan in March and April of 1995, she
concludes that "The price of assisting Russia now is much lower than the cost that may be
incurred later if this problem is not promptly addressed."

While many of the corrective measures advocated by Ms. Smithson are inexpensive and
essential for the security of Russian citizens, even these small steps may- be difficult for the
Russian government to take. Moscow may be forced to split scarce rubles between improved
security and destruction of the Russian stockpile, she notes, increasing the likelihood that progress
will be slow and insufficient on both fronts. U.S. interests will best be served if these tasks are
accomplished quickly and well.

Russian compliance with the CWC must be provgor it cannot be assumed. Yet Russia
has no obligations to stop development of new chemical agents or to dismantle existing stocks
without the CWC's entry into force. Those concerned with the possibility of Russian
noncompliance need the investigative tools that the CWC provides. The advice of Russian
whistleblower Dr. Vil S. Mirzayanov is especially important in this regard. "I now understand
that the CWC provides the means to bring the Russian chemical weapons complex under
international monitoring," he states. "If the CWC's procedures are not instituted, the Russian
chemical weapons complex will main accountable only to the same clique of leaders, who have
thus far not proven their trustworthiness." Mirzayanov, a former employee of the Soviet chemical
complex and prisoner of conscience for revealing chemical weapons-related activities, notes that
Russians as well as Americans who wish for a complete accounting and halt to prohibited
chemical weapons activities will be badly hurt by non-ratification.
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In his essay, Mirzayanov describes what happened when he blew the whistle on the
actions of Soviet authorities. He explains that "tens of tons" of new binary agents were produced
in "experimental quantities," mostly for testing purposes. Mirzayanov states that the quantity
involved "is not significant in the military sense."

It is also essential for the United States to provide more assistance to a Russia that has
begun to take corrective measures to improve security around its chemical weapons and destroy
its stockpile. The Russian government's efforts to initiate a destruction program have been
frustrated by a lack of resources, public resistance and fear, and the absence of the legal and
bureaucratic infrastructure to execute such a complicated program. As Maj. Gen. Roland Lajoie,
(USA, Ret.) explains in his essay, the focus of U.S. assistance has been to "jump-start" Russia's
efforts to destroy the nerve agents that comprise over 80 percent of Russia's stockpile.

"The objective of U.S. assistance," Lajoie states, "is not to achieve the complete
destruction of the Russian chemical weapons stockpile--4hat goal is beyond the scope of the
Cooperative Threat Reduction program both in terms of cost and time." With assistance from
the United States and other countries at the outset, however, he argues that "Russia will be much
better prepared to carry out destruction operations at the other storage facilities and continue down
the path of CWC implementation."

Ms. Smithson's concluding essay makes a powerful case for the prompt ratification and
entry into force of the CWC. The best way to help whistleblowers in the former Soviet Union
and to advance U.S. national security is to pry open the old Soviet CW complex with the CWC's
monitoring provisions. As Ms. Smithson notes, "Until the U.S. Senate gives its consent to
ratification of the CWC, it will be in the untenable position of complaining about possible
activities in Russia that may violate a law that does not exist. No matter how detailed a map
Mirzayanov and other whistleblowers provide of the novichok program, without the CWC that
map will be of little avail."

As for providing U.S. resources to improve security of the Russian stockpile and speed
its destruction, Ms. Smithson quotes one of those she interviewed: "The best security is to get rid
of it." Accordingly, she argues that "tightening security around Russia's chemical weapons
stockpile and hastening its destruction will measurably reduce the possibiIity that Russian chemical
weapons will one day harm Americans." Executive and legislative * branch leaders within Russia
and the United States are obligated to pay more attention to these pressing problems.

The international community has a choice: either to reinforce international norms against
chemical weapons and establish an effective international agency to monitor the CWC or to let
these opportunities pass and to live in a world without the CWC. As Ms. Smithson's notes in her
analysis, "The CWC is best suited to help the United States reachi its near-term objective to
resolve problems in Russia and its long-range objectives regarding nonproliferation policy and
chemical weapons disarmament."

The Stimson Center wishes to thank the authors of these essays for their time and effort.
In addition, Maj. Gen. Lajoie's capable assistant Kevin Flamm was always helpful in providing
information about the status of U.S. Cooperative Threat Reduction programming in Russia. Gale
Colby dedicated a great deal of time and attention to Dr. Mirzayanov's discussion of the
Soviet/Russian chemical weapons program. Those who worked with Ms. Smithson on her first
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essay, including Congressman Glen Browder (D-Alabama) and other interviewees who requested
anonymity, gave geneously of their time and personal experience regarding chemical weapons
security in Russia and the United States.

A number of individuals at the Stimson Center helped prepare this report. Senior
Associate Joseph Cirincione f rnished constructive suggestions and critical assessments. Laurie
H. Boulden supplied indefatigable research assistance for the entire report and also managed to
compile the chronology in the appendix. Sony Devabhaktuni, Jill Junnola, Howatd Kee, Michele
Siders, Kathleen Walsh, and Chrstine Wormuth helped proof the text. Laurie Boulden and Jane
Dorsey deserve credit for its polished finish.

Finally, we are grateful to the founder of the Stimson Center's Chemical Weapons
Convention Implementation Project, the Carnegie Corporation of New York. The Stimson Center
particularly thanks David Speedie and David Hamburg for their continuing support.
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Improving the Security of
Russia's Chemical Weapons Stockpile
Amy E. Smithson

On March 20th, religious zealots in Japan broke a taboo against use of weapons of mass
destruction by terrorists and, in the process, provided an ominous glimpse into future acts of
terrorism. Contrary to most expectations and fears, the weapon of choice was not nuclear , but
chemical. Twelve were killed and over 5,000 injured when the nerve gas sarin was released
during the morning rush hour on Tokyo's crowded subway system.' Now that this line has been
crossed, other terrorists and leaders of rogue states may try to follow in Aum Shinrikyo's path.

Moreover, U.S. policy makers need only recall the terrorists acts in New York City in
1991 and Oklahoma City in 1995 that stunned the whole world to face the ugly possibility that
chemical terrorism could migrate to U.S. shores or even originate here. President Bill Clinton
observed, "In light of what happened in Japan, all advanced countries should be very, very
concerned about the prospect of the merger of terrorism with weapons of mass destruction."2 For
example, the effective use of chemical agents instead of conventional explosives in the 1991
terrorist attack against the World Trade Center would have totally devastated the building's
occupants within a few moments).

When the Soviet Union collapsed, much attention was given to the possibility that nuclear
weapons or their components could find their way into the wrong hands. The frightening prospect
of "loose nukes" prompted Senators Richard Lugar (R-Indiana) and Sam Nunn (D-Georgia) to
launch a program to help Russia, Belarus, Ukraine, and Kazakhstan secure these weapons and
begin safely dismantling their delivery vehicles according to treaty requirements. The Cooperative
Threat Reduction (CTR) program got off to a slow start because umbrella agreements had to be
negotiated with the former Soviet states and the Defense Department had to award contracts to
U.S. companies to provide the appropriate goods and services. However, there is widespread

'Nicholas D. Kristof. "Hundreds in Japan Hunt Gas Attackers After 8 Die: Police Tighten Security Steps at Stations,"
New Yor* Times. 21 March 1995, A l; Lois Ember. 'Tokyo Subway Attack: Chemical Weapon Possible Terrorist Tool."
Chemical& Eoigineering News (27 March 1995): 6-7; "Gas Attacks Renew Fears For Japanese." Washington Post. 15
July 199S, A20.

President William J. Clinton. Joint Press Conference by President Clinton and President Boris Yeltsin, Moscow, 10
May 1993.

'See Victor A. Utgoff. The Challenge ofChemical Weapons: An American Perspective (New York: St. Martin's Press,
1991). 241-2. See also. Anthony H. Cordesman, 'One Half Cheer for the CWC: Putting the Chemicl Weapons
Convention in Military Perspective," in Ratifying the Chemical Weapons Convention. ed Brad Roberts (Washington,
D.C.: Center for Strategic and Intemational Studies, 1994) 44.

' Dunbar Lockwood, *Getting Down to Business," Bulletin of the Atomic Sciensis 51, no. I (January/February 1995):
12-13. For more on the former Soviet nuclear arsenal and the evolution of the CTR program, see Z7achary S. Davis and
Jason D. Ellis, "Nuclear Proliferation: Problems in the States of the Former Soviet Union,' CRS Issue Brief 1891129
(Washington. D.C.: Library of Congress. Congressional Research Service, 28 June 1995); Amy F. Woolf and Theodor

20-875 96-13
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agreement that the CTR program has made impressive strides in improving the security of
former Soviet nuclear weapons, facilitating the dismantlement of delivery vehicles, and providing
assistance and opportunities to enable Russia's nuclear experts to apply their skills to peaceful
uses, not to nuclear proliferators or terrorists.

Perhaps because U.S. policy makers have been so preoccupied with addressing the nuclear
agenda, comparatively little thought has been given to chemical matters. However, it is prudent
to examine the potential for theft and black marketeering of Russia's chemical weapons given
Japan's horrifying encounter with chemical terrorism. Nerve agents, including VX, satin, and
soman, comprise over 80 percent of Russia's 40,000 metric ton chemical arsenal.' With regard
to Russia's chemical weapons storage facilities, Russian Army Chief of Staff Gen. Mikhail
Kolesnikov recently described the security measures at these facilities as "inadequate," pointing
out that the chemical arsenal is "more vulnerable to theft" since the location of Russia's seven
storage facilities has become a matter of public record.' This information was classified until
mid-January 1994, when Rossiiskaya Gazeta published the amount and types of chemical agents
stored at each site.' Russia's blister agents-mustard and lewisite--ere stored at Gorny and
Kambarka. The remaining sites are Kizner, Leonidovka, Maradykovsky, Pochep, and Shchuche.
These sites store mostly nerve agents, such as VX, sarin, and soman. For a map of these sites and
the types of munitions stored at each, see page 36.

Some of those who have been to Russia's chemical weapons storage facilities provide a
disquieting picture regarding the security of the sites. The following paragraphs provide a general
description of the security provisions.that appear to be in place at four of the seven Russian
storage sites.' While this description is based on first-hand accounts, some caveats must be
attached to it. First, these eyewitnesses may not have noticed all of the security measures present.
Second, Russian officials may have purposefully changed their practices while visitors were
present or after they left to protect the integrity of their security measures. Third, Russian officials
may have controlled the visit so that outsiders saw only partial views of the facilities. Fourth, the
differences observed in security from one site to another may be attributed to one or more of these
factors. Finally, these accounts may be bia.ed toward Western security practices.

W. Galdi, "Nuclear Weaponf in the Former Soviet Union: LIation, Command, and Control," CRS Issue Brief lB91144
(Washington, D.C.: Library of Congress. Congressional Resemuch Service, 13 February 1995); U.S. General Accounting
Office, Weapons of Mass Destruction: Reducing the 7hreit From the Former Soviet Union, GAO/NSIAD-95-7
(Washington. D.C.: U.S. General Accounting Office, Octobc:r 1994).

' About 70 percent of tbt 32,500 metric tons of nerve agent in Russia's stockpile is in air-delivered munitions. Walter
L. Busbee, "Now for tde Heavy Lifting: Destroying CW Stockpiles in the United States and Russia," in Rauting the
Chemical Weapons Cunvention, I ll.
'"Russian Security adequate for Chemical Weapons Storage," Agence France Presse., 2 August 1995.

Igor Vlasov, "Chemical Splinters in Russia's Body," Rossiiskaya Gaceta, 15 January 1994, 3.

The author interviewed people who had visited one or more Russian facilities, asking them about security measures
they did or did nxt observe. Those interviewed were at these facilities for varying periods of time, from hours to days.
Several of these individuals, who had different affiliations, gave descriptions of specific sites. The author has elected
to provide a ge.terl description, accompanied by examples, without identifying the particular sites involved. She would
like to emphasize that no one who spAke with her revealed classified information. For a rare md brief public account
of a U.S. irpection conducted under the Wyoming Memorandum of Understanding, see Joseph D. Richard, "Team
Morris' Insiects Russia's Pochep Facility." Ow.Ste Insights 6. no. 8 (September 1994), 4-.



379

Amy E. Smithson 7

Security for chemical weapons has three basic components: physical barriers at a
particular site, human controls/guards, and the system of accountability. Ideally, these components
work together to block theft from outside or inside the facility. Physical barriers are items such
as fences, locks, and other security devices intended to deter an attack against a facility or impede
the attackers until guards can respond. Guards at a facility control access to the compound,
monitoring the perimeter and checking vehicle and pedestrian traffic to prevent unauthorized
personnel from entering. If the physical security at a facility were to be breached, it is the
responsibility of these troops to respond, engage, and fend off attackers. The system of
accountability entails the procedures that a nation uses to keep track of chemical weapons in the
inventory and the chemical agent in bulk storage at various sites.

Physical Security at
Russian Chemical Weapons Storage Sites

In general, outsiders who have been to Russian chemical weapons storage facilities
characterize the security at these sites as similar to the measures commonplace at U.S. storage
facilities in the 1950s. Since then, the United States has switched to an approach that employs
significant physical barriers, intruder alarms, and other electronic sensors monitored from a central
security control room.' In contrast, Russian chemical weapons sorage facilities have the bare
basics of physical security for a sensitive military site--multiple exterior fences, storage buildings,
and padlocks.'*

One of the storage sites visited was a stand-alone facility, but the others were inside or
collocated with a larger military compound." Normally, the chemicfA weapons storage area had
different entrances for pedestrians, road vehicles, and railroad cari. At two sites, a two-gate
entrapment system was used at the main entry. Guards were present at the main gates at all
facilities.'2  Railroad entrances--padlocked double-opening fences were observed--id not
alear to be guarded.' 3 More than one individual observed that t6e railroad tracks into the
restricted chemical storage area were rusted, with grass overgrowing the tracks, and did not look
like they had been used in a long time." At one facility that was adjacent to another compound,
an unguarded gate in the fence separating the two areas could be seen.

'

interviews by author. 28 July 1995, 31 July 1995, and I I August 1995.
t Interviews by author. 28 July 1995, 31 July 1995, II August 1995. 21 August 1995, 30 August 1995, 31 August

1995. 18 September 1995.

" Interviews by author, 28 July 1995, 31 July 1995, 31 August 1995, IE September 199'3. According io Representative

Glen Browder (D-Alabama), family housing units were inside the larger military co pound at one storage site, with
children playing nearby the restricted chemical storage area. Interviewed with Congressamu Glen Browder, Washington,
D.C., 14 September 1995.

"2 Interviews by author. 28 July 1995, 31 July 1995, 31 August 1995, 18 September 195. At one of the entries to the
restricted area at one site, the guard was inside a plexiglass booh and pedestrians hid to pass through a turnstile.
Interview by author, 21 August 1995. In a two-gate entrapment, entering vehicles are stopped between the outer and
inner gates, while the guard checks identification prior to openir.g the inner gate.

" Interviews by author. 31 July 1995, 21 August 1995, 31 August 1995, 18 September 1995.

" Interviews, 28 July 1995. 11 August 1995.

1" Interview by author, 31 August 1995.
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Different combinations of fences are used for perimeter security at Russian chemical
weapon storage sites. Some fences were chain-link, some were barbed wire, and some were
apparently electrified. Two concentric exterior fences were erected at some sites, three or four
fence lines at others. Some fences were in good repair, others appeared to be poorly maintained.
At one site where the storage facility was inside a larger compound, a wall, approximately eight
feet high, had-been erected around the chemical weapons storage area.'- One interviewee
described the outer fencing as "tall cattle fences."" The zone between the innermost and
outermost fences was cleared and well-maintained at some sites, allowing for foot or vehicle
patrols. In some cases, a clear zone was established outside the outermost fence and a worn path
indicating perimeter patrols was evident In other cases, the outermost fence was directly adjacent
to a village or wooded area, and the direction of the observed paths indicated pedestrian traffic
to and from a nearby village, not perimeter guard activities." According to one individual, at
one site "there had been clear zones," but this area was not well-maintained." At two sites,
perimeter lights along the fence line were seen, but the lights were few in number and did not
appear to be well-maintained." Perimeter lights were not observed at the other facilities."' No
electronic security devices, such as closed-circuit or low-light TV cameras, were observed on or
near the exterior fences.'

Some storage buildings were .onstructed with cement blocks and had wooden or steel-
faced doors.3 Others were made on'y of wood and had wooden doors and windows with bars.
The roofs of these buildings were often made of tile or wood. At one site, holes could be seen
in the roof, but at other sites, the buildings were well-maintained. The buildings at one facility
had just been re-roofed.2' Sever l people interviewed observed nothing other than a single-key
padlock on the doors to storage buildings." At one site, the doors to storage buildings had an
additional bar across the door required a separate device or key to unlock, but the lower section
of these doors had unsecured lift-up "dog doors" used for first-entry monitoring. Given the
"material of construction and the kinds of locks they used, it was nothing that a locksmith couldn't
defeat," said one interviewee.' Intruder detection devices--probably a circuit-breaker

',Interviews by author. 28 July 1993. 31 July 1995. II August 1995, 21 August 1995, 31 August 1995, 18 September
199.

"Interview by author. IS September 1995.

'Interviews by author. I I August 1995, 21 August 1995. 31 August 1995.

"Interview by author, 18 September 1995.

Interviews by author. 28 July 1995, 31 July 1995. 31 August 1995.

z' Interviews by author. I I August 1995, 21 August 1995, 18 September 199.

U Interviews by author, 28 July 1995, 31 July 1995, II August 1995, 21 August 1995, 30 August 1995 .21 August
1995. 18 September 1995. Browder did not observe any electronic surveillance or intruder detection equipment at one
site. Interview with Brovider, 14 September 1995.

2 Interviews by author, 28 July 1995.31 July 1995, I I August 1995. 21 Augtt 1995. 31 August I995, I September
1995. Some of the cement block buildings at one site had large openings, approximately 6 feet by 6 feet, that were

covered by a wire mei grill. Interview by author, 28 July 1995.
interviews by autx, 28 July 1995, 31 July 1995. 11 August 1995, 31 August 199, 18 September 1995.

29 Intervws by author, 31 July 1995. I1 August 1995, 21 August 1995, 30 August 9S.

31 Interview by author, 18 September 1995.
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mechanisms--were observed on the doors to individual storage buildings at second site and
possibly at a third." No one recalled electronic or other intruder detection sensors on the other
openings to these buildings (e.g., windows)?'

Inside these buildings, munitions were kept in racks, similar to the storage of wine bottles,
or stacked horizontally on wooden pallets. Bulk storage drums were elevated on beams to
facilitate monitoring for corrosion or a clean-up effort in the event of a leak," Smaller items,
like munitions and storage drums were numbered, most likely with production lot, not serial,
numbers."' Missile warheads also appeared to be marked with production lot numbers. Etch
warhead had its own numbered storage container.' At one site, caged birds were kept inside
the cement storage buildings-a time-tested method of detecting whether chemical agent is
present. The death of the bird is a likely indicator of a leaking weapon or container. '

The munitions and bulk storage containers observed were well-maintained, in good to
excellent condition." As Congressman Glen Browder (D-Alabama) reported after a visiting a
Russian storage site in 1994, "The chemical shells and warheads which we inspected appeared to
be in good condition, having been manufactured between the early 1950s and mid-1980s, and
were battlefield-ready."'

Interviewees did not observe physical barriers, such as an large obstacle that would have
to be moved, in front of storage building doors. Nor were tamper detection seals seen on any
storage building doors." Seals were used sporadically at some sites, apparently not at all at
others. For example, the large 50-cubic meter storage tanks and storage drums were sealed at one
site, but at another, these large storage tanks apparently were not sealed. The containers for missile
warheads were sealed at one site, but the other items there were not sealed. The seals that were
observed were wire-loop or lead seals that were dated and numbered. Ostensibly, either the seal
has to be broken or the wire cut to open them.'

"7 Interview by author. 28 July 1995. At one site, an individual saw what might have been a roller or switch on the
door, but could not be certain that that was the cae. The accompanying soldier did telephone someone before
unlocking the door to enter the building. Interview by author, 31 August 1995.

" Browder did not observe any electronic surveillance or intruder detection equipment at one site. Interview with
Browder, 14 September 1995. Nor did others observe such devices on storage doors or within buildings Interviews by
author, 28 July 1995, 31 July 1995. II August 1995, 21 August 1995, 30 August 1995. 18 September 1995.

P Interviews by author. 31 July 1995. 11 August 1995, 21 August 1995, 18 September 1995.

Interviews by author. 28 July 1995, 31 July 1995, 11 August 1995, 31 August 1995. IC September 1995.
;' Interviews by author, 31 August 1995. 18 September 1995.

n Interview by author, 31 July 1995.

"Intervie s by author, 28 July 1995, 31 July 1995, 11 August 1995, 21 August 1995, 31 August 1995, 18 September
1995.
t* Represen.ative Glen Browder, Memorandum to Representative Ronald V. Dellum, Chairman, House Armed Services
Committee, "July 3-10 Codel to Concerning Chemical Weapons.' 25 July 1994.
2 ' Interviews by author, 31 July 1995, !I August 1995, 31 August 1995. 1 September 1995.

j Interviews by author, 28 July 1995. 31 July 1995, II August 1995, 18 September 1995.
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Guards and Accountability at Russian Chemical Weapons Storage Sites

Physical security aside, more than one individual interviewed dwelled on the human
component of security at Russia's chemical weapons storage facilities. As noted, main gates were
guarded and the identification of visitors was checked before they were allowed to enter. Visitors
were issued badges." Armed perimeter patrols were seen at some sites, but not at others.
Guards were not stationed at individual storage buildings at the time that visitors were there. The
troops encountered were courteous and well-disciplined. Morale was good; these soldiers did not
appear to be discontent." One individual observed that there were "No signs of things falling
apart around the seams," but another noted that one site ovas poorly maintained.3 Soldiers had
expressed concerns about "bandits" in the area, recalled cne interviewee.'4

Following Soviet precedent for tracking the whereabouts of weapons, the soldiers at these
facilities use a "personalized" system of accountability. Officers are personally responsible for
the chemical weapons stored within a given number of buildings, usually one to five buildings.
With smaller items such as artillery shells, this means that a single officer can be responsible for
hundreds of weapons. If something is missing, this officer is held accountable. Written records
are kept, and the location of munitions or drums is noted on a planograph or a diagram of the
building's contents. A computer database, however, is not used."

At some sites, soldiers stated that they .-ntered storage buildings frequently, even on a
daily basis, for maintenance and inventory activities' Such statements could not, of course, be
confirmed. However, sonie individuals witnessed inventory and maintenance procedures. For
example, racks of munitions, stacked from the floor to the ceiling, were painstakingly inventoried,
as were rows of storage drums. Results were recorded on the aforementioned planograph. 3

Soldiers used a 15-foot long dipstick to measure the level of agent in the 53-cubic meter storage
tanks. They also conducted an analysis of the contents to ascertain the concentration of key
chemicals. To prevent the rupture of storage drums, it is standard Russian procedure to open
these drums periodically to relieve the gas pressure that builds up inside. Storage drums, tanks,
and munitions were checked for signs of disrepair or corrosion."

, Interviews by author, 31 July 1995. 21 August 1995, 31 August 1995, 1 September 1995.

Interviews by author. 28 July 1995. 31 July 1995. 11 August 1995. 21 August 1995. At one site, the enlisted soldiers
were "run-of-the-mill," not the type of soldier that would be assigned to guard sensitive military Cacilities in the West.
The officers were "clearly disgruntled at having to open the facility" to outsiders. Interview by author, 18 September
1995. In contrast, Browder noted that inside the chemical weapons storage section, his hosts were quite open to having
him look around the site. Browder, interview by author, 14 September 1995.

"The first comment was made in an I I August 1995 interview; the second in an 18 September 1995 interview.

* Interview by author, 31 August 1995.

"Interviews by author, 30 August 1995, 31 August 1995.

42 Interviews by author, 31 July 1995, 30 August 1995.

" Interviews by author, 31 July 1995, 31 August 1995.

"Inerviews by at thor31 July 1995, 11 Aurust 1995.
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Evaluating the Security of Russia's Chemical Arsenal

In some respeM the security measures described above do not appear to be too far out
of order. Thieves cannot just walk off with a 50-cubic meter tank full of chemical agent."
Racks of artillery shells are placed so close together that it would be difficult to maneuver lifting
equipment inside the building to cart off several racks of artillery shells 4 Some storage sites
are a restricted area inside of a larger military compound, which would make it more difficult to
violate security. In other words, the way that Russian chemical weapons and bulk agent are stored
creates some built-in security features.

In other instances, this account raises some grave concerns, especially for those who are
familiar with routine security procedures at sensitive U.S. military sites. By U.S. standards,
Russian chemical weapon storage facilities unquestionably appear to be vulnerable to attack from
outside and theft from within. In the discussion that follows, apparent shortfalls are identified and
possible scenarios for foul play are raised. General U.S. standards of physical security and
accountability practices are presented as a point of comparison.

Shortcomings in the physical security were readily apparent at the Russian storage
facilities visited. For example, perimeter fences lacked electronic sensors and intrusion detection
devices. In the absence of well-maintained clear zones and perimeter lighting, attackers have more
cover for a stealthy approach. Railroad entrances at these facilities could be a particularly
egregious breach of perimeter security, since they were apparently unguarded and secured only
with a single-key padlock." Single-key padlocks were frequently the only visible barrier to
entrance at individual storage buildings. Additional physical barriers were not seen. In the
majority of cases, intrusion detection devices apparently were not installed." A lone padlock
on any door, especially a wooden door, is hardly an impediment to thieves or attackers. At the
one site where storage tanks and drums were sealed, the technology used was not tamper-proof.'

These measures fall far short of the physical security at U.S. chemical weapons storage
sites. For example, two continuous lines of intrusion detection sensors, as well as imaging
systems (e.g., closed-circuit TV, radar, and infrared detectors), buttress'perimeter fencing, lighting,
and clear zones. Where appropriate, vehicle barriers such as concrete blocks, ditches, and posts
embedded in the ground are situated to prevent vehicles from crashing gates or fences. In
addition, huge concrete blocks are placed immediately in front of the entrance of U.S. bulk storage
buildings, which are built of concrete and sometimes also bermed. These so-called "King Tut"

"Interview by author, I I August 1995.

"Interview by author, 21 August 1995.
Interviews by author. 21 August 1995, 30 August 1995, 31 August 1993.

interviews by authr, I I August 1995, 21 August 1995. 31 August 1995.

To foil these wire loop or lead seals without detection, the thief would need to replicate the seal that leaves an
imprin on * lead. This tyle of sealing technology was common in the 1970s. Fiber-optic, tanper-proof seals can
now be readily obtained. Interview by author, 28 July 1995. Another person noted that the Russians also use a
"primitive* string and city pot seal at nuclear facilities, which can be spoofed by un-threading the string to gain access
a then rethreading the string through the clay in the pot. As noted, much more advanced seal technology is tvbilable.
Interview by author. 30 August 1995.
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blocks are so heavy that a forklift must remove them to enable access. U.S. regulations require
that two soldiers be present to open a storage building. Each has possession of a separate key to
unlock one of the two high-security padlocks on the door. When entry occurs, at least one other
soldier will be alerted. Balanced magnetic switches or other intrusion detection sensors are placed
on all doors, windows, and movable openings of U.S. storage buildings. These sensors, which
are tamper-protected, automatically notify the security control center, which is manned 24 hours
a day, of intrusions of perimeter and individual building security." ' Table I compares the
security measures generally practiced at U.S. storage sites with the physical security observed at
some Russian storage sites.

Of the physical security at Russian chemical weapons storage sites, one interviewee
characterized it as suitable "to keep an honest man out," another as "rudimentary."5' A much
harsher assessment was offered by another individual, who concluded, "You could really walk into
that place without any problem." n Browder observed that "Their facilities were not as secure
as ours, especially regarding physical security. =S3 Yet another person acknowledged the
shortcomings in physical security, but thought that R, ssia's chemical weapons are probably
"secure as long as the people who are guarding them want them to be safe."s' This statement
brings up a different set of concerns related to the Russian system of accountability and potential
problems among Russian troops and chemical weapons experts.

A fair amount of Russia's chemical agent is in bulk storage containers. One is not
counting munitions as much as tons of agent. While measurements from large storage tanks
provide a rough idea of how much agent is there, these circumstances could present an
accountability problem."5 Chemical agents are not stable and tend to deteriorate gradually.
Unless the seals on these tanks are tamper-proof and daily measurements, both of quantity and
quality, are taken and cross-checked by individuals that are not within the immediate chain of
accountability, it would be difficult in the event of a discrepancy to tell whether chemical agent
leaked or was stolen. In other words, there did not appear to be significant obstacles to prevent
someone from systematically skimming small quantities of agent out of bulk storage containers.'

Military Police: Chemical Agent Security Program, Army Regulation 190-59 (Washington. D.C.: Department of the
Army, 27 June 1994), 6-11, 16-17, 37. Interviews by author, I I August 1995. 21 August I995, 31 August 1995. Other

documents that stipulate the security and safety practices followed at U.S. chemical weapons storage sites include
Chemical Surer.,, Army Regulation 50-6 (Washington, D.C.: Department of the Army, 12 November 1986); Safety:
Toxic Chemical Agent Safety Standards, Pamphlet 385-61 (Washington. D.C.: Department of the Army, currently being
revised); Medical Services Occupational Health Guidelines for the Evaluation and Control of Occupational Exposure
to Mustard Agents H. HD, and H, Pamphlet 40-173 (Washington, D.C.: Department of the Army, 30 August 1991);
Medical Services.: Occupational Health Guidelines for the Evaluation and Control of Occupational Exposure to Nerve
Agents GA. GB. GD. and VX (Washington, D.C.: Department of the Army, 4 December 1990).

5 1Interview by author, I I August 1995, II September 1995.

'. Interview by author, 21 August 1995.

.Interview with Browder, 14 September 1995.

s, Interview by author, 28 July 1995.

"Interview by author, 8 August 1995.

"Interviews by author, 28 July 1995, 30 July 1995.
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Table 1: A Comparison or Physical Security
at U.S. and Russian Chemical Weapons Facilities

I United States' Russia
Clear zones maintained 30 feet
outside of the ouaer fence
Reinforced with steel cables to
prohibit vehicle penetration of the
outer fence, aid termin permiting,
speed bumps, highway barriers, or
seel posts partially embedded in the
ground povent high-speed vehicle

* In some cases cear zone md patrol
path evident around the perimeter in
othen, outer fence adjacent to a
forest or village

SClear zones reasonably well-
maintained between fences, excet
at one site

Fencing * Two concentric perimeter fences, Sites have two to four concentric
seven feet high, with barbed or razor rings of fencing, either chain link,
wire outriggers barbed wire, or electrified

6 Clear zoes maintained between 0 At one site, restricted area
fences as well as inside inner fence surrounded by a wall

.* Fence in disrepair at some sites
Lights * Perimewe lights illuminate entire * At two sioes perimeter lihts

arts inside the fences, between the oserved, but they were few in
fences, and the clear zone outside the number or appeared to be poorly
outermost fence maintained

* No lights observed at the other sites
Gates * A two-gate entrapment syste=4 for * Separate gses exist for railroads,

vehicles pedestrian, and road vehicles
* Armed guards check and/or inspect * Only main gates appeared m be

all personnel and vehicles entering guarded
or exiting main pit 0 Gards checked identification and

• Crash barriers installed when issued badges
appropriate * A two-gate entrapment M ' was

0 Pesonnel use a secured separate used at two sits while another,
gute; other emergency gates secured inside a larger military compound
with locks and a variety of sensors to had a turnstile for pedestrian enry
detect intrusion • Railroad pm closed with a peadlock

Intrusion * Two continuous intrusion detection a None observed
Detection system lbnes, each with different

System sensing methods, installed to dete
entry into the peimeter ara

* Season monitored 24 house a day
from central security count fclt

C closed -circuitTV with tamper-pro * None observed
Circuit TV barries allows fo real-time

U_ identiication of intruders
Security at US. facilities varies slightly from sile to shie, but in such cases, compensaory meams

am tken. Fora mor detailed explanai of security at United States faciliies, such as reinforced
guard houses and the many other security measures required, see Miliury Police: ChemicWa Agent
SecurgtY Prora. Army Regulation 190-59 (Washington, D.C- Deparment of the Army, 27 June
1994).

aM open the outer gate to allow the vehice to enter and close it while idedtification checks ame
conducted Only after completing this F o will the guard open the inner gat&

Clear Zones
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Table 1: A Comparison of Physical Security
at U.S. and Russian Chemical Weapons Facilities

_ ......... United States' Russia
Buildng 0 Walls either 8-inch thick reinforced * Some buildings constructed of

Construction concrete or reinforced cement blocks cement blocks, while others
* Windows, ceilings, and roof provide made of wood

resistance to penetration equal to the e Cement-block buildings had
walls wooden or ste doors; wooden

" Some storage bunkers bermed buildings had wooden doors
* Steel-reinforced wood or steel- * Some buildings had bars on

reinforced metal doors constructed to windows, some had large mesh grills
prevent prying or jacking 0 At one site, holes observed in the

roof: at another, buildings had just
been re-roofed

Doors: * King Tut blocks, or similar concrete * Storage building doors secured with
Physical barriers, placed in front of doors single key padlock
Barriers whenever feasible * Doors at one site had a bar requiring

and Lockv * Doors have 2 high-security padlocks a separate key or tool to open, as
* No one person possesses keys to both well as unsecured, lift-up "dog

locks doors" to facilitate first-entry
0 Kcys secured when not in use monitoring

lntuusion 0 Intrusion detection systems such as * Intrusion detection devices (circuit-
Detection motion sensors with tamper breakers) observed on doors at one

System t;etection devices on all openings in site, and possibly at another
all storage buildings 0 At other sites, no confirmed

observation of electronic or other
intruder detection sensors on
entrances or other openings to
storage buildings

Sccunty at U.S. facilities vanes slightly from site to site, but in such cases, compensatory measures
are taken. For a more detailed explanation of security at United States facilities, such as reinforced
guard houses and the many other security measures required, see Military Police: Chemical Agent
Security Program, Army Regulation 190-59 (Washington, D.C.: Department of the Army, 27 June
1994).

Moreovcr, the soldiers, not the officer accountable, are apparently conducting the
inventory and maintcnancc chores. Thcreforu. another possibility is that with so many munitions,
a number of artillery rounds could disappear before the officer in charge might notice." What
is not known at this point is what procedures, if any, the Russian military has for cross-checking
these records. If inventory records are not routinely and randomly cross-checked by others outside
the immediate unit and facility where accountability in the Russian system apparently rests, it
would not be a great challenge for one or more soldiers to falsify these records. In short, theft

"Interviews by author. 21 August 1995, 30 August 1995. 31 August 1995.
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appears to be possible if Ivan, the individual soldier, is so inclined; if a colleague and Ivan
conspire; or if an outsider coopts or disables Ivan.

In contrast, accountability at U.S. storage facilities is institutionalized, collective, and
computerized. U.S. storage igloos and bunkers are infrequently opened for random inventory and
maintenance activities. When a soldier engages in maintenance chores or takes an inventory
count, his work is double-checked and cross-checked by others to ensure its accuracy. A written
planograph and computerized records are updated accordingly. These records account for the
number and type of munitions in each bunker and at each storage facility. Munitions are tracked
by serial number and/or production lot number. Officials at a central record keeping unit in Rock
Island, Illinois. also review this data. The commanding officer here is the individual accountable
for the U.S. chemical weapons inventory. Units from this central command are randomly sent to
the eight storage depots in the United States to check the accuracy of these records.s'

In all fairness, U.S. security and accountability at U.S. chemical storage facilities are not
perfect. Furthermore, U.S. newspapers often describe breaches in security or acts of vandalism
at U.S. regular military bases. Problems also occur with the reliability of the military personnel
at sensitive U.S. facilities. The armed services do not publicize such incidents because they are
embarrassing and detract from public confidence in the safety of the military bases in their midst.
At U.S. chemical weapons storage sites, disgruntled soldiers-"the Timothy McVeighs of this
world," as one interviewee put it-could be among the personnel. However, because of the
redundancies in the U.S. physical security and in the system of accountability, a malcontent would
have to recruit others in different units in order to defeat the physical security and the system of
accountability. The odds of an insider successfully stealing chemical agent or munitions from a
U.S. facility without being caught somewhere along the way are quite low.

One must also understand that the redundancy and technical sophistication that gird the
physical security and accountability at U.S. chemical weapons storage sites did not appear
overnight. For instance, U.S. recordkeeping has been computerized to some extent for a long time
and has gradually improved to make the records more specific. Also, it was not that long ago that
rabbits were kept in U.S. storage bunkers to indicate whether the munitions within had leaked.
What may be viewed as old-fashioned methods are nonetheless proven and work well.

Some of the fundamental differences in apparent Russian and U.S. security provisions are
due to the nature of the respective Russian and American chemical weapons stockpiles. For

' Interviews by author. 7 September 1995. 30 August 1995. and 31 August 1995. The arsenal at a ninth U.S. facility,
on Johnston Island in the Pacific Ocean. is currently being destroyed. The one-ton bulk storage tanks present at some
U.S. facilities are sealed and occasionally weighed to ascertain whether any agent is missing.

" Interview by author, 30 August 1995. Note that there have been numerous threats of terrorist use of chemical
weapons, including one instance in 1975 where 53 canisters of the blister agent mustard were stolen from a U.S.
chem"ik weapons storage facility in West Germany. The terrorists. probably associated with the Buder.M inhof gang,
did not carry out their threat and some. but not all of the stolen agent was recovered. In another example, a neo-Nazi
skinhead group had plans in 1992 to kill children in a Dallas Jewish day-care center using cyanide. For a listing of
reported threat, possession, and use of chemical agents for terrorist purposes, see Ron Purver, Chemical and Biological
Terrorginm: The Threat According to the Open Literature (Toronto: C4andan Security Intelligence Service, June 1995),
82, 84-5. See also Robin Wright, "Many Nations Seen Vulnerable to Poison Use," Los Angeles Times, 21 March 1995,
t.
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instance, many U.S. chemical weapons such as the M-55 rocket are "full-up," with the explosives
and propellents inside the munition. U.S. storage buildings are therefore built to withstand an
explosion of high explosives and to contain the chemical agent. The explosives and propellents
for Russian chemical weapons are reportedly stored apart from the part of the munition that
contains the chemical agent. Since there is less inherent danger for an explosion within a Russian
chemical weapons storage building, there is not a pressing safety requirement for especially sturdy
storage buildings.

As for some of the noticeable disparities related to accountability, the current Russian
system is manpower-intensive largely because the Soviet Union could command significant human
resources for a task. The officers in charge of Russia's chemical facilities are simply following
precedent. The U.S. approach to accountability grew out of necessity. U.S. bunkers are tightly
secured and not entered as frequently because as the U.S. stockpile aged, more leaks occurred.'
In other words, the United States battened down the hatches and switched to a system of quarterly
storage monitoring inspections and random checks initially for personnel and public safety reasons.

However, with a personalized system of accountability and minimal physical barriers, there
appear to be some gaps in security at Russian facilities. Moreover, as one interviewee pointed
out, the storage sites are a long way from Moscow and the borders of the former Soviet Union
are becoming increasingly porous. "Sooner or later, someone will make [the soldiers at these
sites] a better offer than Moscow does. If something was missing, it is likely to be an inside
job."" With Russia's ailing economy and the limited resources now available to the Russian
armed forces, the potential thus exists for insider theft and black marketeering for personal
economic gain.' Wayward political affiliations could also be the motivating factor behind an
inside theft from a Russian chemical weapons facility.

If such an incident were to occur, another concern raised was the preparedness of Russian
authorities to respond. Do local military units and national authorities routinely assess the security
vulnerabilities of these facilities? Do they have recovery plans and the equipment to execute
them? Do they conduct training exercises to practice the recovery of chemical weapons? How

From 1983 to 1944, there were 1,862 leaks within the U.S. stockpile. U.S. Army Chemical Demilitarization and
Remediation Activity, Annual Status Report on thi Disposal of Lethal Chemical Weapons and Materiel (Department
of the Army, 15 December 1994). 37.

"Interview by author. 28 July 1995.

" During a report on French television showing an image of Saratov. a reporter intoned, "You can get in here almost
at will. But it ought to be one orthe best guarded places in Russia. one of the six or seven storage centers for thousands
of tones of toxic gas formerly produced by the Soviet Uniom..Everything leads one to believe that the least self-
respecting terrorist would have no difficulty in hold of a few liters. Here everything is for sale and everything can be
bought." "Official On Availability of Chemical Weapons in Russia." France-2 Television Network, 21 March 1995,
FBIS Translation. Saratov is actually a military academy, where training of Russia's chemical troops occurs, not one
of Russia's chemical weapons storage facilities The equivalent in the United States is Ft. McClellan in Alabama.
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quickly can Russian authorities mobilize to respond? At this point, the answers to such
questions are not known.

Some might ask why anyone would bother to steal Russian chemical weapons when
chemical agents are not that difficult to make, compared to a nuclear device. The ingredients and
equipment are commercially available, and the formulas for many chemical agents are common
scientific knowledge.' Of course, it has always been difficult to predict what disturbed workers,
rebels, or terrorists will do, but those who want to inflict the most serious harm may seek military-
strength chemical agent. Terrorists may be able to concoct a chemical agent, but it as not as easy
as some might believe to make highly effective chemical agent. For instance, evidence indicates
Aurn Shinrikyo's chemists were unsuccessful in their attempts to manufacture high-grade sarin."
Their failure ultimately saved the lives of thousands who were in the Tokyo subway last March
20th.

Another factor to consider is that chemical weapons-are easier to use than nuclear
weapons. With chemical weapons, thieves do not have to overcome the security devices or
Permissive Action Links (PALs) that are often placed on individual nuclear weapons. Nor do they
have to figure out the launch codes and sequences that are likely to frustrate an attempt to use a
stolen nuclear weapon. Instead, the would-be users of chemical weapons purchased on the black
market or stolen from a facility can shield themselves with protective clothing and gas masks that
are commercially available. If they have artillery guns or aircraft, they have the option to use
chemical munitions as is or to drain them and fashion their own crude delivery system." "Once
stolen, a chemical weapon is far easier for a terrorist or rebel military group to use than a nuclear

"Interview by author, 31 August 1995. In a related readiness issue, Browder noted that the preparedness of Russian
soldiers to respond to an accident or incident with chemical weapons appeared to be meager. Interview with Browder,
14 September 1995. Noting that the fire-fighting equipment within the restricted area consisted of axes, sand-filled
buckets, and buckets for bailing water, another interviewee described their 'ability to respond to fire or security threats
was marginal to nonexistent." Interview by author. 18 September 1995. All U.S. storage facilities conduct routine
vulnerability assessments and have plans and drills to practice a response to locate and recover stolen munitions.
Chemical Agent Secunn, Program. 22. 31-32.

" Many of the same chemicals that can be used to produce Fharmaceuticals, textile dyes, and pesticides can also be
used to make chemical agents. For this reason, the Chemical Weapons Convention contains unprecedented verification
provisions that control such "precursor" chemicals and require reporting and inspection within the commercial chemical
industry. While such procedures will help international inspectors track and assess commercial activities with dual-use
chemicals, the ingredients, equipment, and know-how to make chemical weapons will be on the open market
indefinitely.

" Interview with Kyle Olson, Washington, D.C., 14 September 199 5. Olson is writing a book about the recent events
in Japan.

" The Aum Shinrikyo cult executed its atack on Tokyo's subway by placing low-grade satin in two-ply plastic bags
and using umbrellas or other sharp objects to puncture these bags quickly before exiting the subway cars. Unsuspecting
passengers left on those cars were quickly overcome with fumes, which also made their way into the subway stations
when the effected trains stopped to release passengers. Interview with Olson, 14 September 1995. Olson also obirved
that Russian chemical weapons are comparatively safe to transport since the high-explosive component reportedly is
stored separately from the chemical munition.
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weapon."" Moreover, the use of poison gas is not perceived as being as heinous as the use of
nuclear weapons."

When asked to assess the threat of Russian nuclear weapons being stolen versus the
possibility of Russian chemical weapons thekt one interviewee viewed the threat as "very much
the same."' Others interviewed differed with this opinion. They believed that Russia's chemical
arsenal presents a far mom exposed and appealing target for potential thieves or attackers. '

Although security apparety varies from facility to facility, security at Russian nuclear
facilities was described as generally better than the security observed at Russian chemical weapons
storage sites. Russian nuclear facilities have redundant perimeter fences; steel doors on storage
buildings; electronic sensors, and serial numbers, seals, and PALs on warheads, which have
accompanying containers that each have their own "passport" control documents. Using a 1 to
10 scale, with 10 being the highest grade of security, one interviewee rated U.S. nuclear security
a 9.9, Russian nuclear security an 8, U.S. chemical weapons security a 9+, and Russian chemical
weapons security a 3.?Y From another individual, the security of Russian chemical weapons also
received a rating of 3, while security at U.S. storage sites was rated from 8 to 10, depending upon
the facility."

Finally, U.S. policy makers should also be cognizant of the gradual disintegration that has
taken place throughout Russia's complex of research, production, and storage facilities. The
effects of economic hardship show not only in the apparent differences in physical security and
maintenance observed from one storage facility to another. Hundreds of chemical weapons
experts are out of work. With less and less cohesion among this research community, the
temptation for these experts to sell their knowledge to the highest bidder will increase if they
cannot find more productive and peaceful ways to support themselves and their families. Unlike
nuclear development programs, where a relatively small number of people know all of the crucial
information about making a nuclear weapon, the knowledge threshold for chemical weapons is
not nearly as high. A larger number of Russian chemical weapons specialists know enough to
benefit greatly the efforts of would-be chemical weapons proliferators.7

, Interview by author, 30 August 1995.
Throughout history, warring parties have resorted to chemical weapons more frequently than nuclear weapons, which

the United States used twice against Japan at the end of World War II. Chemical weapons were a hallmark of World
War I and the 1980s Iran-Iraq War. China and Abyssinia also suffered chemical attacks during World War Il. For more
on the history of chemical weapons use, see Edward M. Spiers. Chemical Weaponry: A Continuing Challenge (New
York: SL Martin's Press. 1989).

"Interview by author, 28 July 1995.

,Interviews by author, 30 August 1995 and 31 August 1995.

" This individual had been to numerous Russian nuclear facilities and ,d in-depth knowledge of Russian chemical
weapons storage facilities. Interview by author. 30 August 1995.

" Interview by author, 18 September 1995.

"Interview by author, 8 August 1995. For mor on the diffenmt technology thresholds underlying nuclear and chemical
weapons, see U.S. Congress. Office of Techiology Assessment, Technologies Underlying Weapons of Mass Destrucion
(Washington, D.C.: U.S. Governmet Printin Offtce. December 1993). On chemical weapons proliferation, see U.S.
Congress. Office of Technology Assesum. Proiferaim of Weapons of Mass Destruction (Washington, D.C.: U.S.
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Observations and Recommendations

From outward appearances, Russia's chemical weapons storage sites appear to be
vulnerable to theft from within and attack from without. In all candor, many American homes
have more sophisticated physical security than was observed at some Russian chemical weapons
storage sites. For about $200, sometimes less, U.S. citizens can have motion sensors, door and
window contacts, and alarms installed and monitored 24 hours a day for an additional $22
monthly fee. Alarms bring private security or local police to the scene. 4

Failure to improve the security at Russian chemical weapons storage facilities increases
the odds that chemical agent of Russian origin will find its way onto the black market and into
an ethnic conflict, subway system, or building somewhere. Innocent civilians will suffer the
repercussions.

Again, the Russian government appears to have recognized the security at these sites as
an issue in need of attention. Col. Gen. Stanislav Petrov, the commander of the Radiation,
Chemical, and Biological Defense Troops, has requested additional funding to upgrade security
at Russia's chemical weapons storage facilities since the locations have become a matter of public
knowledge. Worried that this disclosure might fuel the worsening crime situation in Russia,
Petrov noted that his already strained budget has been stretched even further by a Ministry of
Defense effort to increase guard duty, upgrade the effectiveness of "engineering protection, and
carry out vigilance exercises" at chemical weapons storage sites." With few rubles available,
the Kremlin must balance requests for improved security against domestic concerns about the
environmental safety of Russia's chemical weapons stockpile, especially the blister agents at
Gorny and Kambarka, and proposals to upgrade safety at chemical sites at an estimated cost of
21.6 billion rubles." If environmental concerns are not addressed, it may be more difficult for
the Russian government to persuade local communities to cooperate with the program to destroy-
the Russian chemical arsenal. For a government being pressed to keep its treaty commitments to
eliminate its chemical stockpile, the choice is a difficult one.

While the CTR program was initiated to address the safety and security of all weapons
of mass destruction in the former Soviet Union, the overwhelming majority of the Nunn-Lugar
funds have gone toward nuclear security and disarmament. This focus on nuclear safety, security,
and dismantlement was appropriately geared to the problems recognized at the time. To date, $55
million or roughly five percent of the over $1 billion in CTR funds has gone toward assisting the
chemical weapons destruction program in Russia.

Government Printing Office, December 1993); Gordon M. Burvk and Charles C. Flowerree, International Handbook
on Chemical Weapons Proliferation (New York: Federation of American Scientists and Greenwood Press, 1991); U.S.
House of Representatives, Committee on Armed Services, Countering the Chemical and Biological Weapons Threat
in the Post-Soviet World, 102d Cong.. 2d sems.. Committee Print No. 15 (Washington, D.C.: U.S. Government Printing
Office. 1993).

' This information reflects prices and services quoted by two home security companies, ADT and Brinks, on 30 August
1995. More elaborate systems are available.

" Anatoliy Yurkin, "General Urges More Funds for Guarding Chemical Weapons." ITAR.TASS, 2 August 1995, FBIS
Translation.

7""Over R509 Billion Needed to Destroy Chemical Weapons," Novosti, Moscow, I August 1995. FBIS Translation.
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For a rather modest amount, the United States could help Russia markedly enhance
security at these sites. Perimeter security could be strengthened to allow guards to detect and
respond to intruders more rapidly. Lights and closed-circuit TV could be added. Physical
security at individual buildings could be reinforced with better doors, locks, and King Tut blocks.
More advanced seals would also appear to be in order. Such low-tech improvements will be less
expensive and easier for the Russians to operate and maintain.

The United States might also consider providing early warning monitors or intruder
detection systems for heightened perimeter and storage building security. Another option would
be to furnish computers so central inventory records could be maintained in a computerized
database. To address the problem of "brain drain" of Russia's chemical weapons expertise, the
United States might set up employment and aid projects under the umbrella of the CTR program,
similar to those set up for Russia's nuclear experts.

In addition, U.S. officials might also constructively engage Russian authorities in a
dialogue about response and recovery procedures to be used in the event of an attack or theft of
chemical weapons. The U.S. Army routinely conducts vulnerability assessments of U.S. storage
facilities. Response plans are tailored to each site and troops train and practice drills to test them
and ensure readiness in the event of an actual theft or attack." Such capabilities and experience
would be well worth sharing with Russian authorities.

In the midst of a struggle to bring federal spending under control, Congress correctly has
its sights focused on improving government services to U.S. citizens at the lowest practicable cost.

.Such an intense focus on domestic matters can often result, however, in proposals that win points
with the voters but in the end weaken U.S. national security. For example, some in Congress
have called for cuts in the CTR program as a whole." Others in Congress have proposed
reducing funds for assistance to Russia's chemical weapons destruction program or have sought
to portray certain CTR programs, such as those geared toward conversion of defense facilities, as
ill-conceived. Such proposals are short-sighted.

The CTR program is an astute investment in U.S. and international security. U.S. security
interests are being well served by aiding the security and dismantlement of former Soviet nuclear
weapons, and funds should not be diverted from the important tasks that the CTR has underway
in order to attend to security at Russian chemical weapons storage facilities.

The measures recommended above could yield substantial improvements in the security
of Russia's chemical weapons stoclipile, and exorbitant sums would not be required to enact them.
Given the line crossed by Aur Shinrikyo and the political and economic circumstances in the
former Soviet Union, the U.S. Senate would be prudent to set aside additional funds for assistance
to reinforce security at these sites. The price of assisting Russia now is much lower than the cost
that may be incurred later if this problem is not promptly addressed.

" Military Police: Chemical Agent Securiy Program. Army Regulation 190-59. 22, 25. 31-33.

" For fiscal year 1996, the Clinton administration requested $73! million for the CTR program. The House of
Representatives cut this request by $171 million, the Senate by $6 million. As of this writing, House and Senate
conferees had not arrived at a final decision about CTR funding.
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Dismantling the Soviet/Russian Chemical Weapons Complex:
An Insider's View
Dr. Vii S. Mizayanov

The following pages tell of my personal journey and of a chemical weapons development
program that went unchecked. While many people are aware of some of the details associated
with this story, they do not know that I am a stalwart supporter. of the Chemical Weapons
Convention (CWC) as the most viable way to bring this particular program or, for that matter, any
other runaway chemical weapons development program, under control, Without the CWC, I fear
such programs will continue to endanger mankind.

In the last year, the ratification of the CWC has been under consideration in the U.S.
Senate and the Russian Duma. Differing views about ratification exist in both countries, so politics
will undoubtedly influence their actions. Given the consequences of this important decision,
American and Russian legislators and citizens should do their utmost to set politics aside in this
instance. U.S. and Russian decisions about the CWC's ratification will mean either the fruitful
entry into force of a crucial disarmament and nonproliferation treaty or the beginning of its
gradual disintegration.

If the United States does not ratify the CWC, pushing Russia to do the same, Russia's
chemical weapons programs will become less transparent, perhaps even completely closed.
Although there is no organized political force in Russia opposing the CWC's ratification, some
within the military and political ranks would like to revise the CWC. Their aim is to exclude the
CWC's provisions that ban the development and testing of chemical weapons. These misguided
people believe that military weapons, including chemical weapons, are the key to Russia's ability
to remain a strong and respected country.'

While such views are cause for apprehension, one must recognize that these individuals
are poorly informed about the subject of chemical weapons and are clinging to old ways of
thinking about how security can best be achieved. Initially, I too objected to the CWC, which I
assessed as being inadequate for the task of eliminating chemical weapons. My lack of
understanding about the CWC's provisions and my naivete about politics in general led me to
advise against ratification of the CWC in a 24 March 1994 speech to the Duma and in articles
published in Russia and in the West.2

' For example, a colonel of the General Staff of the Russian Armed Forces made remarks to that effect before a closed
meeting of the Committee on Defense of the State Duma on I I October 1994. Konstuntin Kupreev, one high-ranking
official of the Duma's Committee on International Affairs, has also expressed similar sentiments in a 9 February 1995
conversation with me.
2 "Free to Develop Chemical Weapons," Vil Mirzayanov, The Wall Street Journal, 25 May 1994, p. A16; "Chemical
Weapons: An Expose," Vii Mirzayanov. Perspective, vol. IV, no. 4, Institute for the Study of Conflict, Ideology &
Policy, Boston University. April-May 1994. 1-4.
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The Duma has held preparatory hearings on the CWC, despite my imprudent counsel, the
rumblings of the ultra-nationalists, and the fact that President Boris Yeltsin has not yet transferred
the CWC to the Duma for formal consideration. In fact, the Duma Committee on Defense has
stated its general approval of the CWC. This committee found that Russia's signature of the
CWC:

conforms with the new foreign policy of Russia....Chemical disarmament meets in full
measure the national interests of Russia since it provides for the destruction of obsolete
stocks of chemical weapons that present a real danger to the population and to the
environment. Destruction of chemical weapons will not affect national security and will
have no impact on the defense capability of the country. Ratification of the Convention
should be regarded as part of the overall process of disarmament.?

In addition to such statements, the Defense Committee has urged the Russian government to
proceed promptly with the planning and other activities that will enable Russia to implement the
CWC.

Such encouraging developments should not be mistaken as signs tt at Russia will move
forward with the CWC before the United States does. I am certain that if the U.S. Senate does
not consent to ratify the treaty, the Russian Duma surely will not approve it. As already noted,
this scenario would p obably doom the CWC to failure.

The Evolution of My Views

For some, such views are a notable departure from what I have said before and what they
expected to hear from a veteran of the Soviet chemical weapons complex. Many people think that
they know my story-what I have done and why I did it--but, given the rumors and confusion
swirling around me, perhaps it is best that I tell it myself.

For twenty-six years, I worked at the State Scientific Research Institute of Organic
Chemistry and Technology (GosNIlOKhT) in the heart of Moscow.' I began as a scientist
working in a laboratory with sophisticated equipment to monitor the air, water, and other
emissions from this facility. In my final position at GosNIIOKhT, I was the Chief of the
Department of Counteraction against Foreign Techaical Intelligence. For much of my career, my
duties involved the security of all new projects at GosNIOKhT and the chemical weapons
complex as a whole. Accordingly, I strived to ensure that this work would go undetected by
foreign intelligence services. I had state-of-the-art equipment at my disposal, and my job offered

3 II October 1994 Resolution of the Committee on Defense, State Duma of the Federal Assembly of the Russian
Federation. "On the Course of Preparation of the Russian Federation for the Process of Destruction of Chemical
Weapons and for Ratification of the 'Convention on Prohibition of Development. Production, Stockpiling and Use of
Chemical Weapons and On Their Destruction', 2-3.

4 GosNIIOKhT actually had four branches. The Moscow branch, which employed 500-600 scientists and a total of
about 3,500 people. , was the largest. The Volgograd branch specialized in research on soman and new binary agents,
while the Shikhany branch worked on the synthesis and testing of new agents. A fourth branch was located at
Novocheboksarsk, along with a large chemical weapons production facility.
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me unique opportunities for creative scientific work. My years at GosNIIOKhT were the most
rewarding of my scientific career.

I was somewhat surprised to discover, however, the extent to which our efforts to protect
these programs succeeded. When I first went public with statements about the development of new
chemical agents in October 1991, I was stunned to learn that U.S. Government officials really did
not appear to know what was going on inside the Soviet and later the Russian chemical weapons
complex.

I unmasked the policies and activities of the Soviet/Russian chemical weapons complex
for several reasons. First, I witnessed the duplicity of Soviet officials during the CWC
negotiations. Although the United States stopped producing and testing chemical weapons and
signed an agreement with the Soviet Union to that effect in June 1990, the USSR did not stop
such work.' The main reason that the Soviets did not stop their developmental work is that the
United States had succeeded in developing, testing, and producing a binary chemical weapon.6

GosNIIOKhT's leadership was compelled to pursue an analogous capability-a Soviet binary.

In other words, the USSR intensified the development and testing of the most modem
class of chemical weapons during the final stages of the CWC's negotiations. These events took
place during the period of "perestroika," when Moscow was doing its utmost to demonstrate its
peaceful intentions, welcoming new arms control proposals and loosening its irc s grip over
Eastern European satellite states. For many Soviets, however, perestroika meant a lak of food,
clothing, and housing. The USSR was asking for foreign loans to make ends meet. Foi me, this
was a hypocrisy of the greatest order: Internationally, the Soviet government pretended to have
stopped producing chemical weapons, while domestically it funded a program to develop those
very weapons at the expense of its own citizens.

At about this time, the top officials ordered the escalation of a program known by the
secret codename "novichok," which in Russian means newcomer. This research resulted in a new
class of Soviet binary chemical weapons.

The Soviets actually began their research program to develop a new generation of
chemical agents back in the mid-1970s. In 1978, they completed construction of a large facility
in Novocheboksarsk that had the capacity to make up to 20,000 tons of chemical agents
annually.' The Novocheboksarsk facility would later produce a total of about 15,000 tons of a

'In the U.S.-Soviet Bilateral Destruction Agreement, both states agreed to stop producing chemical weapons and to
reduce their respective chemical weapons stockpile to no more than 5,000 metric tons. These reductions were to have
been finished by 31 December 2002. but the revised date has the bilateral destruction process beginning by 30 June
1997 and ending by 30 June 2004. This treaty has not yet entered into force and has verification procedures similar
to those in the CWC.

' In a binary chemical weapon, the two component chemicals are mixed just prior to the weapon's arming or detonation
to create a lethal agent. In unitary chemical weapons, such as the nerve gases VX, tabun, soman, and sarin, the
chemicals are combined during the manufacturing process so that the agent is at its full potency from the outset. Binary
weapons ar considered safer since the components can be stored separately. The United States halted production of
its binary, called the Bigeye. in 1990.

This facility is very large, but as far as I know, it has never actually operated at its full capacity.
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chemical agent called Substance 33, which is similar to the nerve agent VX. The Soviet Army
gave its official approval to a new unitary chemical agent known as A-230 in 1988. Yet a third
new unitary agent called A-232, which was similar to agent A-230, was also developed but never
received the Soviet Army's approval. Testing of these new agents took place at Shikhany and in
Nukus, Uzbekistan. These agents were produced only in limited "experimental" quantities.

These three agents-Substance 33, A-230, and A-232-were the springboard for the
development and testing of the novichok binary weapons. The first novichok agent to receive
Soviet Army approval was novichok-5, which under optimal conditions exceeds the effectiveness
of VX by five to eight times. Novichok-5, which was based upon A-232, was developed by
GosNIIOKhT's scientists and tested in 1989 and 1990 at a large facility in Nukus. The binary
variant of Substance 33, which was tested at Nukus and Shikhany, was officially adopted by the
Soviet Army as a chemical weapon in 1990. The developments associated with the novichok
program are presented in Table 2.

These achievements---in particular the success of the binary based upon Substance
33--were celebrated in 1991 by the most senior officials in the USSR. President Mikhail
Gorbachev presented the Soviet Union's highest award, the Lenin Prize, to GosNIIOKhT's
Director, Victor Petrunin, the Vice-Commander of the Soviet Chemical Forces Gen. Anatoly
Kuntsevich, and his successor, Gen. Igor Yevstavyev.

One should be mindful that the chemical components or precursors of A-232 and its
binary version novichok-5 are ordinary organophosphates that can be made at commercial
chemical companies that manufacture such products as fertilizers and pesticides. In my opinion,
this reset- sh program was premised on the ability to hide the production of precursor chemicals
under the guise of legitimate commercial chemical production of agricultural chemicals.
Inspectors would have a difficult time uncovering this covert Soviet chemical weapons production
program since no outsiders knew that these new chemical agents even existed. To me, this
situation was ominous: It could have been the basis for undermining the verification regime being
shaped in the Geneva negotiations.

Furthermore, neither the Soviets nor the Russians revealed any of these activities under
the terms of a bilateral Memorandum of Understanding that was designed to promote mutual
transparency of chemical weapons programs and to test proposed verification procedures.9 Even
worse, although the June 1990 Bilateral Destruction Agreement had not been approved by either
country and therefore had not entered into force, the continued testing and production of chemical
agents by the Soviet and Russian governments amounted to a grave violation of that agreement.

The CWC bans known chemical agents and specifies them by name on Schedule 1. The CWC catalogs the other
chemicals that it controls - mostly the precursors to agents - on Schedules 2 and 3. Variant of the chemicals involved
in the binary program are currently on these Schedules, but the individual ch-micals themselves are not specified by
name.

'The Wyoming Memorandum of Understanding, signed on 23 September 1989, provided for both countries to engage
in a voluntary, cooperative program of data exchanges and trial verification experiments. The first data exchange took
place at the end 1989. the second early in 1994. Each side conducted seven trial inspections in conjunction with the
first data exchange and five following the second.
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Table 2: Mirzayanov's Account of the Novichok Program
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I had hoped that this pattern of behavior would change as new democratic norms and
institutions took hold in Russia. At first, it looked as though this would happen. Yeltsin made
several statements about the importance of keeping arms control commitments made by the Soviet
Union and of destroying our inherited chemical weapons stockpile safely. He also formed a new
Presidential Committee on Biological and Chemical Weapons to oversee the dismantlement of
these military complexes and weapons in accordance with treaty provisions. Yeltsin erred by
appointing the same group of officials who had run the chemical weapons complex under the
Soviet system to this important committee. Kuntsevich, for example, chaired the presidential
committee. After a while, I realized that behavior patterns were not changing and the level of my
protests gradually increased.

The first overt signs of my disillusionment with this situation came in 1989 when I helped
to organize a branch of the Democratic Movement of Russia within GosNIIOKhT. In May 1990,
I ended my membership in the Communist Party. Thereafter, the authorities denied me access to
my laboratory equipment and several of my closest colleagues were transferred elsewhere. In
short, they began to try to isolate me.

Next, on 10 October 1991, 1 published an article in the newspaper Kuranty wherein I
attempted to draw public attention to the dangerous and deceiving policies of the chemical
weapons complex."0 This article was a cri de coeur, a cry from my heart. To my dismay, few
inside Russia and even fewer abroad paid any attention to my warnings. More dramatic events
associated with the USSR's disintegration overshadowed my revelations about the development
of new chemical agents. I tried personally to persuade the leaders of the Democratic Movement
of Russia that the chemical weapons complex would continue this dangerous activity if its leaders
were not confronted. GosNHOKhT, I noted, was conducting hazardous work that grossly violated
ecological sandards and threatened the safety of hundreds of thousands of Muscovites. Even
when I told them that the storage facilities at GosNIIOKhT contained enough chemical agents for
a second Chernobyl, my warnings went unheeded.

The only ones paying attention to my actions were the leaders of the chemical weapons
complex, who fired me on 6 January 1992."' Because of a legal technicality, I was not arrested
at that time, but I was forced to eke out a living by selling goods at Moscow's flea market.
During chance encounters with my former GosNIIOKhT colleagues, I learned that the same
policies and practices that I had spoken out against were still being pursued. I was angered, but
not surprised, to learn that GosNIIOKhT's employees had spent an entire year falsifying technical
documents about the work done at Novocheboksarsk. They were scrambling to create proof for
international inspectors that the Novocheboksarsk facility was producing the agent VX, when in
fact it was producing Substance 33, the VX-like agent. 2

These circumstances, among others, convinced me that I had to raise the level of my
protests. On 16 September 1992, 1 co-authored an article with Lev Fyodorov that appeared in the

o This article is titled "inversion."

"To show how little had changed since the collapse of the USSR, I was fired according to Stalinist custom, after open
general meetings of the various departments of GosNIIOKhT wherein people expressed their opinions and demanded
my punishment
12 Tht Novocheboklarsk facility may have also been producing the binatry that is based upon Substance 33.
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Moscow News, a weekly publication. I also gave interviews to Western and Russian reporters
wherein I stated my grave concerns about the direction of the Russian chemical weapons
program."i This time, the Russian Federal Counterinielligence Service (ECS), formerly the KGB,
did not look the other way. On 22 October 1992, 1 was arrested and imp-isoned in Lefortovo, the
infamous KGB prison in downtown Moscow. I was charged with revealing state secrets, although
anyone who reads my articles or other public statements can see that I have been careful not to
disclose technical details about the program. 1'

The authorities found no secret information in my possession, despite a thorough search
of my apartment.15 After eleven days in jail without access to my defense attorney, I was
released on the condition that I not leave Moscow. What became clear was that those prosecuting
me were ler. concerned with protecting state secrets than with making an example of me. To wit,
as I prepared my defense, I was legally allowed to copy numerous top secret documents--many
of which I had never seen before--and distribute them to my attorney, the press, and others
abroad who were denouncing my persecution.

A dispute with Nicolai Sazanov, the judge who had jurisdiction over my case, resulted in
my being imprisoned a second time. In this instance, I went to jail because I protested Sazanov's
refusal of my request to declare the list of unpublished states secrets illegal., 6  As my case
wound its way through the Russian legal system, it garnered a great deal of international
attention." Had it not been for the protests of numerous scientific and human rights
organizations in the United States, Germany, Great Britain, Holland, Canada, Italy, Sweden, and
elsewhere, I have no doubt that I would still be in prison. After more than three weeks in jail,

,1 See Will Englund, "Ex-Soviet Scientists Says Gorbachev's Regime Created New Nerve Gas in '91," The Baltimore
Sun, 16 September 1992, A3; Will Englund, "Russia Still Doing Secret Work on Chemical Arms," The Baltimore Sun,
18 October 1992, A I; and Oleg Vishnyakov, "Backstage Story: Binary Bomb Exploded. First Victim Arrested by State
Security. Can a State Crime Be a Departmental Secret? Chemical Weapons Are Banned, But Is the Military Continuing
With Chemistry?" Novoye Vremya, 22 October 1992, 4-9.

", These charges were based on a resolution of GosNllOKhT's Permanent Technical Commission. One member of this
commission, Professor Georgi Drozd, judged these charges to be unfounded and refused to sign the resolution. At one
meeting of the commission, Drozd recalled that GosNllOKhT's Deputy Director, Alexander Martynov, who was also
a colonel in the FCS, told the group that I would never be freed and therefore there was not much need for proof of
the charges being brought against me.

" More than fifty top secret documents, many of which had not previously been in my possession, somehow appeared
among my files at work. For example, though I had never officially had access to the project that developed and tested
the novichok-5 agent, one document detailed my technical assignment to this program. The record of the list of the
individuals admitted to this project shows thai I never took pan in this work.

" This unpublished list was the basis for the charges against me, yet the judge refused to allow me and my attorney
access to this list. His ruling was in direct violation of Paragraph 3, Article 15 of the Russian Constitution. When I
argued that at least I was not guilty of the crime of violating the Constitution, on 27 January 1994 1 was arrested again.
This time, I was treated as a dangerous criminal, hand-cuffed and escorted by dogs. See Sonni Efron, "Russian Whistle-
Blower Calls Closed Trial 'a Crime'," The Los Angeles Times, 26 January 1994, A12.

" Among the many articles written about my plight were Serge Schmemann, "K.G.B.'s Successor Charges Scientist,"
The New, York Times, 1 November 1992, A4; Gale Colby, "Fabricating Guilt," The Bulletin of the Atomic Scientistv,
vol. 49, no. 8, October 1993. 12-13; Sonni Efron, "Russian Scientist Faces Trial for Chemical-Arms Report," The Los
Angeles Times, 5 January 1994, A6; Fred Hiat, "Russian Court Opens Unprecedented Secrets Trial," The Washington
Post, 25 January 1994, Al.
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I was released on 22 February 1994. Then, on 11 March 1994, acting Prosecutor-General A.
Ilyushenko closed my case due to "absence of evidence of the crime."

My attorney advised me to press for further resolution of my case in order to set a legal
precedent. In all likelihood, the case would have gone all the way to the Russian Supreme Court
and could have helped to propel legal and civil progress in Russia. As the father of two young
sons, I could not in good conscious pursue this matter, even though President Yeltsin promised
me amnesty if the decision was unfavorable." Furthermore, I did not wish to continue with this
ordeal since I had committed no crime. My innocence was underscored when the People's Court
of Moscow's Perovsky district ordered GosNIIOKhT and the federal Prosecutor-General's Office
to pay me thirty million rubles for financial and moral damages.'" I have yet, however, to
receive any compensation, and GosNIIOKhT has filed a countersuit against me for moral and
financial damages in the amount of 33 million rubles.

Amidst all of this legal maneuvering, things did not stand still within the chemical
weapons complex. In the Fall of 1993-months after Russia signed the CWC--Professor Georgi
Drozd successfully completed testing the binary novichok-7 at the Shikhany test site. Novichok-7
is approximately ten times more effective than soman but has similar volatility. While the
program was in full operation, so-called "experimental" quantities of these new agents were
produced for testing purposes. The quantity of these new agents that was produced"-. few tens
of tons, at most-is not significant in the military sense. °  Two experimental production
facilities were built at Shikhany and Volgograd, but full-scale production facilities, like the one
built at Novocheboksarsk for Substance 33, were not built for any of the new agents. Moreover,
there is very little chance that Russia will further develop or produce any of the new chemical
agents. Russia's continuing economic crisis means that the government can simply no longer
afford to fund these programs at their previous high levels.

Though I have not worked at GosNIIOKhT since January 1992, I have remained in
contact with several colleagues who are still employed within the chemical weapons complex.
These individuals tell me that the signs of deterioration within this program are
evident---approximately fifty percent of the scientific personnel in the research and development
institutes like GosNIIOKhT have been laid off from their jobs. As many as ninety percent of
those involved with producing chemical agents lost their jobs when production stopped.

Furthermore, Yeltsin fired Kuntsevich on 7 April 1994 from his position as the chairman
of the President's Committee on Biological and Chemical Weapons. Little, if anything, has
improved since Kuntsevich's departure. Pavel Pavlovitch Syutkin, previously Kuntsevich's

In 1993. one of Yelisin's closest advisors made a verbal promise to me to this effect.

"Fred Hiatt, "Russian Court Rules Against Government," The Washington Post, 9 June 1994, A22.

While a very sinai, amount of agent can have a devastating effect on unprotected civilians, a few tens of tons of
chemical agent is not necessarily significant in the tactical or strategic sense for a military attack, especially against
a well-equipped and trained opponent. For example, to contaminate a parcel of land 72 square kilometers in si.e, 21.2
metric tons of the nerve agent VX would have to be dispersed twice a day, meaning over 43 metric tons would be
required daily for this one area. Or, to achieve S0 percent contamination of I square kilometer of ground using mustard
gas, over 134 metric tons of mustard gas would need to be dispersed per day. See Victor A. lltgoff. The Challenge
of Chemical Weapons: An Amencau Perspective (New York: St. Martin's Press, 1991), 238, 240.
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deputy, now heads the committee. Syutkin, however, is no more competent or motivated to

oversee the dismantlement of the chemical weapons complex than his former boss.

The Dangers of Chemical Weapons

Nuclear weapons were used only on two Japanese cities at the end of World War II. In
comparison, chemical weapons were used often on World War I battlefields and as recently in the
1980s Iran-Iraq War, when helpless citizens were sometimes the targets of chemical attacks.
Nuclear weapons demolish everything in the vicinity of the explosion, but chemical weapons,
perhaps even more insidiously, kill or injure the living, leaving buildings standing. Still, for some
reason, chemical weapons are thought of as old-fashioned and are not perceived as being as
abhorrent as nuclear weapons.

Chemical weapons are not useful strategically and are of marginal use tactically, especially
against well-equipped and trained troops. However, chemical weapons are quite effective against
an unprotected civilian population.2' What would the reaction have been, for example, had
Saddam Hussein used chemical weapons against Israeli citizens?" More recently, Japanese
citizens have been the victims of indiscriminate poison gas attacks in the subways of Tokyo and
Yokohama." These events have not only shaken the entire country of Japan, they have provided
a high-profile example of the utility of chemical weapons for terrorist purposes.

Accordingly, it is more important than ever that we proceed with the safe destruction of
existing chemical weapons stockpiles. Nowhere is the need to attend to this matter more evident
than in Russia, where the Duma's Committee on Defense has classified "the condition of [Russia's
chemical weapons] storage facilities and of most chemical warfare products" as an "emergency
or near-emergency." According to this committee, "By the expected time of the actual start of
the process of chemical weapons destruction, that is by 2003-2007, all facilities and all types of
products will be in a state of emergency.'"2'

Security and accounting procedures within Russia's chemical complex can be described
as primitive, at best.2' Though there are fences and guards at these facilities, such factors are

, Even a few molecules of poison gas may be enough to produce unpredictable genetic changes that can manifest
themselves through several generations. See Valentin Tarasov and Ludmilla Kalinina, "Principles of Assessing
Mutagenic and Carcinogenic Danger of Poison Gas and of Products of Their Degradation and Biotransformation," Paper
presented at the NATO International Conference on Chemical Weapons, Kaliningrad. February 1995.
2' In the aftermath of the Persian Gulf War, inspectors from the United Nations Special Commission found that, in
addition to bombs and missiles filled with mustard gas and the nerve agents tabun and sarin, Iraq had loaded 14 Al-
Hussein missiles with binary agent warheads. Another 336 bombs were filled with binary agent. Chemical Weapons
Convention Bulletin, no. 13. September 1991, 22.
" The Tokyo attack took place on 20 March 1995, killing 12 and injuring 5.500. The Yokohama attack on 19 April
1995 sent over 250 to the hospital.

14 See the I I October 1994 Resolution of the Committee on Defense, op cit., 4.
25 Russian officials cannot precisely account for how much chemical agent was made or how many weapons have been
transferred from one location to another. In a closed meeting of the Duma Defense Committee on I I October 1994,
A.S. Obukhov, the General Director of Scientific Production Association "Bault" admitted that with aooroximately four
million Russian chemical munitions having been produced, it was virtually impossible to keep track of this arsenal in
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no hindrance to desperate individuals who will do anything to make money. Given the instability
and corruption that permeate contemporary Russia, one cannot rule out the possibility that some
will seek to profit by smuggling out chemical weapons for sale on the black market, as others
have tried to do with nuclear materials.

In short, I fear that the danger of chemical weapons proliferation or theft far exceeds the
danger of foul play with the nuclear arsenal of the former Soviet Union. I strongly recommend
that security at these storage sites be improved and the appropriate steps taken to prevent these
weapons from falling into the wrong hands.

Russia's stockpile is also a ticking ecological time bomb. Soviet officials amply
demonstrated their disregard for public safety by callously operating chemical weapons production
facilities with little protection for the health of the facilities' workers, neighbors, and the
surrounding environment. After some time at GosNTIOKhT, I realized that basic safety standards
were routinely being violated, that workers were frequently being contaminated with chemical
agents while on the job.' Top-ranking officials within the military-chemical complex were
aware of these circumstances, but did not take measures to upgrade safety. It should be of little
surprise, therefore, that citizens greeted their government's plans to destroy the chemical weapons
stockpile with skepticism and fear."

Their apprehensions appear to have been well-founded. The top officials in the chemical
weapons complex tried to destroy surreptitiously the new binary agents that had been produced.
From 1993 to 1994, they destroyed this material by detonating the binaries in the open air at the
Shikhany test site, near the city of Saratov. Since they used no safety precautions
whatsoever--simply exploding the binary shells and allowing the wind to carry away their
poisonous contents--this barbaric destruction program hardly went unnoticed. The health of local
citizens was tremendously harmed, and, justifiably, they are angry." The Presidential Committee
must bear a great deal of the responsibility for allowing this unsafe destruction effort to proceed.
Had the CWC been in force, I would note, this material would have been safely destroyed under
international supervision.

Given these circumstances, the most extensive safety precautions possible must be used
to destroy Russia's chemical weapons stockpile. If not disposed of properly, air currents can
transport particles and fine dust containing chemical agents over long distances, literally hundreds

a precise manner. It was not unusual to hear about guards that did not keep accurate records of weapons transfers, who
.guestimated" how many munitions were in a shipment rather than actually counting them. Such an environment is
conducive to foul play.

1 For example, my analysis of the smokestack gases emerging from the Volgograd chemical weapons production
facility revealed that these emissions regularly exceeded the permissible amount of nerve agent air emissions by 80 to
150 times, while the plant's water effluents were almost 1,000 times over the allowed concentration level.
k' For example, in 1989, Soviet officials hailed their chemical weapons deswrcion facility at Chapayevsk as a state-of-
the-art prototype, but citizen protests about the safety at the plant blocked operation of the facility. Karen Elliott House,
-Toxic Dump," Wall Street Journal, 25 February 1993, A6.

Vladimir Petrenko, "Response to General Danilkin's statements of 21 July 1994," Russian Green Cross, Program on
The Environmental Legacy of the Cold War, Project Chemtnist-2, 1995.
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of miles, exposing humans, animals, and the environment to possible contamination." Russia's
current blueprint calls for the chemical weapons to be destroyed by a two-step process, beginning
with neutralization. Bilateral tests of Russia's proposed neutralization technology are now
underway with U.S. government experts. While Russian authorities must gain the approval of
U.S. and international experts, it is vitally important that they also begin to build a bridge of
mutual understanding with the communities where these weapons are located. The Russian
government should supply these communities with the information necessary for a full appraisal
of their plan and the technologies to be used." Without the involvement and consent of the
public, the Russian destruction program will meet with citizens' resistance at every juncture.

CWC Ratification Needed

To the best of my knowledge, the development, testing, and production of chemical
weapons has stopped in Russia, partly because of the aforementioned economic circumstances and
partly as a result of the attention I drew to the situation. However, one unintended side-effect of
my revelations about the binary program is that they have provoked doubt in some quarters about
the wisdom of proceeding with ratification of the CWC. Having seen this system from the inside,
I am thoroughly convinced that a ban on chemical weapons must be established and that the CWC
is the vehicle to accomplish that goal.

What I did not understand when I first spoke out on these issues is that the CWC's
negotiators built flexibility into the CWC to permit it to adapt to new scientific and technical
developments. This adaptability was prudent because science does not stand still. The treaty
contains provisions to permit additions to the list of banned and controlled chemicals and to
improve inspection techniques and technologies to keep pace with such developments."1 When
Russia ratifies the CWC, the international community will have the right to inspect--extensively,
frequently, and on a challenge basis, if needed---the facilities involved in the binary program. In
the end, I am confident that the international authorities can get to the bottom of this matter
through this process and that the appropriate additions will be made to the list of chemicals.
Contrary to my initial assessment, I now understand that the CWC provides the means to bring
the Russian chemical weapons complex under international monitoring. If the CWC's procedures
are not instituted, the Russian chemical weapons complex will remain accountable only to the
same clique of leaders, who have thus far not proven their trustworthiness.

" For more on how chemical contaminants can be transported through the air, see Marjatta Rautio, et al., Air
Monitoring As A Means for Verification of Chemical Disarmament: C.2. Development and Evaluation of Basic
Techniques (Helsinki: Ministry of Foreign Affairs, 1985) and Air Montoring As A Means for Verification of Chemical
Disarmament: C.4. Further Development and Testing of Methods (Helsinki: Ministry of Foreign Affairs, 1987).

Y' Independent scientists should play a constructive role in this review, and citizens would be better equipped to make
decisions if the media helped disseminate information to the public about the technologies under consideration. Several
Russian and American colleagues support this type of collaborative, problem-solving approach between the Russian
government and the local communities.
31 1 note with approval the plans to involve outside scientific experts in such evaluations. Article VlII of the CWC,
paragraphs 21 (h) and 45, requires the Director-General of the Technical Secretariat to set up a Scientific Advisory
Board with experts in scientific fields pertinent to the CWC's implementation.
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Russia itself must take steps beyond ratifying and implementing the CWC to address the
situation brought about by the existence of these new agents. In September 1992, Yeltsin signed
Resolution S08-RP, which prohibits the export of chemical agents and their precursors. Those in
change of the chemical weapons complex purposefully drafted this resolution so that it did not list
the chemicals involved in the binary program-namely Substance 33, the novichok agents, and
the precursors for these agents. This situation must be rectified by adding the chemicals
concerned to those prohibited from export to ensure that Russia's domestic nonproliferation
provisions are as strong as possible.

Next, because I believe chemical weapons development, testing, and production have come
to a halt, many qualified chemists and other specialists can no longer support themselves and their
families. Those in the West who are concerned about the proliferation of chemical weapons
should be more aware of the latent dangers created by this situation. These scientists may be
persuaded by irresponsible regimes to use their skills to help with the clandestine development and
production of chemical weapons." To forestall a "brain drain" from the now mostly defunct
Russian chemical weapons complex, it would be advisable to provide some assistance to these
displaced chemical weapons experts. Such assistance might consist of grants to pursue scientific
research unrelated to chemical weapons or training for new jobs in the civilian sector. Under the
Nunn-Lugar program, similar assistance has been made available to nuclear weapons experts.

By now it is fairly common knowledge that Russia does not have the technical or financial
means to destroy its chemical weapons stockpile on its own. Because of traditional security ties,
Russia will continue to look to the United States for assistance with this difficult task, but other
European countries are discussing what contributions they might make in this regard. For
example, Germany has already begun a cooperative technical assistance program. Such assistance
will undoubtedly be crucial to the safety and success of Russia's chemical weapons destruction
program.

Conclusion

Leaders around the globe, but particularly in the United States and Russia, must muster
the political will to address the problems associated with chemical weapons-how to destroy them
safely, how to stem their proliferation, how to establish an international norm against their
possession, and how to create an environment of cooperative security to take the place of states'
reliance upon chemical weapons. The key to confronting all of these problems lies in the CWC;
there is no time to waste in ratifying and implementing this important treaty Without the CWC,
there will be no control of security, storage, or continued development of chemical weapons.

3 For example, whether purposefully or not, the Russian government may have facilitated the establishment of a conduit
for the transfer of chemical weapons related knowledge and/or materials by signing an October 1992 agreement with
Syria to creme the Syrian Center of Ecological Protection. The Syrian center mainly works on the synthesis of polymer
sorbents for the purification of water, air, and the environment. Russia has shipped the center at least seven laboratory
cabinets, vacuum pumps. and other laboratory equipment, all of which could be used for purposes other than
environmental work. This information came from my long-time GosNllOKhT colleague, Professor Georgi Drozd, who
worked for the individual in charge of the agreement's negotiation and implementation. General Kuitsevich. and is
intimately familiar with the situation. On 4 April 1994. the FCS told Drozd and ten others summoned as witnesses that
criminal charges were to be filed against Kuntsevich for suspicion of attempting to illegally export precursors for the
synthesis of chemical warfare agents. The investigation of this matter continues.
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The tenorist use of chemical agents in Japan this past spring should serve as ample
warning that the global community can no longer ignore the problems that chemical weapons
present. The consequences of doing so may be unpredictable and tragic.
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Cooperative Threat Reduction Support to the Destruction of
Russia's Chemical Weapons Stockpile
Maj. Gen. Roland Lajoie, U.S. Army (Ret.)
Deputy Assistant to the Secretary of Defense for Cooperative Threat Reduction

The Cooperative Threat Reduction (CTR) Program is an effort to enhance the national
security of the United States through cooperative engagements with Russia, Belarus, Kazakhstan,
and Ukraine aimed at diminishing the threat posed by weapons of mass destruction along with
their associated delivery systems. The Nunn-Lugar initiative establishing the CTR Program was
a direct response to the political and economic uncertainties associated with the disintegration of
the former Soviet Union that called into question the ability of the newly independent states to
provide for the safe and secure transportation, storage, and eventual reduction or complete
elimination of these weapons. With respect to chemical weapons, the objective of the CTR
Program is to "jump-start" the Russian chemical weapons destruction program, specifically in the
area of nerve agent destruction and thus to contribute to Russia's ability to meet the destruction
milestones of the Chemical Weapons Convention. In addition, the accelerated destruction of the
chemical weapons stockpile reduces the likelihood of the proliferation of these weapons.

This essay begins with a description of Russia's chemical weapons stockpile and a brief
history and status report on Russia's chemical weapons destruction program. Next, the origins
and organization of the CTR program are described before the discussion moves on to the
activities, accomplishments, and plans for the programming related to Russia's chemical weapons
destruction effort.

An Overview of the Russian Chemical Weapons Stockpile

After the Soviet Union splintered, the Russian Federation assumed responsibility for the
former Soviet chemical weapons stockpile and treaty commitments related to it. The Russian
stockpile is the largest declared stockpile in the world, consisting of 40,000 metric agent tons.
Organo-phosphorous based nerve agents make up the majority of the stockpile (81%) with the
balance comprised of blister agents (19%). The Russian stockpile contains three types of nerve
agents: sarin, soman, and VX. In addition, the Russian stockpile contains thickened or viscous
versions of the soman and VX agents. Thickened agents, comprising approximately 16% of the
chemical weapons stockpile, are only used in air-delivered munitions. The arsenic-based agent
lewisite constitutes the majority of the declared Russian blister agent stockpile with only very
small portions of the stockpile consisting of mustard and a mustard/lewisite mixture.

Chemical agents in the Russian stockpile are contained in projectiles, rocket warheads,
bombs, spray devices, SCUD missile warheads, and bulk storage containers. The majority of the
blister agents are stored in large (50 cubic meter) bulk storage containers. All the nerve agent is
weaponized, contained in either artillery munitions (projectiles or rocket warheads) or air-delivered
munitions (bombs, spray devices, or missile warheads). There are a greater number of ground-
based weapons as opposed to air-delivered munitions, but the air-delivered weapons represent the
majority of the stockpile on an agent-tonnage basis. The stockpile is stored at the seven locations
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shown in Figure 1. Except for Shchuche,' all of the storage locations are west of the Ural
mountains. Only one type of chemical weapon is principally stored at each installation:
Kamsarka and Gomy store bulk blister agents; Kizner and Shchuche are primarily nerve-agent-
filled artillery munitions storage installations; and Pochep, Leonidovka and Maradykovsky store
nerve agent-filled air-delivered munitions.

Unlike the U.S. chemical weapons stockpile, none of the Russian chemical weapons
reportedly contain explosive components such as bursters. fuzes, or rocket motors. These
components are stored separately from the agent-filled munitions. Another key difference between
the Russian and U.S. chemical weapons is that the U.S. weapons were "pressed-fit" during
assembly, while the Russian weapons were welded. Therefore, the U.S. approach of reverse
assembly' is not applicable for Russian chemical agent-filled projectiles. Finally, the presence
of thickened or viscous agents in the Russian stockpile could make draining these munitions more
difficult than if the munition had been filled with unthickened versions of the same agent.

Shchuche is also commonly spelled Shchuch'ye.

"Reverse Assembly" is the method used to drain chemical agent-filled projectiles at the U.S. chemical weapons
destruction facilities. The process involves unscrewing the nose closure/lifting lug. extracting the pressed-fit burster
well using an expandable collet and then inserting a drain probe to remove the agent under vacuum. Since the
bunter well or the Russian nerve agent-filled projectiles are welded to the munition casing it cannot be readily
extracted. Theefore. an alternative must be used to access the chemical agent contained in the munition.
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Status of Russian Chemical Weapons Destruction Efforts

Although Russia does not currently operate an industrial-scale chemical weapons
destruction program, the Ministry of Defense (MOD) has previously used a mobile destruction
process called KUASI to destroy 4,000 leaking munitions containing approximately 200 metric
tons of nerve agents. The KUASI system employed a two-step destruction process that involved
neutralizing the chemical agent with an organic reagent3 and then incinerating the resulting agent
mass. The KUASI system was demonstrated to the members of the United Nations Conference
on Disarmament in 1987.

Planning for destruction of the main chemical weapons stockpile began in the 1986-1989
time-frame when the demonstration facility near the town of Chapayevsk in the Kuybyshev
Region was designed and constructed. The destruction process used in this facility was based on
the two-step technology first employed in the KUASI mobile destruction system, but modified to
meet the through-put requirements of an industrial-scale facility. Because of reported opposition
from local officials arising from concerns about inadequate safety and environmental protection
measures, the Chapayevsk facility was never commissioned and has never processed any chemical-
agent-filled munitions.

In February 1992, President Boris Yeltsin established the Committee on Conventional
Problems of Chemical and Biological Weapons of the Russian Federation.4 Commonly referred
to as the President's Committee, it is responsible for organizing Russia's chemical weapons
disarmament efforts. In October 1992 this Committee submitted a Program to the State Dumal
for the phased destruction of Russia's chemical weapons. The document described an approach
for destroying the blister agent stored at Kambarka and Gomy in Phase I, and for the nerve agent-
filled artillery munitions stored at Kizner and Shchuche in Phase 1H. Destruction of the air-
delivered munitions stored at Pochep, Leonidovka, and Maradykovsky was not discussed. This
plan proposed on-site destruction of the blister agent stored at Kambarka and Gorny, and
relocation of the nerve agent-filled artillery munitions stored at Kizner and Shchuche to
Novocheboksarsk, in the Chuvash Republic. There, they would be destroyed in a converted
former VX production facility.

The State Duma returned the program plan to the President's Committee in March 1993,
requesting that a more comprehensive plan be prepared and resubmitted that would encompass the
entire chemical weapons stockpile. One of the main concerns about the original plan was the
collocation of the chemical weapons stored at Kizner and Shchuche to Novocheboksarsk. This
objection was raised by the Representatives from the republics that the collocated munitions would
travel through enroute to Novocheboksarsk. After March 1993, many of these republics passed
laws prohibiting the transportation of chemical weapons through their territory. These laws

3 The reagent used for mustard, satin, and boman was monoethanolamine (MEA). A mixture of ethylene glycol nd
phosphoric acid was used for VX.

4 Presidential Decree #160, 19 February 1992, Establishment of the Committee for Conventional Problems of

Chemical and Biological Weapons Under the President of the Russian Federation.

' The State Dutna is roughly equivalent to the House of Representatives in the United States Congress.
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apparently convinced Moscow that chemical weapons destruction--or at least detoxification of the
agent-would need to be accomplished where the agent/runitions are stored.

In March 1995, a Presidential Decree manded that all chemical weapons in Russia be
destroyed in facilities specifically built for this purpose and located In the regions where the
weapons arc currently stored' This statement clearly acknowledged the anxiety caused by the

October 1992 plan.
k"M so asMoscow's intention

was to alleviate the
concerns of the
other regions
through which
chemical weapons

I -would be
him". ef I #a NAV transported or

ebol-weldestroyed in their
1 6. " j territories. In

Mw," so. ]w" addition, the decree
stated that chemical
weapons destruction

SoCwwould be funded
1 C&UN" gM IV 001~ iiinie 1  through a separate
C*,-U. aM, N e, e ICuPo line item in the

federal budget. thus
helping to ensure

Figure 2: Key Russian Government Organizations Associated dw all moneys

with Chemical Weapons Destruction budgeted for
chemical weapons

destruction were used for this purpose and not diverted to other programs. Finally, the Decree
delineated the roles and responsibilities of 12 executive branch ministries and committees in the
area of chemical weapons disarmament (e.g., destruction and treaty compliance) and established
an Inerdepartmental Commission on Chemical Disarmament. This new commission, to be headed
by National Security Advisor Yuri M. Baturin, Would be responsible for coordnating the
exccutivc branch's efforts in such areas as administering the funding appropriated for dcimical
weapons diramamnt Within the executive branch of the Russian Government, the MOD was
designated the "Govermenm Customer" responsible for the development and operation of the
destruction facilities, along with maintaining the safe storage of the weapon until their
destruction. In other words, the Russian MOD and U.S. Department of Defense (DOD) now have
analogous responsibilities for the destruction of their respective chemical weapons stockpiles.

Treaty Obligations

In January 1993, both the United States and the Russian Federation, along with 128 othe
nations, signed the Convention on the Prohibition of the Development, Production, Stockpling

P reid=d Deer 0314,24 Mah 1995. PNpsing 1h, Rim Fedrdomr for Fulfdlbq Ig 1Wenadcoal
Obligaim i the Fed of Cbemka Dbamunma.

20-875 96-14
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and Use of Chemical Weapons and on Their Destruction, commonly referred to as the CWC. The
CWC prohibits the development, production, stockpiling, transfer and use of chemical weapons
as well the provision of assistance to any states attempting to pursue these activities. Additionally,
the signatories agree to destroy existing chemical weapons stockpiles within the specified
timeframe shown in Table 3.

Table 3: Key Chemical Weapons Convention Destruction Milestones

Phase Entry Into Destruction Requirement
Force (EM)
,Milestone

.(Y ears) . . . . .. . . _. . . . . . . . . .. . . .. . . .
ElF + 2 # Complete testing of its first destruction facility
ElF + 3 * Not less than 1% of declared stockpile

(on agent tonnage basis)
2 ElF + 5 * Not less than 20% of declared stockpile
3 ElF + 7 * Not Less than 45% of declared stockpile

4 EIF + 10 * 100% of declard stockpile

In helping Russia destroy its chemical weapons stockpile, the CTR program supports the
principal objective of the CWC that a country's entire stockpile be destroyed within 10 years after
the CWC enters into force, which will occur 180 days after the 65th signatory country submits
its document of ratification to the United Nations. Although the destruction objectives are clearly
stated, the CWC also specifies that chemical weapons destruction operations need to be carried
out using environmentally safe methods. The CWC also provides for extensions, up to a
maximum of five years, subject to a decision by the Conference of State Parties. A treaty party
may request an extension if it believes it will be unable to meet the ten-year deadline.

The Cooperative Threat Reduction Program

The political and economic conditions that accompanied the disintegration of the Soviet
Union at the end of 1991 called into question the ability of the newly independent states (NIS)
of the former Soviet Union to maintain effective control over their arsenals of weapons of mass
destruction (WMD). Political, social, and economic upheaval heightened the prospects that the
former Soviet republics would not be able to provide for safe and secure storage or disposition
of these weapons. Although significant positive changes were occurring in the NIS and many of
the threats that confronted the United States throughout the Cold War were disappearing, these
weapons and materials continued to pose a risk to U.S. national security interests.

Congress responded to these conditions and associated threats by initiating the CTR
program in November 1991. Often referred to as the Nunn-Lugar program after the senators who
spearheaded the effort, this bipartisan congressional initiative authorized DOD to assist eligible
states of the former Soviet Union in weapons dismantlement and destruction. The CTR program
is not traditional foreign aid; rather, it is defense by other means. The CTM program is a unique
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approach to mitigating the dangers associated with the WMD in the NIS and for helping to reduce
the possibility that these dangers will rise again in the future. The United States' objectives in
the CTR program as established by Congress are to cooperate with the NIS to:

* destroy weapons of mass destruction;
* transport, store, disable, and safeguard weapons in connection with their

destruction;
0 establish verifiable safeguards against the proliferation of such weapons;
* prevent diversion of weapons-related expertise;
# facilitate demilitarization of defense industries and conversion of military

capabilities and technologies; and,
* expand defense and military contacts between the United States and the

NIS.

CTR Program implementation is managed and directed by the CTR Program Office within
the Office of Dr. Harold P. Smith, Assistant to the Secretary of Defense (Atomic Energy).
Established in May 1994 by direction of the Secretary of Defense, my program office
coordinates the development of long-range plans with policy direction from the Assistant
Secretary of Defense (International Security Policy) and executes those plans through the
Defense Nuclear Agency (DNA). To a lesser degree, the On-Site Inspection Agency
(OSIA), the U.S. Army Program Manager for Chemical Demilitarization,7 and the U.S.
Army Corps of Engineers are also involved. The CTR Program Office establishes a
single focal point within DOD for all program implementation matters and provides the
structure and oversight necessary for effective and efficient program management. DNA
is responsible for actual project execution, and, along with OSIA and the Army, provides
the professional staff to turn policy and legislative direction into tangible, on-the-ground
assistance. This work includes supporting the audits and examinations process to ensure
that CTR assistance is being used for the purposes intended, in accordance with legislative
mandates.

Through the CTR program, DOD provides equipment, services, and technical
advice to Russia, Belarus, Kazakhstan, and Ukraine to assist them in the safe and secure
transportation, storage, and eventual elimination (or in the case of Russia, the reduction)
of the remaining Soviet-era weapons; to prevent proliferation; to dismantle the associated
infrastructure; and to help transform portions of the infrastructure into peaceful civilian
assets. In each of fiscal years 1992 and 1993, Congress authorized DOD to transfer $400
million from existing DOD accounts to support th,; Nunn-Lugar program. Subsequent

' After a r-ent reorpnization. the U.S. Army Chemical Mauiel Destruction Agency (USACMDA) is now known
as PMCD.
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legislation in fiscal years 1994 and 1995 provided for direct appropriations of $400
million each year.'

CTR Chemical Weapons Destruction Support Program

Although CTR's emphasis has been on nuclear weapons and fissile materials, the
dangers inherent in the Russian chemical weapons stockpile and the challenges in
destroying it have made CTR efforts to assist Russia's chemical weapons destruction
efforts L key element in America's multi-year strategy to help dismantle former Soviet
weapons of mass destruction. The CTR Chemical Weapons Destruction Support program
was established on 30 July 1992, when DOD signed an agreement with the President's
Committee concerning the safe, secure, and ecologically sound destruction of chemical
weapons.9 This agreement stipulated a funding limit of $25 million to accomplish five
tasks: develop a concept plan for the Russian chemical weapons destruction program;
conduct a familiarization (intern training) program; host visits to U.S. chemical weapons
destruction facilities; provide chemical weapons detectors, systems for analysis, and
alarms; and provide tutorials and demonstration of protective equipment. The agreement
also contained a provision for additional support to the Russian chemical weapons
destruction program at the discretion of DOD. Such support could include the creation
of a national laboratory, joint evaluations related to chemical weapons destruction, and
other mutually-agreed support. In March 1994, an amendment to the July 1992
agreement was signed by DOD and the President's Committee that increased the funding
limit from $25 to S55 million.

The objective of the CTR Chemical Weapons Destruction Support Program is not
to achieve the complete destruction of the Russian chemical weapons stockpile--that goal
is beyond the scope of the CTR program both in terms of cost and time. Rather, the CTR
program is focused on jump-starting the Russian chemical weapons destruction program,
specifically in the area of nerve agent destruction, and thus contributing to Russia's ability
to meet the destruction milestones of the CWC. The program is focused on the
destruction of Russia's nerve agent stockpile because these weapons represent the greatest
threat to U.S. security interests. The nerve agent is weaponized, not in bulk storage
containers, and these munitions comprise over 800/c of the entire Russian chemical
weapons stockpile. Through CTR assistance, it is hoped that the two-step technology
selected by Russia will be proved out, the necessary pilot and/or demonstration activities
will be completed, and a full scale destruction facility will be started and ideally begin

I In January 1995, the CTR Program Office published a multi-year CTR Program Plan in response to congressional
direction in the fiscal year 1995 National Defense Authluization Act. The plan describes CTR activities and funding
requirements beginning with fiscal year 1996 and concluding at the end of fiscal year 2001.

Agreement Between the Deprtment of Defense of the United States of America and the President's Committee -
on Conventional Problems of Chemical and Biological Weapons of the Russian Federation Concerning the Safe.
Secure and Ecologically Sound Destruction of Chemical Weapons, signed 30 July 1992.
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through-put operations. With this kind of jump start and the resulting lessons learned,
Russia will be much better prepared to carry out desmction operations at the other
storage facilities and continue down the path of CWC implementation.

To meet the objective of the CTR Chemical Weapons Destruction Support
Program, the four-tier program illustrated in Figure 3 has been developed. This program
culminates with the design and
construction of a destruction
demonstration facility for nerve
agent-filled artillery munitions.
Russia is expected to use the
experience gained from this first
nerve agent destruction facility, once
it has begun operations, to complete
the destruction of its remaining nerve
agent stockpile. Annual plans of
work are developed jointly between
DOD, the President's Committee, and
the MOD to delineate the roles and
responsibilities of each party in
accomplishing agreed tasks. These
plans of work also serve as the basis

FAdity Support

DeirutrioTadwIoogy
Eakitn& Setim Support

Figure 3: CTR Destruction Support Program
for developing stut-ements of work for supporting contractual efforts.

Naturally, there is a desire and expectation to begin moving earth and building
structures immediately. Nevertheless, chemical weapons destruction is an enormously
complicated task and one that receives a great deal of scrutiny by the public, both here
in the United States as well as in Russia. The success of such a program is dependent
on the quality of planning and preparation that forms the foundation for more visible
progress such as constructing destruction facilities. Consequently, much of the initial
efforts of the CTR Chemical Weapons Destruction Support Program has focused on
working with the President's Committee and the MOD to jointly develop this foundation,
while at the same time constantly looking for areas of cooperation that could accelerate
the start of destruction activities. Objectives and activities under each of the tiers -- from
base to apex - are as follows:

The first objective is to provide assistance to the Russian government in the
organization and planning for the destruction of the declared nerve agent stockpile. This
tier of the support program has two goals: to develop a common technical basis for all
cooperative efforts and to ensure that there is a detailed and well-defined plan for the
destruction of the Russian chemical weapons stockpile. The first element is being
achieved through a variety of activities (e.g., visiting destruction facilities, conducting
intern familiarization programs, and developing a bilingual glossary of chemical weapons-
related terminology to help avoid miscommunications). The second element is being
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accomplished by the joint development of a comprehensive implementation plan for the
Russian chemical weapons destruction program.

The Chemical Weapons Destruction Support Office (CWDSO) was established in
Moscow in June 1993 to serve as the in-country technical focal point for U.S. support to
the Russian chemical weapons destruction program. The CVDSO provides U.S.
government and contractor personnel with a fully-equipped facility to meet and work with
their Russian colleagues in a less formal environment where the technical details and
issues associated with chemical weapons destruction can be addressed and resolved in a
business-like fashion. The CWDSO has also developed a bilingual glossary of chemical
weapons terminology and perfons the majority of the translations (both English-to-
Rus3ian and Russian-to-English), thus helping to ensure the accuracy and consistency of
the translation and resulting discussions.

A number of visits to U.S. destruction facilities and to the U.S. Chemical
Demilitarization Training Facility at Aberdeen Proving Ground, Maryland, have been
conducted for members of the President's Committee and MOD. Several members of the
State Duma, as well as local officials of communities near some of the Russian chemical
weapons storage installations, have also participated in these visits. The visitors have
been shown the extensive amount of planning and preparation that goes into the design,
construction, and operation of a chemical weapons destruction facility. They also
demonstrate that chemical weapons destruction can be accomplished in a safe and
environmentally sound manner. As part of this effort, in July 1994 a group of U.S.
engineers and safety and environmental specialists visited the Chapayevsk site to become
more familiar with Russian facility concepts for chemical weapons destruction.

From September 1993 through March 1994, six Russian chemists and engineers
participated in an intern familiarization program conducted at the Aberdeen training
facility. During their stay, the interns received classroom training and "on-the-job"
training in Aberdeen as well as the U.S. chemical weapons destruction facilities in Tooele,
Utah, and on Johnston Island in the Pacific Ocean. In addition, many of the interns
attended town-hall meetings with local citizens from communities near proposed United
States chemical weapons destruction facilities. These activities familiarize the Russians
with the technical, legislative, and management aspects of the U.S. chemical weapons
destruction program so that they can apply these experiences, as appropriate, to the
Russian program. Several of these interns will also be working with U.S. personnel on
the joint evaluation of the Russian nerve agent neutralization reactions described later in
this paper.

In May 1994, a contract was awarded to a U.S. contractor team led by Bechtel
National Incorporated (BNI) to prepare the comprehensive implementation plan for the
Russian chemical weapons destruction program. Representatives from both the
President's Committee and the MOD participated in the Source Selection and Evaluation
Board that recommended the BNI contractor team. The comprehensive implementation
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plan is intended to provide a detailed and well-defined plan for the destruction of the
Russian chemical weapons stockpile, describing program cost and schedule, the basis for
destruction technology and facility location selection, design criteria for the destruction
facilities, results of the site characterization of the proposed locations for the future
chemical weapons destruction facilities, public outreach and education programs, and
recommendations for an emergency preparedness program.

In February 1995, DOD accepted a Russian suggestion to rescope the
comprehensive implementation plan in a phased approach that more closely parallels
MOD's approach for its chemical weapons destruction program. Rather than addressing
the entire Russian chemical weapons destruction program at the outset, initial work will
focus on the first destruction facility for nerve-agent-filled artillery munitions. Following
a meeting with local officials from the Kurgan regional administration and the town of
Shchuche in July 1995, a protocol was signed authorizing the selection of a site for a pilot
chemical weapons destruction facility and authorizing the MOD to prepare a feasibility
study for the creation of the facility.' Based on this agreement, the implementation
plan for the Shchuche pilot chemical weapons destruction facility will be completed by
mid-1996. The balance of the comprehensive implementation plan could be undertaken
in 1996 as work on the Shchuche destruction facility gets underway.

The second objective of this overall program is to assist in the development of
industrial and chemical agent analytical and monitoring procedures for use at the
declared nerve agent storage and destruction facilities. Chemical agent and
environmental monitoring at and in the area surrounding a chemical weapons destruction
facility is a critical element of any chemical weapons destruction program. Not only is
this information necessary for the facility operators, but it is necessary to address public
concerns about the impact and safety of chemical weapons destruction activities. This
capability must be in place prior to the start of destruction operations so the necessary
personnel can be trained and an environmental baseline established that would be used
to assess the impact of chemical weapons destruction operations. The second tier of the
CTR Chemical Weapons Destruction Support Program addresses this requirement by
helping to establish a central chemical weapons destruction analytical laboratory (CAL).
The CAL will be responsible for developing chemical agent analytical and monitoring
procedures for use at the destruction and storage facilities; training chemical weapons
destruction and storage personnel; serving as the quality assurance/quality control center
for the destruction and storage analytical and monitoring efforts; and conducting analysis
of environmental samples comparable to an Environmental Protection Agency certified
laboratory.

Although an agreement in principal was reached in March 1994 when the
amendment to the 30 July 1992 agreement was signed, substantive work on the CAL was

PROTOCOL of the Meeting in Shchuche, Kurgpn RegiOn. Concerning the Review of the Reques Made by A.B.
Chubeik Head of the Govement of the Russian Fedemion Dued 17.July 1995, No. ACh-P7.21183, 27 July 1995,
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delayed until a location for the laboratory was approved and the necessary permits
received. In April 1995, the President's Committee informed DOD that building 14 at
the Moscow State Scientific Research Institute of Organic Chemistry and Technology
(GosNIIOKhT) had been selected as the location for the CAL. A U.S. facility assessment
team visited GosNIIOKhT in May 1995. Negotiations are currently underway between
U.S. and Russian technical experts to develop a mutually agreed concept for refurbishing
building 14. The CAL is expected to be operational by the end of 1997.

In addition to the refurbishment of building 14 at GosNIIOKhT, DOD is procuring
three mobile laboratories for use at the storage installations. These mobile labs are
similar to the real-time analytical platforms that DOD uses at its chemical weapons
storage installations. They will provide the MOD with the capability to monitor the
interior of a munition storage building before it is opened (i.e., "first-entry monitoring"),
as well as perform environmental monitoring of the area surrounding the storage
installation. Acceptance testing and operating training will begin in January 1996,
followed by delivery of the mobile laboratories to Russia. These mobile labs are expected
to be operational by May 1996.

The third major objective of CTR assistance in this area is to assist in the
evaluation, selection, and development of the destruction technologies that will be used
to destroy the declared nerve agent stockpile. The major obstacle in helping jump-start
the Russian chemical weapons destruction program has been the absence of a Russian
decision on a destruction technology. In February 1994, the U.S. provided a copy of the
design package for the Newport Indiana, chemical weapons destruction facility. The
design package was provided to the MOD and President's Committee as a cost-effective
method for destroying U.S. bulk munitions and containers that could be adapted readily
for the Russian nerve agent-filled air-delivered munitions. In May 1994, the President's
Committee indicated to the United States that direct incineration would not be acceptable
in Russia. In September 1994, the MOD and President's Committee informed DOD that
a two-step destruction process involving chemical neutralization with organic reagents,
followed by a treatment process called bituminization, had been selected as Russia's
national chemical weapons destruction technology for nerve agent-filled munitions. The
Un,'ed States has very little information about industrial-scale neutralization of chemical
ag, ats with organic reagents. The Army had used aqueous sodium hydroxide to
neutralize sarin in the late 1970s and early 1980s, but had encountered various difficulties
that contributed to the decision to adopt direct incineration as the U.S. destruction
technology. In addition, the United States had no information on the bituminization
process proposed to treat the substance generated as a result of the neutralization reaction.
Following intensive bilateral discussions in November 1994, it was agreed that a U.S.-
Russian joint evaluation of the two-step nerve agent destruction process would be
conducted.

This joint evaluation will occur in two phases. The first phase was conducted at
the U.S. Army Edgewood Research, Development and Engineering Center located at
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Aberdeen Proving Ground, Maryland, from May to August 1995. U.S. nerve agents were
used during these tests. The second phase will occur at the Saratov Military Engineering
College of Chemical Defense, using Russian nerve agents from October through
November 1995. The evaluation consists of three 50-gram tests for each of the three
types of nerve agent contained in artillery munitions: satin, soman, and Russian VX. For
sain and soman, the same neutralization reaction that had been used with the KUASI
system, monoethanolamine, will be used. For VX, the Russians have chosen a new
neutralization reaction using potassium isobutylate. The CTR program provides for
identical analytical equipment to be available in both laboratories for the joint evaluation
and ensures that personnel receive the necessary training to operate the equipment
properly. Both U.S. and Russian environmental and safety criteria are being used to
evaluate the destruction process, and limited engineering data is also being collected to
assist in the follow-on design efforts.

The final objective of the Chemical Weapons Destruction Support Program is to
assist in the design and construction of a chemical weapons destruction demonstration
facility. Based on the results of the technology evaluation, it is DOD's intention to ask
Congress for funding to assist in the design and construction of a pilot chemical weapons
destruction facility at Shchuche. This ability would effectively realize the CTR objective
of jump-starting the Russian program by providing Russia with a demonstrated chemical
weapons destruction process/technology that could be used to destroy the remaining nerve
agent-filled chemical munitions. The qualifier "pilot" is used merely to connote that it
may be necessary or desirable for the facility to begin with a lower initial destruction
capacity that could be expanded later by adding modular process lines after successful
demonstration of the initial process line. After expansion, the full-scale facility would be
capable of destroying the remaining nerve agent-filled artillery munitions stored at
Shchuche within three years.

A separate CTR implementing agreement will be negotiated for DOD assistance
in the design and construction of the destruction facility. The agreement will clearly
stipulate DOD and Russian roles and responsibilities and will provide for specific linkage
between DOD assistance and Russian performance.

A U.S. integrating contractor will be hired to provide the assistance in the design
and construction of the destruction facility. DOD can only obligate funds that are legally
available for this purpose. Consequently, funding for the contract will be provided in
annual increments, subject to congressional appropriation and annual certification that the
specific conditions in the agreement are being met.

Conclusion

This paper has provided an overview of the CTR program and, more specifically,
its role in helping to jump-start the Russian chemical weapons destruction program. The
on-going United States effort to destroy its own chemical weapons stockpile proves how
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difficult and immense the task can be. Russia, with a stockpile of 40,000 metric tons of
chemical agnts, faces an even greater task, one compounded by the terrible condition of
the Russian economy. The assistance from the CTR program will play an important role
in the Duma's decision to ratify the CWC, and in the Russian effort to destroy their
chemical weapons stockpile.

Admittedly, work has not proceeded as rapidly as hoped. However, strides have
been made, and events over the last six months indicate that the progress of this
cooperative endeavor should improve both in pace and in substance. The technical and
political complexities associated with chemical weapons destruction as well as the funding
structure of the CTR program will continue to challenge both countries in this effort.
Nevertheless, we must not lose sight of the fact that Russia's 40,000 metric ton stockpile
is the largest in the world and U.S. national interests are served very well by helping
Russia rid the world of these weapons of mass destruction.
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The United States, Russia, and
Chemical Weapons Disarmament: Choices Ahead
Amy E. Smithson

Although some U.S. security concerns about Russia eased with the end of the Cold War,
other concerns and complications have arisen. While the United States no longer truly fears that
Russia would wage chemical warfare against America or its allies, U.S. policy makers still face
decisions regarding the chemical weapons expertise and arsenal that Russia inherited from the
Soviet Union.

The United States negotiated with the Soviet Union bilaterally and in an international
forum to conclude agreements that would initiate and monitor the process of chemical weapons
disarmament. Common wisdom held that the U.S. Senate would quickly approve such accords.
After all, a decade ago Congress mandated the destruction of the U.S. chemical weapons stockpile;
the U.S. military finds these weapons repugnant and of no strategic value and little utility on the
battlefield; and the public has long viewed chemical warfare as abominable. Then, charges
surfaced that Russia was harboring a chemical weapons development program of Soviet origin.
These allegations have caused some in the Senate to have second thoughts.

The first section of this essay provides a history of the international and bilateral routes
that have been taken toward the prohibition and elimination of chemical weapons, focusing on
developments in the past few years. The next segment of the essay reviews the factors that have
managed to throw both paths off course. In the closing section of the essay, the analysis
addresses the path most likely to help the United States achieve its stated goals regarding chemical
weapons nonproliferation and disarmament. The concluding section also speaks to whether
continued U.S. assistance to Russia for chemical weapons destruction is advisable, given U.S.
concerns about a possible covert chemical weapons program.

The Puzzle and Its Pieces

In 1960, 18 nations began what would turn out to be a long quest for a treaty to ban the
development, production, stockpiling, and use of chemical weapons, known as the Chemical
Weapons Convention (CWC). Compared to the headline-grabbing U.S.-Soviet nuclear arms
control talks, the CWC negotiations in the Conference on Disarmament (CD) were a sleepy
backwater. More delegations joined the CWC negotiations as the years passed. By the time the
CWC was concluded in 1992, 39 nations were at the negotiating table in Geneva, with another
40 observing the process.

Two issues in particular bedeviled the negotiators at the CD. The first was a vast
commercial industry that worked with "dual-use" chemicals to manufacture everyday products
such as fertilizers, pharmaceuticals, textile dyes, and ceramics. These chemicals could also be
used, however, to make the very blister and nerve agents that the negotiators sought to ban. The
second issue was how to prohibit chemical weapons development, yet allow states to maintain
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their defense preparedres. States needed to be able to continue to conduct defensive research,
but the difference between defensive research and offensive development activities can be hard
to discern. Both of these areas would make compliance with treaty obligations very difficult, at
best, to verify.

In 1984, then-Vice President George Bush presented a proposal designed to tackle the
verification problems inherent in the CWC. Bush proposed any time, any place inspections.
These challenge inspections would batress the CWC's data declarations and routine inspections
with a short-notice inspection of any commercial, research, or other site suspected of engaging in
prohibited activities.' The delegations at the CD were stunned. While the United States had long
advocated on-site inspections, such measure had yet to be incorporated into any superpower arms
control agreement. In the multilateral CD, the concept of challenge inspections was, to say the
least, revolutionary.

As the CD delegations began to digest Bush's proposal, they started to receive more
assistance from representatives of the chemi-al industry, which picked up its level of involvement
in the negotiations. Chemical industry provitied pragmatic advice about how to structure the data
declarations and conduct inspections. Working to see the CWC's objectives reached in a way that
protected their proprietary interests, industry representatives also offered their facilities for tests
of the verification procedures under consideration.2

Iraq's use of chemical weapons during the Iran-Iraq War of the 1980s underlined the need
to strengthen the 1925 Geneva Protocol's norm against the use of chemical weapons. Since the
Protocol's members are still allowed to develop, produce, and stockpile chemical weapons, the
Protocol's trip wire barring states from using chemical weapons is considered to be thin?
Moreover, many states that ratified the Protocol reserved the right to retaliate in kind against a

For an overview of negotiations and the issues involved theiein, see Victor A. Utgoff. The Challenge of Chemical
Weapons (New York: St. Martin's Press, 1991); Brad Roberts, d., Chemical Disarmament and U.S. Secunr (Boulder:
Wesview Press, 1992).

'The Chemical Manufacturers Association (CMA) was honored for its efforts in this regard on 8 May 1995, when the
Lawyers Alliance for World Sewity and the Committee for Ninional Security presented CMA with the W. Averell
Harriman Award. For more on indust'y-related issues, see the testimony of Dr. Will B. Carpenter, Senate Foreign
Relations Committee, Hearings on the Chemical Weapons Convention, 103d Cong.. 2d sess., S.Hrg. 103-869
(Washington. D.C.: U.S. Government Printing Office, 1994), 88-92; U.S. Congress, Office of Technology Assessment,
The Chemical Weapons Convention: Effects on the U.S. Chea'cal Industry. OTA-BP-lSC-106 (Washington, D.C.: U.S.
Government Printing Office, August 1993); Amy E. Smithson. ed., implementing the Chemical Weapons Convention:
Counsel from industry. Report No. 10 (Washington, D.C.: Henry L Stimson Center, January 1994).

3 The Australian government formed an export control group in 1985 to restrict the flow of dual-use chemicals and
thereby curtail their contribution to chemical warfare in this conflict. Tie Australia Group coordinates export control
policies among supplier nations, with its participants assessing requests .or such chemicals on a case-by-case basis.
Gradually, the number of partiipants and chemicals controlled increased to over 25 and 50, respectively. See Julian
Perry Robinson, 'he Australia Group: A Description and Assessnent" in Controlling the Development and Spread
of Milutapy Technology: L"sonsfrom the Past and Challeges for the 1990s, ,ds. Hans Gunter Brauch, Henny J. Van
Der Graf, John Grin, and Wim A. Smit (Amsterdam: Vu University Press, 1992), 157-76.
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chemical attack,4 believing that deterrence of a chemical attack rested mainly with the threat of
equal retaliation. The pace of the CD negotiations remained glacial, even in the face of Iraq's
violation of the Geneva Protocol. This lack of responsiveness can be attributed largely to the fact
that the two superpowers were still so far apart on the major issues of the negotiations, especially
on verification. A promising sign that this gap would begin to close came with Soviet Premier
Mikhail Gorbachev's April 1987 announcement that the Soviet Union had ceased producing
chemical weapons.$ A major breakthrough occurred when the Soviet Union accepted the
principle of challenge inspections in August 1987,' but the negotiators continued to disagree about
how to conduct such inspections.

To breathe more life into the CWC negotiations, the Soviet Union and the United States
began to accelerate a parallel track of negotiations. First, the two superpowers sought to
demonstrate that the verification procedures proposed for the CWC were workable and tolerable.
In September 1989, Secretary of State James Baker and Soviet Foreign Minister Edward
Shevardnadze met in Jackson Hole, Wyoming, to sign a Memorandum of Understanding. Therein,
both parties voluntarily agreed to two phases of data exchanges and reciprocal practice inspections.
The USSR declared possessing a chemical weapons stockpile of 40,000 metric tons in the data
exchanged at the end of 1989. The first phase trial inspections took place the next year at two
production facilities, three storage facilities, and two industrial chemical facilities in each country.

The United States declared a stockpile of approximately 30,000 metric tons and
inaugurated its destruction program in mid-1990 at a pilot plant on Johnston Atoll in the Pacific
Ocean. The U.S. Army initiated this program under a November 1985 congressional mandate to
destroy over 95 percent of the aging U.S. stockpile unilaterally.! The U.S. Army selected
incineration as the method to destroy the stockpile at eight sites in the continental United States
where it is stored. Controversies associated with the safety of incineration brought resistance from
some citizens at these sites, but this program has maintained its slow forward momentum under
the careful oversight of the U.S. National Academy of Sciences and numerous federal regulatory
agencies.'

' The United States, which did not ratify the Geneva Protocol for 50 years, was among the nations that attached this
condition. For a complete list, see U.S. Arms Control and Disarmament Agency. Arms Control and Disarmament
Agreements Texts and Fltstones of the Negotiations (Washington, D.C.: U.S. Arms Control and Disarmament Agency.
1990), 16-19.

G Gorbachev made this announcement on 10 April 1987 in Prague. Edward M. Spiers, Chemical Weaponry, A
Continuing Challenge (New York: St. Martin's Press, 1989), 127.

U.S. Arms Control and, Disarmament Agency, "Chronology of Events Leading to the Signing of the Chemical
Weapons Convention." Fact Sheet (Washington. D.C.: U.S. Arms Control and Disarmament Agency. 5 January 1993).
The USSR's concession on this matter, which was announced on 6 August 1987, coincided with similar progress in
a bilateral negotiation that produced the 1987 Intermediate-Range Nuclear Forces Treaty. Not that long thereafter by
the 1990 Conventional Forces in Europe Treaty and the 1991 Strategic Arms Reduction Treaty. For a chronology of
key developments in U.S. and Soviet/Russian Chemical Weapons Disarmament, see the appendix.

' Public Law 99.145 ordered the destrction of all unitary chemical weapons by September 1994. At that time, the
Army estimated the cost of the U.S. destruction program to be SI.7 billion.

' At present, the Army is exploring alternative technologies such as neutralization for possible use at two of the eight
U.S. sites. For more on the controversies associated with the U.S. program, see Amy E. Smithson with the assistance
of Maureen Lenihan, he U.S, Chemical Weapons Destruction Program: Views Analysis, and Recommendations, Report
No. 13 (Washington, D.C.: Henry L. Stimson Center, September 1994). The first of the full-scale destruction facilities
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In another effort to prod the CD negotiations along, the Soviet Union and the United
States tried to convey thei; commitment to the goal of chemical disarmament through a Bilateral
Destruction Agreement, known as the BDA. To the other CD delegations, it was fitting that the
possessors of the world's two largest stockpiles would lead this process. The June 1990 BDA
stipulated that the United States and the Soviet Union stop producing chemical weapons and
reduce their respective stockpiles to no more than 5,000 agent tons. Each party would monitor
the othe-'s destruction process with the continuous presence of inspectors and monitoring
instruments at destruction and storage facilities. Destruction was to begin no later than 31
December 1992 and be completed by the end of 2002.' The BDA would be brought into force
with the exchange of legal documents.

Saddam Hussein's threats to wage chemical warfare during the 1991 Persian Gulf War
proved to be the final impetus needed to conclude the CWC. After the war, President Bush
provided another incentive to the CD negotiators when he announced on 13 May 1991 that upon
entry into force of the CWC, provided the Soviet Union was a participant, the United States would
forswear the future U.S. use of chemical weapons for any purpose, including retaliation against
a chemical attack. The entire U.S. arsenal would also be eliminated.'0 Bush's action signified
a major change from the accepted wisdom of how chemical attacks could best be deterred. Later
testifying in support of the CWC's ratification, Chairman of the Joint Chiefs Gen. John M.
Shalikashvili stated that even though the U.S. will not retaliate in kind, "it still retains a retaliatory
capability second to none," and that the U.S. response to a chemical weapons attack would
nonetheless be "absolutely overwhelming" and 'devastating." Advanced conventional munitions
would most likely be used." Nations participating in the CWC negotiations took note of this
total renunciation of chemical weapons by the United States.

In the spring of 1992, Australia also helped to reinvigorate the CD with a draft text of
artful compromises on the major outstanding issues.'" The CD negotiators worked through the
summer to bring these marathon negotiations to a close, leaving the settlement of smaller
operational details to a Preparatory Commission composed of the CWC's signatories. This final
stage of the negotiations coincided with the Russian government's struggle to get on its feet in
the aftermath of the Soviet Union's collapse. New Russian President Boris Yeltsin publicly
committed Russia to abide by the international arms control agreements signed by the Soviet

is slated to begin operating this winter at Tooele. Utah.

" The White House, "US-USSR Chemical Weapons Destuction Agreement," Fact Sheet (Washington, D.C.: Office of
the Press Secretary, I June 1990).

'0 "Chemical Weapons Arms Control, Chmoology of Key Events: 1925-1992," Issues Brief (Washington. D.C.: U.S.
Arms Control and Disarmament Agency, I April 1992). 8.

" 'Testimony of Gen. John M. Shalikashvili' before the Senate Armed Services Committee, Military Implications of
the Chemical Weapons Convention (CWC), 103d Cong. 2d ess., S.Hrg. 103-835 (Washington, D.C.: U.S. Government
Printing Office, 1994), 40-41, 43.

, For an account of the CWC negotiating endgame. see Amy E Smithson. "Tottering Toward a Treaty," Bulletin of
the Atomic Scientists 48. no. 6 (July/August 1992): 8.11; Amy E. Smithson, "Chemical Weapons: The End of the
Beginning," Bulletin of the Atomic Scientists 48. no. 9 (October 1992): 36-40.
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Union," and Moscow continued to participate in the CWC negotiations amid worsening
economic circumstances.

Before long, the CD negotiators recognized that economic difficulties would make it
difficult, if not impossible, for Russia to meet the CWC's 10-year deadline to complete destruction
of chemical weapons stockpiles. They quickly added a provision to the CWC to allow a treaty
party to apply for a maximum five-year extension to complete the destruction of a stockpile. 14

In July 1992, the United States stepped in with $25 million in technical assistance for the Russian
destruction program." The negotiators also acknowledged that universal adherence to the CWC
would take time. Therefore, they took the unprecedented step of building economic penalties into
the CWC for states that do not join: Within three years after the CWC enters into force,
nonparticipating states will lose access to some dual-use chemicals."'

In the end, the CWC's verification provisions were virtually identical to those in the BDA.
Each called for data declarations, routine inspections, and challenge inspections. Under either
treaty, inspectors have the authority to review a facility's records, interview personnel at the site,
examine equipment, and take samples from such places as reactors, storage tanks, and waste
streams. The CWC contains an explicit commitment to accept challenge inspections, and
inspectors are to report any attempts to obfuscate or delay the progress of an inspection. Both
accords require the destruction of former chemical weapons production facilities. However, a state
may request permission to convert such facilities for peaceful uses. The conversion of a former
production facility would be accompanied by stringent on-site inspections. While U.S. and
Russian inspectors would implement the BDA, a new international monitoring agency, the
Technical Secretariat, would be established in the Hague, the Netherlands, to administer the CWC
and conduct its inspections.

When the CWC was opened for signature in mid-January 1993, Russia and the United
States were among the initial sign tories. Over 155 states quickly signed the CWC, so many
assumed that it would not take long for 65 of those signatories to ratify the treaty and bring it into
force. Considering Washington's role in creating the CWC, the United States was expected to be

"Yeltsin has made four separate public statements - two January 1992 speeches and two declarations, in April 1993
and March 1995 - about Russia's intent to abide by Soviet-signed arms treaties and destroy Russia's chemical weapons.
"4 Russia would submit its application for an extension to the Executive Council of the Organization for the Prohibition
of Chemical Weapons (OPCW). This application must contain an explanation of why Russia needed additional time,
as well as a detailed plan for accomplishing the destruction of the remaining weapons. If the request is approved, the
OPCW will probably require additional verification measures. See the Chemical Weapons Convention, Annex on
Implementation and Verification, Pan IV (A), Section C, paragraphs 24-28.
" The United States and Russia signed an agreement regarding the safe, secure, and ecologically sound destruction of
the Russian stockpile on 30 July 1992. In his essay, Maj. Gen. Roland Lajoie (USA, Ret.) provides much more detail
about the efforts of the Cooperative Threat Reduction program regarding chemical weapons destruction in Russia. For
information about other aspects of the what is also known as the Nunn.Lugar program, see The White House, "Safe,
Secure Disinantlement (SSD) Initiatives with Russia," Fact Sheet (Washington, D.C.: Office of the Press Secretary. 4
April 1993).

"6 An overview of the CWC text is contained in Amy E. Smithson, ed., The Chemical Weapons Convention Handbook
(Washington, D.C.: The Henry L. Stimson Center, 1993).
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among the first to ratify.' Moreover, because the BDA was concluded three years before the
CWC, most assumed that the BDA would be activated even before the CWC.

Events have not unfolded that way. In fact, over the past two years, parts of this carefully
constructed architecture have appeared to be on the verge of unravelling. The intervening political
and economic difficulties that would continue to complicate Russia's efforts to keep its pledges
would not be the only factor blocking progress.

Problems Within Russia

Just as the finishing touches were being put on the CWC, clouds of suspicion began to
gather over the complex of facilities dedicated to chemical weapons research, development, and
production that Russia inherited from the USSR. Scientists who worked inside the Soviet
chemical weapons complex charged that the USSR had sponsored a robust chemical weapons
research, development, testing, and production program in the late 1980s and early 1990s.'
During this same time period, the Soviet Union was participating in the negotiations to prohibit
chemical weapons. Dr. Vii Mirzayanov contends that the Soviet Union's pledge to have halted
chemical weapons production was broken when officials and technical experts at his scientific
institute proceeded to develop a new generation of nerve agents. The "novichok" program focused
on the development of binary chemical agents, which combine two chemical components just prior
to detonation. According to Mirzayanov, the Soviets discovered, developed, tested, approved, and
produced tens of tons of these new binary chemical agents. Not all of these activities, he says,
ceased when the Russian government came to power."

While it is worrisome--nd politically damaging-that tens of tons of new binary agents
may have been produced, the military significance of such quantities is questionable. For
example, to defend a broad front for three days against a large-scale attack, 65 metric tons of VX
would nominally be required to contaminate a strip of land that is 60 kilometers wide and 300
meters deep." VX is a persistent nerve gas, meaning that it will remain operative for at least
three days under good weather conditions. If a non-persistent agent like satin or tabun were used,

"Over 35 nations have ratified the CWC, including Austia. Australia. Finland, France, Germany, Greece, Japan,
Mexico, Mongolia, Peru, Poland, Swe, m South Africa, Spain, Tajikistan, and Turkmenistan, among others.

" Dr. Vil Mirzayanov was joined by a former eapons designer, Vladimir Uglev, and another scientist. Lev Fyodorov,
in charging that new chemical agents were developed. Gale Colby, "Fabricating Guilt," Bulletin of the Atomic Scientists
49. no. 10 (October 1993): 12-13,

"Mirzayanov's essay in this report provides greur detail on the novichok program.

About 13,000 155-mm artillery rounds would be needed to deliver these 65 tons of VX. Contaminating an air base
that is two square kilometers in size would require a total of I. tons of VX, delivered in 0.3 ton increments by aircraft
sorties twice a day for thr"e days. These examples are taken from Anthony H. Cordesman's chart, "'ypical War-
Fighting Uses of Chemical Weapons," in his article, "One Half Cheer for the CWC: Putting the Chemical Weapons
Convention in Military Perspective," in Rathfiag the Chemical Weapons Conveuion, ed. Brad Roberts (Washington,
D.C.: Center for Strategic and International Stlidies, 1994). 44. In this article, Cordesman analyzes the military
significant and weaknesses of the CWC. On page 47, he states, "The weaknesses in the CWC are the kind of
weaknesses that are unavoidable if any progress is to be made in negotiating and ratifying an effort to control chemical
weapons. Although these weknesse are sometimes significant. all can be contained or are of a nature that perits
the faults of the CWC to be less threatening than a world without the CWC."
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much larger quantities would be required for this one mission.2 Russia has firmly denied the
accusations of a covert binary program, taking full advantage of the gray area between
development actvities, which the CWC will prohibit once in force, and research, which will not
be banned."

Because no independent confirmation of the whistleblowers' accounts has been possible,
no one outside of Russia has evidence of just how far across this gray area the Soviet Union, and
perhaps Russia, strayed. Furthermore, no actual treaty violation has taken place since neither the
CWC nor the BDA are in force. At the very least, however, it would appear that the Soviet
government mocked the objectives of both of these treaties and is likely have broken its 1987
public pledge to have stopped producing chemical weapons. As for the Russian government's
complicity, it is not known how far bureaucratic inertia and support from reactionary forces inside
the chemical weapons complex carried the novichok program despite Yeltsin's public oaths to
abide by treaty commitments. What is known is that the very individuals who blew the whistle
on the novichok program strongly believe that U.S. Senate ratification of the CWC will
significantly increase the opportunities to get to the bottom of this matter.

The extent of these activities and the current status of this program has been a matter of
controversy and concern to U.S. policy makers and Members of Congress. Also of concern are
the statements that began to appear questioning the accuracy of the declared size of Russia's
stockpile." The United States has sought clarification of these matters through the Memorandum
of Understanding, but with insufficient satisfaction. In the data exchanged in May and June of
1994, for example, Russia reportedly declared only one chemical weapons research site. U.S.
officials can push only so far for clarification under the Memorandum of Understanding because
it is a cooperative, not a legally binding document.

11 On a windy and rainy day, VX coverage is expected to last from I to 12 hours. Sarin coverage is expected to last

from 1/4 to 4 hours on a sunny day with light breezes and 1/4 to I hour in inclement weather conditions. For more
of a layman's discussion of the persistence of chemical agents, see Gordon M. Burck and Charles C. Flowerrec,
International Handbook on Chemical Weapons Proliferation (New York: Greenwood Press, 1991), 579.

" Article VI of the CWC specifically allows states to produce and use a small quantity of toxic chemicals for research,
medical, pharmaceutical, and protective purposes. Examples of medical and protective research include the
development of vaccines and antidotes against chemical agents and the testing of protective equipment, like gas masks.

2) For instance, Valery Menshikov, a consultant to the Russian Security Council, stated that Russia secretly destroyed
an unknown quantity of chemical weapons because its stockpile was much larger than declared. Marcus Warren,
"Russian Admits Deception on Chemical-Arms Stocks," Washington Times, 19 March 1994. Aleksey Yabiokov,
chairman of the Interdepartnental Commission for Ecological Safety of the Russian Security Council, stated that the
figure of 40,000 tons was "very conservative." He added that the actual quantity of toxic substances may have been
a whole order of magnitude larger. "News Chronology: February-May 1994,' Chemical Weapons Convention Bulletin,
no. 24 (June 1994): 24. The New York Times reported that "some Russian officials have hinted" that more than 40,000
tons was produced. Michael Gordon, "Moscow Is Making Little Progress In Disposal of Chemical Weapons," New York
Times, I December 1993. Al.

' Interview by author, 23 May 1994. Phase Il of the Memorandum of Understanding data exchanges took pace in May
and June 1994, followed by each side conducting five "practice" challenge inspections at declared government facilities
from September to December of 1994. See Thomas W. Lippman, "Administation Voices Concern On Russian Treaty
Compliance," Washington Post, I I December 1994, A36; U.S. Arms Control and Disarmament Agency, Adherence to
and Compliance wMth Arms Control 'Agreements, Report to Congress (Washington, D.C.: U.S. Arms Control and
Disarmament Agency, 30 May 1995), 13.
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U.S. negotiators have also relentlessly sought Russia's cooperation in bringing the BDA
into force. Different reasons have been given for the less-than-enthusiastic response that U.S.
overtures have received. ' First and foremost among these reasons is the Russian government's
reluctance to undertake obligations that it cannot afford. Firm cost estimates for Russia's
destruction program are not available, but they start at about one billion dollars3 For a
government struggling with an economic transition that has produced massive dislocation of its
citizenry, the priorities between funding a weapons destruction program and housing and feeding
its people are obvious.

Various Russian officials and legislators state that the Russian destruction program and
ratification of chemical disarmament treaties are unlikely to move forward until Russia is
confident that it has the financial means to fulfill its treaty obligations." According to Dr.
Alexander Pisarev of the Russian Embassy in Washington, D.C.:

The Russian government fully understands that the main burden of destroying its chemical
weapons stockpile will lay on Russia's shoulders. At the same time, however, the Russian
government expects other signatories to the CWC to help at the outset of this destruction
program. This expectation is especially high for the United States, which has promised
assistance. U

Pisarev is referring to assistance that U.S. officials, including President Bill Clinton, have
indicated would be forthcoming once U.S. experts were confident that the destruction methods
proposed by Russia would meet treaty requirements.'

Given the complications that have been encountered over the last few years, Congress has
only once approved additional funding-S30 million-for Russia's chemical weapons destruction

15 For example, when Congressman Glen Browder returned from a trip to Russia where he met with legislators as well
as federal and local officials, he cited several reasons for lack of progress. He stated that "there is an apparently small
faction that has reservations about the cost of destruction, the coverage of binary weapons by the CWC, the need to
retain military utility of the (chemical weapons] stocks, the costs of CWC verification and inspection, and the possibility
of non-signatories to the CWC on Russian and [Commonwealth of Independent States) borders." Representative Glen
Browder, Memorandum to Representative Ronald V. Dellums, "July 3-10 Codel to Russia Concerning Chemical
Weapons," 25 July 1994.

1 Thes cost estimate vary widely. Arguing for t& CWC's ratification before the State Duma, Maj. Gen. Yuri
Tarasevich told the representatives that it cost roughly $3 million a year to store the chemical weapons, but it would
cost about S.2 billion to destroy the stockpile. Tarasevich is the deputy head of the Radiation, Chemical and
Biological Protection Troops. "News Chronology: February-May 1994," Chemical Weapons Convention Bulletin, 24.
On I April 1995, the chairman of the presidential committee, Pavel Syutkin estimated the cost of destroying the Russian
arsenal at S5 to S6 billion. "New Chronology: February-May 1995," Chemical Weapons Convention Bulletin, no. 28
(June 1995), 24. In comparison, destruction of the U.S. stockpile is estimated to cost just under S12 billion.

"Catherine Toups, "U.S. Russia Slow to Destroy Chemical Weapons After Vow," Washington Times, 31 January 1995.
2 Dr. Alexander Pisarev, interview by author, Washington, D.C., 12 September 1995.

At the January 1994 Moscow summit, Clinton pledged to consider additional U.S. assistance for Russia's destruction

program. "News Chronology: November 1993-February 1994," Chemical Weapons Convention Bulletin, no. 23 (March
1994): 21. Russia plans to use a two-step process, chemical neutralization followed by bitimunization. Early results
from joint testing of this approach in the United States are promising. Joint tests continue at Saratov. For more detail,
see Maj.Gen. Roland Lajoie's (USA, Ret.) essay in this report.
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program." Another side-effect of the shortfall in funds available for destruction in Russia has
been the revision of the BDA's schedules. If the BDA were to be enacted, destruction would
begin by 30 June 1997 and end by 30 June 2004.

The second reason cited for lack of progress relates to the Presidential Committee for
Convention-Related Chemical and Biological Weapons Matters that Yeltsin created in February
1992 to oversee the destruction program. Because those who build something often have the most
knowledge about how to destroy it, Yeltsin appointed veterans of the Soviet chemical weapons
complex to this committee. Similarly, the U.S. Army Chemical Corps, which ran America's
programs to develop and produce chemical weapons, is now managing the destruction of the U.S.
arsenal. In Russia's case, however, some members of Russia's chemical corps and chemical
industry are sympathetic to reactionaries who want to ievert to Communist practices. Many of
these individuals spent a lifetime building the Soviet chemical weapons program, and they
perceive proposals to destroy the stockpile as a threat to their jobs and a negation of their careers.
Accustomed to the structure and control of the Soviet Union's planned economy, many of these
managers are also ill at ease with the uncertainties brought about by Russia's economic and
political transition. Therefore, some of the very people that Yeltsin asked to supervise the
destruction of the Russian stockpile have stalled progress on that front.

A third reason that little headway has been made is that proposals to destroy the Russian
stockpile have run into strong resistance from people living near prospective destruction sites. In
1988, frightened citizens near the USSR's pilot destruction plant at Chapayevsk protested so
vehemently that the Soviet government was forced to turn it into a training facility.31 Grassroots
apprehension that chemical weapons destruction would endanger public health and the
environment was not dampened by Yeltsin's promise to improve health care and other services
in communities where destruction facilities would be built. Also, many of these people apparently
did not know what was being stored in their midst until recently. The location of Russia's
stockpile storage sites was only made public in January 1994."

The commission's initial proposal for the stockpile's destruction, which involved
transporting chemical weapons through densely populated areas along "technically and structurally
unsafe" rail lines, was heavily criticized.' The commission itself became suspect. On 8 April

' In 1994, Congress added another $30 million for the construction of an analytical laboratory to support this
destruction program.

3' Igor Khripunov, 'The Human Element In Russia's Chemical Weapons Disposal Effort," Arms Control Today 25,
no, 6 (July/August 1995): 18.
32 Such was the case with the local leaders at a stockpile storage site visited by Congressman Glen Browder (D-

Alabama) in mid-1994. Interview with Glen Browder. Washington. D.C., 14 September 1995.
) Igor Vlasov, *Chemical Splinters in Russia's Bo.,," RossiLskaya Gazeta, 15 January 1994, 3.

w Initial plans set aside 13 percent of the cost of the program's first phase for housing and other infrastructure

improvements. For more on this proposal, which was made to the Supreme Soviet in the fall of 1992, see Khripunov,
"The Human Element In Russia's Chemical Weapons Disposal Efforts," 18-19.
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1994, Yeltsin issued a one-line statement firing its chairman, retired Gen. Anatoly Kuntsevich, for
"numerous and gross violations" of his duties."

Another reason that has thwarted progress is that U.S. officials have had difficulty
pinpointing just which organization in the new Russian government has the principal authority for
these matter. Among the organizations involved are the Ministry of Defense, the Ministry of the
Interior, and the Ministry of Foreign Affairs. At various times U.S. officials found that one
organization, then another, appeared to be in charge of the destruction program or a particular
facet of it. Well over a year passed before Pavel Syutkin was confirmed as Kuntsevich's
replacement as chairman of the presidential committee. This situation appears to have improved
with Yeltsin's 24 March 1995 formation of a new interministerial committee that will report to
his National Security Advisor, Yuri Baturin, who is to coordinate the activities of the different
departments involved.' Yeltsin's order also firmly stated that Russia's chemical weapons would
be destroyed at the seven sites where they are stored.

Moscow's willingness to work with U.S. officials has noticeably increased since the
Russian government has succeeded in negotiating agreements granting local governmental
approval for work on the destruction program to proceed in three of the seven stockpile
communities. Agreements are now in place for Gorny, Kambarka, and Shchuche." On 16
September 1995, Yeltsin took another important step in creating the governmental infrastructure
to execute this program when he submitted a draft law on the destruction of Russia's chemical
weapons to the Duma's Defense Committee." Duma passage of this law will remove a major
obstacle impeding Russian ratification of the CWC.

A final suggested reason for sluggish progress is that Russia's travails in putting together
a coherent destruction program may simply be a cover to hide the novichok binary program.
According to this school of thought, hardliners within the Russian government have been holding
off the entry into force of the BDA and the CWC to enable the continued production of new
chemical weapons and/or to conceal evidence of the novichok program. The veracity of this
theory cannot be tested without the on-site inspections enabled by the BDA or the CWC.

A related school of thought submits that stalling allows Russia to convert its chemical
weapons production facilities to the manufacture of commercial products without U.S. or
international supervision. How to convert former production facilities for peaceful purposes has
been a staple of bilateral discussions for the past few years. U.S. policy makers have argued that

" Richard ')udreaux, "Yeltsin Fires Chemical Warfare Chief," Los Angeles Times (8 April 1994). No further
specification of the charges against Kuntsevich was provided.

"News Chronology: February-May 1995." Chemical Weapons Convention Bulletin, no. 28 (June 1995): 23.

" Khripunov, "The Human Element" 19-20. This summer, local officials near Shchuche signed a legal document
granting Moscow authorities permission to start surveying for the exact site for a destruction facility.

34 This legislation contains the comprehensive plan to destroy the stockpile, which is the foundation that must be in
place before Russia can ratify the CWC. Presidential Press Service. Moscow, IS September 1995.
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Russia is trying to weaken the terms for destruction or conversion of these facilities. 9 Russian
officials counter that the costs of all of the possible attendant verification procedures are
prohibitive. They also observe that Russia's economy suffers if these facilities, which could be
making commercial products, must remain closed until the BDA or the CWC become effective.

One does not have to search too hard to see that the actions of Moscow and Washington
on this important security matter remain closely linked.'The Duma has held hearings on the CWC.
In October 1994, the Duma's Committee on Defense stated that "Chemical disarmament meets
in full measure the national interests of Russia." ° However, the Duma cannot act on the treaty
until Yeltsin formally submits it for consideration. Yeltsin is unlikely to take this step until the
funding picture for chemical weapons elimination becomes clearer. On the opposite side of the
Atlantic, the Senate held numerous hearings on the CWC in 1994, but has taken no action since.
Congress is also reticent to approve additional funds to help Russia's destruction program. Some
in Congress argue that Russia must answer all questions about the novichok program before the
United States takes additional steps: Russian policy makers counter that the United States should
provide the promised assistance before Russia takes additional action. Each side is thus waiting
for the other to move first.

The Pursuit of U.S. National Security Interests

When the Senate debates the CWC, some are likely to claim that a decision on the CWC
has to be predicated upon the progress or lack thereof that has been achieved through bilateral
chemical weapons agreements with Russia. Those who insist on clinging to this approach mistake
the appetizers for the entree. The CWC is best suited to help the United States reach its near-term
objective to resolve problems in Russia and its long-range objectives regarding nonproliferation
policy and chemical weapons disarmament.

Some of the most important decisions pertaining to chemical weapons disarmament in
Russia are to be taken in Moscow, but the decisions made by the U.S. Senate can influence what
unfolds in Russia. The U.S. Senate's actions can either make it less complicated for Russia to
proceed along a constructive path or easier for Russia to go in the wrong direction. The decisions
facing the Senate are whether ratification of the CWC and the provision of additional U.S.
resources for the destruction of Russia's chemical arsenal would increase the probability that
Moscow chooses a desirable course. Ratification of the CWC and the provision of additional U.S.
resources for the destruction of Russia's chemical arsenal are strong incentives for Russia to do
so.

3' For example, both agreements state tha inspectors can "observe all areas, all activities, and all items of equipment
at the facility," take samples from "any area," and ue "continuous monitoring with on-site instruments and the physical
presence of inspectors." See Amy E. Smithson, "Russia Wants Plastics, Too," Bulletin of the Atomic Scientisu 50, no.
3 (May/June 1994), 14-1S. Lack of progress on bilateral issues has spilled over to the CWC's Preparatory Commission,
slowing to a crawl decision making ab-ut the operational details of the CWC's declarations, inspections, and
administration.

" Committee on Defense, Fedea Assembly of the Russian Federation, State Duma, "On the Course of Preparation of
the Russian Federation for the Process of Destnction of Chemical Weapons and for Ratification of the 'Convention
on the Prohibition of Development Production. Stockpiling and Use of Chemical Weapons and On Their Destrction',"
(Moscow, 31 October 1994), 2.
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Those still fixated upon the problem and not the solution will argue that the United States
should take no action on the CWC until Russia "comes clean" about the novichok program under
the Memorandum of Understanding. This argument is self-defeating, because U.S. decision
makers will not truly know whether Russia has been totally forthcoming in declaring its activities
until inspections are conducted. Suspicions require on-site inspections. Russia can only be held
accountable under a legally binding agreement. The Memorandum of Understanding is not such
an agreement; the CWC is.

Some will also contend that the BDA must be activated before the CWC is ratified and
enters into force. Actually, Russia accrues several advantages in enacting the BDA first.
According to the March 1993 draft Protocol of the BDA, the inspecting party agrees to "bear the
expenses related to inspection activities..., including the installation and maintenance of agreed
equipment." 1 Thus, the financial burden on the Russian government would be less under the
BDA since under the CWC Russia will be assessed a constant share of the budget for the
Technical Secretariat.' 2 While the United States is more accustomed to working bilaterally with
Russia on sensitive military issues, there is no reason other than Russia's financial plight why the
BDA must precede the CWC, especially since the verification provisions under the two accords
are virtually identical.

The largest risk that the U.S. Senate runs in ratifying the CWC before Russia is that
Russia will not quickly follow suit. Even so, the United States would occupy the high ground of
having helped to reinforce an international norm against chemical weapons development,
production, and stockpiling-the very activities that the United States long ago ceased unilaterally.
Until the U.S. Senate gives its consent to ratification of the CWC, it will be in the untenable
position of complaining about possible activities in Russia that may violate a law that does not
exist.

No matter how detailed a map Mirzayanov and other whistleblowers provide to the
novichok program, without the CWC that map will be of little avail. Until the CWC is in force,
inspectors will be denied the opportunity to take the measure of what agents may or may not have
been developed. Given the information already available about the novichok program, those
within Russia's chemical weapons complex will be hard-pressed to foil the CWC's routine and
challenge inspections as long as the international Technical Secretariat is doing its job properly.
If an effort is made to take the binary program underground, so to speak, trying to hide it amidst
the background noise of commercial chemical industry, Russia would be subject to findings that
it has violated the CWC's prohibition on the use of any toxic chemicals for military purposes.
Unless the CWC is in force, Russia's commercial activities with dual-use chemicals will remain
undeclared and unmonitored.

" Emphasis added. Protocol on Implementation Measures Relating to the Agreement Between the United States of
America and the Union of Soviet Socialist Republics on the Destruction and Non-Production of Chemical Weapons
and on Measures to Facilitate the Multilateral Convention on Banning Chemical Weapons, 26 March 1993 Joint Draft
Text, l(D)3(c).
2 Russia's assessment for Preparatory Commission activities is 5.67 percent. slightly smaller than Russia's 5.68 percent
asaesament for United Nations activities. Preparatory Commission Document PC/VIiA/4 (The Hague: OPCW
Prepaaory Commission, 23 September 1994), 4, 8.



431

Amy E. Smithson 61

Moreover, refusal of a challenge inspection would automatically put Russia in violation
of the CWC. Inspectors will have two basic strategies to assess whether Soviet authorities
produced novel chemical agents that are not banned by the CWC.13 First, all chemical agents
are made from the same chemical building blocks-sulfur, phosphorus, or flourine. Inspectors
can analyze samples they have taken for the chemical agent precursors that the CWC controls, as
well as the chemical by-products that result when a chemical solution degrades over time. This
analysis will give inspectors insight into whether new agents were produced. Second, the
inspectors will look for evidence of novel chemistry, which would require the modification of
standardized equipment. While interviewing workers and reviewing facility records, they will also
look for anomalies, which will be reported if Russian officials have no satisfactory explanation.

Even though inspectors have been able to confirm the presence of chemical weapons years
after their use occurred," pragmatists will not expect the inspection process to produce
immediate, clear-cut answers. Nonetheless, the United States stands to learn a great deal more
about the novichok program from the CWC's inspections than it would otherwise glean through
national technical means.

Similarly, the best route to watch over Russia's conversion of former chemical weapons
production facilities is through the CWC. Before long, however, this particular issue may be
moot. Earlier this year, a senior Russian official announced that "Russia has proceeded to
destroy" over half of its chemical weapons production facilities to further the "definitive
elimination of the military chemical threat" and demonstrate Russia's commitment to the CWC."
The longer the U.S. Senate delays ratification of the CWC, the more former Russian production
facilities will be converted without international supervision. In contrast, with the CWC the
opportunity arises to monitor this conversion process closely, confirming the elimination of
specialized equipment and structures.

Proper implementation of the CWC would also bolster- accountability for Russia's
chemical weapons stockpile. International inspectors have the right to inventory, secure, and
routinely check Russia's arsenal until it is destroyed. In this manner, the CWC's monitoring
process can help prevent Russian chemical weapons from finding their way into the hands of
proliferators or terrorists.

As for further assistance to Russia's chemical weapons destruction program, some will
argue that taxpayers dollars should not be used to help fulfill Russia's treaty obligations.
However, tightening security around Russia's chemical weapons stockpile and hastening its

'J Note that the CWC's list of prohibited agents, as well as the control lists of dual-use chemicals, can be modified.
Soil samples taken from four year-old bomb craters in Iraq had traces of the nerve gas sarin and the blister agent

mustard, confirming iraq's violation of the 1925 Geneva Protocol ban on the use of chemical weapons. See "Scientific
First: Soil Samples Taken from Bomb Craters in Northern Iraq Reveal Nerve Gas - Even Four Years Later," Physicians
for Human Rights/Human Rights Watch (Boston, 29 April 1993); Repor on Analysis ofSamples Collected in Northern
Iraq (Porton Down, United Kingdom: Chemical & Biological Defence Establishment, Ministry of Defence, March
1993).
S "Statement by the Head of the Delegation of the Russian Federation at the Eleventh Session of the Preparatory

Commission for the Organisation for the Prohibiton of Chemical Weapons," Document PC-XlII I (The Hague:
Preparatory Commission for the Organisation for the Prohibition of Chemical Weapons, 25 July 1995).
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destruction will measurably reduce the possibility that Russian chemical weapons will one day
harm Americans.' As one person who had been to Russian chemical weapons storage facilities
concluded, "The best security is to get rid of it." ' Any additional funding would probably fall
under the umbrella of the Nunn-Lugar Cooperative Threat Reduction Program, which was initiated
in the aftermath of the Soviet Union's disintegration to help secure and dismantle the former
Soviet Union's weapons of mass destruction. Congress might also recall that whatever assistance
the United States provides would simultaneously benefit the U.S. companies awarded the contracts
for this work."

The Unittd States cannot be expected to pay for most of these expenses, and that does
not appear to be what Russian officials are requesting. Russia has asked for assistance in getting
its destruction program started. Through incremental funding, Congress can significantly facilitate
this process. Western technical credibility as well as money are important here. Wary of a
chemical Chernobyl, Russian citizens will have more confidence that chemical weapons
destruction can be accomplished safely with Western technical assistance and oversight. Local
communities are more likely to cooperate with Moscow if the United States stays involved in
Russia's chemical weapons destruction program."' Already, other countries, recognizing Russia's
severely depressed economy and the threat resident in Russia's chemical weapons stockpile, have
begun offering financial and technical assistance. Germany, for example, is helping to develop
technology to destroy the mustard and lewisite agents at the Gorny storage site. Sweden has
pledged assistance, and internal discussions are taking place in other European capitols about how
they might help the Russian destruction program."s Thus, the United States would have partners
in this effort.

In sum, the Senate will have little effect on the problems associated with Russia's
chemical weapons complex by sitting on the sidelines. Ratification of the CWC and increasing
U.S. assistance for the destruction of Russia's chemical arsenal are sensible steps to begin
resolving these problems.

46 According to Browder, "Destruction of these weapons will be a very worthwhile investment in improving U.S.,
Russian, and international security." Browder, "July 3-10 Codel to Russia Concerning Chemical Weapons," 25 July
1994.

" Interview by author, 28 July 1995.

For a similar argument, see Secretary of Defense William Perry's win-win-win concept, as quoted in Dunbar
Lockwood, "The Nunn-Lugar Program: No Time To Pull the Plug," Arms Control Today 25. no. 5 (June 1993): 10.
These funds should not, however, be used to construct hospitals, roads, or make other improvements that Moscow has
promised local communities for their cooperation with the destruction program

Congressman Browder discussed this matter with Russian officials in 1994. In his trip report, he states "It was also
apparent in hank discussions with local and regional civilian officials that active American-Russian partnership in
[chemical weapons destruction will help move the program along among local site populations." Browder. "July 3-10
Codel to Russia Concerning Chemical Weapons," 4.

* Interview by author. 15 September 1995. Sweden has pledged 2.6 million Krona (approximately S370,000) to assist
destruction at the Karmbarka site. "News Chronology: November 1994-February 1995," Chemical Weapons Convention
Bulletin, no. 27 (March l995), 28-29.
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Furthermore, the CWC will promote the long-term U.S. nonproliferation objectives by
helping to reverse the tide of chemical weapons proliferation. Undoubtedly, the time has come
for the U.S. Senate to act.
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Appendix: Chronology of Events Related to U.S.
and Soviet/Russian Chemical Weapons Disarmament
Laurie H. Boulden

1960 Negotiations for an international chemical weapons ban begin in Geva.

1969 The United States ceases production of unitary chemical weapons.

1979 The U.S. Army constructs a new chemical agent disposal facility at the
Tooele Army Depot, Utah, to test high-temperature incineration as well as
neutralization. From 1979 to 1987, the Army incinerates over 83 metric tons
of chemical agents and nearly 38,000 munitions.

9 March 1982 After encountering difficulties with neutralization, the U.S. Army selects the
incineration method to destroy the stockpile.

18 April 1984 At the Conference on Disarmament (CD) in Geneva, Vice President George
Bush presents a draft text of the Chemical Weapons Convention (CWC)
banning the development, acquisition, production, stockpiling, transfer, and
use of chemical weapons. His proposal calls for any time, any place
challenge inspections of facilities suspected of engaging in banned activities.
The Soviet Union quickly dismisses the U.S. proposal.

1984 The U.S. National Research Council (NRC) Committee on Demilitarizing
Chemical Munitions and Agents reviews a range of U.S. chemical weapons
disposal techniques and endorses the Army's selection of incineration, the so-
called "baseline" approach.

1985 The Soviet government selects Chapayevsk as the site for a chemical
weapons destruction facility.

November 1985 U.S. Public Law 99-145 directs the Department of Defense to destroy over
95 percent of the total U.S. stockpile of chemical agents and munitions by
30 September 1994. The Army estimates the total cost for destruction will
be $1.7 billion. This figure rises to $8.6 billion in 1993.

1986-1989 The Soviet government operates Chapayevsk as a demonstration facility
using the KUASI 2-step destruction technology, which neutralizes the
chemical agent with an organic reagent and then incinerates the resulting
mass.
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10 April 1987 In Prague, Soviet Premier Mikhail Gorbachev announces that the Soviet
Union has stopped producing chemical weapons and has never deployed any
outside of its own territory.

6 August 1987 At the CD, the Soviet Union accepts the principle of challenge inspections
without the right of refusal, resolving a major impasse in CWC negotiations.

4 October 1987

23 February 1988

Western observers from 45 countries visit the Soviet chemical weapons
testing facility at Shikhany. They examine the facility and the chemical
weapons to be destroyed.

The Under Secretary of the U.S. Army announces that chemical weapons
will be incinerated at the eight sites where they are stored. This alternative
was selected over transportation options because a more credible emergency
response program could be established at the storage sites rather than along
transportation corridors that would be used to relocate the weapons to one
or two central destruction facilities.

28 July 1988 At the CD, the United States voluntarily reveals the location of its chemical
weapons storage facilities and its plans to eliminate the U.S. chemical
weapons arsenal. The U.S. delegation calls on the Soviet Union to do the
same.

23 September 1989

5 September 1989

29 December 1989

The Soviet Union and the United States sign the Wyoming Memorandum of
Understanding (MOU) to build confidence that a chemical disarmament
treaty can be successfully implemented. The MOU consists of two phases
of data exchanges and trial on-site inspections.

Due to public protests about safety at the Chapayevsk destruction facility,
Soviet Government Decision #1565 turns Chapayevsk into a training facility.

Phase I of the Wyoming MOU data exchange takes place. The United States
and the Soviet Union swap data on aggregate stockpile size; types of agents;
the percent of chemical agents in munitions, devices, or bulk storage; the
location of storage, production, and destruction facilities; and types of agents
and munitions at each. The Soviet Union declares the size of its chemical
stockpile to be 40,000 metric tons.

7 February 1990 U.S. Secretary of State James Baker and Soviet Foreign Minister Edward
Shevardnadze agree on a framework document to help accelerate CWC
negotiations at the Conference on Disarmament. This document outlines
plans for a bilateral destruction agreement.

1 June 1990 The United States and the Soviet Union sign the "Agreement on Destruction
and Non-Production of Chemical Weaponis and on Measures to Facilitate the
Multilateral Chemical Weapons Convention," known as the Bilateral
Destruction Agreement (BDA). In this accord, both sides pledge to cease
chemical weapons production, to reduce existing stocks to 5,000 metric tons
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by the end of 2002, to cooperate on safe technologies for destruction, and to
allow on-site inspections during the destruction process. Complications
caused by the collapse of the Soviet Union later spur a renegotiation of the
BDA's timelines, with destruction slated to begin in 1997 and end by 2004.

30 June 1990 The U.S. Army begins testing its pilot destruction facility at Johnston Atoll
in the Pacific. These tests involve M-55 rockets and 105mm M-60
projectiles filled with chemical agents.

February 1991 Phase I of the Wyoming MOU comes to a close. The Soviet Union and the
United States successfully conducted reciprocal trial inspections at two
production, three storage, and two industrial chemical facilities.

13 May 1991 President George Bush announces a U.S. initiative to propel the CWC
negotiations toward conclusion. The United States commits unconditionally
to destroy all of the U.S. stockpile within 10 years of the CWC's entry into
force. The United States also renounces any use of chemical weapons,
including use in retaliation for a chemical attack, once the CWC becomes
effective and providing the USSR is a participant in' the treaty.

10 October 1991

19 August 1991

25 December 1991

6 January 1992

19 February 1992

Dr. Vil Mirzayanov, a scientist at the Soviet State kstitute for Organic
Chemistry and Technology (GosNTIOKhT), the Soviet Union's premier
chemical weapons research facility, publishes an article in the newspaper
Kuranty. He charges that the Soviet Union has continued to develop, test,
and produce chemical weapons.

A coup d'etat almost topples the Soviet government.

Gorbachev announces the imminent termination of the Soviet government.
As the new year dawns, the flag of the Federation of Russia is raised over
the Kremlin.

Mirzayanov is fired from his job at GosNIIOKhT because of his revelations
about the "novichok" program to develop a new generation of binary
chemical weapons.

Russian President Boris Yeltsin's Presidential Decree #160 creates the
"Presidential Committee for Convention-Related Chemical and Biological
Weapons Matters" to oversee Russian treaty compliance, including the
chemical weapons destruction program.

30 July 1992 The United States and Russia sign an agreement concerning the safe, secure,
and ecologically sound destruction of chemical weapons. This agreement
initiates such activities as joint training in chemical weapons destruction
methods and other efforts designed to facilitate Russia's destruction program.
The United States pledges $25 million in technical assistance.
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10 August 1992

16 September 1992

After more than three decades, CWC negotiations come to a successful
conclusion at the CD in Geneva.

With Lev Fyodorov, Mirzayanov publishes an article about the novichok
binary program in Moscow News. Mirzayanov conducts interviews with
western journalists, which result in international press coverage of this story.

October 1992 The Presidential Committee submits a draft proposal to the Duma for the
phased destruction of the Russian stockpile, based on an earlier Yeltsin
decree supporting a phased approach. Phase I calls for the on-site destruction
of blister agents at Kambarka and Gorny. In Phase I, nerve agent-filled
munitions from Kizner and Shcbuche are to be transported for destruction to
a facility in Novocheboksarsk, Chuvash Republic.

2 October 1992

22 October 1992

Tartarstan declares itself a weapons of mass destruction (WMD)-free zone,
outlawing any production, storage, or movement of WMD on its territory.
This action makes it impossible to execute the Presidential Committee's plan
to transport chemical weapons from Kizner and Shchuche to
Novocheboksarsk for destruction.

Russian authorities arrest Mirzayanov and place him in Lefortovo Prison in
Moscow. He is charged with revealing state secrets, but claims his arrest
violates the Russian constitution.

1 November 1992 Mirzayanov is released from prison and awaits trial.

25 December 1992 The Chuvash Supreme Soviet forbids chemical weapons destruction within
its borders, thus outlawing the destruction facility planned for
Novocheboksarsk.

13-15 January 1993 In Paris, Russia and the United States join 130 other countries in becoming
initial signatories to the CWC.

19 January 1993

March 1993

26 March 1993

June 1993

The Duma rejects the Presidential Committee's draft destruction program,
citing strong regional opposition to the transportation of chemical weapons
from storage facilities to destruction sites.

The Duma asks the government and the Presidential Committee for a more
detailed plan for destruction.

In Moscow, negotiations to conduct Phase II of the Wyoming MOU
conclude successfully.

The United States establishes the Chemical Weapons Destruction Support
Office in Moscow to facilitate U.S. assistance to the Russian destruction
program.
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10 August 1993

11 August 1993

September 1993-
March 1994

22 October 1993

0

3 November 1993

23 November 1993

14 January 1994

15 January 1994

27 January 1994

4 February 1994

March 1994
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A new commission, headed by First Vice Premier Oleg Soskovets, is created
to recommend destruction sites to Yeltsin and to work to secure the local
community's approval of a facility.

The U.S. Army opens the S385 million Tooele baseline destruction facility
at Tooele, Utah, and begins to test its equipment in preparation for trial burns
to prove that the incinerators can meet pollution control standards.

itists visit the United States for March 1994 training at U.S.
unemcal weapons sites, mostly at the training facility in Aberdeen,
Maryland. They also work with U.S. citizens' groups to learn about the
legal, political, and public aspects of running a destruction program.

In an interview with Krasnaya Zvezda, former chairman of the Presidential
Committee, Anatoly Kuntsevich, states that no agencies or ministries of the
Russian government have complete information on the amount or location
of previously disposed chemical weapons-related materials.

Kambarka's city and regional councils approve the placement of a chemical
weapons destruction site there, in exchange for Moscow's pledge of 6 billion
rubles for infrastructure projects, including better water and gas supplies and
a sewage treatment facility.

President William Clinton submits the CWC to the Senate for its advice and
consent to ratification.

At a summit in Moscow, President Bill Clinton promises to consider
additional measures to assist Russia's chemical weapons destruction program.
Clinton and Yeltsin sign a document initiating Phase II of the Wyoming
MOU.

Rossiiskaya Gazeta reveals the location of the seven sites in Russia where

chemical weapons are stored. This information was previously classified.

Mirzayanov is arrested again, only to be released from prison 26 days later.

The NRC Stockpile Committee issues recommendations on U.S. chemical
demilitarization. The NRC concludes that the Army's incineration method
has been demonstrated to be a safe and effective disposal process. Although
supporting continued research on alternate techniques, the NRC states that
the benefits of developing another successful technique are outweighed by
the risks associated with the many years of storage needed to develop
alternate techniques fully.

Congress adds S30 million for the construction of a laboratory to support
Russia's destruction program.
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11 March 1994 The Russian government drops its legal case against Mirzayanov due to lack
of evidence.

17 March 1994 According to the London Daily Telegraph, Valery Menshikov, a consultant
for the Russian Security Council, asserts that Russia secretly destroyed an
unknown quantity of chemical weapons in 1993 without international
monitoring. This destruction activity, he explains, was intended to reduce the
Russian stockpile to the declared level of 40 000 metric tons.

24 March 94 The head of the Foreign Ministry's arms control department, Oleg Sokolov,
states that Russia's interests require it to become one of the first 65
signatories to ratify the CWC, and that the "negative implications from
Russia's failure to do so are obvious."

7 April 1994 Chairman of the Presidential Committee Anatoly Kuntsevich is fired by
Yeltsin for "numerous and gross" violations of his duties.

May 1994

May-June 1994

8 June 1994

16 September 1994

31 October 1994

18 November 1994

22 November 1994

Under the aegis of the U.S. technical assistance program, the Department of
Defense awards a contract to Bechtel National, Inc. to prepare a
comprehensive implementation plan for Russian chemical weapons
destruction.

Russia and the United States exchange data under Phase 1l of the
Memorandum of Understanding.

The People's Court of Moscow awards Mirzayanov 30 million rubles in
compensation for his arrests and trial. To date, he has not received any
compensation.

Obshchaya Gazeta prints details about Russian chemical weapons destruction
plans, including a Defense Ministry concept paper. Russian experts were
most angered by their government's seeming disregard for public opinion in
making decisions about chemical demilitarization.

The Russian Duma Committee on Defense states that "Chemical disarmament
meets in full measure the national interests of Russia."

The United States and Russia sign the "Addendum to the 1994 Plan of Work
for Assistance to the Russian Program for the Destruction of Chemical
Weapons within the Framework of the Bilateral Agreement of 30 July 1992,"
which provides for the joint evaluation of Russian destruction technologies
and plans.

A Russian team arrives in the United States to inspect Newport Army
Ammunition Depot in Indiana. This trial inspection is ont; of five that
Russian officials conduct at declared U.S. government chemical weapons
facilities in Phase II of the Wyoming MOU. During this general time period,
U.S. inspectors also inspect five sites in Russia.
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5 December 1994

7 December 1994
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At a news conference sponsored by Greenpeace in Moscow, Lev Fyodorov,
Chairman of the Russian Union for Chemical Sevurity, states that 4.5 million
chemical weapons have been dumped in the seas surrounding Russia since
World War H. The chairman of the Saratov Union for Chemical Safety,
Vladimir Petrenko, announces that Russian officials engaged in the
"unauthorized destruction" of chemical weapons at Shikhany in 1993.

A new Yeltsin order supersedes one from September 1992 about controls on
the export of dual-use chemicals, technology, and equipment. Export
controls in the new order are more stringent.

8 December 1994 GosNIIOKhT countersues Mirzayanov for 33 million rubles.

10 December 1994

14 December 1994

30 December 1994

6 January 1995

21 January 1995

4 February 1995

Phase 11 of the Wyoming MOU comes to a close with the completion of the
final reciprocal trial inspections.

The Chechen Parliament accuses the Russian government of using chemical
weapons against them in the military conflict in Chechnya.

Russian Government Decision #1470 provides 36 billion rubles
(approximately $9 million) to Gorny for infrastructure improvements, in
exchange for local cooperation with the destruction facility to be built there.

Russian Duma Deputy Ayvars Lezdinsh tells reporters that Federal troops
used chemical bombs to contaminate the Chechen reservoir at Grozny during
the conflict in Chechnya.

Sweden pledges 2.6 million Krona (approximately S370,000) in financial aid
to Russia to assist with chemical weapons destruction at Kambarka.

The Union for Chemical Safety reports that one-half of the 3,000 workers
employed at the chemical weapons production factory in Novocheboksarsk
have been or are ill.

February 1995 The Russian destruction plan is reshaped. Nerve agent-filled munitions now
will be destroyed in Phase I.

Upon the authority of Russian Prime Minister Viktor Chernomyrdin, Russian
Government Decision #289 announces the "organization of work" for the
destruction of lewisite at Kambarka, authorizing the Ministry of Defense to
coordinate the project.

Yeltsin issues Presidential Decree #314 "On Preparing the Russian Federation
for the Implementation of International Commitments in the Field of
Chemical Disarmament" to accelerate and organize Russia's demilitarization
efforts. This decree creates an interagency commission to oversee chemical
weapons destruction, chaired by National Security Adviser Yuri Baturin, and
delineates a list of tasks for all relevant agencies involved in destruction.

22 March 1995

24 March 1995
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Yeltsin also issues a decree giving Pavel Syutkin, the new chairman of the
Presidential Committee, 60 days to plan measures to accelerate preparations
for chemical weapons destruction.

I I April 1995 Chsirman of the Duma Defense Committee Alexander Piskunov states that
the Russian Federation will not be among the first 65 states to ratify the
CWC because of economic pressure and the upcoming parliamentary
elections.

July 1995 The Russian government and the Shchuche local government sign a protocol
authorizing the location of a pilot chemical weapons destruction facility in
Shchuche.

5 September 1995 In an official statement, Clinton welcomed the adoption of a Senate
amendment, sponsored by Senator Carl Levin (D-MI), which expresses the
Senate's desire to ratify the CWC quickly.

16 September 1995 Yeltsin submits draft legislation to the Duma containing the revised
comprehensive plan to destroy the stockpile.
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About the Project

The Chemical Weapons Convention (CWC) is a multilateral treaty of unprecedented scope
and complexity that will prohibit the development, production, acquisition, stockpiling, retention,
and use of chemical weapons. In conjunction with the CWC's signing ceremonies in January
1993, the Stimson Center launched a project to monitor domestic and international preparations
for implementing the treaty and to serve as an information clearinghouse.

The project publishes a periodic newsletter-The CWC Chronicle--to keep officials in
government, industry, the diplomatic community, and interested observers abreast of important
developments related to the CWC's implementation.

The project assembled a group of experts from the International Atomic Energy Agency
(LAEA), which is the oft-cited model for the CWC's new international monitoring agency, to
consider what steps they would take and which ones they would avoid if they were building a
monitoring agency from scratch. Their warnings and recommendations were published in an
occasional paper, "Administering the Chemical Weapons Convention: Lessons from the JAEA"
(April 1993).

A guidebook, titled "The Chemical Weapons Convention Handbook," (September 1993)
walks readers through the basic components of the treaty using a thorough, reader-friendly
question and answer format. The handbook also provides discussion of such topics as the
verification regime and stockpile destruction, as well as a selected bibliography.

Given the CWC's significant reporting and inspection requirements for commercial
chemical industry, the project gathered a group of industry experts to solicit their thoughts about
these requirements. Their views about the treaty and recommendations to facilitate the effective
implementation of the CWC are contained in "Implementing the Chemical Weapons Convention:
Counsel from Industry" (January 1994).

A report entitled "The US. Chemical Weapons Destruction Program: Views, Analysis, and
Recommendations" (October 1994) provides an overview of the controversies associated with the
Army's stockpile incineration program, which is slated to operate in eight different U.S. sites
where the weapons are stored. The report also turns a critical eye to the charges made by
opponents to the Army's program, finding the science behind some of these allegations to be poor
and lacking in discipline. , Consequently, the report recommends that the Army's program be
assessed on its own merits, not on the negative stereotype of incineration, and that opposition
charges be viewed skeptically. Other recommendations are aimed at facilitating citizen
participation in the decision making process and improving oversight of the Army's program.

The Carnegie Corporation of New York funds this project, which is directed by Amy E.
Smithson.
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"The time has
come for the
Senate to
uphold U.S.
leadership in
combatting
the
proliferation
of weapons of
mass
destruction by
providing its
advice and
consent to the
Convention."
Brent
Scowcroft

Washington-Continued Senate delay on the ratification of the Chenmical Weapons
Convention (CWC) tmy jeopardize Atrrica's own safety and security as well as
international efforts to ban deadly chemical weapons, according to a new report by the
Henry L Stinson Center. The CWC is designed to ban a category of weapons that are
universally abhorred. A decade ago, Congress mandated that the Army unilaterally
destroy well over ninety-five percent of the U.S. chemical weapons stockpile.

In this report, entitled The US. Senate and the Chenical Weapons Convention: The
Price of Inaction, leading political and security experts warn that damage may result if
the Senate continues to shirk its constitutional duties. Senate ratification is considered
critical to launch the CWC, which aims to curtail chemical weapons proliferatiojp and to
conrpel the elimination of chemical arsenals worldwide.

In tie report, Senator John Glenn, a veteran of two wars, argues that "Americans should
walk the extra mile to ensure that future generations will not have to endure the kinds of
warfare that the last two generations had to endure." Glenn notes that the CWC has
overwhelming bipartisan support in the Senate, and that delaying the CWC due to lack of
progress on other legislative agendas "is a very risky business when treaties are at stake
that affect vital national security interests."

The CWC has been awaiting a Senate vote since November 1993. Numerous hearings
on the CWC were held last year, but none have been convened in 1995. Most recently,
the treaty has been held hostage by Senate Foreign Relations Committee Chairman Jesse
Helns' (R-NC) demand that the State Department be rorgarazed and streamlined.

Calling for U.S. leadership on this agenda, forrmr Secretary of State Lawrence
Eagleburger describes the CWC as "an important part of an international structure that
would increase U.S. arPd global security in the next century." Another senior member of
the Bush administration, former National Security Adviser Brent Scowcroft, states "The
time has come for the Senate to uphold U.S. leadershp in combatting the proliferation of
weapons of mass destruction by providing its advice and consent to the Convention."
Joining the call for ratification of the CWC are Senators Nancy L Kassebaum, John F.
Kerry, and Joseph R. Biden; the Bush administration's director of the Arms Control and
Disarmament Agency, Ronald F. Lehman; and the U.S. Chemial Manufacturers
Association, among others.
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"The un-
making of the
CWC could
have
consequences
well beyond
the chemical
arms control
arena."

Not availing
ourselves of
the CWC's
intrusive
inspections
"Would be
short-sighted,
indeed
foolish, and
ultimately,
dangerous."

Without the CWC, the United States will not have essential investigative, legal, and
economic instruments with which to restrain 6~e proliferation of chemical weapons. The
CWCs inrmsive verification measures, especialby its challenge inspections, go nwh
farther than those iany other anm control treaty. In the view of Michael Moodie,
president of the Chial and Biological Artms Control Institute, not availing ourselves
of these useful tools "would be short-sighted, indeed foolish, and uhirtely, dangerous."

The Senate's failu to provide its consent to ratify the CWC could lead to the further
uravelling of U.S. nonproliferation policy. Without the United States on board, many
countries may back away ftm the CWC and reconsider their decisions to forego
chemical weapons. In this report, Sheila R. Bucldey, a Pentagon official during the
Reagan and Bush administrations, highlights how "the un-making of the CWC could
have consequences well beyond the chemical arma control arena." For instance, current
efforts to strengthen the Biological and Toxin Weapons Convention are also likely to
faker.

The Senate's vacillation on the CWC could leave the treaty and its new international
monitoring agency on hold indefinitely, to the detriment of both. Or, as the Stimson
Center's Amy E. Smithson points out, the CWC could enter into force without the
United States, in which case Washington would lose its vote in how inspections are
conducted, be shut out of key positions at this inspectorate, and be denied formal access
to the information that the agencys inspectors collect. Either way, "the United States
ends up on the sidelines, poorly positioned to address the problem of chemical weapons
prolifuration," she states.

Recent events in Japan underscore new dimensions of the threat from chemical weapons.
Last March, terrorists used the nerve agent sain in an attack that killed 12 and injured
some 5,000 Tokyo subway comrrters. The problem, notes H. Martin Lancaster, the
president's special adviser on the CWC, is that chemical weapons "are relatively cheap to
produce and do not demand the elaborate technical infrastructure needed to make
nuclear weapons. It is therefore all the more vital to establish an international bulwark
against the acquisition" of these weapons. The CWC and its implementing legislation
would enhance the ability of domestic and international law enforcement agencies to
detect activities associated with chemical terrorism and prosecute those involved.

Is the Senate going to replicate its past performnce in considering chemical weapons
treaties? Half a centuwy passed before the Senate ratified the Geneva Protocol, which
bans the use of chemical weapons. Two years have already passed without a Senate vote
on the CWC. Meanwhile, the chemical weapons threat has continued to fester.

This report is a product of the Chemical Weapons Convention Implementation project,
which is funded by the Carnegie Corporation of New York. Smithson, a senior associate
at the Stimson Center, directs ths project. The Henry L. Stimson Center is a nonprofit,
nonpartisan research institution devoted to public policy research. The Stimson Center
concentrates on particularly difficult national and international security issues where
policy, technology, and politics intersect.
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Pragmatic steps toward ideal objectives

Views About the Chemical Weapons Convention

Lawrence S. Kagleburger:
The Chemical Weapons Convention is an important part of an

international structure that would increase U.S. and global
security in the next century. If we do not lead this effort to
curb the proliferation of chemical weapons and initiate their
global elimination, we increase the chances that we will encounter
disasters in the 21st century reminiscent of those that occurred in
the first fifty years of the 20th century.
Lawrence S. Eagleburger, Secretary of State during the Bush
administration, statement given to the Henry L. Stimson Center,
17 October 1995

General Brent Scowcroft:
Success in rolling back the threat of chemical weapons

proliferation requires well-equipped U.S. military forces and
chemical defense preparedness. However, the clear international
norms against chemical weapons, the legal framework, and the
challenge inspections embodied in the Chemical Weapons Convention
are also needed. The time has come for the Senate to uphold U.S.
leadership in combatting the proliferation of weapons of mass
destruction by providing its advice and consent to the Convention.
General Brent Scowcroft (USA, ret.), National Security Adviser
during the Bush administration, statement given to the Henry L.
Stimson Center,
16 October 1995

Senator-Joseph R. Biden:
The single greatest threat facing the United States today is

the proliferation of weapons of mass destruction. We need to use
every means at our disposal to reduce the chances of a chemical
attack in our country. The Chemical Weapons Convention is an
irreplaceable tool to achieve that goal.

Further delay by the U.S. Senate in considering the CWC would
be a dereliction of our duty to serve those we represent. It would
bring comfort only to those rogue states and terrorists who are
trying feverishly to acquire chemical weapons.
Senator Joseph R. Biden, statement given to the Henry L. Stimson
Center, 30 October 1995.

Senator Nancy L. Kassebaum:
The Chemical Weapons Convention will not prevent all future

chemical attacks, particularly by terrorists. Bit it nevertheless
is an important and constructive international mechanism to check
and reverse the proliferation of chemical weapons. In particular,
it will be crucial to help ensure that the enormous chemical
stockpiles of the former Soviet Union are destroyed before they
fall into dangerous hands. The United States cannot stop the
proliferation of these weapons alone, and that is why our
participation with other nations in ratifying and implementing the
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believe our leadership is important for the uncertain times that
lie ahead.
Senator Nancy L. Kassebaum, statement given to the Henry L. Stimson
Center, 25 October 1995

Senator John F. Kerry:
Chemical weapons are potentially one of the most serious

threats to America's armed forces on future battlefields, and their
proliferation is a cause for great anxiety. Recent events in Tokyo
highlight the possibility of chemical terrorism around the world,
which could easily manifest itself in the United States. Our
nation's highest military and intelligence officials repeatedly
have stated that while the Chemical Weapons Convention is no
panacea for these threats, our nation will be safer and we will
have greater ability to reduce chemical weapons proliferation, and
to identify and remove chemical weapons threats, if the United
States and a majority of the world's nations ratify this treaty.
The United States should be leading this effort, and it is both
absurd and inimical to our self-interest that the Senate has yet to
consider and vote on the CWC. I urge my colleagues in the Senate -
- and all concerned Americans -- to join me in insisting that
Chairman Helms of the Foreign Relations Committee quickly permit
the Committee to act on it, and that soon thereafter Senate
Majority Leader Dole schedule Senate floor action.
Senator John F. Kerry, statement given to the Henry L. Stimson
Center, 23 October 1995

Frederick L. Webber:
The U.S. chemical industry worked hard to help government

negotiators craft a CWC that provides strong protections against
future uses of chemical weapons, at a minimum burden and intrusion
on commercial chemical facilities. With the negotiations on the
Convention complete, it is critical that the United States provide
leadership in implementing this global agreement. The protections
our industry achieved in the CWC can only be realized if the Senate
acts quickly to ratify the Convention.
Frederick L. Webber, president of the Chemical Manufacturers
Association, statement given to the Henry L. Stimson Center,
30 October 1995

Ronald F. Lehman, II:
With the CWC in force, we can more effectively reduce the

dangers faced by our troops when they are deployed within range of
the weapons of outlaw regimes. With the CWC ratified, we can more
easily marshal the international and domestic support necessary for
the strong countermeasures we must take when we are threatened by
weapons of mass destruction. Indeed, our efforts to counter the
proliferation of nuclear and biological arms may falter if we
cannot even codify the ban on chemical weapons that, under the
personal leadership of two Republican presidents, the United States
sought and achieved.
Ronald F. Lehman, II, director of the Arms Control and Disarmament
Agency during the Bush administration, statement given to the Henry
L. Stimson Center, 25 October 1995
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General John M. Shalikashvili:
From a military perspective, the Chemical Weapons Convention

is clearly in our national interest. The Convention's advantages
outweigh its shortcomings. The United States and all other CW-
capable state parties incur the same obligation to destroy their
chemical weapons stockpiles.. .if we do not join and [we] walk away
from the CWC an awful lot of people will probably walk away from it
as well, and our influence on the rogue states will only decrease.
General John M. Shalikashvili, Chairman of the Joint Chiefs of
Staff, testimony before the Senate Foreign Relations Committee,
23 June 1994

James Woolsey:
In sum, what the Chemical Weapons Convention provides the

intelligence community is a new tool to add to our collection tool
kit. It is an instrument with broad applicability, which can help
resolve a wide variety of problems. Moreover, it is a universal
tool which can be used by diplomats and politicians, as well as
intelligence specialists, to further a common goal: elimination of
the threat of chemical weapons.
James Woolsey, former Director of Central Intelligence, testimony
before the Senate Foreign Relations Committee, 23 June 1994

Ambassador Stephen Ledogar:
Now the United States still has both the responsibility and

the ability to bring this endeavor to full maturity. The CWC's
entry into force and implementation at the earliest possible date
lies in our hands as the international community is looking to us
to lead the, way toward ratification.
Ambassador Stephen Ledogar, Chief U.S. Negotiator for the Chemical
Weapons Convention, testimony before the Senate Foreign Relations
Committee, 13 April 1994

Cord Meyer:
The Chemical Weapons Convention... [is) being held hostage to

Mr. Helms' demand that ACDA be integrated into the State
Department. .. .the delay in acting on the Chemical Weapons
Convention increases the danger of proliferation. .. .Arms control
is too important to be left half done.
Cord Meyer, contributing writer to The Washington Times, from
"Unfinished arms control business," 13 October 1995
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Introduction
Michael Krepon

The passage of time is the enemy of U.S. treaty ratification. As the Chemical Weapons
Convention (CWC) now approaches the third anniversary of its signing ceremony without Senate
action, the specter of the 1925 Geneva Protocol has begun to haunt the Senate chamber. The
Geneva Protocol effectively barred only the first use of chemical weapons. A highly popular
treaty prompted by the horrors of chemical weapons use during World War I, it nonetheless was
not acted upon by the Senate for fifty long years.

The CWC goes well beyond the Geneva Protocol, banning the development, production,
acquisition, stockpiling, and transfer of chemical weapons, as well as use. It is a highly valued
treaty at home and abroad. Many of its provisions, including its intrusive inspection procedures,
bear the stamp of the United States. The need for the CWC's controls and inspections has
become more evident with the passage of time, as chemicals have been used on third world
battlefields and modem subway systems.

When will the Senate act? Will the CWC suffer the same fate as the Geneva Protocol?
As the essays that follow make abundantly clear, much will be lost if the Senate continues to shirk
its constitutional responsibilities. A Senate debate is urgently needed to discuss the pros and cons
of the CWC. The American public and the international community de-erve a vote on this treaty.

The essays that follow conclude that the CWC deserves to be ratified by the United States,
and that much harm can come from the U.S. Senate's failure to consent to ratification.

In the opening essay, Senator John Glenn expresses his conviction that the CWC is a
treaty benefiting not only the United States, but also the international arms control effort. He
notes that the treaty has overwhelming bipartisan support in the Senate and that issues of concern
have been aired fully in hearings. "As a veteran of two of this country's most violent wars,"
Glenn states, "I believe that all Americans should walk the extra mile to ensure that future
generations will not have to endure the kinds of warfare that the last two generations had to
endure." Delaying the CWC's consideration because of lack of progress on other legislative
agendas is "a very risky business when treaties are at stake that affect vital national security
interests," he concludes.

Michael Moodie's essay discusses the CWC's verification provisions and the threats that
are likely to fester if the CWC is not implemented. Moodie points out that "the CWC provides
such useful tools in addressing suspicions or allegations of developing or using chemical weapons
that not availing ourselves of them would be short-sighted, indeed foolish, and ultimately,
dangerous." Russia, for example, "can be held accountable under legally binding obligations,
including the complete destruction of its chemical stockpile and the acceptance of challenge

- inspections" under the CWC.

Sheila R. Buckley addresses the international consequences of continued Senate inaction.
She believes that Russia, and perhaps China, would emulate the United States. Still other
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countries would begin to re-evaluate their security calculations regarding the CWC and whether
they should possibly pursue chemical weapons in the absence of a strong international regime to
contain them. She concludes that "the un-making of the CWC could have consequences well
beyond the chemical arms control arena," noting that efforts to strengthen the Biological and
Toxin Weapons Convention are also likely to falter.

Amy E. Smithson's essay details the likely consequences of the Senate's inaction on the
CWC's nascent implementing organization, the Technical Secretariat. She describes two scenarios
likely to unfold if the Senate's consent to ratification is not soon forthcoming. In the first
scenario, the CWC never enters into force because the U.S. and Russian legislatures remain
dormant. In the second scenario, the CWC is activated without the United States. "Either way,"
she notes, "the United States ends up on the sidelines, poorly positioned-to address the problem
of chemical weapons proliferation." In the process, the Technical Secretariat could be
permanently crippled.

H. Martin Lancaster, President Clinton's Special Adviser on the CWC, observes that the
threat from chemical weapons is quite severe because "they are relatively cheap to produce and
do not demand the elaborate technical infrastructure needed to make nuclear weapons. It is
therefore all the more vital to establish an international bulwark against the acquisition as well as
the use of these weapons."

The Stimson Center wishes to thank the authors for their contributions. We are grateful
to Dr. Randy Rydell of Senator Glenn's staff and Ms. Amy Gordon of the Arms Control and
Disarmament Agency for the assistance they provided. Senior Associate Amy E. Smithson,
Director of the Stimson Center's CWC Implementation Project, worked closely with the authors.
Her research assistant, Laurie Boulden, also provided crucial help in pulling together this report,
which was proofed by Brian Curran, Sony Devabhaktuni, Jill Junnola, Howard Kee, Kathleen
Walsh, and Christine Wormuth. Credit for this report's polished appearance goes to Laurie
Boulden and Jane Dorsey.

This report and others produced by the Stimson Center's CWC Implementation Project
were made possible by a grant by the Carnegie Corporation ol" New York. We are grateful for
the continued support of David Hamburg and David Speedie for our work.
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Why the Senate Should Ratify
the Chemical Weapons Convention
Senator John Glenn

The actions of the United States Senate will have r lot to do in determining whether 1995
will prove to be a glorious year for arms control and nonproliferation, or a missed opportunity.
Though the few months remaining in this legislative session will present enticing opportunities
for partisan bickering on al sorts of issues, I remain hopeful that Congress can still make progress
in these particular areas. Coming in the wake of the recent permanent extension of the Treaty on
the Non-Proliferation of Nuclear Weapons, prompt Senate ratification of the Chemical Weapons
Convention (CWC) would provide a much-needed boost to international arms control and
disarmament efforts. We stand today on the verge of eliminating one of the deadliest weapons
from the face 6f the Earth.

As a veteran of two of this country's most violent wars, I believe that all Ameicans
should walk the extra mile to ensure that future generations will not have to endure the kinds of
warfare that the last two generations had to endure. Although war or the threat of war will likely
remain permanent risks in the world of nation states, there are some signs of hope that certain
forms of warfare might someday be brought under control or abolished outright.

The Twentieth Century has witnessed the development and use of all forms of what we
now call "weapons of mass destruction." A hallmark of World War I and the Iran-Iraq War of
the 1980s was the use of chemical weapons. World War II involved the use of both biological
and nuclear weapons. Since tl-,:, war, novel techniques have been devised to make such weapons
lighter, more lethal, and capable of reliable and accurate delivery over long distances. These are
weapons that cannot distinguish between civilian and military targets. These are weapons that are
deadly enough in the hands of leaders of nation states and that give rise to new nightmares in the
hands of subnational groups, as best illustrated by the poison gas attacks this year in downtown
Tokyo.

Such risks have motivated efforts of the United States and other countries to seek a ban
on both biological and chemical weapons and to pursue new efforts to limit the vertical and
horizontal proliferation of nuclear weapons. To achieve such objectives requires an extraordinary
amount of international cooperation. It requires binding obligations. It requires an effective
means of verification. It requires a system of sanctions to impose costs on those who violate their
obligations. It requires new institutions to coordinate the implementation of new international
norms. It requires significant adjustments of national policies. And given that multilateralism has
to begin somewhere, it requires significant U.S. leadership.

America's support for a treaty outlawing chemical weapons is perhaps as strong now as
it has ever been. This support is bipartisan. It was a Republican President who signed the
Chemical Weapons Convention and it is a Democratic President who is now seeking to get it
ratified this year. The treaty has strong support from the chemical industry. The Joint Chiefs of
Staff support the treaty. The American people support the treaty.
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Indeed, hardly anybody these days sincerely argues for the United States to retain an
arsenal of chemical weapons, for plenty of good reasons:

* As the events iin Tokyo demonstrate, chemical weapons are more likely than nuclear
weapl:ns to ie used in war or in terrorist attacks, although they clearly are not as
potentially lethal as either biological or nuclear weapons.

* They are readily concealable, lightweight, and transportable.

* Many of these weapons can be fabricated with readily-available materials and equipment.

* They are cheap to produce.

a They require comparatively little technical expertise to develop or produce.

* They can be manufactured in small facilities that are extremely difficult to detect.

0 There exists no perfect defense against all chemical weapon threats, especially against
attacks without warning against civilian populations.

• History has shown time and again that the possession of chemical weapons offers little
value as a deterrent--from Ypres to Halabja. all too often the side possessing such
weapons has become the victim of chemical attacks.

Therefore, a virtual consensus on the nature of the threat exists, as does a diverse base of
support for the CWC. Nonetheless, the Senate has still not cted to ratify the CWC. And in the
face of Senate inaction, 40 countries have ratified the treaty. Many of the more than 155
signatories of this treaty are delaying their ratification decisions until the United States Senate
ratifies the treaty.

Several factors account for the failure of the Senate to act, including the effects of some
active lobbying by a handful of vocal individuals and groups that are opposed to the treaty. Some
critics outside the govetnment--citing many of the characteristics of chemical weapons described
above--argue that the CWC is simply not verifiable. Others fear the high costs of implementing
verification arrangements. Some complain that the verification system will jeopardize the
confidentiality of commercial proprietary data. Others cite various legal and constitutional
problems. Finally, some appear to believe that chemical weapon nonproliferation policies should
simply be targeted at four or five so-called "rogue nations" rather than framed as a global
problem.

Each of these arguments has been extensively debated in Congress, both at the committee
level and on the floor of each house. Each of these arguments has :o my satisfaction beer,
successfully rebutted.

Yes, the treaty does , tough problems of verification--but are we better off with an
international system of managed-access inspections, or with no inspections at all? Many of these
problems, moreover, cn be addressed by prudent investments in maintaining America's
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intelligence capabilities (in both collection and analysis) and ensuring the readiness of our military
to address such threats should they arise.

Yes, the treaty will cost some money to implement--but surely such costs must pale in
comparison to the costs that we and other nations would have to pay to survive in a world where
chemical weapons remain legitimate instruments of warfare.

Yes, the treaty may open up some new risks to proprietary data, yet if this risk is as great
as the critics claim, why does the industry that has the most at stake remain in full support of the
treaty?

Yes, the treaty will require some additional domestic legislation, but existing procedural
and legal guarantees are adequat to protect constitutional rights.

Evidence indicates that more countries are seeking to obtain or retain a chemical weapons
capability than to acquire nuclear or biological weapons. Therefore, a truly effective approach to
prevent them from succeeding must be global in scope--and the less discriminatory the regime,
the broader will be its base of legitimacy in the world community.

Even if the case for the treaty is strong on substance, however, there are other factors at
work to slow its ratification. Over the history of the Senate, one delaying tactic has been to link
progress in ratifying a treaty with other legislative agendas. Though this so-called "log-rolling"
approach is fairly common in domestic legislation, it is a very risky business when treaties are at
stake that affect vital national security interests. Ultimately, the practitioners of such approaches
will have to answer to the voters for their actior.

The basic question comes down to: "Are we better off with the treaty or without it?" The
overwhelming majority of members of Congress would agree that we are better off with this
treaty. It serves our national interest. The American people support it. These are, in sum, the
reasons why I believe that the Senate should ratify the CWC.
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Verification, Compliance, and the CWC
Michael Moodie

The success of any arms control agreement is based on confidence that parties to that
agreement are in compliance with their obligations, that those who are not in compliance run a
reasonably high risk of being caught, and that, if they are caught, the international community will
do something about it. Concluding an agreement is only the first step in the arms control process.
Success is not inherent in an agreement's specific provisions, however well crafted and elegant
they may be. No arms are controlled,: no proliferation stemmed, until agreements are properly
implemented.

The core of implementing an arms control agreement is its verification procedures. A
treaty must be verifiable insofar as a significant violation, should it occur, will be detected in time
to provide an adequate response. Ideally, the verification mechanisms of a multilateral arms
control agreement will deter violations by convincing potential cheaters that they will be caught
and that the costs of cheating are higher than the costs of compliance. The basic purposes of
verification, then, are deterrence, detection, and building confidence in compliance.

Arms control agreements do not stand in isolation, either in time or in substance. The
international community has drawn lessons---both positive and negative-from other arms control
agreements and has applied these lessons to subsequent agreements. Each new agreement
contributes to a global arms control architecture in which the components of the system (i.e., the
specific agreements) are intended to be mutually reinforcing.

Thus, non-ratification of the Chemical Weapons Convention (CWC) by the U.S. Sena
will have serious consequences--mostly negative-for the verification and compliance dimensions
of the arms control agenda. Non-ratification will make it more difficult to control chemical
weapons specifically. Moreover, failure of the Senate to act will set back the broader efforts of
the international community to res.p,-'i to the challenges posed by other instruments of
violence--including other weapon: )t rnr-'s destruction---and constrain the global actors who
would use them.

The 159 states that have signed the CWC as of October 1995 reflect a broad international
consensus that not only should the first use of chemical weapons be prohibited, but also their
development, production, storage, and transfer. The CWC represents a stricter norm regarding the
behavior of states than the 1925 Geneva Protocol's ban oni the use of chemical weapons. Unless
such a standard is embodied in an international legal instrument, however, efforts to deal with
chemical weapons programs of other countries will founder. No grounds will exist, for example,
to raise objections to activities--such as production and storage of chemical weapons--4hat fall
short of chemical weapons use but which, neertheless, represent a significant threat to other
nations and to regional, and possibly global, stability.

The CWC provides both the standards of behavior by which states should be judged and
the tools to determine whether a particular state is meeting those standards. Non-ratification of
the CWC by the Senate would leave the United States without either.
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The CWC will not, on its own, ensure the complete elimination of chemical weapons.
Nor is its verification system airtight and certain to discover irrefutable proof of noncompliance
in all cases where it occurs. The CWC's verification provisions, however, represent a major step
forward in that critical function of the arms control process. The CWC provides such useful tools
in addressing suspicions or allegations of developing or using chemical weapons that not availing
ourselves of them would be short-sighted, indeed foolish, and ultimately, dangerous.

Addressing Concerns About
Chemical Weapons Activities in Russia

Senate inaction on the CWC has notable consequences for verification and compliance
concerns about a chemical weapons program of Soviet origin. Throughout the Cold War, the
United States entertaired scenarios involving chemical weapons use in a Warsaw Pact attack--.a
contingency &ceply disturbing to the military and political leaders of the North Atlantic Treaty
Organization. Moscow ultimately joined Washington as one of two capitals to declare publicly
that it held a chemical weapons stockpile of about 40,000 tons, an amount that exceeds U.S.
holdings by 10,000 tons. The United States, however, had relatively little information about the
Soviet stockpile. U.S. concerns were elevated in 1991 when scientists from within the Soviet
chemical weapons complex made allegations about the development of new chemical agents,
despite Moscow's 1987 assertion that it had ceased chemical weapons production. Despite the
importance of U.S. questions about the "novichok" chemical weapons program, the United States
had no firm mechanism for generating answers.

Nonetheless, the United States began pushing for answers through previously established
bilateral channels. The 1989 Wyoming Memorandum of Understanding provided for a voluntary
exchange of data between the United States and the then Soviet Union about the chemical
weapons stockpiles of each side. The agreement also called for a series of reciprocal practice
inspections. Data exchanges were made in 1989 and 1994. Both times, Washington registered
several concerns with Moscow regarding what it felt were incomplete or anomalous data.
Moscow did the same. More exchanges were held to clarify the data and resolve anomalies, but
both sides continue to seek additional information to clarify questions and concerns.

A second agreement--the Bilateral Destruction Agreement-was concluded in June 1990.
This agreement called for each side to destroy its chemical stocks, at least to a level of 5,000 tons.
Inspectors from the other side would monitor the destruction process. Like the Wyoming
memorandum, the Bilateral Destruction Agreement was designed to facilitate the multilateral CWC
negotiations in Geneva by providing a general approach to assist in overcoming the verification
and destruction hurdles bedeviling the negotiators. The provisions of the bilateral agreement
represented a complementary effort that helped to break some logjams in the CWC talks.

After five years, however, implementation of the Bilateral Destruction Agreement has not
occurred and there are few signs that it wili soon be activated. The reasons for lack of progress
are many, including a shortage of Russian financial resources to initiate a chemical weapons
destruction program. Another serious obstacle has been an ongoing dispute between the two sides
over how to handle former chemical weapons production facilities. The CWC requires the
destruction of these facilities, especially the specialized equipment within them that could be used
to manufacture chemical weapons. Russia has converted some of its former chemical weapons
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production facilities into commercial enterprises, and it has no desire to lose the investment this
conversion represents. Washington and other states worry that these facilities, at least theoretically,
could be reconverted for military purposes, and they insist that Russia agree to provisions that
would make reconversion at those sites impossible. No way has been found out of this impasse.

Clearly, these bilateral agreements have not resolved all the concerns about the Russian
chemical weapons program. Unlike the bilateral agreements, once Russia ratifies the CWC,
Moscow can be held accountable under legally binding obligations, including the complete
destruction of its chemical stockpile and the acceptance of challenge inspections. If states felt that
Russia provided inaccurate or misleading information in its declarations on a wide variety of
chemical-related activities, challenge inspections could be requested and promptly executed.

The United States is not the only country that would welcome a chance to clarify concerns
about chemical activities in Russia. The United States need not stand alone in pressuring Moscow
to comply fully with its obligations. As H. Martin Lancaster, the President's Special Adviser for
the CWC, has pointed out, "The CWC will place Russian activities under intense international
scrutiny and empower the world community to respond to any concerns about noncompliance with
intrusive verification measures, political pressures, and possible sanctions."

Unless Russia becomes a party to the CWC, this discussion is moot. At least some
members of the Russian leadership do not appear interested in ratifying the CWC. Elements of
the Russian military are reportedly unconvinced that eliminating the chemical stockpile is in their
nation's strategic interest, although it is not clear that this is a majority, or even significant
minority, view. Some members of the Russian Duma have endorsed the CWC and the destruction
of the Russian stockpile, but have been reluctant to act because the costs of mounting a
destruction program are prohibitive for a financially strapped nation. Some Duma members argue
that they should not ratify the CWC until further monetary assistance is assured.

Nonetheless, Senate delay in ratifying the CWC imposes costs with respect to Russia.
Postponement of U.S. ratification undermines the reformers in Russia who support the treaty and
gives a free ride to the hardliners who wish to continue a chemical weapons program. With no
U.S. example, those hardliners will feel no pressure and be free to postpone action indefinitely.
Such an Alphonse-Gaston political act would doom the CWC's entry into force to a state of
perpetual suspension.

Russian leaders are cognizant of the practical consequences of not being part of the CWC
when it begins to operate. Russia will loose its role in the new international monitoring agency
and its vote in establishing the CWC's operational regulations for data declarations, inspections,
and administration. In short, if Russia doesn't ratify, Russia doesn't play. If Russia remains
outside the regime for too long, the CWC mandates that its trade in chemicals governed by the
CWC be cut off or restricted. As for the political costs of not coming aboard, Russia would be
forced into a splendid isolation from a global consensus, which is not a position the current
Russian leadership finds comfortable. Moscow would feel the reproach of the international
community by its reluctance to join a global norm.

U.S. ratification and the subsequent entry into force of the CWC generate probably the
greatest political pressure on Moscow to join the agreement. Congress also has other levers that
it can apply. For example, the Nunn-Lugar Cooperative Threat Reduction program has provided
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U.S. financial assistance to Russia and other states to help secure and expedite the dismantlement
of former Soviet nuclear weapons. Providing assistance for Russia's chemical weapons program
is a significant carrot to help Moscow make wise choices about eliminating its chemical stockpile.
In contrast, cutting Nunn-Lugar assistance for Russia's chemical weapons destruction program
reduces America's leverage to ensure that Moscow provides a full accounting of its chemical
weapons program and begins to get rid of its stockpile.

Beyond Russia

Obviously, Russia is the not the only country of concern as a potential chemical weapons
possessor or proliferator. The U.S. government notes that more than two dozen countries are
suspected of having chemical weapons or the capability to produce them. Among the states
usually listed as suspected proliferators are North Korea, Syria, Libya, and Iran. Israel, Vietnam,
Myanmar, and Taiwan are also identified by some analysts.

Chira's chemical weapons capabilities merit special concern. A Chinese offensive
chemical weapons program has been widely alleged, although Chinese officials consistently reject
those charges and unclassified confirmation of a Chinese chemical arsenal remains unavailable.
China has a significant chemical and pharmaceutical industry, so it would not be beyond the realm
of possibility that China has clandestinely produced or stockpiled chemical weapons. Moreover,
the Arms Control and Disarmament Agency's 1995 noncompliance report found that "China
maintained an offensive [biological weapons] program throughout most of the 1980s... and there
are strong indications that China probably maintains its offensive program." If the pattern of past
proliferatoi-s holds-that weapons of mass destruction programs are pursued not sequentially but
simultaneously--4hen China could well be involved in a chemical weapons program. In light of
expectations that China will continue to emerge as a regional power in Asia and perhaps beyond,
the prospect of Beijing maintaining such an arsenal is distinctly unwelcome.

If lack of U.S. leadership translates into the CWC's failure to enter into force or its
debilitated entry into force, the United States will have no instruments beyond national intelligence
means for exploring these concerns. National intelligence efforts have been only moderately
successful in detecting incidents of chemical weapons proliferation, and the intelligence
community is being asked to assume a greater responsibility in the nonproliferation arena at a time
when its resources are being cut. On some occasions, the reluctance to use sensitive intelligence
information has hampered the U.S. government's ability to make a convincing public case that
proliferation has occurred, making it difficult to rally the necessary domestic and international
support to act decisively in response.

Even the CWC's most ardent supporters recognize that the treaty's verification provisions
are not certain to uncover the "smoking gun" that provides incontrovertible evidence of
noncompliance. Verification, however, is not some mechanistic, cut-and-dried process that
produces unambiguous evidence. Judgments on noncompliance are formed from a mosaic of
evidence created over time using multiple-source information, including treaty-embedded practices
and other national resources. The essence of verification is generating data and making judgments
about that information. The CWC's verification regime provides critical opportunities for forming
such a mosaic and noting quickly when particular pieces do not seem to fit, prompting yet further
scrutiny.



461

Michael Moodie Ii

The CWC creates unprecedented monitoring opportunities through the range of verification
measures it incorporates and the scope of activities it addresses. Development of a militarily
significant chemical weapons program entails many stages--research, development, production,
agent storage (either in bulk or weaponized), munitions filling, incorporation into military doctrine,
training, and so on. Some of these activities are more detectable than others. By banning all of
them--except limited research for defensive purposes, which will be closely monitored--the CWC
can be used to identify a variety of irregularities in a state's behavior. If one piece of the mosaic
does not seem to fit, then other pieces can be examined more closely for an explanation of the
anomaly.

The treaty's ability to sustain attention on a country of concern is one of its unappreciated
assets. The key lesson of the experience of the United Nations Special Commission in Iraq was
that its greatest successes did not result from discovering smoking guns. Rather, the Special
Commission's successes were based on painstaking efforts over time to analyze a wide range of
information, evaluate patterns that emerged from that analysis, identify gaps in those patterns, and
push continually for additional information to fill those gaps. The workings of the CWC are not
dissimilar; it provides the mechanisms to build those same kinds of patterns, discover anomalies,
and exert constant pressure to obtain missing information.

In his 1994 testimony in support of the CWC's ratification, then CIA Director James
Woolsey admitted that the intelligence community did not have high confidence that it could
detect small-scale noncompliance with the CWC. He went on to say, in comments often
overlooked by the treaty's critics, that the CWC would nevertheless deter some potential
proliferators and strengthen the intelligence community's ability to assess proliferation problems.
With or without the CWC, the intelligence community is charged with ascertaining which states
are developing and producing chemical weapons.

Woolsey's comments underline the difficulty of detecting smaller chemical weapons
programs of the kind that might be pursued by terrorists or other non-state actors. The CWC was
not primarily designed for. this task. Indeed, terrorism with weapons of mass destruction is a
complex challenge for which no single policy instrument is the silver bullet. Responding
successfully to the challenge of terrorism, even when it involves weapons of mass destruction,
remains first and foremost a function of good law enforcement and intelligence.

Given the dual-use nature of many chemicals and the relative accessibility of the science
involved in making chemical weapons to a reasonably trained organic chemist, it is impossible
to guarantee a nation's invulnerability to the terrorist use of chemical weapons. The CWC,
however, requires states to pass domestic legislation criminalizing the involvement of any citizen
or enterprise in the abetment or pursuit of chemical weapons. This legislation also enables
improved tracking of chemicals that could be used to make chemical weapons and could serve as
the springboard for tougher measures to monitor domestic activities with dual-use chemicals.
Together with other key policy instruments available in the fight against terrorism, the CWC can
contribute to the web of deterrence against the terrorist use of chemical weapons and raise the
costs of such activities.



462

12 The U.S. Senate and the Chemical Weapons Convention

The Consequences of Inaction

The CWC has been hailed justifiably as a landmark arms control and nonproliferation
agreement in part because of its extensive verification provisions. Those provisions are unmatched
in their scope, theoretically making any location in every state party susceptible to a challenge
inspection. For the first time in history, the CWC's provisions extend arms control obligations
deeply intothe commercial sector. They also specify a number of innovative verification
procedures---such as the concept of "managed access" in the conduct of an inspection--that
represent important precedents for future agreements.

If the CWC does not enter into force, the benefits of these groundbreaking developments
are likely to be lost, not only for meeting the chemical weapons challenge, but more broadly.
Without practical experience in implementation, the international community is unlikely to
incorporate verification provisions that were contentious in the CWC in other arms control and
nonproliferation efforts.

The example set by the CWC's approach to verification is evident in current efforts to
bolster confidence in compliance with the Biological and Toxin Weapons Convention (BWC).
An Ad Hoc Group of states parties to the BWC has been given a mandate to negotiate a legally
binding protocol that includes measures to allow states parties to probe further into questions of
compliance. In this exercise, states are focusing on an approach that closely resembles the one
defined in the CWC, particularly its basic framework of declarations and on-site activities to
validate the information. Negotiators have drawn directly from their experience in creating the
CWC's verification regime.

If the CWC does not enter into force in the near future, these efforts to strengthen the
BWC are not likely to be successful, at least not in terms of including this declaration/inspection
framework as the basis for bolstering confidence in compliance with the BWC. Without ti.,
operational experience that the CWC would provide, doubts of the BWC's members that the
framework is a viable one will only increase, particularly since the issue of whether the BWC is
verifiable continues to be hotly disputed. As a result, something less satisfactory is certain to
emerge from the BWC negotiating process.

No sensible person would argue that the CWC ends the chemical weapons threat. The
CWC is a tool, not an objective. It establishes a global norm against chemical weapons
proliferation by which the behavior of states can be judged; it provides tools to examine troubling
behavior, and it establishes a legal regime that can be used as a lever to mobilize the international
community in the face of state behavior deemed unacceptable. As a product of hard-fought
negotiations, the CWC is not perfect, nor are its verification provisions foolproof.

However, if the CWC continues to languish in the Senate, the United States will have lost
a great opportunity to ensure that the verification and compliance functions of the arms control
process are maintained in a manner capable of dealing with the challenges to global security and
stability at the turn of the century. More importantly, the United States will have shown that it
has not come to grips with the dynamics of the post-Cold War world, and that it is not ready to
shape that world. If the Senate does not act on the CWC, it will show that it does not yet
understand.
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The International Repercussions of Senate Inaction
Sheila R. Buckley

The Senate has an opportunity to enhance measurably U.S. security and to affirm the
judgment of both U.S. political parties that chemical weapons should be outlawed and can be
safely outlawed now. More than twenty years were required to produce a treaty that the
negotiating governments concluded would best enable the international community to cope during
the coming critical years with chemical weapons proliferation. Without the Chemical Weapons
Convention (CWC), a retrospective on the next decade would almost certainly reveal chemical
weapons use and proliferation, much of which could have been headed off by a robust CWC.
Prompt Senate consent to ratification of the CWC cannot ensure that its purposes will be fulfilled,
but anything less incurs high risk that they will not.

While the Senate appears broadly supportive of the CWC's objectives and provisions, it
has not pressed forward with its consideration of the treaty. Profoundly negative implications for
the near- and long-term viability of the CWC would ensue should the Senate not give its advice
and consent to the CWC soon. The CWC stands as the only available instrument for putting in
place new law and procedures to minimize the prospects for further proliferation and use of
chemical weapons. A singularly important factor influencing the CWC's success or failure is U.S.
participation in this effort.

The United States played a prominent role in creating the CWC. The 1984 draft text
presented by Vice President George Bush contained unprecedented verification provisions,
including intrusive challenge inspections, which became the focal point of the negotiations and
the hallmark of the eventual treaty. Along the way, irations participating in and observing the
negotiations came to recognize the immutability of the U.S. commitment to chemical weapons
disarmament. This legacy has resulted in expectations of continued, vigorous U.S. leadership and
commitment. The Senate's hesitation on the CWC, however, calls that legacy into question.

Any perception that America is in retreat from chemical weapons disarmament would
begin to invalidate the widely shared political vision that led the CWC, and would risk triggering
a general disintegration of the process that has brought the international community to. this
crossroads. The longer the hiatus between U.S. signature and ratification, the greater the prospect
that such a perception will develop. In that event, nations might well develop corresponding
doubts about the validity of their own security and political calculations in support of the CWC.

The international community, led by the United States, must continue down the road to
chemical weapons disar:wrnent and enhanced security, lest the entire effort splinter and the threat
of chemical weapons proliferation go largely unattended. Additional delay in the Senate's
ratification of the CWC, or outright failure to do so, would initiate an unraveling process that
could eventually become impossible to reverse. It might one day be possible to identify a turning
point at which the chemical weapons disarmament process became unsalvageable.
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Some Near-Term Implications

The CWC exists because most nations believe chemical weapons proliferation is a serious
threat and that the treaty provides tools to grapple effectively with that threat. Nations have
rightly rejected the contention that the CWC will have only a marginal impact, or that they cannot
risk accepting its prohibitions. Over 155 states have concluded-that the CWC's monitoring
provisions, particularly challenge inspections, offer a significantly greater prospect of successfully
addressing the chemical weapons problem than would continuing to rely only on current means.
They also agree that confidence that their neighbors are not harboring chemical arsenals or
capabilities will only be enhanced as more nations join the treaty. Holdouts will suffer not only
the CWC's automatic economic penalties, but also the political stigma attendant to rejecting the
behavioral norm embodied by the CWC.

The most important impact of the CWC lies in its ability to restrain the proliferation of
chemical weapons. With the treaty in force, governments will be able to project regional security
relationships wherein the threat of chemical weapons use is reduced or practically eliminated, thus
providing them the confidence to forgo such weapons themselves. Decisions about military
requirements and resource investments are largely based on threat projections and are understood
to involve the highest possible stakes. Absent the CWC, shifts in the security landscape are apt
to draw reactions that could further unsettle regional security balances. The CWC will enable
states to counter the threat of chemical weapons at much lower costs than would be involved in
maintaining military capabilities to do the same job.

As the U.S. ratification decision is pushed further into the future, nations are increasingly
likely to read Senate inaction as indicative of fundamental U.S. concerns about the CWC itself.
Many would, of necessity, begin to review their own conclusions about relying upon the CWC
to curb proliferation and initiate chemical weapons disarmament. Some of these governments
would eventually be forced toward worst case assumptions about their neighbors' intentions, about
the deterioration of their regional security environments, and about the apparent gap between U.S.
rhetoric and U.S. resolve with respect to chemical weapons disarmament. Speculation may
emerge about whether the United States has begun to question the adequacy of its own
conventional capabilities to cope with the chemical weapons threat, giving pause to states that rely
on U.S. willingness to help enforce the CWC, to resist chemical weapons use, or to help victims
of a chemical attack.

In such real or imagined circumstances, many governments would draw back from the
CWC, each believing it could not afford to be the last to do so. Some, particularly governments
involved in intractable regional hostilities where adversaries' nuclear or biological capabilities
could also be present, would also begin to review the utility of chemical weapons possession in
their security calculations.

States that have quietly developed a chemical weapons capability and perhaps amassed
chemical arsenals would welcome the relaxation of international political and economic pressures
that would come with the emerging uncertainties about the viability of-the CWC. These chemical
weapons proliferators cculd anticipate avoiding indefinitely the outlaw or at least pariah status that
entry into force of the CWC would confer. Moreover, their trade in dual-use chemicals would
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continue relatively unfettered, enabling them to enlarge or improve their chemical stockpiles.
Such states might be emboldened to cross other, undesirable thresholds.

Finally and perversely with respect to proliferation, the fact that the effort to control
chemical arms has reached its present stage increases the proliferation dangers associated with any
unraveling scenario. The treaty-building process, particularly over the last five years, has required
that knowledge about chemical weapons manufacture, storage, transport, delivery systems,
protection, battlefield defense, and monitoring be shared with negotiators, their national experts,
and prospective inspectors. Countries that may choose to revive or to initiate development of a
chemical weapons capability may be in a better position to do so.

The CWC could, of course, limp into force without the United States, but the absence of
U.S. expertise, political leadership, and financial support during the early months or years would
be dramatically felt. The United States would be setting adrift the new monitoring agency in the
Hague that will conduct the CWC's inspections. At some point in the future, the United States
may join the CWC and turn to this very agency to conduct challenge inspections in a country the
U.S. government believes has violated the CWC's obligations. The failure of the United States
to participate from the outset may presage this agency's lackluster performance down the line.

Furthermore, participating states may perceive the Senate's delay as an indefinite rejection
of the CWC, in which case governments that want to weaken the CWC's verification protocol
would almost certainly launch an all-out attack on it as the Preparatory Commission settles the
final operational decisions about declarations, inspections, and the monitoring agency's
administration. If the CWC's verification protocol, which contains the strongest provisions ever
negotiated in an arms control or disarmament treaty, is gutted by weak operational procedures, the
international community's confidence in the nascent CWC will rightly be shaken.

There will be other near-term effects if the Senate's consent to ratification is not soon
forthcoming. Other CWC signatories are alert to the reception that the U.S. chemical industry has
given to the treaty. Even though other governments know that U.S. industry has contributed to
the development of U.S. negotiating positions and hosted trial inspections to test inspection
procedures, the perception persists that industry is not enthused about its vulnerability to certain
costs and disruptions attendant to the CWC's implementation. In fact, as its long track record of
support to the CWC negotiations and its testimony before Congress confirm, the U.S. chemical
industry is willing to incur these costs. Nevertheless, foreign governments and the chemical
industries to which they must respond could conclude that the Senate's inaction reflects some
measure of U.S. industry rebellion against the overall manageability of the CWC's
implementation.

The decisions of many governments and chemical companies to bear the burdens of the
CWC are based in part upon the widespread participation of major commercial competitors.
Should it appear that those competitors, particularly in the United States, might escape the CWC's
burdens, foreign industry's willingness to support their government's participation in the CWC
would erode. The U.S. chemical industry has invested a significant amount of time and energy
in helping to design a treaty that can achieve the objectives of chemical weapons disarmament
while protecting the interests of industry. These valuable contributions should be validated by the
Senate's expeditious consent to ratification of the CWC.
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Some Longer-Term Consequences

Understanding and addressing the dangers posed by the existence of nuclear, biological,
and chemical weapons in the former Soviet Union is high on the U.S. national security agenda.
Paralyzing domestic political dynamics and economic weaknesses appear to be the sources of
Russia's failure to move forward on a variety of chemical weapons arms control undertakings.
With respect to chemical weapons, Russia still holds at least its declared 40,000 ton stockpile and,
for a variety of more and less credible reasons, has not begun to destroy it. There are reports that
the Russians may still be developing or producing chemical weapons. All of these problems will
be more profitably dealt with through Russian participation in the CWC.

Contrary to the assertion that the United States should not act absent a virtual guarantee
of Russian CWC participation, U.S. ratification is a critical step to getting Moscow on board. The
provision of U.S. financial assistance and technical advice to Russia's chemical weapons
destruction program is also vitally important in affecting Russian behavior. Entry into force of
a CWC bolstered by the full weight of U.S. power and prestige would immediately and publicly
test the authenticity of Russian civilian and military assurances that Moscow's commitment to
chemical weapons disarmament remains unchanged. Russian leaders would face a stark choice:
Ratify the CWC and play an appropriate great power role, or renege and accept the international
opprobrium, diminished political voice in chemical disarmament matters, and loss of access to the
trade in CWC-controlled chemicals.

Not only will U.S. ratification exert strong, possibly determining pressure in support of
Russian ratification, without it, Russian ratification is improbable. If the CWC entered into force
without the world's two largest chemical weapons possessors, it would be a hollow treaty. Absent
U.S. and Russian participation, other nations, such as China, may balk. While eventually such
reluctant nations may join the CWC, the damage to the CWC's long-tern, viability could already
have been done. In capitols around the globe, doubts would begin anew about how much value
the United States and Russia place on the CWC-and, correspondingly, how well might it serve the
security interests of others.

An evolution in U.S. chemical weapons policy coincided with the final years of the CWC
negotiations. Under a 1985 congressional mandate, the long process of destroying the U.S.
chemical weapons stockpile began in earnest in 1990. The U.S. government concluded that
maintenance of a chemical arsenal is unnecessary, even while chemical weapons are still held by
others. Deterrence of chemical attack can be as or more effectively obtained through other means,
such as the restrictions imposed by arms control on the capabilities of potential adversaries and
the maintenance of conventional military capabilities responsive to a range of contingencies. To
many governments, the U.S. unilateral renunciation of chemical weapons made a powerful
statement, influencing their assessments of military requirements and hence their support for the
CWC. In significant if unmeasurable ways, this act gave common sense credibility to the moral
arguments against chemical warfare.

A CWC without the United States would not immediately collapse, particularly if the
circumstances of non-ratification could be credibly attributed to temporary factors such as partisan
politics, the particular role of key personalities, or linkages with unrelated other Senate issues.
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However, as the effect of U.S. immobility on the CWC facilitated similar behavior by other
countries, the CWC would become significantly less able to constrain chemical weapons
proliferation.

Other efforts to restrain weapons of mass destruction might falter as well. For example,
biological weapons are considerably tougher to control and monitor than chemical weapons.
Though quite different in many respects, the two kinds of weapons are popularly compared, and
it is predictable that the current effort to strengthen the Biological and Toxin Weapons Convention
would be set back by Senate inaction on the CWC.

Also, in a world where weapons of mass destruction are rtore widely proliferated and
regional security balances consequently more tenuous, the United States would eventually have
to reassess the adequacy of its own defense and response capabilities. In short, the un-making of
the CWC could have consequences well beyond the chemical arms control arena.

Conclusions

The path to a CWC has been arduous because the security stakes are high. The
consequences of not addressing the problem of chemical weapons proliferation spurred two
Republican administrations, with broad support from Congress, to introduce the policy
breakthroughs and conduct the quiet but essential off-line diplomacy necessary to obtain the CWC.
The Reagan and Bush administrations marshalled the resources of the U.S. diplomatic, military,
chemical industry, and academic communities so that the United States could play a positive,
determining role in crafting a treaty to enhance the security of future U.S. generations. Presidents
Reagan and Bush asserted a commitment of active U.S. leadership from which it seemed clear
there would be no retreat. The irony of such a retreat now would be inescapable.

No single event or country will shatter the CWC or guarantee its durability. But the
timing and outcome of the Senate's ratification debate will significantly influence the treaty's
prospects for success. Whatever its level of engagement in world affairs, America's pursuit of
security, prosperity, and an international environment congenial to U.S. values will be rendered
significantly more manageable by the early entry into force of the CWC and 'ontinued, committed
U.S. leadership in all aspects of its implementation.
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The Ramifications of Senate Inaction in the Hague
Amy E. Smithson

A new international agency is being created in the Hague from the ground up to analyze
the data declarations, conduct routine and challenge inspections, oversee the safe destruction of
chemical arsenals, and otherwise administer the Chemical Weapons Convention (CWC). This
agency, which will be christened the Technical Secretariat once the CWC enters into force, is the
organization to which the treaty members will turn in the years and decades ahead to investigate
concerns about treaty compliance. Non-ratification and non-participation by the United States in
thc Technical Secretariat would badly impair this start-up monitoring agency, making recovery
extremely difficult.

For better or for worse, the CWC's Technical Secretariat is often compared with the only
other international arms control monitoring agency in existence, the International Atomic Energy
Agency (IAEA). The IAEA was founded in 19,7 to assist nations in developing peaceful uses
of the atom. In 1970, when the Nuclear Non-Proliferation Treaty (NPT) entered into force, the
IAEA was tasked with conducting the NPT's safeguards inspections. Unlike the IAEA, the
Technical Secretariat will not be providing technical assistance to developing countries. The CWC
requires an open commercial chemical marketplace among member states, but nations are not to
receive technical assistance in exchange for forgoing chemical weapons. In the event a treaty
party is threatened with or suffers a chemical weapons attack, the Technical Secretariat will offer
defensive and medical assistance.

Another important difference between the Technical Secretariat and the IAEA involves
the treaty provisions under which they operate. NPT members agree to safeguards inspections at
declared nuclear research and power facilities but do not assume a specific commitment to host
special inspections to clarify anomalies that arise from declared information, safeguards
inspections, or other sources of information. The IAEA may request a special inspection, but the
NPT member may deny permission for it. In contrast, members of the CWC undertake the
explicit obligation to accept challenge inspections, which can be conducted at any site and at any
time. A treaty member can request a challenge inspection based upon its own intelligence
information or' questions ensuing from routine inspections or data declarations. Refusal of a
challenge inspection would constitute a violation of the CWC. Thus, the automaticity and strict
time lines incorporated into the CWC's challenge inspections put the CWC's inspectors in a
stronger position than their IAEA counterparts.

The Technical Secretariat is to be built in two phases, the first of which began early in
1993. Since then, the Technical Secretariat in its provisional form has been assisting a technical

and policy decisionmaking body known as the Preparatory Commission (PrepCom). The
PrepCom, which takes its decisions by consensus, was charged with translating the treaty's text
into the policies and procedures that will make the CWC a living, operational treaty. At present,
the Technical Secretariat consists of some 120 specialists and administrators who support the work
of the PrepCom and help signatories prepare for the CWC's entry into force. Both the PrepCom
and the budding Technical Secretariat are located in the Hague, the Netherlands.
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While the CWC is a remarkably detailed treaty, its text still requires further elaboration
of the procedures and equipment that are needed for the conduct of inspections. Thus, the
PrepCom has been making decisions about the format and processes for data declarations;
procedures to be used during routine inspections of declared sites (e.g., former chemical weapons
production facilities, industrial facilities using dual-use chemicals, and chemical weapons storage
sites) and challenge inspections of suspect sites; the Technical Secretariat's structure, regulations,
and staff qualifications; procedures to maintain the confidentiality of information; design and
purchase of the computer database; planning and quality c'-ntrol of inspector training programs;
and selection and procurement of required inspection, laboratory, and headquarters equipment.
The importance of this work cannot be overstated. The PrepCom's decisions have implications
for the treaty-related activities--declarations and inspections--hat will occur at hundreds of
military and government facilities and thousands of commercial chemical plants worldwide.

All of the CWC's signatories can participate in the PrepCom, but once 65 ratifications
have been deposited to initiate the treaty's entry into force, signatories that have not ratified will
lose much of their influence in the crucial decisions to be made in the final six months before the
CWC's activation. As often happens during negotiations, some of the most vexing yet important
issues have been left for resolution in the final stage of the PrepCom process. The only way a
government can maintain its leverage in decisionmaking and the eligibility of its citizens for
employment at the Technical Secretariat is to ratify the CWC.

The deposit of the 65th instrument of ratification kicks off the second phase of the
Technical Secretariat's creation. Within six months, the Provisional Technical Secretariat must
hire and train the inspection corps and additional support staff. The reason for this breakneck
pace is that 180 days after the 65th ratification, the CWC enters into force. Participating states
are to begin submitting their data declarations for all chemical weapons activities and industry
facilities using treaty-controlled chemicals. Over the next 30 days, the Technical Secretariat must
digest and analyze this mountain of information in order to begin conducting its first inspections
at chemical weapons storage and production sites, as well as at some industrial facilities, on the
31 st day after the CWC's entry into force. From that point on, the Technical Secretariat must also
be prepared to execute a challenge inspection immediately upon the request of a member state.

This set of circumstances gives rise to two basic scenarios for what is likely to occur in
the Hague if the U.S. Senate continues to postpone consent to ratification. The first scenario,
which hinges on the assumption that the international community will not move forward in this
effort without the United States, forecasts that the CWC and the Technical Secretariat will
languish indefinitely, to the detriment of bath. In the second scenario, the CWC enters into force
without the United States, and Washington will be shut out of the Technical Secretariat for the
near term. Either way, the United States ends up on the sidelines, poorly positioned to address
the problem of chemical weapons proliferation.
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Scenario 1: CWC On Hold

The establishment of any new institution is a difficult task. In the Technical Secretariat's
case, the exercise is even more complicated because the agency's staff will be recruited from all
of the CWC's participating states. Although the Technical Secretariat's personnel must meet fairly
exacting qualification standards, the overall staff must nonetheless be geographically balanced.
Because this agency will be conducting inspections of a depth and scope never before attempted
internationally, the Technical Secretariat is also being put together with more than a normal
amount of second-guessing and criticism. Another factor that has placed this endeavor under
scrutiny is that even though it has only a short track record of its own, the Technical Secretariat
is saddled with the reputation that other international organizations have gained for waste, fraud,
and abuse. To head off similar criticism, the PrepCom has levied severe limitations on the
Technical Secretariat's staffing and budgeting. The Provisional Technical Secretariat has been put
together on a shoestring budget, and although the number of prospective sites and the workload
merit a bigger inspection corps, the PrepCom has refused to authorize additional personnel. Thus,
to begin with, the Technical Secretariat will hire an inadequate number of inspectors.

If events had unfolded as many had predicted when the CWC opened for signature in mid-
January 1993, 65 ratifications would have quickly accumulated, and the CWC would have entered
into force early in 1995. This outcome was predicated on the assumption that the United States
would continue its strong leadership role in th, arena of chemical weapons arms control and
nonproliferation. After all, Washington led the international community to this take-off point by
proposing a revolutionary draft text in 1984 and alternately cajoling and pushing other countries
over the next eight years to conclude the CWC. America's participation was viewed as especially
important because the United States possessed a huge chemical arsenal as well as an immense
chemical industry. After the Soviet Union's collapse, the United States was also the only
remaining superpower. Therefore, many nations looked for U.S. ratification of the CWC as their
cue to initiate their own ratification processes.

Had this prediction come true, the Technical Secretariat would have entered into phase
two of its establishment in mid-1994. The lengthy U.S. delay in ratification has meant, however,
that the pace with which other states have ratified has been much slower than expected. Many
governments have apparently concluded that the CWC loses much of its meaning if the United
States and Russia, which have the world's two largest chemical weapons stockpiles. do not lead
the way. Consequently, the deliberations in the PrepCom and the Provisional Technical
Secretariat's preparations to grow into a full-fledged inspectorate have gone into a state of
suspended animation. In other words, phase one activities have lasted a year longer than was
initially planned.

While the Provisional Technical Secretariat's staff has taken full advantage of this
extension to refine its plans and preparations, continued delay will be damaging. For example,
the screening of applications and interviewing of candidates for the 170 inspector positions and
additional support staff began in the spring of 1995. Current plans called for hiring to begin by
the end of 1995. The best applicants have been identified, but this short list of choice candidates
is perishable. The success of an organization rests primarily on the talents of its staff. If the U.S.
Senate does not soon give its consent to ratify the CWC, the Technical Secretariat will lose its
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opportunity to hire the most qualified inspek -rs and staff. Most candidates will choose to do
something else with their lives instead of wa .- g indefinitely for a telephone call from the Hague.

Similarly, the training programs for the inspectors are scheduled to begin in early 1996.
To provide thorough and realistic training for the inspection corps, several signatory governments
have set aside facilities, including, with the continued cooperation of chemical industry,
commercial plant sites. Additional delays will cause some governments to cancel their offers of
training programs, again because neither a government nor its private sector can have people and
facilities on hold for several months. The sum of these delay-related consequences is that the
recruiting and training processes would have to be re-initiated later at additional cost.

At a certain point, the continuation of the Provisional Technical Secretariat itself becomes
doubtful. The core of this would-be agency is its Verification Division. Particular care has been
taken with the selection of the staff for this part of the Provisional Technical Secretariat. Many
are veterans of the United Nations Special Commission in Iraq or have other equally unique
qualifications and experiences. If this state of suspended animation drags on for too long, the
skeletal staff of the Verification Division. which at this point constitutes the Provisional Technical
Secretariat's biggest asset, may also begin to fall apart.

During this long hiatus, the PrepCom has continued to plod along. Given more time and
few actual tasks, governments that were dissatisfied with the CWC's verification provisions will
find more opportunity to water them down via the PrepCom process. For example, some states
have advanced proposals to limit the intrusiveness of inspections by defining the parameters of
the sampling and detection equipment as narrowly as possible, thereby restraining the range of
anomalies that inspectors could identify. Some delegations in the Hague will also try to handicap
the Technical Secretariat by imposing on it a level of detail in rules and regulations that are
impractical for field operations. In short, a PrepCom with too much time on its hands could
render the eventual Technical Secretariat impotent.

Whether PrepCom participants would, at some point in the future, support starting the
whole recruitment, hiring, and training process over again is uncertain. In all likelihood, the
PrepCom participants, pushed by economic constraints and unsure of when the CWC would come
into force, would cut the Provisional Technical Secretariat's budget further. At the very least, the
current Provisional Technical Secretariat would be whittled down considerably.

Scenario 2: Entry into Force Without the United States

Another possible result of continued Senate procrastination is becoming increasingly
plausible. In this scenario, a sufficient number of ratifications are deposited to enable the CWC's
entry into force, absent the United States and Russia.

Many U.S. policymakers are confident, perhaps unwisely so, that the CWC cannot take
off without Washington. A quick glance at the list of countries that have already ratified the
CWC-40 as of late October 1995-may shake the complacency of U.S. decisionmakers.
Germany, Japan, Australia, Austria, Switzerland, Finland, Norway, France, Spain, and Canada are
among the countries that have ratified the CWC. With these and other fiscally strong governments
already committed, the Technical Secretariat has viability even though the United States would
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not be around to pay its assessed 25 percent of the inspectorate's budget. (In 1996, the U.S.
assessment will be about $18 million. The United States spends four times that amount
annually-S75 million-in operations and maintenance costs to store the U.S. chemical weapons
stockpile. Other comparative defense expenditures include the $45 million price tag of an FA-18
aircraft and the $3.25 billion that United States invested in 1995 for theater and national ballistic
missile defenses.) Without the extremely heavy burden of having to oversee both U.S. and
Russian destruction chemical weapons programs, the Technical Secretariat could certainly begin
inspections. Even if Russia were to confound conventional wisdom and ratify the CWC before
the United States, the Technical Secretariat would still only have to hire an additional 25 or so
inspectors.

The gradual swell in international momentum toward the CWC's entry into force is also
evident by the ratifications of South Africa, Mexico, Argentina, Peru, Paraguay, Poland, Romania,
Uruguay, Turkmenistan, Tajikistan. Bulgaria. Armenia, and Mongolia. Among another thirty
countries that have indicated they will soon complete the ratification process are Belarus, Italy,
Saudi Arabia, India, and the United Kingdom. Chemical weapons are so abhorred and the need
to outlaw them so pressing that numerous governments are evidently not willing to continue
waiting on the United States. In other words, there is a distinct possibility that the train will leave
the station without Washington.

This scenario would indeed be the cruelest of ironies, for the United States would be shut
out, at least temporarily, of the very entity that it sought to inaugurate. While the United States
would retain its vote in the PrepCom, it would be held at arms length as the states that have
ratified make quietly cut deals on the final crucial decisions about how the Technical Secretariat
will execute the CWC's inspections. Actual votes on these issues are likely to be postponed until
the first Conference of States Parties is held after the CWC enters into force. The United States
will not have a vote in this decisionmaking body until it ratifies. Nor will the United States be
eligible for a seat on the Executive Council, which will govern the CWC's implementation on a
day-to-day basis. Depending upon which countries jump aboard at the last moment, the balance
of votes could easily swing toward weakening the CWC's verification protocol. Furthermore, a
majority of the CWC's signatories favor having this new organization adopt carte blanche the
general financial and operational rules of the United Nations. These rules have contributed to the
inefficiency of some international organizations, and the United States has played a key role in
preventing their wholesale adoption. However, such views could carry the day if the United
States were not involved in the decisionmaking process. Once in place, these decisions will be
difficult to reverse.

In addition, U.S. nationals currently working in the Provisional Technical Secretariat
would be told to pack their bags when the CWC enters into force. Furthermore, no U.S. citizens
could be hired as inspectors until the United States ratifies, and all of the key jobs will be taken
by the time the CWC enters into force. Between them, the United States and Russia have
probably the largest pool of experts in chemical munitions production, storage, and destruction.
Therefore, the Technical Secretariat would be forging ahead without some of the most qualified
and experienced inspectors and chemical weapons specialists in the world. The individuals who
are hired as inspectors or support staff will receive contracts for at least three years. Even if the
U.S. Senate ratifies shortly after the CWC enters into force, there will be few, if any, positions
left at the Technical Secretariat for Americans for a period of years.
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Finally, until the United States deposits its instrument of ratification, the U.S. government
would be denied formal access to the data gained through declarations and inspections. The
CWC's entry into force was designed as a pay-to-play process, and Washington must ante up
before it can review this information, which the intelligence community has testified would
enhance its ability to assess the status bf chemical weapons proliferation worldwide.

Conclusions

The Senate's torpid consideration of the CWC has already had a ripple effect in the Hague
and around the globe, considerably slowing the rate of preparations and ratifications. Whichever
scenario one finds more plausible, both have significant negative implications for the ability of
the United States to act constructively to impede the proliferation of chemical weapons.

If global expectations of U.S. leadership are not fulfilled quickly, the christening planned
for the Technical Secretariat could turn into its cortege. Many countries, whether rightly or not,
have interpreted the Senate's lack of action since 1994 as puzzling, given Washington's declared
concern about chemical weapons proliferation. Some governments may even construe the Senate's
reluctance to ratify as a signal that the CWC has little relevance to world security; others may
reconsider their decisions to forego chemical weapons. At the very least, the prolonged absence
of U.S. leadership will decrease the global effectiveness of the CWC and the Technical Secretariat.
In fact, perpetuation of the current circumstances could asphyxiate both the treaty and its
inspection agency.

Or, the United States could be barred from the very control system that five U.S.
administrations have worked so diligently to establish. In this manner, the United States could
be deprived of useful avenues to influence how the CWC is implemented and the Technical
Secretariat functions. Thus, the entry into force of the CWC without the United States has
palpable consequences.

Clearly, U.S. interests will be better served by the Senate's timely move to reclaim
America's role as a leader in international efforts to constrain chemical weapons proliferation and
institute global chemical weapons disarmament. A skilled, well-equipped, well-trained, and
respected Technical Secretariat is critical for the viability of the CWC. The Senate's prompt
consent to ratification of the CWC and long-term support for a robust international inspectorate
is in order.

20-875 96-16
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Why We Need the Chemical Weapons Convention
H. Martin Lancaster

Chemical weapons have long been considered a particularly cruel and inhumane form of
warfare. They are insidious arid indiscriminate, striking down soldiers and innocent civilians alike.
Indeed, this year's chemical attacks in Japan have underlined the grim fact that chemical weapons
have increasing appeal for those who would attack and kill civilians.

Successive U.S. administrations have made the fight against chemical weapons
proliferation a high priority. Beginning with President Richard Nixon, the United States has
pioneered negotiations to bfin chemical weapons internationally while moving unilaterally to
eliminate the U.S. chemical weapons stockpile. With bipartisan support in Congress and active
participation by U.S. chemical industry, five presidents worked to produce the most effective and
comprehensive ban on chemical weapons that could be negotiated, the Chemical Weapons
Convention (CWC). In November 1993, President William Clinton submitted the Convention to
the U.S. Senate with a strong recommendation for its advice and consent to ratification. Two
years later, the Convention is still awaiting final consideration in the Senate.

Early this year, President Clinton selected me to serve as his administration's point man
on ratification of the CWC and to help shepherd the treaty through the ratification process.
During my eight years as a Congressman from North Carolina, I became deeply interested in the
efforts of the international community to ban these abhorrent weapons. Consequently, I welcomed
the opportunity to make the ease for this vital accord.

The Need For A Ban

The need for a global ban on chemical weapons is even greater now than a few years ago
when I was monitoring the CWC negotiations in Geneva. Iraq's threat during the Persian Gulf
War to launch chemical attacks against Saudi Arabian and Israeli cities and the recent incidents
of chemical terrorism in Japan show that chemical weapons are proliferating and pose a real
danger to world security.

Today, we suspect more than 25 countries of having chemical weapons or the capability
to produce them. These weapons are attractive to countries or individuals seeking a mass-
destruction capability because they are relatively cheap to produce and do not demand the
elaborate technical infrastructure needed to make nuclear weapons. It is therefore all the more
vital to establish an international bulwark against the acquisition as well as the use of these
weapons. Equally important, we must do all that we can to prevent the acquisition and use of
these terrible weapons within our own borders. As required by the CWC, domestic legislation and
law enforcement will be an integral part of the effective implementation of the CWC by each
member state.

The CWC enjoys broad in emotionall support. As of October 1995, the CWC has been
signed by 159 of the 185 members of the United Nations. The signatories include nearly three
quarters of the countries we suspect of possessing or seeking to acquire chemical weapons.
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Before the treaty can enter into force, however, 65 signatory-states must ratify it. So far, 40
countries have done so. Many more are waiting for the United States to ratify, with the intention
of following our lead. I believe that once the Senate approves the treaty, the number of
ratifications needed for entry into force could be reached in a matter of months, if not weeks.

Unique Scope

The CWC is the most ambitious treaty in the history of arms control. It bans the full
spectrum of activities associated with the offensive use of chemical weapons, including the
development, production, acquisition, stockpiling, transfer of chemical weapons, as well as
assistance to anyone engaging in these activities.

Whereas most arms control treaties have only limited weapons, the CWC requires their
outright elimination. Parties to the CWC must destroy any and all chemical weapons and
chemical weapons production facilities. In the United States and Russia alone, the CWC will
require the destruction of between 60,000 and 70,000 tons of deadly chemical agents.

In addition, chemical industry sites that produce "dual-use" chemicals that have both
military and commercial applications will be monitored by an international inspectorate to ensure
that chemical weapons are never again produced or acquired.

The CWC breaks new ground with the sweeping nature of its prohibitions and in the
scope and effectiveness of its verification provisions, which include data declarations and routine
and challenge inspections. This regime reflects a carefully crafted balance between the
intrusiveness needed to verify treaty compliance, on the one hand, and the measures needed to
protect confidential business information and national security information, on the other.

The CWC is also the first treaty that penalizes countries that do not join while rewarding
those that do. Entry into force of the CWC will isolate the small number of non-participating
states as international pariahs and inhibit their access to certain treaty-controlled chemicals. Since
many of these chemicals are not only required to make chemical weapons but have important uses
in commercial industry, the hold-outs will have economic as well as political incentives to join
the treaty regime.

Countries that ratify the CWC and comply fully with its provisions will not face these
restrictions. They will also be eligible for humanitarian aid and protective assistance if they are
victimized by the use or threatened use of chemical weapons. These built-in carrots and sticks
will help promote universal adherence and compliance.

Industry Involvement

The CWC is the first arms control treaty to have an impact on a significant portion of the
private sector. Although U.S. industry does not manufacture chemical weapons, it does produce,
process, and consume a number of chemicals that can be used to make chemical weapons. For
example, a solvent used in ballpoint-pen ink can be easily converted into mustard gas, while a
chemical involved in production of fire retardants and pesticides can be used to make nerve
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agents. Thus, any treaty to ban chemical weapons must monitor commercial facilities that work
with dual-use chemicals to ensure they are not diverted forprohibited purposes.

The CWC's provisions covering commercial chemical facilities were developed with the
active participation of industry representatives. During my visits to Geneva, I became aware of
the extensive involvement in the negotiations of U.S. industry, in particular, the Chemical
Manufacturers Association (CMA). CMA representatives met regularly with the U.S. delegation
to convey industry's views--particularly on the protection of proprietary information--nd to offer
constructive suggestions.

Acting in enlightened self-interest, together with other chemical trade associations from
Europe, Australia, and Japan, the CMA helped to craft an effective yet industry-friendly
verification regime. This regime is intrusive enough to build confidence that member states are
complying with the treaty, yet it respects industry's legitimate interests in safeguarding proprietary
information, avoiding disruption of production, and ensuring a level playing field for global
ccmpetition.

As President Clinton said in May 1995:

In industry meetings, public forums, and congressional hearings, the Chemical
Manufacturer's Association was an early and consistently strong supporter of the
Chemical Weapons Convention. Any one of ,CMA's] activities would be deserving of
praise; together they represent an extraordinwy sustained commitment to eliminating the
threat of chemical weapons, a goal that is central both to our nonproliferation policy and
to broader world security.

Overall, the successful government-industry partnership that erri-rged during the Geneva
negotiations provides a model for future cooperation. As the entry into force of the CWC
approaches, industry's role has not diminished but has become all the more crucial. Industry's
efforts to help rid the world of chemical weapons are an outstanding demonstration of corporate
responsibility and good citizenship--one that will strengthen U.S. national security and enhance
the public image of American business.

The Need for Prompt Ratification: The Costs of Delay

The urgent need for entry into force of the CWC varrants prompt action by the U.S.
Senate in giving its advice and consent to ratification. The arguments for U.S. ratification are
compelling. Let me highlight some of the major ones:

First, with or without the CWC. the United States has decided to get out of the chemical
weapons business. Congress has already passed a ltw requiing destruction of the entire U.S.
chemical weapons stockpile by the end of the year 2004. The CWC would require all other
parties that possess chemical weapons to do the same. If we fail to ratify and the CWC does not
enter into force, we would deny ourselves the benefit of having other countries legally obligated
to eliminate weapons that we ourselves have unilateally decided to renounce and destroy.
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Second, the CWC will put into place a legally binding international norm outlawing the
. acquisition and possession, as well as use, of chemical weapons. Although universal adherence

and the complete abolition of chemical weapons will not be achieved immediately, the CWC will
slow and even reverse chemical weapons proliferation. The CWC will isolate the small number
of states headed by rogue leaders that refuse to join the regime, limit their access to precursor
chemicals, and bring international pressure to bear if such states continue their chemical weapons
programs.

In this regard, the CWC is both a disarmament and a nonproliferation treaty. It not only
requires states parties to destroy their chemical weapons arsenals but prohibits them from
transferring chemical weapons to other countries or assisting anyone in activities prohibited under
the CWC. Combined with restrictions on chemical trade in CWC-controlled chemicals with non-
parties, these provisions will increase the cost and difficulty of acquiring chemical weapons for
states that choose not to participate.

Further delay in U.S. ratification and entry into force puts off the day when current trends
in the acquisition and use of chemical weapons will be met with broad international opposition;
the chemical weapons proliferation threat will persist unabated. And, although it is unlikely the
CWC would enter into force without the U.S. and Russia, there is at least a small risk that if the
U.S. continues to delay ratification, we may find ourselves on the receiving end of the CWC's
trade restrictions afer entry into force.

Third, although no treaty is 100 percent verifiable, the CWC's extensive verification
measures will significantly increase the chances that a violation will be detected, raising the
political cost of illicit chemical weapons activities and helping to deter them. Challenge
inspections require access on short notice to address concerns about compliance. Additionally,
as former Director of Central Intelligence James Woolsey told the Senate last year, the CWC will
provide valuable information not otherwise available about chemical weapons-related activities
around the world, complementing unilateral U.S. monitoring efforts. Continued delay in U.S.
ratification and entry into force of the CWC will deny the United States access to facilities that
have raised concerns. Delays also deprive the United States of needed information not otherwise
available, that would help facilitate monitoring and detection of chemical weapons-related
activities.

Fourth, the CWC has won the endorsement of the nation's senior military leaders. Gen.
John Shalikashvili, the Chairman of the Joint Chiefs of Staff, has testified that the CWC is
"clearly in the national interest." He has argued that once the treaty is in force, U.S. troops will
be less likely to face chemical weapons in future wars. Even if they do, the Gulf War
demonstrated that the United States does not need the option of retaliation in kind to deter or
defend against chemical weapons use by others. Instead, the ability to apply superior military
force in any situation, combined with robust chemical defenses, is sufficient for this purpose.
Delayed U.S. ratification and entry into force of the CWC means that chemical weapons will
remain an undiminished threat to U.S. soldiers on the battlefield.

Fifth, the CWC will help combat efforts by terrorists to acquire and use chemical
weapons. The CWC denies terrorists access to a ready supply of chemical weapons by requiring
parties to eliminate their national stockpiles and by restricting trade in treaty-relevant chemicals.
The CWC also requires member-states to enact domestic legislation making the treaty provisions
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binding on individuals and businesses, including their nationals living abroad, and imposing civil
and/or criminal penalties for violations.

This opportunity to enhance U.S. law enforcement tools and judicial capabilities for
dealing with chemical terrorism should not be lost. The CWC's implementing legislation
establishes specific criminal offenses and penalties for activities associated with chemical weapons,
including their acquisition, production, possession, and transfer. The codification of more precise
legal definitions would improve our current investigative ability to detect illegal preparations for
a chemical terrorist attack--and by implication to avert such an attack--and to prosecute these
activities, including conspiracy in a chemical terrorist plot. In this manner, prompt ratification of
the CWC and approval of its implementing legislation will materially strengthen the ability of U.S.
law enforcement agencies to detect and prevent activities associated with chemical terrorism.

In addition, the CWC provides for enhanced international cooperation in information
sharing and law enforcement in the fight against chemical terrorism. The sincerity of U.S.
purpose, the depth of our commitment to stop chemical weapons proliferation and ongoing efforts
by the United States to generate cooperative counterterrorist programs with foreign nations would
be dramatically reinforced by U.S. ratification of the CWC.

Finally, it has been argued that concerns about Russia's chemical weapons capabilities and
its failure to develop an effective plan for destroying its vast chemical stockpile are reasons for
the U.S. Senate to reject the CWC. I would argue just the opposite: The best way to resolve our
concerns over the status of Russia's chemical weapons capabilities is for the U.S. to ratify the
Convention promptly. As Russian whistleblower Dr. Vii Mirzayanov recently argued:

... the CWC provides the means to bring the Russian chemical weapons complex
under international monitoring. ...The key to confronting all these [chemical weapons]
problems lies in the CWC; there is no time to waste in ratifying and implementing this
important treaty.

The CWC will place Russian chemical activities under intense international scrutiny and
empower the world community to respond to any concerns about noncompliance with intrusive
verification measures, political pressure, and possible sanctions. U.S. ratification of the CWC and
its subsequent entry into force will present Russia with a clear choice between joining a legally
binding regime that bans chemical weapons or isolating itself from a global consensus.

Conclusions

Clearly, the Chemical Weapons Convention is a treaty whose time has come. It is in our
security interest for the CWC to enter into force promptly and be implemented successfully. The
CWC is designed to bring about the destruction of chemical weapons stockpiles around the world
and impose strict verification measures to ensure that they are not replenished. It will increase
the cost and difficulty of acquiring chemical weapons, even by countries that do not join the
regime, thus helping to slow or reverse chemical proliferation. It will generate useful information
about chemical weapons-related activities, past and present, complementing and enhancing our
current knowledge of these activities. And, it will help in the fight against chemical terrorism.
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The CWC has broad bipartisan support within the United States and growing international
support, as evidenced by the 40 ratifications already in hand. The world is waiting for the United
States to ratify, in the expectation that U.S. ratification will quickly lead to entry into force and
implementation of its tough requirements.

I urge the Senate to consider carefully the costs to our national security of further delay,
indeed, to the safety of our citizens and our troops, and to move swiftly to provide consent to this
important treaty. The United States has led the fight against these terrible weapons for too long
to allow the world's proliferators the upper hand. We must complete the-work begun by President
Nixon more than 25 years ago and eliminate the threat to world security from these terrible
weapons.
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The Weapons Proliferation Threat

Introduction
Few International dangers confronting the United States have more serious and

far-reaching Implications for national security and worldwide stability than the
proliferation of weapons of mass destruction (WMD).

The legendary Chinese master of military strategy, Sun Tzu, is reported to have
said that the best method of preserving security Is to avoid direct battle and instead
attack the enemy's plans and strategies. That, in essence, Is a fundamental principle
of the nonproliferation policy of the United States. If we can determine and
understand the plans and Intentions of would-be proliferators of weapons of mass
destruction, and then frustrate those plans before they reach fruition, we will have
preserved the security of our nation without having to confront the devastating power
of the weapons themselves.

The proliferation of WMD is a global problem that cuts across geographic,
political, and technological lines. It Involves some of the largest and smallest, richest
and poorest countries led by some of the most reactionary and unstable regimes.
Many potential proliferators are convinced that they need to develop D and
associated delivery systems to protect their national security.

Proliferation -- A Global Problem

Geographically, Technologically, and Politically

MISSILI.S --

U~ quCLEAR

ADVACb*1
CONVENIOIIAL

I $uppiner, o Transfer Conduit m Demand [
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Many of the technologies associated with WMD programs have legitimate
civilian or military applications unrelated to WMD. This paradox makes it difficult to
restrict trade in those technologies because developing nations have legitimate needs
for them. For example, chemicals used to make nerve agents are also used to make
plastics and to process foodstuffs. A modem pharmaceutical industry could produce
biological warfare agents as easily as vaccines and antibiotics. And much of the
technology needed for a ballistic missile program is the same as that needed for a
space launch vehicle program. As potential proliferating countries' economies
improve and their industrial bases mature, however, their dependence on foreign
technologies necessary for WMD will be reduced, making early detection and
interdiction of new programs increasingly difficult.

At least 20 countries-nearly half of them in the Middle East and South
Asia-already have or may be developing weapons of mass destruction and ballistic
missile delivery systems. Five countries-North Korea, Iran, Iraq, Libya, and Syria
(see country profiles, Annex A)--pose the greatest threat because of the aggressive
nature of their WMD programs. All five already have or are developing ballistic
missiles that could threaten US interests.

Some of these countries also reexport newly acquired and newly developed
technologies or equipment to third countries. Worsening economic conditions and the
lure of lucrative foreign sales will encourage other states or firms to engage in WMD-
related technology transfers. To these technical and economic reasons, you need
only add the political, territorial, and ideological ambitions present in the Middle East
to understand the rapid increase in the number of WMD programs in the region. In
recent years, an even more troubling issue-the potential for smuggling nuclear
weapons or nuclear-related material from the former Soviet Union-has contributed to
the growing proliferation problem.

Ballistic Missiles

The spread of ballistic missile systems and missile production technology is a
,'--'gjbal problem. Developing states in the Middle East, South Asia, East Asia, Latin
an SUt America either possess or have the intent to acquire ballistic missiles, with
the object t*-deploying and, in some cases, marketing these systems. The most
concentrated area of proliferation is centered in the Middle East, where Iran, Iraq,
Israel, Syria, Egypt, Saudija.rbia, and Libya all possess ballistic missiles.

The widening market for balisi iles and missile-related technologies over
the past two decades has contributed to an in in the types and number of
suppliers. The growing list of suppliers includes organ ns in China, North Korea,
the industrialized states in Europe and South America, and in sev I Third World
countries. Private consortiums are also among the suppliers of missi onents
and technologies. Iraq was able to establish its ballistic missile program throw such
suppliers.
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Currently, only Chinese and Russian forces have the capability to strike the
continental United States with land-based ballistic missiles. However, several
countries are developing ballistic missiles that will have sufficient range to threaten
Europe, Japan, and other US allies and US forces abroad. These missiles can be
adapted to carry nuclear, biological, or chemical warheads. Possession of these
missiles by potentially hostile countries will complicate US regional security concerns.

" Several countries have missiles now that could carry nuclear warheads;
others are likely to have them soon. And if any one of these countries
acquires even a few nuclear warheads, it would soon become an
International threat.

" Most of the major countries In the Middle East have chemical weapons
programs, and some have stockpiled weapons that could be used on short
notice against civilians or poorly defended military targets.

" Most countries have not yet equipped their ballistic missiles to carry
weapons of mass destruction, but over the next decade, many countries
wll--from North Africa through South Asia-if international efforts fall to
curtail them.

" China and North Korea have already sold missiles to countries in the Middle
East, and could sell longer-range versions and the technology to produce
them. In that event, countries with existing special weapons programs will
take on new, more ominous significance.

Cruise Missiles

Currently, only Russia can threaten the United States with land-attack cruise
missiles; specifically the AS-15 air-launched cruise missile carded by the Bear H and
Blackjack bombers, and the SS-N-21 submarine-launched cruise missile. Russian
President Boris Yeltsin, however, has claimed that SS-N-21s are no longer deployed
on operational submarines.

Other countries are unlikely to develop the capability to directly threaten the
United States with a substantial cruise-missile-based attack within the next decade.
However, a number of countries will be able to threaten US interests abroad with
these weapons within that time frame. Currently, land-attack cruise missile
developments are under way in at least a dozen countries; many could be deployed
by the year 2005. These programs vary in their level of sophistication and
development, from the modification of existing systems, to the conversion of
unmanned aerial vehicles for an attack role, to indigenous development of cruise
missiles. A number of these countries will be either willing to export complete systems
or to sell component technologies and development expertise to interested partners.

II
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Chemical Weapons

A number of states continue to pursue the development or enhancement of a
chemical weapons (CW) capability. Some states have chosen to pursue a CW
capability because of the relatively low cost of-and low technology required for--CW
production. Moreover, they believe that a CW capability can serve as both a deterrent
to enemy attack and as an enhancement of their offensive military capabilities.
Currently, at least 15 countries have an offensive CW program at some level of
development. The most aggressive CW programs are in Iran, Ubya, and Syria.

CW proliferation will continue to be a serious threat for at least the remainder of
the decade, despite a number of arms control efforts, such as the Chemical Weapons
Convention (CWC). Several countries of proliferation concern-including Libya,
Syria, and Iraq-have so far refused to sign the CWC, and some CW-capable
countries that have signed the CWC show no signs of ending their programs.

Biological Weapons

Many developing countries see biological weapons--like chemical
weapons--as having a twofold utility: first, as a *poor man's atomic bomb" intended to
deter attacks from stronger, unconventionally armed neighbors; and second, as a
relatively cheap force multiplier that can help compensate for shortcomings In
conventional arsenals.

Because much of the same biotechnology equipment employed by modem
pharmaceutical programs or laboratories associated with modem hospitals can be
used to foster a biological weapons program, identification of an offensive BW
program can be extremely difficult. For example, most of the equipment used in BW-
related programs has legitimate applications, providing potential proliferators with the
ability to conceal BW activity within legitimate research and development (R&D) and
industrial programs. The manufacture of vaccines for human or veterinary use can
camouflage the production of large quantities of BW agents.

To counter the BW threat and protect legitimate biotechnology research
interests, Australia Group members, including the United States, have adopted
harmonized export controls on biological pathogens, toxins, and dual-use equipment.
At the Biological and Toxin Weapons Convention (BWC) Special Conference, held in
Geneva in September 1994, the US promoted the development of a legally binding
instrument providing increased transparency of activities and facilities that could have
biological weapons applications in order to help deter violations of, and enhance
compliance with, the BWC.
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Nuclear Weapons

US nuclear nonproliferation efforts were rewarded in 1994 and 1995 by the
accession of new states to the Nuclear Nonproliferation Treaty, bringing the number of
signatories to 172. Argentina is expected to sign the NPT sometime this year. In
addition, after several months of sensitive negotiations, the United States purchased
from Kazakhstan, and brought to Oak Ridge, Tennessee, for storage, 600 kilograms of
highly-enriched uranium. As a result, that material is unavailable to nuclear traffickers
and proliferating states.

Potential flashpoints remain, however. India, Pakistan, and several countries in
the Middle Ea-"ntue to refuse to join the NPT. China also remains an area of
concern. Although Beijing has adhered to the NPT and requires IAEA safeguards on
its exports, it has not adopted the export policies of the Nuclear Suppliers Group
(NSG). Moreover, some Chinese firms continue to sell nuclear energy and research-
related equipment to countries that have nuclear weapons programs.

The demise of the former Soviet Union created a number of potential
proliferation problems for the United States and its allies. Illicit trafficking in nuclear
materials has increased dramatically in the past few years, primarily in Germany and
Eastern Europe. Although the vast majority of the incidents reported thus far have
been scams or Involved materials of no proliferation concern, a few instances since
mid-1994 have involved actual nuclear-weapons-usable materials.

Incidents thus far have Involved individuals or groups who apparently have
acquired nuclear material through opportunistic access, rather than by specifically
targeting facilities and materials. Security at nuclear-weapons-related facilities in
Russia remains fairly stringent, but security at research facilities-from which most of
the materials appear to have come---is much more lax. Material control and
accountability at many facilities are poor.

The involvement of organized crime groups with sophisticated operations in
nuclear materials trafficking would significantly increase the potential for significant
weapons materials transfers to countries of proliferation concern. Efforts by such
countries to target facilities or groups with access to nuclear materials would increase
US and international concern over potential material transfers.

None of the incidents to date have involved enough nuclear material to produce
a weapon, but the recent trend toward incidents involving larger quantities of material
is disturbing. Analysis of technical data on all the incidents involving weapons-usable
materials indicates they probably originated from research-oriented activities rather
than from weapons activities.
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Advanced Conventional Weapons

The proliferation of advanced weapons as well as such technologies as stealth,
propulsion, sensors, and materials is accelerating military modernization in many
areas of the world. The acquisition of advanced conventional weapons and
technologies by hostile countries could result in significant casualties being inflicted
on US forces or regional allies in future conflicts. Purchases of advanced
conventional weapons also have the potential to rapidly change military capabilities in
a region and may have threat Implications that extend outside of the region.

" Iran, for example, took delivery of its second Kilo-class submarine from
Russia last year, and may receive a third sometime this year. Several states
in the Persian Gulf region have begun looking for antisubmarine warfare
(ASW) weapons and platforms to counter Iran's submarines.

" The inclusion of submarine-launched cruise missiles, lr.c:uding the Exocet,
probably was crucial to Pakistan's recent purchase of three French
submarines. India, in response to Pakistan's acquisition of a submarine-
launched Exocet, has Indicated its desire to purchase a comparable system.

Growing global access to technologies and expertise, including dual-use
technologies, to support weapons development will make it difficult to effectively
control the spread of advanced weapon capabilities. Moreover, as countries' reliance
on exports to maintain their defense Industrial base grows, pressures will increase to
export advanced conventional weapons and technologies to remain competitive with
the United States in the world's arms market.

The US Intelligence Community response to the proliferation of advanced
conventional weapons and technologies has been three-fold:

" Improving collection against both the buyers and sellers of advanced
conventional weapons and associated technologies.

• Expanding threat analysis to include assessments of the potential threat to
US forces from Third World forces that have acquired advanced
conventional weapons and technologies.

* Examining more closely likely scenarios for future regional conflicts and
countermeasure development for specific weapon systems.
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Counterprollferation Efforts

US efforts to curb the spread of WMD, missile delivery systems, and advanced
conventional weapons address four aspects;

" Preventing acquisition.

" Capping or rolling back existing programs.

* Deterring use of WMD.

* Ensuring US forces' ability to operate against proliferated weapons.

Four Aspects of Nonproliferation

Nonproliferation

The United States has pursued initiatives to: reduce the incentives for states to
develop such systems; prevent nations from acquiring the means to develop WMD
and missile delivery systems; and establish binding agreements through which states
can express their nonproliferation and disarmament commitments. These include the
Nuclear Nonproliferation and Comprehensive Test Ban Treaties and the Chemical
Weapons and Biological Weapons Conventions.

As the threat from proliferating countries has increased, US Intelligence
Community capabilities have expanded to assess those countries' intentions and
plans; to identify nuclear, chemical and biological weapons programs and clandestine
transfer networks set up to obtain controlled materials or launder money; to support
diplomatic, law enforcement, and military efforts to counter proliferation; to provide
direct support for multilateral initiatives and security regimes; and to overcome denial
and deception practices set up by proliferators to conceal their programs. The
proliferation problem will continue to challenge US Intelligence Community assets as
countries become more adept at concealing their programs and the supply routes they
establish to support their activities.
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Annex A

Country Profiles

North Korea

North Korea has invested heavily In its military and, In large measure, depends
on arms sales for much of Its hard currency earnings. Its copies of Soviet-designed
Scud missiles are present throughout the Middle East, Including Iran and Syria.

Ballistic Missiles: During the 1980s. North Korea reverse-engineered the 300-kin-
range Scud B missile and developed the 500-km-range Scud C missile. In addition, a
1,000-km-range missile, the No Dong-1, which was flight-tested in 1993, is in
development. From Libya, this missile could reach Athens and Rome. Two new
missiles, the Taepo Dong-1 and Taepo Dong-2, with ranges of several thousand
kilometers, are also under development.

North Kor, t continues to pursue an aggressive ballistic missile development
program. Past success In generating hard currency from missile sales also will
motivate North Korea to continue to explore markets for Its Scuds. However,
P'yongyang's current ballistic missile systems are relatively inaccurate from a military
effectiveness perspective. Development of more sophisticated guidance and control
technology will be critical, especially if North Korea plans to deliver payloads other
than weapons of mass destruction to longer ranges.

Ballistic Missile Proliferation:
North Korea

- Developing new missiles:

No Dong = 1.000 km range
Taepo Dong I 3,000 km i
Taepo Dongl I>.3.000 kmn 1 Can carry chemical,

biological, and
nuclear warheads

a Potential sales to Iran. Libya and other Middle East states

Nuclear Weapons Program: Under the terms of the 21 October 1994 Framework
Agreement with the United States, North Korea agreed to freeze its plutonium
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production capability. Currently, P'yongyang has halted operation of the 5 MW(e)
reactor, ceased construction on two larger reactors, frozen activity at the plutonium
recovery plant, and agreed to eventually dismantle these facilities.

Chemical Weapons Prgram: North Korea has an active chemical warfare program
and produces a number of agents, including mustard and blister agents. P'yongyang
has produced weapons carrying chemical agents.

Biological WeaRons Program: Although it is a signatory to the Biological and Toxin
Weapons Convention, North Korea has an active BW program in the early research
and development stage.

Libya

Ballistic Missile: Ubya currently has only the 300-km-range Scud. Tripoli's
Indigenous missile program has been hobbled by international sanctions, which have
forced Qadhafl to turn to lower-technology sources available on goLgray and back
arms markets. Credible reporting indicates that Libya is seeking to purchase a
medium-range missile from North Korea.

Nuclear Weanons Program: Ubya currently operates a small nuclear research center
near Tripoli. Gadhafi reportedly is trying to recruit Russian nuclear scientists to assist
in developing nuclear weapons, although it is doubtful that Trpoli could produce a
nuclear weapon without massive foreign technological assistance.

Chemical Weapons Proliferation:
Ubya

* Libya has built, with foreign assstance, a large
chemical weapon production plant at Rabta.

* A second CW production facility Is
under construction at Terhtunah.

" Libya has at least 100 tons of CW agents
including mustard and nerve gas.

Chemical Weapons Program: Despite international outcries, Ubya's CW program
continues to flourish. An existing CW plant at Rabta, which previously produced up to
100 tons of CW agent, is inactive but remains capable of renewing production. The
Libyans are building a second CW agent production facility underground in a
mountainous area near Tarhunah, 65 kilometers southeast of Tripoli.
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Biological Weapons Program: Ubya's BW program is In the research and
development phase and has not produced any biological weapons. A number of
Libyan universities are being used for basic research of more common BW agents, but
they are not equipped to perform the sophisticated work needed for weapons
development.

Syria

Ballstc Missiles Damascus has acquired from North Korea both the standard Scud
B missiles with a range of 300 km and a smaller number of the 500-km Scud Cs.

Maximum Range of Syria's Deployed Ballistic Missiles

Nuclear Prgrarm: Syria signed the Nuclear Nonproliferation Treaty in 1969 and the
iAEA Comprehensive Safeguards Agreement in May 1992. Damascus has an
agreement with China, under IAEA sponsorship, to acquire a small 30-KW research
reactor. Syria Is not at this point seeking to develop nuclear weapons.

Chemical Weapons Program: Syria has had a chemical warfare program since the
mid-1980s.
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Iran
Iran continues to shop Western markets for nuclear and missile technologies.

However, as Western export controls have become more effective, Tehran has turned
to Asia as its principal source of special weapons and weapons technology.

Ballistic Missile Program: Tehran continues to add to its inventory of ballistic missile
delivery systems, which includes Scud Bs and Cs purchased from North Korea. Iran
also reportedly is seeldng to purchase a longer-range missile from North Korea, the
No Dong -1.

Maximum Range of Iran's Planned Ballistic Missiles
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Nuclear Weapons Program: Iran is aggressively pursuing a nuclear weapons
capabiNty and, if significant foreign assistance were provided, could produce a
weapon by the end of the decade. Tehran is devoting significant resources to its
nuclear program. Foreign suppliers, Including Russia and China, are key sources of
necessary technologies not only for Iran's nuclear program but also for its other WMD
capabilities.

Chemical Weapons Program: Iran has continued to upgrade and expand its cherrcal
weapons production infrastructure and -:hemical munitions arsenal, despite signing
the CWC in January 1993. Iran produces a variety of chemical agents, Including
blister, blood, and choking agents. As part of this expansion, Iran is spending large
sums of money on long-term capital improvements to its chemical warfare program,
suggesting that it intends to maintain a CW capability well into the future.

Biological Weapons Program: Iran has had a biological weapons program since the
early 1980s. The program currently is in the late stages of research and development.
Iran has the technical infrastructure to support such a program. It conducts top-notch
legitimate biomedical research at various institutes. Because Iran can also produce a
number of veterinary and human vaccines, it also has the capability to produce
biological warfare agents.

Iraq

Iraq remains a formidable WMD problem. Saddam built major programs in all
four areas of WMD. The UN Speci3l Commission (UNSCOM) is working diligently to
eliminate Baghdad's programs, but Saddam Is determined to acquire weapons of
mass destruction and he repeatedly has dug in when the Commission gets close to
uncovering something he wants to protect.

Operation Desert Storm did significant damage io Iraq's WMD programs. And,
for now, UN sanctions--whch prevent the purchase of needed equipment and
materials-and inspections, which deter ongoing research and production for fear of
discovery, keep Baghdad from restarting the bulk of its WMD programs. However,
Iraq's special weapons programs are not beyond recovery. Enough production
components have been hidden from UN inspectors to enable Iraq to recura
development or production of chemical, biological, and nuclear weapons and long-
range missiles once inspections end.

Ballistic Missile Program: Ambassador Rolf Ekeus, Chairman of UNS,' OM and the
UN's chief weapons inspector for Iraq, believes most, if not all, of the 819 Scud
missiles Iraq received from the former Soviet Union have been accounted for. Other
Information suggests, however, that Baghdad has not accounted for all of its Scud
missiles and that perhaps several dozen missiles remain hidden in Iraq.
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Nuclear Weapons Program: Nuclear weapons production is likely to take the longest
time. Baghdad still has the technical expertise, but much of the infrastructure needed
to produce fissile materials must be rebuilt. If Saddam were to attempt to move as
rapidly as possible, he would need only a few years to do so.

Chemical Weaoons Program: The coalition severely damaged the chemical weapons
infrastructure as well, and it too will have to be rebuilt. Much of the hard-to-get
production equipment was removed and hidden before the bombing started, however,
and would be available for reconstruction. If UN sanctions were relaxed, Iraq could
produce some chemical agents almost immediately. It would take a year or more to
recover the CW capability it previously achieved.

Biological Weapons Program: Facilities belonging to the BW program also were
damaged, but critical equipment for it, too, was hidden during the war. And because
the program does not require a large infrastructure, the Iraqis could be producing BW
agents in a matter of weeks.

Biological Weapons:
Iraq

* Iraq had an advanced Biological Weapons Program
befor, the Persian Gulf War.

- Large purchases of dual use equipment, vaccines.
and toxins were beyond civilian needs

- Dual-use nature of biological weapon
equipment and techniques makes this
the easiest program to hide.

Iraq will remain a primary proliferation threat at least as long as Saddam
remains in power. In addition to what he has hidden, Saddam retains his trained
scientists and engineers, and he clearly hopes to outlast the focus of the world's
attention.
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Annex B

Nuclear Interdiction Chronology

Date (1994)

14 December

10 December

10 November

Reported Incident

Czech police seized 2.72 kg of material-later identified as 87.7-
percent-enriched U-235--in Prague, the largest recorded seizure
of such material. Police arrested a Czech nuclear physicist and
two citizens of the former Soviet Union. The uranium apparently
came from the FSU and was to be smuggled to Western Europe.

Press reports indicate Hungarian border guards seized 1.7 kg of
uranium and arrested four Slovak citizens. The material (depleted
uranium and reactor-grade fuel) reportedly was concealed in a
fruit jar and was destined for Austria.

Press reports Indicate Hungarian police discovered 26 kg of
radioactive material in the trunk of a car. Three suspects were
subsequently arrested.

November Press reports Indicate German police seized 1 mg of cesium- 137
in early November and arrested two suspects.

26 October Press reports indicate Russian authorities arrested three men
trying to pass 67 kg of U-238 to unidentified individuals in the city
of Pskov.

20 October Press reports indicate Turkish police arrested an Azeri national
trying to sell 750 gm of enriched uranium.

19 October Press reports Indicate Bulgarian officials seized four lead
capsules suspected of containing radioactive material. The
capsules were found on a bus en route to Turkey, and police
detained the two bus drivers.

18 October Press reports indicate four Indian villagers were arrested
attempting to sell 2.5 kg of yellowcake (uranium extracted from
ore).

17 October Press reports indicate Russian authorities seized 27 kg o' U-238
and an unknown quantity of U-235, and detained 12 members of a
criminal gang.
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12 October Press reports indicate Romanian authorities arrested seven
people and seized 7 kg of uranium and an unidentified quantity of
strontium or cesium.

5 October Press reports Indicate Romanian police arrested four people trying
to sell more than 4 kg of U-235 and U-238.

30 September

30 September

26 September

14 September

12 September

Press reports indicate that a container with radioactive substances
was found on a street in Tallinn, Estonia.

Press reports indicate Slovak officials arrested four Slovaks trying
to smuggle almost 1 kg of U-235 (judged not to be weapons-
grade) into Hungary.

Press reports indicate the discovery of a glass flask containing
unspecified "weak radioactive material" at the Wetzlar railroad
station in Germany.

Press reports indicate Bulgarian authorities arrested six
Bulgarians and seized 19 containers of radioactive material.

Press reports indicate German police arrested a Zairian national
attempting to smuggle 850 gm of uraninite into Germany.

9 September Press reports indicate Russian police arrested three people in
Glazov trying to sell 100 kg of U-238.

31 August Press reports indicate thieves broke into a chemical plant in
Tambov, Russia, and stole 4.5 gm of cesium 137.

30 August Press reports indicate Hungarian police arrested two men and
seized 4.4 kg of material believed to be fuel rods from a reactor in
Russia.

29 August Press reports indicate Estonian police arrested a man and seized
3 kg of U-238 he had buried under his garage.

24 August Press reports Russian authorities arrested two men attempting to
steal 9.5 kg of U-238 from the Arzamas-1 6 nuclear weapons
research facility.

18 August Press reports indicate that St. Petersburg police arrested three
men trying to sell 60 kg of unidentified nuclear material.
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16 August Press reports indicate German police in Bremen arrested a
German who claimed to have 2 gm of plutonium; the sample
contained only minute amounts of legally obtainable plutonium.

13 August Press report Indicates that more than 500 gm of nuclear material
were seized at Munich airport.

11 August Press reports indicate a seizure of 0.8 gm of U-235 (enriched to
88%) occurred in Landshut, Germany.

August Unconfirmed press report says three kg of enriched uranium were
seized in southwestern Romania.

30 July Press reports indicate 56 gm of material, including six gm of
plutonium 239, were seized, and Adolf Jaekle, a German citizen,
was arrested in Germany in May.

19 July Press reports Indicate Turkish National Police arrested seven
Turks and seized 12 kg of weapons-grade uranium.

8 July Russian authorities arrest three officers from the Northem Fleet
accused of having stolen 4.5 kg of U-238 from their base in
November 1993.

6 July Russian authorities in Shezninks discover 5.5 kg of U-238
previously stolen from the Chelyabinsk-65 nuclear facility.

6 June Russian security official announces the arrest of three Russians in
St. Petersburg who allegedly tried to sell 3.5 kg of highly enriched
uranium.
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Chemical Warfare: A Tutorial

Introduction

Chemical warfare (CW) can be considered the
military use of toxic substances such that the
chemical effects of these substances on exposed
personnel result in incapacitation or death. It is the
impact of chemical effects instead of physical ef-
fects (such as blast and heat) that distinguishes
chemical weapons from conventional weapons,
even though both contain chemicals. In many cases
in the Third World. there can be considerable con-
fusion as to what is a chemical weapon and what
is not. Some countries consider smoke, flame, in-
cendiary, or riot control weapons to be chemical
weapons and label them as such; in addition, con-
ventional weapons can inflict casualties resembling
those caused by chemical weapons.

Generally speaking, a chemical weapon is com-
prised of two main parts: the agent and a means to
deliver it. Optimally, the delivery system dis-
seminates the agent-most often a liquid-as a
cloud of fine droplets, known as an aerosol. This
permits the highly toxic agents to cover a rela-
tively broad amount of territory evenly and effi-
ciently.

Chemical warfare, as we know it, began in 1915
when Germany disseminated large clouds of chlo-
rine, a choking agent, on French troops. Allied
forces eventually responded in kind, resulting in
continuous escalation by both sides until the end of
the war. By the time the Armistice was signed in
November 1918, well over I million soldiers and
civilians had been injured by chemical weapons
and nearly 100.000 had died. Chemical weapons
continued to be used sporadically after World
War I-including Italian use in Ethiopia in 1937
and Egyptian use in Yemen during the mid-
1960s-but large-scale use of chemical weapons

did not resume until Iraq began using them against
Iran in 1983. It was this use that underscored the
threat of CW proliferation among Third World
countries and highlighted the need to control the
spread of chemical weapons.

CW Agents

Chemical warfare agents can be classified on the
basis of a number of physical and chemical proper-
ties. These properties, which underlie the advan-
tages and disadvantages of each agent, are
summarized below.

Lethality is a way of classifying CW agents to be
either lethal or nonlethal, but there is not always a
clear distinction. Lethal agents are designed
primarily to cause fatalities under battlefield condi-
tions, although sublethal doses will cause incapaci-
tation. Nonlethal agents are designed primarily to
incapacitate or injure but can kill in large enough
doses.

Mode of action indicates by which of several
routes CW agents and other toxic chemicals affect
living organisms. From a CW standpoint, the most
useful routes of exposure are passive ones, such as
inhalation and percutaneous means. An agent that
acts via inhalation damages the lungs or passes
rapidly into the bloodstream when breathed in,
while an agent that acts percutaneously damages
(or enters the body through) the skin, eyes, or mu-
cous membranes. Less useful on the battlefield but
still valid for terrorist purposes are poisons that act
orally-by damaging the digestive system or pass-
ing into the bloodstream when swallowed-and in-
travenously, by passing directly into the
bloodstream.

Speed of action is a measure of the delay between
exposure and effect. Rapid-acting agents can cause
symptoms to appear almost instantaneously and
might cause fatalities in as little as a few minutes.
Slow-acting agents can take days before causing
the first symptoms and might take weeks or
months before fatalities occur. In general, though,
higher doses increase the rate of action.
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Toxicity is a measure of the quantity of a substance
required to achieve a given effect. CW agents are
really just highly toxic compounds that work via
inhalation or skin contact. For example, 3,200 mil-
ligrams (mg) of the World War I choking agent
phosgene per cubic meter of air will kill 50 per-
cent of a test population of humans breathing this
mixture. Only 70 mg of the nerve Pgent sarin--45
times less than phosgene-is requiizd to cause the
same fatality rate. The nerve agent VX is even
more toxic; just 10 mg on the skin will kill the
average adult male. One gallon of VX contains
382,000 such doses. By definition, if the VX is
evenly applied at this dosage, 50 percent-or
191.000 people-will die as a result, with the re-
maining 191,000 becoming seriously ill. This is
not really a practical example because, in
battlefield use, it is impossible to apply such pre-
cise dosages; only a small part of the agent comes
into contact with victims. Therefore, such a high
casualty rate will never be achieved in practice.
However, this example serves to demonstrate how
highly toxic some agents really are.

Peristency is a measure of the length of time an
agent remains a hazard on the battlefield.
Nonpersistent agents tend to be rather volatile and
evaporate quickly; these dissipate within a few
minutes to about one hour. Semipersistent agents
generally linger for several hours to one day.
Persistent agents; which tend to be rather thick and
oily, can last for several days to a few weeks.
Agents can also be "thickened" to increase per-
sistency by adding one of a variety of viscous
materials. The mixing of thickeners with soman,
for example, will increase the persistency of so-
man. However, the actual length of time an agent
remains a hazard varies widely according to the
environment (soil, vegetation, and so forth) and
meteorological conditions (temperature, wind
speed, atmospheric stability, moisture, sunlight).
Just as a puddle of water evaporates more quickly
on a hot, sunny, breezy July afternoon than on a
cool, foggy, calm December morning, CW agents
will dissipate more rapidly when exposed to high
temperatures and wind speeds and an unstable at-
mosphe.re.

State refers to the physical form of the agent. CW
agents can be any of the three basic states of
matter-solid, liquid, or gas-but most are liquids.
Thus, the terms "nerve gas," "mustard gas," and
"poison gas" are misnomers. These misnomers
stem from the dissemination of liquid agents as
aerosol or vapor clouds, which act like gases.

CW Agents and Field Employment

In general, the amount of CW agent delivered de-
termines the extent of contamination and the num-
ber of casualties. A rough rule of thumb is that
I ton (or about four 55-gallon drums) of agent is
enough to effectively contaminate I square mile of
territory if properly disseminated. The number of
resultant casualties depends on the number of peo-
ple in the contaminated area. length of warning,
and degree of protection, as well as the persistency
and lethality of the agent used. The persistency of
a specific agent (length of time it remains effec-
tive) varies depending on the type of munition
used and the weather conditions. In all cases, given
sublethal doses of an agent, incapacitation will oc-
cur to varying degrees.

First-Generation Agents
Choking agents are the oldest CW agents. This
class of agents includes chlorine and phosgene.
both of which were used in World War I. In suffi-
cient concentrations, their corrosive effect on the
respiratory system results in pulmonary edema, fill-
ing the lungs with fluid and choking the victim.
Phosgene is more effective than chlorine because it
is slowly hydrolyzed by the water in the lining of
the lungs, forming hydrochloric acid, which rapidly
destroys the tissue.

These agents are heavy gases that remain near
ground level and tend to fill depressions such as
foxholes and trenches. Because they are gases,
they are nonpersistent and dissipate rapidly in a
breeze. As a result, these are among the least ef-
fective traditional CW agents. They are useful for
creating a short-term respiratory hazard on terrain
that is to be quickly occupied.
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Blood agents are absorbed into the body primarily
by breathing. They prevent the normal utilization
of oxygen by the cells and cause rapid damage to
body tissues. Blood agents such as hydrogen
cyanide (AC) and cyanogen chloride (CK) are
highly volatile and in the gaseous state dissipate
rapidly in air. Because of their high volatility, these
agents are most effective when surprise can be
achieved against troops who do not have masks or
who are poorly trained in mask discipline. In addi-
tion, blood agents are ideally suited for use on ter-
rain that the user hopes to occupy within a short
time. Blood agents rapidly degrade a mask filter's
effectiveness. Therefore, these agents could also be
used to defeat a mask's protective capabilities
when combined with other agents.

Blister (vesicant) agents are primarily used to
cause medical casualties. These agents may also be
used to restrict use of terrain, to slow movements,
and to hamper use of materiel and installations.
Blister agents affect the eyes and lungs and blister
the skin. Sulfur mustard, nitrogen mustard, and
lewisite are examples of blister agents. Most blister
agents are insidious in action; there- is little or no
pain at the time of exposure except with lewisite,
which causes immediate pain on contact.

Sulfur mustard is considered by some to be the
ideal CW agent. It presents both a respiratory and a
percutaneous hazard, forcing military personnel to
don not only gas masks but also cumbersome pro-
tective overgarments-seriously degrading their
ability to function. Mustard is persistent and
presents a long-term hazard, further hindering vic-
tims by forcing them to decontaminate. Being
based on old technology, it is simple to produce,
even by Third World standards. Moreover, it
causes large numbers of long-term, debilitating in-
juries, whose treatment can easily overburden an
enemy's war effort.

From a CW perspective, an advantage of mustard
over lewisite is that the latter hydrolyzes very
rapidly upon exposure to atmospheric moisture to
form a nonvolatile solid. This conversion lowers
the vapor hazard from contaminated terrain and
decreases the penetration of the agent through

clothing. Lewisite is less persistent than mustard;
however, the persistency of both is limited under
humid conditions.

Second-Generation Agents
G-series nerve agents, including tabun (GA), sarin
(GB). soman (GD), and GF are members of a class
of compounds that are more lethal and quicker act-
ing than mustard. They are organophosphorus com-
pounds that inhibit action of the enzyme
acetylcholinesterase. These agents are similar to
many pesticides and, in fact. were accidentally dis-
covered in the 1930s by German chemists seeking
new types of pesticides.

G-series agents act rapidly (within seconds of ex-
posure) and may be absorbed through the skin or
the respiratory tract. However. some of these
agents, particularly GA and GB, tend to be rela-
tively nonpersistent and consequently present less
of a skin hazard than a vapor hazard. In sufficient

-concentration, the ultimate effect of these agents is
paralysis of the respiratory musculature and subse-
quent death. Exposure to a lethal dose may cause
death in as little as several minutes. These less per-
sistent agents are used to cause immediate casual-
ties and to create a short-term respiratory hazard
on the battlefield. Persistent G-series nerve agents
such as GS and GF would present more of a skin
hazard.

ThIrd-Generation Agents
V-series nerve agents, including VE, VG, VM, VS,
and VX, are compounds similar to, but more ad-
vanced than, G-series nerve agents. Developed in
the 1950s by the British. these agents tend to be
more toxic and more persistent than G-agents.
They present a greater skin hazard and are used to
create long-term contamination of territory.

Nonlethal Agents
Tear gas agents fall under the broader category of
riot control agents. They are not considered by the
US Government to be CW agents because they are
nonlethal in all but the highest concentrations.

20-875 96-17
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Examples of this type of agent include onhoch-
lorobenzylidene malononitrile (CS), chloroa-
celophenone (CN), chloropicrin (PS), and
bromobenzyl cyanide (BBC). These agents are
highly irritating, particularly to the eyes and
respiratory tract, and cause extreme discomfort.
Symptoms occur almost immediately upon ex-
posure and generally disappear shortly after ex-
posure ceases.

In military situations, tear gas agents are used to
temporarily reduce the effectiveness of enemy per-
sonnel. In tactical operations, they can be used to
penetrate fortified positions and flush out the
enemy. Also, these agents are useful for disrupting
"human wave" assaults by breaking up formations
and destroying the momentum of the attack.
Because tear gas agents are nonlethal, they can be
used near friendly troops without risking casual-
ties; thus, their use is more flexible than with con-
ventional CW agents.

Vomiting agents are often considered to be riot
control agents because, under field conditions, they

-- cause great discomfort but rarely serious injury or
death. Characteristic agents include adamsite (DM)
and diphenyl chlorarsine (DA). In addition to
causing vomiting, these arsenic-based agents may
also irritate the eyes and respiratory system.

The action of vomiting agents may make it impos-
sible to put on, or continue wearing, a protective
mask. Therefore, in military situations, vomiting
agents may be used in conjunction with lethal CW
agents to increase casualties. They may also be used
by themselves in proximity to friendly troops and in
other situations well-suited for tear gas agents.

Psychochemicals, also considered incapacitants, in-
clude hallucinogenic compounds such as lysergic
acid diethylamide (LSD), 3-quinuclidinyl benzilate
(BZ), and benactyzine. These agents alter the ner-
vous system, thereby causing visual and aural hallu-
cinations, a sense of unreality, and changes in the
thought processes and behavior. Psychochemicals
are generally characterized by a slightly delayed on-
set of symptoms and by persistence of symptoms for
a period greatly exceeding exposure time.

The advantage of psychochemicals is their ability
to inactivate both civilian and military personnel
for a relatively short period with essentially no fa-
talities. Thus, their use may prove advantageous in
areas with friendly populations. One drawback.
however, is that the effects of many of these agents
are unpredictable.

Chemical Weap6ns

There are many different ways to disseminate CW
agents. Most common are the free-flight munitions
that are fired at or dropped on a target. These can
be weaponized in unitary or binary form, and the
larger munitions can contain submunitions. It is
also possible to disseminate agent from a spray
tank attached to an aircraft or from a ground-based
aerosol generator.

Most conventional munitions can be modified to
deliver lethal or nonlethal chemical agents. Typical
chemical munitions include:
" Aerial bombs.
" Artillery rockets.
* Artillery shells.
* Grenades.
" Mines.
" Missile warheads.
* Mortar rounds.
These normally contain burster charges surrounded
by bulk-fill agent. The burster ruptures the muni-
tion and causes the agent to be disseminated as a
stream or cloud of small droplets.

Air- or ground-based aerosol generators can be
used for more controlled dissemination of CW
agents. A spray tank can be used to disseminate
agents from aircraft, just as crop dusters are used
to spread insecticides. Similarly, the same type of
ground-based aerosol generators used to dis-
seminate pesticides can be used for CW purposes.
One drawback of these systems, however, is
limited survivability during wartime.
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Filure 1. E.mple- of a verical aerosol tet
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Chemical munitions usually fall into one of two
categories: unitary or binary. A unitary munition
contains the agent itself, while binary munitions
contain two agent precursors that mix in the muni-
tion and form agent before or during flight.
Unitaries are able to deliver more agent per muni-
tion, but binaries-because they contain the less
toxic precursors-are safer.

CW agents can also be carried in submunitions or
bomblets. The submunitions are ejected from the
primary munition some distance above the ground.

They land on the ground in a random pattern and
detnaie, coN'cring an area larger and more evenly
than Aith a tulk-fill munition.

Optimun fuzing can vary depending on the agent.
Impact fuzing, employed in ground-burst muni-
tions. ts best used in conjunction with volatile,

nonpersistent agents, which generally will dissipate
if disseminated at too great an altitude. Proximity
fuzing-whether based on lasers, radar, barometric
pressure, or timers-is best used in conjunction
with persistent agents, which can be disseminated
at higher altitudes and still reach the target.

Production of CW Agents

Many CW agents, particularly the first-generation
agents, are simple to produce. They are often
based on technology that is at least 80 years old
and sometimes older, putting them well within the
reach of virtually any Third World country that
wants them. Newer agents, particularly the nerve
agents, are more difficult to produce; however, the
technology for these agents is widely available in
the public domain.

---In many ways, production of CW agents is like
that of legitimate commercial compounds. Both in-
volve use of standard chemical process equipment,
including reactor vessels, in which production ac-
tually occurs; distillation columns and filters,
where compounds are separated or purified; heat
exchangers, to control temperature; and various
pumps, pipes, valves, and other items that control
the movement of chemicals throughout the plant.
The greatest similarities occur between pesticide
and nerve agent production units because these
compounds are so closely related.

There are some pieces of equipment, such as those
controlled by the Australia Group (see inset), that
are distinct enough to warrant special considera-
tion' In particular, equipment that is exceptionally

I For a dela2led liing of thi, equipmCnt. plea e rc lable 3.
General Guidchn, for Identifying Dual-Uc Chemical Fluipme o
and Relaied Tcchnlogy
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Figure 2. Chenmlal reaiilr

resistant to corrosion-such as Hastelloy and other
high-nickel alloys-has important applications in
CW because of the highly corrosive compounds
encountered in CW agent production. Also worthy
of suspicion are double-seal pumps and other
equipment designed to handle exceptionally toxic
compounds

CW Defense

There are four primar aspect,, of CW defense

Protectio,. Potential ictirms need to present CW
agents from coming into contact iith the body.
This is accomplished by surrounding the body with
a physical barrier consisting of a gas, mask, to filter
air; a protecti,,e oergarment, boots, and gloes to

Figure ., Pr i)t -j q c e e i'pment

keep agents away from the skin: and, sometimes.
collective protective systems to do both Masks
usually are fitted with canisters filled with acti-
vated charco-1, which filters out CW agents as air
is drawn through. Gloves and boots are almost al-
ways made of butyl rubber or a similar impermea-
ble material that is resistant to CW agents. Some
osergarments, such as those in the former Soviet
Bloc countries, are impermeable as well. In con-
trast, Western overgarments are usually made of
layers of activated charcoal sandwiched between
two pieces of semipermeable fabric, these allow
for ventilation.

Detection. Adequate detection is needed to ensure
that troop , take adequate protective measures in
time Detectors range from electronic standoff in-
strument, to treated paper The time needed to de-
tect CW agents can .ary considerabiy.
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Australia Group

The Australia Group is an informal organization,
currently consisting of 25 nations, committed to
ensuring that exports of materials and equipment
from their countries do nor contribute to the spread
of chemical or biological weapons. The group,
formed in 1984, meets biannually to:
" Discuss and agree on measures to control the ex-

port of CBW-relevant material and equipment.
" Consider effective means of implementing and

enforcing export controls.
* Exchange information on CBW proliferation.
" Discuss provisions to control activities that could

contrib-ste to CBW proliferation.
" Expand membership ir, the AG to other select

nations and to encourage all countries to adopt
export controls on relevant materials comparable
to those adopted by the AG.

To date, Australia Group members have adopted
export controls or agreed to institute controls on
the following:
• Fifty-four chemical warfare agent precursor

chemicals.
* Dual-use processing equipment that is applicable

to the manufacture of CW agents and precursor
chemicals.

" Human. animal, and plant pathogens and toxins
with potential BW applications.

* Dual-use biological equipment, suitable for de-
velopment, production, or dissemination of BW
agents.

The embargoes on CBW-relevant material and
equipment have impeded but not stopped CBW
weapons proliferation. However, by continuing to
focus on export controls, the Australia Group will
remain a viable force in curtailing the spread of
CBW weapons and will play a complimentary role
to the Chemical and Biological Weapons
Conventions' (CWC and BWC) goals of completely
eliminating these weapons from world arsenals.

Decontamination. If equipment and personnel are
exposed to a persistent agent, decontamination is
needed to eliminate the hazard. Decontamination
generally involves using a water-based caustic or
bleach material to neutralize any agent present.
Sodium hydroxide and sodium hypochlorite are
two common constituents of decontaminant solu-
tions.

Treatment. If a victim is exposed to agent, prompt
medical treatment is needed to counteract the agent
and limit injuries. For example, atropine is the
standard antidote for nerve agent poisoning. This
compound is injected into the bloodstream and
often is followed by a cholinesterase reactivator,
such as pralidoxime chloride (or 2-PAM chloride).
In addition, pretreatments, such as pyridostigmine,
can be used before an attack to limit nerve-agent-
related damage.

One important factor to consider is the degradation
in performance caused by CW defense. Troops
wearing protective overgarments function much
less effectively than troops without, leading to a
reduction in the effective strength of a military
unit. Thus, a military advantage can be achieved
merely by threatening to use chemical weapons. In
addition, the need to decontaminate-such as the
presence of a persistent agent-even further
reduces fighting ability.
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Table I
Chemical Warfare Agents

Agent Rate of
Clas Agent Symbol Persdstency Action

Nerve Tabun GA Low Very rapid
Sarin GB Low Very rapid
Soman GD Moderate Very rap*d
GF GF Moderate Very rapid
VX VX Very high Rapi J

Blister Sulfur mustard H.HD Very high Delayed
Nitrogen mustard HN- I High Delayed

HN-2 Moderate Delayed
HN-3 Very high Delayed

Phosgene oxime CX Low Immediate
Lewisite L High Rapid
Phenyldichloroarsine PD Low-moderate Rapid
Ethyldichloroarsine ED Moderate Delayed
Methyldichloroarsine MD Low Rapid

Choking Phosgene CG Low Delayed
Diphosgene DP Low Variable

Blood Hydrogen cyanide AC Low Rapid
Cyanogen chloride CK Low Rapid
Arsine SA Low Delayed

Riot control Diphenylchloroarsine DA Low Rapid
(vomiting) Diphenylcyanoarsine DC Low Rapid

Adamsite DM Low Rapid

Riot control Chloroacetophenone CN Low Immediate
(tear gas) Chloropicrin PS Low-high Immediate

Bromobenzylcyanide CA Moderate-very high Immediate
Q-chlorobenzylidene CS Low-high Immediate

malononitrile

Psycho- 3-Quinuclidinyl BZ High Delayed
chemicals benzilate
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Table 2
OW Agent Precursor Chemicals-Uses and CW Agent Equivalents

Precursor Chemical CIvil Use. CW Agent Units of Agent per
Production Unk of Precursor1

1. Thiogwly Organic synthesa Sulfur mustard (HD) 1.3
111-484

Carrier for dyes in

text" kwuatry

Lubicant adive Sequm mustard (0) 1.79

M~uacturing Plastics

2. Phosphorus oxychkorde Organic syntheis Tabun (GA) 1.05
100257-3

Plasticizers

Gasoline additives

Hydraulic fluids

Insecticides

Dopant Wor semiconductors
grade a icon

Flams rtatants

3. Owmlthmeqytlwyoaponla Flare retardat Sari (GB) 1.12
(DMMP) 756.75-

Soman (GD)

GF 1.45

4. MWhythspWnyI cINuorld. Organic syntwsis Sarn (GB) 1.40
676-"-3

Specific uses not identified Soman (GD) 1.62

GF 1.60

S. Me0y Vh pho n cioride Organic Wnthesa Sarin (GB) 1.05
67647-1

Specific uses not identified Soran (OD) 1.36

GF 1.35

5.i DirthyfphoeptAe Organic synthesis San 1.27
so4-5-9

Lubhcarct additive Soman 1.65

GF 1.65

1 (Fi s i parnthees ar based on the use of PC03 as a chlorine donator im the aon.)
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Precursor Chemical

7. Phosphorto hiuulrcode
7719-12-2

CMI Uses

Organic syntOsis

Inseclicides

Gasoine additives

Plasticizers

Surfactants

Dys"sufs

CW Agent
Production

VG

Tabun (GA)

Sarn (GO)
Salt process

Rearrangement process

Soman (GO)
Salt process

Rearrangement process

GF

Sat pro cess

Rearrangement process

8. Trimet pho~ s Organic syntwesis Used to make dimeftimehyt- See 3

121.45-9 phoaphonate (DMMP)-motecular
arrangemeniL

9. Thionl4 Chlodde
Z ,  

Organic yniheais Sarin (GB) 1.18

7719-9-7
Soman (GO) 1.53

GF 1.51

Sulfur mustard (HO) 1.34

Chlorinating agent Sesqui mustard (0) 1.84

Catalyst Nitrogen mustard (HN-1) 0,714

Pesticides Nitrogen mustard (HN-2) 0.655

Engineering plasics Nitrogen mustard (HN-3) 1.145

10. 3.Hydroxy-1-meoslhpipedine Specific uses not identified. Non-identified. Could probably

3554-74-3 Probably used in phannaceu- be used in ow syntesis of psycho-

ial induajy. active compounds such as OZ.

11. NN-diaopropyl(beta)- Organic synohesis VX 1.64

aminoethy chloride
9879-7 VS 1.72

2 (Thionchorlde could seve as cNioMabng agent in al ol tiese procsses-ot er chionnating agents could be subsbtuted,)

Units of Agent per
Unit of Precursor

1.95

1.18

1.02
(0.34)

1.02
(0.68)

1.32
(0.44)

1.32
(0.68)

1.31
(0.44)

1.31
(0.87)
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Precursor Chemical Civil Uses CW Agent Units of Agent per
Production Unit af Precursor

12. N,N-disoprpyt- Organic synthesis VX 1.66
aminoetnelhrol
S$42-07-9 VS 1.75

13. 3-Quididinof Nypolensive agent ez2.65
1619-44-7

Probably used in synthesis
of pharmaceuticals

14. Potassium fluoride Fluorination of organic Sa fi (GB8) 2.41
7789-23-3 compounds

Cleaning and disinfecting Soman (GO) 3.14
brew* ry. dairy and othe r tood
processing equipment.

Glassand porcelain GF 3.10
manufacturing

15. 2-Chloroethanol Organic synthesis Sulfur mustard (HO) 0.99
107-07-3

Marnufacturing of ethylene- Ssqui mustard 0.99
oxide and ethylene-glycol

Nitrogen mustard (tIN-1) 1.06
Insecticides

Solvent

16. Dimethtytvnume Organic synthesis Tabun (GA) 3.61
124-40-3

Pharmaceuticals

Detergents

Pesticides

Gasoline additive

Missile fuels

Vulcanization of rubber

17. Diethyl etytephate Heavy metal extraction Ethyl saM (GE) 0.93
78434

Gasoline addiive

Anifoas agent

Pk*esoer
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Precursor Chemical CMI USe" CW Agent Units of Agent per
Production Unit of Precursor

18. DIe9hy NN.dimeyl Oanic wnolems Tahm (GA) 0.90
phosphoramidata
2404403-7 Specifc uses not identIed

19. 0ie hy,/ ap,;te Organic s miwui Vo Catalyst

762.04-9
Paint sotemt Sari (GB) 1.02

Lubcant additive Soman (GO) 1.32

GF 1.30

20. DimetUytamine Ha Orgarc sntmheas Tbun (GA) 1.99
606-59-2

Pitwmatcl

Sutidants

Pestiddes

Gasolin additive

21. Eyplovphonous dichloride Oanic Wntsis VE 1.93
1498-40-4

Specifc uses not idmnied VS 2.14

bIu otd be used in manuiac-
bng d am taadanU . Et" sarn (GE) 1.16

gs ,duves. peskide e

uwractaWf etc.

22. EthyphosponyI dichioride Organic snThesis E"hyl sann (GE) 2.10
1066-50-4

Specirk usesnot identied.
See 821.

23. Etftl osphonyl dilluoe Orgarn synthesis Elhyl Mann (GE) 2.70
753-04

Specify uses not ideniled
See 21.

24. Hydrogen fuoride Fku aV agent in Sarin (GB) 7.0
766449-3 chemical reecions

Catayst in aWyaVon wd Soman (GO) 9.11
-owala mac~ms

MiUesto quid mcket Ehy satin (GE) 7.7

Uranmm mnig GF 9.01

25. Me" benzalat Orgamic Ose eZ 1.39
76-9-1

Tmqsnqjzm



Prcursor Chemical

241 Marilhosphonous ichorlde
675434-

27. N.N-dsop-pyl0(e)-
Iminoethanol
96"O

CMIl Uses

Organic synthsi

Ow synthesis

Specific uses not identified

26, Pkw* alchol Specif us" not idsrzled Somm (GD) 1.79
464-07-3

21. O-.tIyld.,t. rol Specific uses not Identified VX 1.14
anino,4hyl mety-
Phosphonats (Ot.)
57856-114

30. Trtethyl phoaphit. Organic synthesis Va 1.62
122-52-1

Lubricant additives

31. Arsenic trichlodds Organic synthesis Arsine 0.43
7M4-34-1

Pharrmaceutias LewWUl 1.14

Insockiidas.

Ceramics Adtamile (DM) 1.43

Dophsnykthkorarslne (DA) 1.46

32. Beziic ad Organic synthesis Z 1.46
76-93-7

33. Diethyl mettylphoapltonlta Organic sytheosis VX 1.97
15745-41-0

84. Oknah y e Voson Orgaic, synthesis Ethyl sain (GE) 1.12
6163-75-3

35. EWAm phcwus ifuo Organic syroleos VE 2.58
430-78-4

Ethyl sarn (GE) 1.57

ft. Methylphosphonous dfiuculde Orgeac synthesis VX 8.16
753-504

Vm 2.84

Sat n (GO) .1.67

Soman (GOD) .17

OF 2.1S

516

CW Agent
Procuction

Vx

Vx

Unkes of Agent pet
UnIt of Precursor

228

1.84



516

Precursor Chemical CMI Uses CW Agent Units of Agent Per
Production Unit of Precursor

37. 3-Ouinudidone Serne as 0 13 BZ 2.65
1619434-7 3-qiuclidnol

38. Phosphorous pentachiorlde Organic snfDesis Tabun (GA) 0.78
10026-1348

PestiIe

Pfasic~s

39. Pinacolone 75-97-8 Specic uses not identified Sornan (GO) 1.82

40. Potassium 4yanide Extraction of gold and silver Taburn (GA) 1.25
151 -50-8 from ores

Pesticide

Fumigant Hydrogen cyanide 0,41

Electroplating

41. Potassium bifluoride Fluorie, production Sar~l (GS) 1179
77$9-29-9

Catalys i ihylaior Sornan (GO) 2.33

Treatment of coal to rsduce GF 2.31
stag formation

Fluid in slyer solder

42. Ammonlium bifluond.o ceramics Sari (GB) 2.46
1341-49-7

Disinfectant for food equipment Sofm (GD) 3.20

Electroplating GF 3.16

Etchiing giass

43. Sodium fluoride 7681-49-4 Pesticide Sari (GB) 3.33

Disinfectant Sonan (GO) 4.34

Dental prophylaxrs GF 4.29

Glass and steel manufacturing

44. Sodium bitfuoride Anitsetic Sauin (GB) 2.26
133343-1

Neutrazer in Laundry Sornan (G D) 2.94
operations

Tin plals Production GF 2.91
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Precursor Chemical CMI Uses CW Agent Units of Agent per
Production Unit of Precursor

45. Sodxm cyanide Extraction of gold and slver Tabun (GA) 1.65
143-3-4 from ores

Fumigant Hydrogen cyamide 0.55

Manuactuing dyes and pirgoents Cyanogen cnoride 1.25

Core hardening of metals

Nyionprodution

46. Thenftolamine Organic synthesis Nitrogen mustard (HN-3) 1.37
102-71-6

Detergents

Cosmetics

Corrosion inhibitor

Ptasticizer

Rubbe accelerator

47. Phosphorus pentaufte Organic yrithesis VO 1.21
1314-80-3

Insecticide VX 1.20

Mitocides

Lubricant oi addives

Pyrolvdhks

48. Diisopropylamin 10-16-9 Organic synthesis VX $.66

Specific uses not identified

49. Oietylminoethsno 10047-8 Organic spthesis Vo 2.30

Anti-corrosion compositions VM 2.0S

Pharmaceutical

Textile sofleners

50. Sodun sate 131342-2 Paper manuactrng Su fur mustard (HD) 2.04

ubber manu ,t

Meta -r~
Dye manulectuftn

135
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Precursor Chemical CMVI Uses CW Agent Unite of Agent per
Production Unit of Precursor

S51. Sulurmonodhlrldo Organic synewsds SutIur mustard (HO) 1.16
sulfu chlorde
10024749 Phiarmaceuticals

Sulfur dyes

kIsocticides.

Rubber vulcanization

Polmerization
catalst

Hardening of soft woods

Extraction of gold from ores

52. Sulfur 6echloride Orgami synliesis Sulfur mustard (HO) .54
10546-99-0

Rubbervulcaniig

Insecticides

Vukaiizigot

Chlorinting agent

53. Triettisnolsme Organic synthesis Nitrogen mustard (HN-3) 1.10
hydroclide

Inseclicides

Surface active agents

Waxes, pols

Tsxite specialties

Lubricants

Toderis

CeMn addiv

Petroleum demulsiller

Synthetic resin

64. N,N-disopropyl-2- Organic syritesre VX 1.34
aninoefiyl chloride
hydrochloride
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Table 3
General Guidelines for Identifying Dual-Use
Chemical Equipment and Related Technology

Swurage wnkz

I. Manufacturing Facilities and Equipment

1. Reactor Vessels and Agitators (with total
volume greater than 100 liters and less than
20,000 liters)

2. Storage Tanks, Containers, and Receivers
(with total volume greater than 100 liters)

3. Heat Exchangers or Condensers

4. Distillation or Absorption Columns

5. Valves and Multi-Walled Piping (multiple-seal
valves, bellows-seal valves, diaphragm valves,
and multi-walled piping incorporating a leak de-
tection port)

6. Pumps (multiple-seal, canned-drive, magnetic
drive, bellows or diaphragm pumps having a
flow rate greater than 0.6 cubic meter per hour;
or vacuum pumps with a flow rate greater than
5 cubic meters per hour)

Materials of construction for all surfaces of the
foregoing equipment in direct contact with tht
chemicals being processed:

(a) Ni,.kel oi ,lloys with more than 40 percent
nickel b vLght

(b) Allo)s with more than 25 percent nickel and
20 percent chromium by weight.

(c) Fluoropolymers.

(d) Glass or glass-lined.

(e) Tantalum, titanium, zirconium, or their alloys.

(f) Graphite (for heat exchangers, pumps, and
multi-walled piping only).

(g) Ceramics or ferrosilicon (for pumps only).

7. Filling Equipment (remotely operated)

Materials of construction for all surfaces of the
foregoing equipment in direct contact with the
chemicals being processed:

(a) Nickel or alloys with more than 40 percent
nickel by weight.

(b) Alloys with more than 25 percent nickel and
20 percent clhromium by weight.

8. Incinerators (with an average combustion
chamber temperature greater than 10(XOC)

Materials of construction for all surfaces of the
foregoing equipment in direct contact with the
chemicals being processed:

(a) Nickel or alloys with more than 40 percent
nickel by weight.

(b) Alloys with more than 25 percent nickel and
20 percent chromium by weight.

(c) Ceramics.
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Table 3 (continued)

Distllaiiwn column

raPIng
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Table 3 (continued)

9. Whole plants

I1. Toxic Gas Monitoring Systems

1. Detectors

-ToXIW garffbtiro~h - ysems:

(a) Designed for continuous operation and capable
of detecting chemical warfare agents and desig-
nated chemical warfare agent precursors as
well as organic compounds containing phospho-
rus, sulfur, fluorine, chlorine at a concentration
less than 0.3 milligram per cubic meter of air.

(b) Capable of detecting cholinesterase-inhibiting
activity.

Ill. Related Technology

Technology, including licenses, directly associated
with the manufacture of chemical weapons agents.
their precursors, or dual-use equipment for such
manufacture.

19
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Table 4
Availability Review for Key Dual-Use Chemical
Production Equipment

Item 1. Chemical process equipment constructed
of Hastefloy, Monel, or another alloy with a
nickel content In excess of 40 percent by weight,
as follows: reactor vessels, storage tanks, and
containers, heat exchangers, distillation columns,
degauAer, or condensers.

The chemical process equipment specified in this
item is available from many countries in Europe.
Asia. Latin America, Eastern Europe, and the in-
dependent republics of the former Soviet Union.
These specifications encompass equipment suitable
for treating certain common industrial wastes, sew-
age and potable water, as well as producing chemi-
cal and biological warfare agents. Following is a
list of countries believed to have production capa-
bilities for such chemical process equipment. In
addition to the countries identified below, a scrap
market exists from which a potential purchaser
may obtain equipment.

The countries listed below are believed to be capa-
ble of manufacturing the chemical process equip-
ment described.

Reactor Vessels
United Kingdom, France, Germany, Switzerland,
Hungary, China, Japan, India, Brazil, Korea, and
Italy (also see Item 3 for glass-lined reactors).

Storage Tanks and Containers
Japan, Sweden, Korea. Germany, Taiwan. South
Africa, Mexico, countries of former Yugoslavia,
Czechoslovakia, France, and Russia and the other
newly independent states.

Heat Exchangers
France, United Kingdom, China, Russia and the
other newly independent states. Germany, Japan.
and Singapore.

Distillatioi Columns
France, United Kingdom. China, Russia and the other
newly independent states, Germany, and Japan.

Hel exciWrer

Condensers
These are available from manufacturers worldwide,
including Third World countries.

Item 2. Thermometers or other sensors encased
in alloy with a nickel content In excess of 40
percent.

Thermometers or other sensors are available world-
wide and, for this purpose, can be placed in a ther-
mal well or encased as the end user specifies.

Item 3. Chemical process equipment listed In
Item 1, which Is lined with nickel, polyvinylidene
fluoride, high-density polyethylene, or glass.

Chemical processing equipment with corrosion-
resistant linings is also available worldwide, The
principal manufacturers for nickel-lined. poly-
vinylidene fluoride-lined, and high-density
polyethylene-lined equipment are in Western
Europe and Japan.
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Table 4 (continued)

For glass-lined equipment, the principal manufac-
turers are in Western and Eastern Europe. Japan.
and South America, although China also possesses
the capability to manufacture glass-lined equip-
ment. The uses for this equipment range from the
treatment of potable water, sewage, or industrial
wastes to production of chemical and biological
warfare agents.

Countries capable of manufacturing equipment
lined with materials other than glass are identified
below. For glass-lined equipment, specific compa-
nies are identified.

Lined With Nickel Polyvinylidene Fluoride, and
High-Density Polyethylene
Japan. Germany, and Switzerland.

Glass-Lined Reactors
United Kingdom--Canon (subsidiary of GEC);
Pfaudler Balfou; France-DeDetrich; Germany-
Pfaudler Werke AG; Thalle (former GDR);
Switzerland-Estella: Hungary-Lampat;
Japan--Shinko Pan Tac; Hako Sanyo; India-
GMN Pfaudler; Brazil--Pfaudler S.A.; Italy-
Tycon and Technoglass.

China and South Korea are capable of producing
this glass-lined equipment.

Item 4. Pumps and valves (a) Incorporating a
body made from alloy with a nickel content in
excess of 40 percent by weight, or (b) lined with
nickel, or (c) otherwise designed to be utilized
with fluorine or hydrogen fluorine, or or-
ganophosphorus compounds. (Note: Includes
double-seal, electromagnetic drive, or canned
pumps; bellows or diaphragm valves meeting
this specification.)

Based on a review of the manufacturers' buyer
catalogs, pumps incorporating a body made from
alloy with a-nickel content in excess of 40 percent

:<0a_.

P",W

N

by weight are available from sources in Japan.
Israel, and North Korea. Such pumps are also avail-
able from sources in Brazil, France, India, Israel,
Taiwan. South Korea, South Africa, China, and
Russia and the other newly independent states.
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The 4 (continued)

Valves, similarly made from nickel alloy, are also
available from manufacturers in France, Israel, and
Korea. Below is a list of manufacturers identified
for pumps and valves.

PUMPs

Japan--Ebara, Teikoku, Nikkiso, Sanwa, Seikow
Chemical, lwaki, Kira, N.G.K; bsrael--Meltzer
and Sons Ltd., Hameitz Pump MFG. Ltd.: South
Korea-Korea Chemical Engineering Co., Ltd.

Valves
France-Gachot S.A.; Israel--Ham-Let Metal
Products, Kim Production Ltd., EZM-MP Lachis
Zafor, South Korea-Foxboro Korea, Ltd.

Item S. Filling equipment enclosed In a glove
box or similar environmental barrier, or incor-
porating a nickel-lined or Hastelloy nozzle.

Filling equipment, as des.ibed io this item, is
available from manufacturers within AG and the
non-AG countries of China, Taiwan, and Russia
and the other newly independent states. The
manufacture of Hastelloy nozzles is probably
limited to Germany and Italy, although nickel-lined
nozzles are available and in abundant supply on a
worldwide basis. The following are known
manufacturers of Hastelloy nozzles:

Germany-Sprint Metal Edelstahlziehereien,
Lechler, HP + HP, and Chemie-Stellglieder,
Italy--Cucchi Pompe and PNRI.

Item 6. Incinerator specially designed to inciner-
ate (a) any chemkal weapons agent or listed
precursor- or (b) organophosphorus compounds.

Incinerators described in this item are available
from AG and non-AG countries. Six countries with
13 manufacturers of this equipment are identified
below, although Russia may also possess the capa-
bility to manufacture such incinerators.

Australia-Dorr-Oli ver; Finland-Alsthom,
Otokupo, and Tampella; Germany-Deutsche
Babcock, Von Roll, Dorr-Oliver, and Lurgi;
Japan-IHI; Sweden-Asea Brown Boveri (ABB),
Gotaverken, and Niro; SwItzerland-Thyssen.

Item 7. Toxic gas monitoring systems designed
to detect phosphorus, sulfur, or fluorine com-
pounds, or designed to detect any CW agent,
which are (a) designed for continuous operation,
and (b) capable of detecting such chemicals at a
concentration less than 0,1 milligram per cubic
meter of air.

Toxic gas monitoring systems, as described in this
item, are available from the United Kingdom and
Russia and the independent republics of the former
Soviet Union. The United Kingdom is considered a
world leader in the manufacture of detection sys-
tems for hazardous gases. The former USSR
reportedly had developed a semiautomatic gas
analyzer capable of detecting toxic gas concentra-
tions at a level of 0.05 milligram per cubic meter
of air. The manufacturers for this type of equip-
ment are:

United KIngdom-SKC. Bruel & Kjaer.
Neotronics, and Crowcon Instruments Ltd.; Russia
and the other newly Independent states--Odessa
State University.

Item & Monitoring systems for detection of
chemical compounds having anticholinesterase
activity.

The availability of monitoring systems capable of
detecting anticholinesterase activity is widespread,
with developments in Sweden, Finland, Russia and
the other newly independent states, and the former
Yugoslavia. A 1989 study indicated that the newly
independent states' armed forces employed the
PKHR-MV analyzer during field training exercises.
Manufacturers of this item are:

Former Yugoslavia-VTI facility; Sweden--FFC
Ordnance: Flnland-Instrumentation Oy
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Table 4 (continued)

Drwr

Reverse Blank 23
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Biologica Warfar: A MhorWa

Introduction

Biological warfare (BW) is the use of pathogens or
toxins for military purposes. BW agents are inher-
ently more toxic than CW nerve agents on a
weight-for-weigbt basis and can potentially provide
broader coverage per pound of payload than CW
agents. Moreover, they are potentially more effec-
tive because most are naturally occurring
pathogens--such as bacteria and viruses-which
are self-replicating and have specific physiologi-
cally targeted effects, whereas nerve agents are
manufactured chemicals that disrupt physiological
pathways in a general way.

To a country considering a BW program, one ad-
vantage of biological weapons over chemical or
nuclear weapons is that there are no reliable BW
detection devices currently available nor are there
any recognizable signals to the human senses. The
delay in onset of symptoms could make it difficult
to identify the time and place of the attack.
Moreover, a BW attack might be readily attributa-
ble to a natural outbreak, providing the att-?king
country with grounds for plausible denial. In addi-
tion, biological weapons can be targeted not ouly
against personnel, but also against crops, domestic
livestock, and specific kinds of materiel.

Despite their potentially more devastating effects,
biological agents have not been used on any sig-
nificant scale, possibly for a number of reasons.
Perhaps for some countries the principal deterrent
to the actual use of BW is uncertainty about ulti-
mate consequences. Biological weapons rarely
produce instant casualties, and their effects can be
uncertain. The risk, for example, of accidentally
exposing friendly forces or civilian populations to
BW can be dependent on changing meteorological
conditions. International outrage--muted in the

Iraqi CW attacks on Iranians and Kurds-could
be much more severe if BW weapons, with their
devastating effectiveness, result in massive casual-
ties.

Virtually all the equipment, technology, and
materials needed for biological agent production
are dual use. Therefore, very little distinguishes a
vaccine plant from a BW production facility. The
technical skills required to start and run a program
are commensurate with basic training in microbiol-
ogy, and additional knowledge can easily be gained
through training courses available from equipment
suppliers or scientific meetings. Because of the
dual-use nature of BW research and equipment,
any BW program could be easily disguised as a
legitimate enterprise. For example, known BW
threat agents include the organisms that cause
anthrax, botulism, tularemia, plague, and Q-fever;
because these organisms represent a variety of
clinical pathogens, extensive legitimate research
is continually under way to eradicate or control
them. Medical research or vaccine development
for example, requires production of such organisms
on scales varying from laboratory to pilot and
industrial levels.

BW Agents

Agents that have been widely recognized as having
military utility include pathogens-such as bac-
teria, viruses, and fungi-a well as toxins. For
BW purposes, these agents are incorporated into
a munition or some type of dissemination system.
The material delivered in the weapon is custom-
arily defined as the BW agent.

25
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Pathogens, defined as organisms that cause disease
in man, may be grown and exploited for military
purposes, as is the case for the bacterial agents that
produce anthrax, plague. tularemia, and Q-fever.
Other known BW threat agents include viruses-
submicroscopic infective agents composed of DNA
or RNA that require living cells to replicate. As
BW agents, these organisms can produce a wide
range of results, with varying degr.cs of toxicity
and time of onset. The route of entry-
percutaneous, ingestion, inhalation. parenteral-
impacts dramatically on the effective dosage of
both BW and CW agents. (For a listing of organ-
isms that could potentially be exploited for BW
applications, please see tables 5 through 8.)

Alternatively, organisms can be grown to produce
toxins that are exploited in weapons, as, for exam-
ple, Clostridium borulinum, a toxin-producing
organism that is the causative agent of botulism.
Toxins are poisonous compounds produced by
living organisms. They are usually proteins that act
upon specific receptors in the body. Most are rela-
tively unstable to heat and other traumatic and
environmental factors, although some can be sepa-
rated into smaller fragments that are more stable
while retaining toxicity. Toxins can be either lethal
or highly incapacitating, with some having poten-
tially greater toxicity than well-known CW agents.
Toxins are produced by a variety of organisms,
including microbes, snakes, insects, spiders, sea
creatures, and plants.

One example of a plant toxin is ricin, which is
derived from the castor bean. The use of this toxin
against two Bulgarian defectors in 1978 in an
"umbrella gun" underscores another application
of BW agents: clandestine or terrorist use. Other
examples of toxins having potential application
as BW threat agents include tricothecene
mycotoxins--derived from fungi-and algal toxins.
Algal toxins are suited for BW purposes because
of their high toxicity, the lack of vaccines and
medical treatment, and the lack of detection sys-
tems deployed against them. For example, sax-
itoxin, produced by marine algae. acks on the
nerve cells and ultimately causes respiratory arrest.

A theoretical possibility that should not be dis-
counted for BW threat purposes is exploitation of
bioregulators--organic chemicals that regulate cell
processes-and physiologically active compounds
such as catalysts and enzymes. Bioregulators are
natural substances produced in very small quanti-
ties that are essential for normal physiological
functioning of the body. They control cell and
body physiological functions and regulate a broad
range of functions, such as bronchoconstriction,
vasodilation. muscle contraction, blood pressure.
heart rate, temperature, and immune responses.
These substances can be harmful, however, in large
concentrations or if modifications to them bring
about changes in the nature and duration of their
action. Exploited in such a way for military pur-
poses, they could potentially cause such effects
as rapid unconsciousness, heart failure, paralysis.
hypotension or hypertension, or psychological dis-
turbances.

Through advanced Iiotechnical techniques, toxins,
bioregulators, and infectious agents are subject to
enhancement to increase their utility as BW agents.
For example, potential types of genetically en-
gineered disease-causing agents might include
antibiotic-resistant bacteria; benign microorganisms
genetically altered to produce toxins, venoms,
or bioregulators; immunologically altered viruses
resistant to standard vaccines and not identifiable
by classical serological means; bacteria genetically
altered to have advanced aerosol and environmen-
tal durability. /

Production Processes and
Equipment

No specialized facilities are required for the
production of BW agents, since their production
involves dual-use equipment and technologies such
as those associated with. for example, a legitimate
vaccine or pharmaceutical plant. For biological
products, there are three general levels of
production--laboratory scale, pilot scale, and
industrial scale. There are no clear demarkations
of the vessel sizes for these scales, but they are
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generally listed as less than 50 liters. 50 to 500
-. liten, and over 500 liters, respectively.

The pahicular scale of choice depends on the use
of the end product. In commercial endeavors such
as recombinant insulin production, pilot scale ade-
quately produces enough material, while the
production of antibiotics requires much larger
industrial-scale volumes. For military applications,
pilot scale operations could produce strategically
significant quantities of agents, but even laboratory
scale operations could, in time, produce enough
material for military needs. Genetic engineering
offers a great potential for more efficient produc-
tion of BW agents--especially for those toxin
agents that naturally occur in very small quantities.
For example, the insertion of DNA that codes for a
toxin into a ubiquitous, nonpathogenic organism al-
lows production of significant quantities of that
toxin in pilot-scale equipment.

Laboratory scale production is usually limited to
research or "bench top" work. It is difficult to dis-
tinguish between legitimate commercial and offen-
sive BW research activities because the laboratory
equipment is generally the same for both or can be
rapidly switched. All of the equipment used to
research, develop, and produce BW agents is es-
sential for safe and efficient handling of deadly or-
ganisms in legitimate biological research. Thus,
standard biological laboratory equipment, such as
fermenters, large-scale lyophilizers or freeze
dryers, class II or Ill safety hoods, High-Efficiency
Particulate Air (HEPA) filters, and centrifuges,
could easily be subverted to a weapons program.
International attempts are under way to control the
sale of this equipment to proliferating countries,
although the dual-use nature of the equipment is
an inherent problem in identifying BW-related
exports.

For research on highly pathogenic organisms, high-
containment or maximum-containment facilities
and equipment are generally utilized. The designa-
tions P-I/BL-l through P-4/BL-4 refer to (P)rotec-
tion or (B)iocontainment (L)evel, with level 4
being the highest level of protection or contain-
ment. Basically, these level designations represent

the number of physical barriers that prevent an or-
ganism from escaping to the outside from the
laboratory work space. By international agreement,
P-4/BL-4 is required for work on dangerous agents
that pose a high risk of life-threatening diseases.
High-containment laboratories (P-4/BL-4) are
costly and difficult to maintain; there are only a
handful of them around the world, with the
majority conducting legitimate research on highly
contagious diseases. It should be noted, however,
that it is not necessary to have a high-containment
facility for work on BW agents. For example,
research of botulinum toxin and anthrax requires
only a recommended P-2/BL-2 level of contain-
ment. If safety is not a concern to a country, most
organisms can be researched at the lowest contain-
ment level available.

Industrial operations require both pilot- and
industrial-scale equipment in order to allow the
scaleup of research efforts, In general the types of
equipment are very similar to those used in labora-
tories, except with increased capacities. Industrial-
scale equipment usually has capacities of tens of
thousands of liters but may be up to several
hundred thousand liters. The limits are usually set
by the support apparatus and the availability of
raw materials, such as media, and spare parts, such
as O-rings and gaskets.

There is no equipment unique to BW agent produc-
tion, although the Australia Group has defined
equipment parameters that would be of paicula,
utility for BW purposes (see table 9). In the ',-.;al
biological production process, an organism is
grown in a fermenter in a type of media favorable
to the organism's growth. While some organisms
require very specific nutrients, most can be grown
in generic media. Where whole cellular organisms
are the desired end product, the cells are subse-
quently separated from the media in a centrifugal
separator and converted to an appropriate form for
storage. For botulinum toxin, however, the end
product is the toxin that is normally secreted into
the media; in this case the cells are separated from
the extracellular fluid in a centrifuge and elimi-
nated; the liquids containing the toxin are then pu-
rified. Other organisms secrete toxins within the
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cells; for isolation of these endotoxins, some form
of cell wall disruption is necessary before the end
product can be isolated.

The type of fermentation process depends upon the
type of end product desired. The most widely used
approaches include discontinuous ("batch").
anaerobic ("feed batch"), and continuous fermen-
tation. There is extensive overlap of the volumes
among these different processes.

Only recently has the technology existed to
produce militarily significant quantities of BW
agents. Now, virtually any known disease-causing
agent can be manufactured in the laboratory, and
many can be produced on an industrial scale. With

29

genetic engineering, new possibilities have
emerged, which could allow for the design of new
pathogens, more virulent strains of organisms, or
organisms with characteristics tailored to specific
military requirements. With biotechnology and
genetic engineering advances since the 1970s, it
is now possible theoretically to mass-produce
lethal natural products previously available only
in small, militarily insignificant quantities. With
recombinant DNA technology, for example, it is
possible to produce new organisms, exploit varia-
tions on organisms, or induce organisms to respond
in new ways, such as producing synthetic bioregu-
lators or chemical toxins.

BL-1

BL-3
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Th Variety and Specyes of Fermuenation Processes

In the discontinuous or "batch" process a single
batch of nutrients is added to the fermenter The
microorganisms are then inoculated into the
nutrient substrate in a process known as charging
or seeding. The microorganisms are allowed to
grow until the substrate has been exhausted, typi-
cally requiring as little as ;wo days. The fermenter
volume is commonly larger than that of the other
processes in order to more economically exploit
the nutrients. Anaerobic or 'feed batch" fermenta-
tion is carried out in a batch mode in the absence
of oxygen. Fresh nutrient is added periodically
during production to increase product yields.
Usually the product is harvested intermittently.
Clostridium botulinum. source of botulinum toxin,
and Bacillus anthracis positive causative organism
of anthrax, are organisms grown under ar.-kerobic
fermentation conditions.

In continuous fermentation, cells typically are kept
in a state of rapid growth as the secreted end
products are produced Additional nutrients are fed
into the fermenter at the same rate as the end
products are removed so that conditions remain
nearly constant. This process increases the overall
yield because end product is produced throughout
the fermentation process. A significant concern.
however, in long-term continuous fermentation is
possible contamination by undesirable organisms.
This risk is minimized by carefully monitoring the
output and terminating the process if contamina-
tion is detected.

There are numerous types of fermentation vessels
available. A standard, general purpose fermenter
consists of a cylindrical metal vessel (usually

Procurement Issues

International attempts to stem BW proliferation
have focused either on suppliers (as the Australia
Group is doing) or on self-disclosures and declara-
tions (under the Biological and Toxin Weapons
Convention of 1972). However, supplier responsi-
bilities can be clouded by the dual-use nature of the
equipment, and BW developers could claim legiti-

stainless steel) with a 2:1 height-to-diameter ratio
and either a cone-shaped or a sloping bottom to
facilitate emptying. The fermenter also has a num-
ber of ports for adding nutrients, removing content
samples, and inserting control probes. Larger fer-
menters have integrated steam systems for cleaning
and sterilization. The tank may be fitted with open-
ings for venting or collecting waste gases. Most
are equipped for agitation by baffle plates fitted in-
side the fermentation tank and an intermeshing
motor-driven impeller. The general types offer-
menters include stirred tanks, airlift. chemostatic.
cell, immobdized cell (or enzyme), hollow-fiber,
and heavy-ton.

The stirred tank and heavy-ton vessels have all the
features described above. The heavy-ton, however
are much larger and are commonly used commer-
cially for Single Cell Protein (SCP) production-a
microbial-based protect used for animal feeds.
These systems are well suited for most BW agent
production. Airlift systems use bubbling air from
the bottom of the vessel to stir the broth instead of
an agitator These systems would be well suited for
fragile organisms but could not be used in anaero-
bic fermentation. Chemostatic fermenters are
designed to facilitate the c ntinuous fermentation
process. The cell, immobilized cell, and hollow-
fiber fermenters are designed to provide a small
growth surface for the cells by physically separat-
ing the cells from the growth media while allowing
diffusion of nutrients and end products through
membranes. These three allow greater and more
efficient yields and are more commonly used with
animal cell systems that have greater growth regu-
lation requirements than bacterial cells.

mate defensive research activities or attribute prod-
uction accidents to naturally occurring epidemics.

Both the materials and the technical skills needed
to start up a modest offensive BW program are
easily attainable and relatively cheap. In general,
most organisms needed for a potential offensive
BW program are readily available through com-
mercial repositories that isolate, preserve, and dis-
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Figurt II. Fermenter

tribute cultures. Such repositories can supply
thousands of differing bacterial cultures, frozen
or freeze-dried, including classical BW agents such
as anthrax and Clostridium bolulinum. An anthrax
culture costs approximately $45 from a US reposi-
tory. The current requirement is a signed form
accepting responsibility for the receipt and attest-
ing to the existence of adequate facilities and prac-
tices to work with potentially highly pathogenic
materials. Until very recently, no other verifica-
tions were necessary to receive such pathogens.
The United States initiated the requirement for
end-user certificates on certain pathogenic organ-
isms, but even this measure can be circumvented
by otherwise legitimate companies acting on the

behalf of BW programs. Starting cultures could
also be traded, stolen, or obtained gratis from other
research, clinical, or veterinary laboratories or
scientists. And finally, any organism may be iso-
lated from the environment.

The equipment and materials needed to produce
BW agents, likewise, are easily obtained or can be
adapted from readily available items. Virtually any
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type flask or useful container can be sterilized in
an everyday pressure cooker and used to grow the
organism. A 20-liter fermenter combined with a
filling port can be obtained from a home brewing
supplier for under $50. These suppliers can also be
a source of larger capacity fermenters. Although
there are specialized complex media for some of
the agents used in BW programs, most agents
can be grown in readily available materials. This
material may be as simple as augmented animal
feeds or easily available milk products. (See table
10 for a list of bioprocessing equipment suppliers.)

Finally, it should be noted that advances in bio-
technology have eliminated the need for a stock-
pile of BW agents. Proliferating nations only need
a starter culture of agent; they can then wait until
they wish, to use biological weapons to produce the
quantities required. In contrast to a CW program,
for example, there is no need in BW efforts for a
continuing supply of sizable quantities of precursor
chemicals and raw materials.

The following attached tables are provided for
reference purposes, as an aid in determining the
potential applicability of materials and equipment
to biological agent production. A list of producers
of equipment with such potential applications is
included as table 10.

Table S
BIolgcal Warfare Agents: Examples

Disease Causative Agent Incubation Fatafiti

time (days) tj'rcut)

Anthrax Billus aneAracis 1-5 s0

Plague Yersisia P9tir 1-3 90

Tula mia Frasnclsella 1-10 5-20
tularewiu

Cholera HbMo cholera. 2-5 25-50

Venezuelan VEE virus 2-5 < I
equine
encephalitis

Q fever Coxzlla barnesi 12-21 < I

Bouliam Closiridim boom- 3 30
liaMw toxin

Sauphylococcal Saaphyloocau 9-6 < I
enterotoxemia ewerouoZl type B
(food poisoning)

Multiple organ Trichothcene Dose de-
toxicity mrcoloxin pe dent



534A

T"be 6
Cosn List of Organim Having Pptntal BW
Application

VIVUM
Chikungunya virus
Congo-Crimean haemorrhagic fever virus
Dengue fever virus
Eastern equine encephalitis virus
Ebola virus
Hantaan virus
Junin virus
Lassa fever virus
Lymphocytic choriomeningitis virus
Machupo virus
Marburg virus
Monkey pox virus
Rift Valley fever virus
Tick-borne encephalitis virus (Russian Spring-
Summer encephalitis virus)
Variola virus
Venequelan equine encephalitis virus
White pox
Yellow fever virus
Japanese encephalitis virus

Genetically Modified Microorganism Which
(a) Contain nucleic acid sequences associated with

pathogenicity and are derived from organisms
in the core list.

(b) Contain nucleic acid sequences coding for any
of the toxins in the core list.

Toxirn
Botulinum toxins
Closiridium perfringens toxins
Conotoxin
Ricin
Saxitoxin
Shiga toxin
Staphylococcus aureus toxins
Tetrodotoxin
Verotoxin
Microcystin (Cyanginosin)

Rickettlae
Coxiella burnetii
Rickettsia quintana
Ricketsia prowasecki
Ricketsia rickettsii

Bacteria
Bacillus anthracis
Brucella abortus
Brucella melitensis
Brucella suis
Chlamydia psinaci
Clostridium botulinum
Francisello tularensis
Pseudo onas mallei
Pseudomonas pseudomallei
Salnmella typhi
Shigella dyseraeriae
Vibrio cholerae
Yersinia Pestis

33
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Table 7
Animal Pathogens With Potential BW
Applications

African swine fever virus
Avian influenza virus (only those of high pathoge-
nicity)
Bluetongue virus
Foot and mouth disease virus
Goat pox virus
Herpes virus (Aujeszky's disease)
Hog cholera virus
Lyssa virus
Newcastle disease virus
Peste des petits ruminants virus
Porcine enterovirus type-9
Rinderpest virus
Sheep pox virus
Teschen disease virus
Vesicular stomatitis virus

Bacteria
Mycoplasma mycoides

Genetically Modified Microorganisms
Genetically modified microorganisms or genetic
elements that contain nucleic acid sequences as-
sociated with pathogenicity and are derived from
organisms in the core list.

Table 8
Warning List

Viruses
Kyasanur Forest virus
Louping ill virus
Murray Valley encephalitis virus
Omsk haenorrhagic fever virus
Oropouche virus
Powassan virus
Rocio virus
St. Louis encephalitis virus

Bacteria
Clostridium perfringens
Clostridium tetani
Enterohaemorrhagic Escherichia coli serotype
0157 and other verotoxin producing serotypes
Legionella pneumophila
Yersinia pseudotuberculosis

Genetically Modified Microorganisms Which
Genetically modified microorganisms or genetic
elements that contain nucleic acid sequences as-
sociated with pathogenicity and are derived from
organisms in the warning list.

Genetically modified microorganisms or genetic
elements that contain nucleic acid sequences cod-
ing for any of the toxins in the warning list.

Toxins
Abrin
Cholera toxin
Tetanus toxin
Trichothecene mycotoxins
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Table 9
General Guidelines for Identirying Dual-Use
Biological Equipment and Related Technology

1. Complete Containment Facilities at P3/BL3,
P4/BLA Containment Level

Complete containment facilities that meet the
criteria for P3 or P4 (BL3, BLA. L3, LA) contain-
ment (as specified in the WHO Laboratory
Biosafely Manual).

2. Fermenters

(a) Capacity equal to or greater than (300) liters
(L).

(b) Made of polished stainless steel, borosilicate
glass, polished aluminum (or plastic/other non-
corrodible material),

Clas I/I asiml ausinx

Doabte.walled aemnsol chamber
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Table 9 (continued)

(c) Double or multiple sealing joints within the
steam containment area.

(d) Capable of in situ sterilization in a closed state.

3. Centlfugal Separators

(a) Flow rate greater than 100 liters per hour.

(b) Components of polished stainless steel or
titanium.

(c) Double or multiple sealing joints within the
steam containment area.

(d) Capable of in situ steam sterilization in a
closed state.

4. Freeze Drying Equipment

Steam sterilizable freeze drying equipment with a
condensor capacity greater than 50 kgs of ice in 24
hours and less than 1,000 kgs of ice in 24 hours.

5. Cros-Flow Filtration Equipment

Cross-flow filtration equipment designed for con-
tinuous separation of pathogenic microorganisms,
viruses, toxins, and cell cultures without the propa-
gation of aerosols, having all the following charac-
teristics:

(a) Equal to or greater than 5 square meters.

(b) Capable of in situ sterilization.

6. Equipment That Incorporates or Is Contained
In P3 or P4 Containment Housing, Sped.
fically

(a) Independently ventilated protective full or half
suits.

(b) Class ITT safety cabinets or isolators with simi.
lar performance standards.

7. Aerosol Inhalation Chambers

Chambers designed for aerosol challenge testing
with pathogenic microorganisms, viruses, or toxins
and having a capacity of I cubic meter or greater.

Other equipment:

I. Equipment for the microencapsulation of live
microorganisms and toxins in the range of I to
10 meters particle size, specifically:

(a) Interfacial polycondensors.

(b) Phase separators.

2. Fermenters of less than 300-liter capacity with
special emphasis on aggregate orders or designs
for use in combined systems.

3. Conventional or turbulent air-flow clean-air
rooms and self-contained fan-HEPA filter units
that may be used for P3 or P4 (BL3, BLA, L3,
L4) containment facilities.

20-875 96-18
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Table 10
Availability Review of Key Dual-Use
Bloprocessing Equipment

I. Worldwide mamufa turers of fermenters
Coafirmed Sources (manufacturers capable of producing fer-
menters of 100 lters or grester):

Auuiralla Group Manufacturer

Australia B Braun Australia Ply. Ud.

Sulzer Australia Py. Lid.
Austria Andritz Mauchinenfabrik AG

Belgium Sulzer Belgium SA/NV

Canada Pegasus Industrial Specialties. Lid.

Sulzer Canada. Inc.

WHE Process Systems. Lid.

Denmark Alfa-Laval AS

France Chernap (made in Switzerland)

Incchech

LSL Biolafitic SA

SGi Scric Genie Indutricl

Germany Alfa-LAval Indutrie GmbH

B Braun Dierel Biotech GmbH

Chemap GmbH (made in Switzerland)

New Brunswick Scientific GmbH (made in
US)

Sulzer-Echer Wyss GmbH

Hungary Vcgyepnszcr

Italy Alfe-Laval SpA

B Braun Milano SpA (made in Germany)

Japan B Braun Biotech Co., Lid. (made in Germany
and Malaysia)

Marubishi Bioengineering Co.. Lid.

Mitsuwa Rikagaku Kogyo Co.. Lid.

Nctherland% Applikon Dependable Instruments BV

Sulzer Nederland BV

Sweden Chemorerm AB

Electrolux Fermentation

Switzerland Biocngineering AG

Chenap AG

LSL Secfroid SA

MBR Bio Reactor AG

United Kingdom B Braun Medical. Lid.

Bioengincerng UK. Lid.

Centech. I d.

FT Applikol. iUd.

United Kingdom
(continued)

Non-Austrasa

Brazil
Bulgaria

LH Fcrmcntation, Lid.

Life Sciences Laboratorics. Lid.

MBR Bio Reactor (UKi. Lid.

Sulzer (UK). .d.

Manufacturer

Sulzr do Brasil SA Induslria e Comercio
Scieniflc Research Lab ror Instrument
Making and the Automation or Biological
Experiments

Czech Republic Kralovopolsks Siroyima
and Slovakia

Rusia and the All-Union Scientific Research Design
other newly Institute of Applied Biochemisry
independents Institute of the Biochemistry and Physiology
republics of Microorganisms

Irkutsk Scientific Research Institute o1
Chemical Machines

NPO Biopribor

NPO Biotckhnika

Special Design Bureau for Biological
Instruments

South Korea Korean Fermentor Co.

U mnfirmed Sources:

Australia Group Manuracurer

Australia Bulkon Australia Ply. Lid.

Cawthron Institute

Austria Arge Biolechnologic

R aifreisen- Bioforsc hung

Vogelbunch

Belgium Belgolab SA

Bioaim N.V.

FJscolab NV

Holuricka NV

Microgon, Inc.

Canada Mueller CanadL Inc.

The SNC Group

St. LAwrence Reactors, Lid.

Techneurop. Inc.

Wardrop Engineering. Inc.
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Table 10 (condmied)

Finland 0. W. "er A Co.. AS
Rintekac OY

Franca Benin & Cme
Bignier Schmsid Lawrnt

BSL Industries SA
CCM
Celier SA
Flobic,
Goatee
Interscatace
!Nqueva
Pharmacia LKS Inasnimenta SA
Soonec

Germany Alumniniumngiesure. Neukeelin Gekar
Waltersdorf GmbH
Atlanlik Geraesebay GmnbH
Bioinvest Erineering
Buena Biotechnik
Deutsche Metrohm GmbH & Co.
Diessel GmbH A Co.
Fr, Kainmr GmbH
Friedrich A Hommn
Heinrich Frings GmbH
Holag Technologic AG
Holurielnn GrmbH
IBL GmbH
IMA GmbH
Ka]ger GmbH
KC Biological
Kraftanlangen Heidelberg AG
WSn Labortechnik _______

Menbran Tecnk ni.H mba
PRO Praesisiona-Rueheer GmnbH
Schueut Labortechnik GmbH
Siemnens AG
Then Miachinen un Appaseba GmbH

VES Chcmieanlagentaukombinst
Hungary MOMit Uogar. Erdicl-und HEdgas

FOMtchungiftmilt
Magyar Tudomnyot Aktademis

IrelaW' P3J Brennan & Co.. Lid.

Italy A Biome
Qusa SpA
Oaytek SAS
Visrma Associaes SpA

JAWa Fuji Electric Co.
Hirmysmi Manuracturimg Corp.
Hitachi. Ud4.
ldenussau Kosmn Co.
Kawasaki Heavy Industries
Mitsubishi Heavy Industries
Nippon Kokeas K.K.
Nimabin Oil Mills. Lid.
Yakub Hoes). Co.. Lid.

Netherlands Amsterdam Valve A Filing OV
APV Nederlanad BV
Bert Versteg*etecm BV
Contact Flow
Dalton BV
Holunieka Holding BV
lUmeris Laboraiorium
Marius Instrumnents
Netherlands laimtte for Dairy Research
Pliarmacis. Nederland DV
Rhone Poulenc Nederlansd DV
Saim A Kipp
Vogesar Electronics

Spain CETS Immhiul Quimnico de Samai
Knolk lastruisenls SA

Sweden Biolink
Ninolab AD

Switzeriand Amnicon Division
Atteitsgeminachaft Dioenerie
Lonza. Lid.
Rosenmuind AG

United Kingdom Alcon Biotechnology. Lid.
Alra.Lal Engineering. Lid.
Anglicon Instrums. Lid.
APV Baer
APY Barnett& Roire. I.d.
B & P Biotechnology. Lid.
RS Fleece. Lid.
Casalytic International. Inc.
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Toble 10 (continued)

United Kingdom Charles River UK. Lid.
(continued) Chemcip. Ud.

Duls Engineeria. Ltd.
ECC Inter anional. Ud.
Endotmaics
Fairey E nineering. Ud.

LOBad.
Hca'rey Engineering
Hick¢l & Co.. Ud.

Imperial Biokecsology. Ld.
Lie Teccnoies Inc.
Lammus Cm. LAd.
MKLod A Miller (Engineers). Ltd.
Ma Tran rer International
Matthew Hall Egineering. Lid.
Nationsl Engineering Laboratory
NESC Developent

Penrs Electronics
Phanci&LKB Biochrom. LAd.
Roth Scinc Co. Ltd.
Schaefer Imaruments. Ld.
SOi (UK). Lad.
Techmatlon. Ltd.
TechmoGe Synsnu. Lid.
Titanium Fab.icor. Ud.

Nom-Amtrnlk bMufatuer
Grmp
Brail Biobes

Cemtro de Techniogis Promo
CESHMT Com & RW. _Ud."
Codistil

Dedini SA
Faculdade de Eg eharia Insot a
Setal lansalacoes Industrias SA
TIPAR
Zmalsi SA Equip mn mo

Czech Republic Kovodnuim vo
and Slovakia Microbiology Istite of the % echoslovakia

Academy of Sciences
Yednoum Zewyedyelske Druahesvo Rde
Armady

China kijint Imsitue of Chemica Metallurgy
Dalian Isuituse of Chemical Physics

Ruseis Wd the AIt-Union Scientific Research Biotechnology
other nwty Instioute
ildepeadet Uvai Biochemical Plant
public Shebekino Biochemical Pa

Soudh Korea DoosAs Manufacluring Co.
(Formc) Livani Biochemcal Plant
Yugolavia Shebekimo Biochemical Plant
2. Werldu~de nafactmrs of euatsjfa sprae
Probaek Maaufactar n of Crea u al Separeats

Ausl-ala Group Mmufamrer
Auralia Beckman Insrumeants P y. Ld.
AwAusri Hcmv W'wa

Wesfalia Sepaator Austria OmbH
Demmask 6V Separation AS

Alfa-Laval Separati AS
France Alfa-Laval SA

Beckma
Dup on de Ncmour SA
Jou* SA

Germany Alfa-Laval Induswrechnik GmbH
Hemu-Chlis Seprnsiomeechmik CmbH
Hersevs.Sepsc h GmbH
Kontrom Imamens OmbH

Ialy Alfa-LAvl SpA
Beckman Analytiocal SpA
Dupont de Nemoor Ilaliam SpA

Japan Alfa Laai K.K.
Nethedands Labiaco BV

Lametis Laborarorium
Norway Heigar A Co. AS

Nyegaard &k Co. AS
Saede Bergman & eviag AS
Switewld Alfa-Lavl ladvastriegeellachaft AG

Dr. Bender & Dr. Hobeln AG
Hernes AG
LSL Secfrold SA
TmITAG
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Table 10 (conUnued)

United Kingdom A. R. Horwell. U4d.
Alfa-.LAvall Engineering. Lad.
APY Chemical Machinery Lad.
Baird A Tatlock, Lid.
Burkaivi Scientific. Ud.
Camlab. Lad.
Cenirilab
DGMAmoEC. Lad.
Deentey Insirumet,. Ud.
Dupont (UK). Lad.
Dues of Sweden. Lad.
Hawksley & Sons. Ud.
Jouan. Ud.
MSE
USE Scientific Instruments
Nycomed. Lad.
Nygaard (UK). Lad.
Sarnaedt. Lad.
Simsons of Edinburgh, Lad.
V. A. Howe & Co.. Lad.
Zeta Englineering. Lad.

Other Worldwide Mansufacturers of Centrifugal Separators

Atuatraila Group Manufacturer
Belgium Sanki Engineering. Lad.

Sweco Europe SA
Canada Sarstedi Canada. lee.
Find Finn Metric OY
France Guinard Centrifu gaion

Kontron
HEN France Sard
ROUnnelot ElS

Germany AMKO Light Technology Instruments GnbH
Andreas Hettich
Benhold Heranle GmbH
Cadl Padberg Zentnifgenbau GmbH
Electro-Nucleonics Internationall. Lad.

f4rdor.Hethkr-Hinz GmbH

Hetih-Zentrifulen
leduntrielagen AG
Wimmer GmbH
Zirbus-Verfahrenstechnik

Italy Hewlett Packard Italian SpA _
JAWa Fuji Filter Manufacturiag Co.. Lad.

Hitachi Koki Co.. Lad.
MitnubNshi Kakoki Kainha. Lad.
Nippon Atomic Industry Group Co.
Shinmars Enterprises Corp.

Netherlands Amsterdam Valve & Mining BV
Pijternn BY

Portugal Elect
Spain Kucoe.aloa SA

Noa-Australla Manufacturer
Group
Malaysia Jamu Rubcoil Son Bhd
Russia Moacow production Institute of the Food

Industry
All-Union Scientific Research aW
Experieetal Design Iesititute of the Food
Machine Building Industry

South Korea Has Seong Machinery Manufacturing Co.
Korea Storage Battery Co.

Taiwan Beutway Corp
Chang Jung Busineus Company. Lad.
Sal Sheeg Refrigeration Engineering Co.
Yau Yuan Indusrial Machinery Co.

Ukraine Kharkov Instate of Mechanization and
Electrification of Agriculture

Other Countries
Both Israel and the Republic or South Africa ponisn the tchno-
logical know-how. industrial capability, and supporting infras.
tructure to produce the mont advanced centrifugen. India. Brazil.
and Pakintan are alto potential producers.
3. Worldwide manufacturers of freeze dryers
Coolraned Sourea (mnanufacturers capable of producing
units ever 2,00 litters per batch cepct)

AG Countries Manufactuer
Finland Fin.Acqua. Corp. (owned by AMSCO)
France Cellier

CIRPISerail'
Usifroid S. A.

Germany Leybold-Herocean GmbH (owned by AMSCO)
United _Kingdom Edward& High Vacuum leti. (British Oxygen)

(owned by AMSCO)
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Table 10 (continued)

Nee-Anstralla Group
None identired
Uooftrmed Sourca

AG Countries Mans
Austria Labin

Taiwan

slacturer

Reichen-Jung
Denmark Axts (manufactures automated tway Ioading

freeze dryers for the food idaury)

France Biolauftte

Froilabo Biomedical

Group S. 0. D.

Heratus

Hibbon Intl.

Rua Instruments

Germany AIb. Klein GmbH
Main Chem GmbH & Co.. KG.

Polimen

Italy Edvards Also Vsao

Japan Osaka Gas

Netherland% Grenco BV

Portugal Cassel Indutrias

Spain Telstar S. A.

Switzerland Salvis

United Kingdom Tech

Noo-Australis Manufacurer
Group
India Aircoss Pvt.. LAd.

Coil Company. Ld.

Ice-King Refrigeration Engineeria

lceT Diesel Engineering Works

Super Refrigeration. Ld.

Israel Polipach. Lad.

Malaysia Suru Rubcoil Sdn BM

Poland Polimex-Cekop

China Chan$ hun Pneumatic Components

Singapore Asocialed Instrument Mfg. (S). Ld.

O.S.L. Sinko

Beaway Corp.
CLting Jun& Busineu Co.. Ltd..

Revtrse Blank

Fu She Ind Co. Ud.
Sai Sheag Refrigerasion EnS. Co.
Yam Yuan lad Macklt ry Co. Ltd.

Russia and the Iastitute of the Problem of Cryobiology and
other newly Cryomediciae.

republic,
4. Aeo gemeralo specially desilged diuemlaste ive
malceryahm or spores
These item may not be eomntrrcially available, although aeroac

wrasors commipoy used in the agrkulture industry to dis.
aetnisse bioko)ga and chemical pesticides may be capable o

r

dinsnuins W agents.
.& uipme for the ule a dpsul ot live mkro.

EquIpe and fo mic alation of live microorganism is
available worldwide. Akhough the procs known as coacerva-
tion was paensed over %O yeara ago, certain specialized equip-
mea ad technical know-how appear to be the mom critical
aspects of thi item

6. Shhesrd essama equipment, as follow: (a) complete
SL-3 or BL-4 level laboratW facUlie (b) equipment or
components ended for he €eotradol of suc faeUles

Equipment as described in this item It available within and out-
aide the AG countries. including sources in China and Taiwan.
Forei rmaufcurers of this equipment include:

7. DetectI..s w asay system for bielolsal agents or tauna,
capable of detdg coatratlow lea tha ooe pean per
mm . b ar

Based on published information. the German multinational firm
Draeger Akriangeellschafl appears to be the only manufacturer
of this item. Draeger is considemd a world leader in the prodoc.
tim o4 semskive devices for monitoring toxic tubmancet. In Ali.
tic. so its Loebeck-baed firm. Draeger hat production and
disribution facilities iocaled throughout the world, including din-
iribtion facilicks in Tororno. CAnad and Pittsburgh,
Peasylvsala
. Co mpinedia for the growth of mcromrpasms In

Clam 3 or Clas 4. In quantities greater than 100 kIlogruus.
spooft brnalleart Infusion medf

The ma erial described in this item typically consists of a base of
soybean milk or dry milk casein powder infused with a broth of
the organs from animals. Russia and the other newly independe t
republics and Cuba possess the technology to commercially
produce such media, which is also available from Germany and
the United Kinfdom.
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A Glossary of Terms

Acetylcbolinesterase
An enzyme that hydrolyzes the neurotransmitter
acetylcholine. The action of this enzyme is in-
hibited by nerve agents.

Aerosol
A suspension of small, finely divided particles,
either liquid or solid, in a gas; for example, fog or
smoke.

Antibody
A protein made by vertebrates as the immune
response to a foreign macromolecule, or antigen.

Atropine
A compound used as an antidote for nerve agents.
It is used medically in its sulfate form to inhibit
the actions of acetylcholine in the parasympathetic
nervous system.

SL/P levels
There are four biosafety levels (BLs) that conform
to specified conditions; these conditions consist of
a combination of laboratory practices and tech-
niques, safety equipment, and laboratory facilities
appropriate for the operations performed and the
hazard posed by the infectious agents. Formerly
described as "physical containment (P)" levels.

Binary munition
A chemical munition divided into two sections,
each containing precursor chemicals that combine
and react during flight, releasing a chemical agent
upon impact.

Biological warfare
The use, for military or terrorist purposes, of living
organisms or material derived from them, which
are intended to cause death or incapacitation in
man, animals, or plants.

Bloregulators
Biochemicals that regulate physiological functions
and are produced naturally in the body; in inap-
propriate concentrations, however, they can cause
harmful effects.

Biotechnology
Applied biological science; for example, genetic
engineering and biofermentation processes.

Blister agent
A chemical agent that can cause blistering of the
skin and extreme irritation of the eyes and lungs;
although primarily an incapacitant, it can cause
death in large doses. Examples are sulfur mustard,
nitrogen mustard, and lewisite.

Blood agent
A chemical agent that acts on hemoglobin in blood
cells, thus preventing oxygen from reaching cells.
Examples are hydrogen cyanide and cyanogen
chloride.

Chemical warfare
The military use of toxic substances such that their
chemical effects on exposed personnel result in in-
capacitation or death.

Choking agent
A chemical agent that is typically a nonpersistent,
heavy gas. It irritates the eyes and throat and,
when inhaled, can lead to pulmonary edema,
resulting in death from lack of oxygen. Examples
are chlorine and phosgene.

Culture
A population of microorganisms grown in a
medium.
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Cutaneous
Pertaining to the skin.

DNA
Deoxyribonucleic acid: the genetic material of all
organisms and viruses (except for a small class of
RNA-containing viruses) that code for structures
and materials used in normal metabolism.

Electrophoresis
A technique that separates molecules based on size
and/or charge.

Endogenous
Produced or originating from within.

Endotoxin
A toxin produced in an organism and liberated
after disruption of the cell wall.

Enterotoxlns
Toxins of bacterial origin specific for cells of the
intestine.

Enzyme
A protein formed by living cells which acts as a
catalyst on physiological chemical processes.

Exogenous
Produced or originating from without.

Exotoxin
A toxin excreted by a microorganism into the sur-
rounding medium.

G-serles nerve agents
Chemical agents of moderate to high toxicity deve-
loped in the 1930s that act by inhibiting a key ner-
vous system enzyme. Examples are tabun (GA),
sarin (GB). soman (GD), and GF.

Genetic engineering
The directed alteration or manipulation of genetic
material.

Hemoglobin
The constituent of red blood cells that carries oxy-
gen and gives them their color.

Infectious
Capable of producing disease in a susceptible host.

LD,.
The dose (LD is lethal dose) that will kill 50 per-
cent of the exposed population.

Medium
A substance used to provide nutrients for the
growth and multiplication of microorganisms.

MIcroorganism
Any organism of microscopic dimensions.

Monoionad antibody
A single, pure antibody; made from hybridoma
cells.

Nerve agent
A chemical agent that acts by disrupting the
normal functioning of the nervous system.

Nonlethal agents
Chemical agents that can incapacitate but which,
by themselves, are not intended to cause death.
Examples are tear gas, vomiting agents, and
psychochemicals such as BZ and LSD.

Organophosphorus compound
A compound, containing phosphorus and carbon.
whose physiological effects include inhibition of
cholinesterase; many pesticides and virtually all
nerve agents are organophosphorus compounds.

Pathogen
Any agent capable of producing disease, although
usually applied to living agents.

Percutaneous
Through the skin; when applied to chemical
agents, refers to route of entry into the body.

Persistence
A measure of the duration for which a chemical
agent is effective. This property is relative,
however, and varies by agent, by method of dis-
semination, and by environmental conditions such
as weather and terrain.
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Precursor
A chemical that can be chemically combined with
another substance to form a chemical warfare
agent. Most precursors controlled through interna-
tional efforts have commercial uses as well.

Psychochemical agent
An agent that incapacitates by distorting the per-
ceptions and cognitive processes of the victim.

Pulmonary edema
The excessive accumulation of fluid in lung tissue.

Recombinant DNA (rDNA)
DNA prepared in the laboratory by splitting and
splicing DNA from different species, with the
resulting recombinant DNA having different
properties than the original.

Restriction enzyme
An enzyme that splits DNA at a specific sequence.

Riot control agents
Substances. usually having temporary effects, that
are used typically by governmental authorities for
law enforcement purposes.

Toxicity
A measure of the harmful effect produced by a
given substance on a living organism.

Toxins
Poisonous substances produced by living
organisms.

Toxoid
A toxin biologically inactivated by chemical or
physical means, usually for vaccine production
purposes. Because a prerequisite for toxoid genera-
tion is toxin production, the technology involved
has applicability to BW.

V-serles nerve agenu
A class of chemical agents developed in the 1950s
that act by inhibiting a key nervous system en-
zyme. They are generally persistent and have a
moderate to high toxicity. Examples are VE. VG.
VM, VS. and VX.

Vaccine
A substance administered to induce immunity in
the recipient.

Vesicant
A blistering agent.

Virulence
The capacity of a microorganism to produce dis-
ease.

Virus
A submicroscopic infectious agent that is charac-
terized by a total dependence on living cells for
reproduction and that lacks independent
metabolism.

Volatility
A measure of how readily a liquid will vaporize.
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CERTIFICATE OF INCORPORATION

OF

AUM USA COMPANY, LIMITED

Under Section 402 of the
Not-for-Profit Corporation Law

The undersigned, being at least eighteen (18) years of

age, for the purpose of forming a corporation pursuant to the

Not-for-Profit Corporation Law of the State of New York, hereby

certifies:

FIRST: The name of the corporation shall be "AUM USA

COMPANY, LIMITED.N

SECOND: The corporation is a corporation as defined in

subparagraph (a) (5) of Section 102 of the Not-for-Profit

Corporation Law.

THIRD: The purposes for which the corporation is to be

formed are as follows:

The purposes for which the corporation
is formed are to foster spiritual
development through the study and
practice of eastern philosophy and
religion; to encourage means for
extending awareness, such as meditation,
seminars and workshops, to offer
nutritional information and exercises
which will further the development of
spiritual well-being; and to do and
perform any and everything which may be
necessary, advisable and suitable for
the purpose of carrying out the objects
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heretofore expressed and to exercise all
implied powers and rights, which the
corporation may possess; all within the
meaning of Section 501(c) (3) of the
Internal Revenue Code of 1954, as the
same may be amended from time to time,
to accept, hold, invest, reinvest and
administer any gifts, bequests, devises,
benefits of trusts and property of any
sort, without limitation as to the
amount of value; and to use, disburse,
donate and make a gift of the income or
principal thereof for charitable
purposes and to give, convey or assign
any of its property outright, or upon
lawful terms regarding the use thereof,
to other organizations and private
individuals, provided that such other
organizations be organized and operated
for purposes as set forth within the
meanifig of. Section 501(c) (3) of the
Internal Revenue Code of 1954, as the
same may be amended from time to time.

To the extent permitted by law, to
exercise its rights, powers and
privileges, to hold meetings of its
Board of Directors, to have one or more
offices, and to keep the books of the
corporation, in any part of the world.

To acquire, lease, construct, own,
operate and maintain any buildings and
premises which may be necessary to carry
out the puposes hereinabove set forth.

To acquire the assets of other similar
not-for-profit corporations, whether by
purchase, gift, merger, consolidation or
otherwise.

To solicit, accept, receive, hold,
borrow, contribute, donate and expend
contributions, gifts and grants of every
sort for the purposes of the
corporation.
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To hold, invest, reinvest and administer
the corporation's property of every kind
and description including but not
limited to its funds, and to use, apply,
expend, disburse, grant and contribute
the same for the purposes of the
corporation.

The corporation shall not operate for
pecuniary profit or financial gain and
no part of the property (including
income) of the corporation shall be
diverted in any manner directly or
indirectly, or otherwise inure to the
benefit of any member, trustee, officer
of the corporation or any private
individuals, except to the extent
permitted under the Not-for-Profit
Corporation Law.

Along, or in cooperation with other
persons or organizations, to do any and
all lawful acts and things which may be
necessary, useful, suitable or proper
for the furtherance, accomplishment or
attainment of any or all of the purposes
of the corporation.

To perform any acts, including the
raising of funds, necessary or
incidental to the carrying out of any of
the purposes hereinabove set forth.
Nothing herein shall authorize the
corporation to engage in the practice of
the profession of medicine or any other
profession required to be licensed by
Title VIII of the Education Law.
Nothing herein shall authorize the
corporation to use the terms psychology,
psychological, psychologist or certified
social worker in connection with the
services of the corporation.

To do any other act or thing incidental
to or connected with the foregoing
purposes or in advancement thereof, but
not for the pecuniary profit or
financial gain of its members, directors
or officers, nor will any part of the
net earnings of the corporation inure to
the benefit of or be distributable to
its members, trustees, officers or other
private persons, except as permitted
under Article 5 of the Not-for-Profit
Corporation Law.
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FOURTH: The corporation is a Type B corporation as

defined in Section 201 of the Not-for-Profit Corporation Law.

FIFTH: The principal office of the corporation shall

be located in the County of New York, State of New York.

SIXTH: The Secretary of State is hereby designated

as agent of the corporation upon whom process against it may be

served. The post office address to which the Secretary of State

shall mail a copy of any process against the corporation served

upon him is: Fumihiro Joyu, 53 Crosby Street, 4th Floor, New

York, New York 10012.

SEVENTH: The names and addresses of the persons who

shall serve as the initial Directors of the corporation, until

the first annual meeting of the Board of Directors are:

Name Address

Fumihiro Joyu 53 Crosby Street, 4th Floor,
New York, New York 10012

Mayumi Yamato 53 Crosby Street, 4th Floor,
New York, New York 10012

Yoshitaka Aoki 53 Crosby Street, 4th Floor,
New York, New York 10012

EIGHTH: This corporation shall have no members.
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IN WITNESS WHEREOF, I have signed my name and affirm

that the statements made herein are true under the penalties of

perjury, thisidtday of December, 1987.

E ne.ce
lo Fink, Weinberger, Fredman

Berman & Lowell, P.C.
551 Fifth Avenue
New York, New York 10176
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APPLICATION FOR JUDICIAL APPROVAL

OF

AUM USA COMPANY, LIMITED

---- --- --- --- --- --- ----------X

£W La S. OSPWU
I, a Justice of

the Supreme Court of the State of New York of the First Judicial

District, in which the office of the corporation is to be

located, do hereb .approve the foregoing Certificate of
lom,,-. of a .nd coe t't x, *m-bIncorporation of and consent thit the same be filed.

Dated: MAL?-C 4 I , 1980
New York, New York

-,: . .,

'S, ATIO'- .YEU Cr.

°.A... -0? -..-

-ustice of the/.S4remetcourt
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Smite Pmust Subcmmitt
eESLA , tional Tesla Society, Inc. W |u

itColorado spduo CO 8093 UNBIT # 5

Und Swin of Anmtsc

Welcome to the International Tesla Society!
By joining the International Tesla Society you have become a member of an
organization dedicated to bringing long deserved recognition to Nikola Testa and
his many inventions.
As a member, you will receive the Society's official quarterly magazine,
Extraordiry Scelnce. You will also receive our quarterly members only
newsletter. After How---an inside summary of International Tesla Society
activities. We'll be telling you about upcoming articles, speakers, conferences, and
all sorts of other interesting membership news.
As a member, you are eligible for discounts on our science conferences and other
limited activities. You are entitled to a 10 per cent discount on any books ordered
through our museum bookstore's mail order outlet. Our toll free order hotline for
books or coonfeanmc registrations number is (800) 397-0137.
Your support of the goals of the International Testa Society is deeply appreciated
and never taken for granted. It will help bring recognition to many of the ideas
Nikola Tesla pioneered.
I am looking forward to serving you and will strive to insure that our association
will be a long one.
With Warmest Regards,

6 .M Inn
Ident

International Testa Society, Inc.

12 3 pip --. 1
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International Tesla Society
PO Box 5636

. Colorado Spings, CO 80931
~w- -~, -

Current Membership Benefits:
. After Hours... our quarterly newslctter,
- Mcmbcihp In local chapters (where available);
- Subscripdon to Extraordlnarj Sciencr,
- Discounts on catalog orders from Museum Bookstore
. Discounts on symposium/conference fees.

6018A 19 01/24/96
AUM U. S. A. Co.. Ltd.
8 East 48th Street #2E
New York NY 10017

IF international Tella Society, Inc Is a US SOle charitable,
selentlflc, and educational non-profit corporation.

Membership Service Information 1
ilnulmntlofallealaSoclay0flcaa .(719)475-09104
InlamatonslTea Sody FAX .............. (719)47540562
CNSC"aqi &O nBowd ........ .... (719) 5 -00
lPa oofHo ................... (0397-0137

MOVING????
Please send Us your new address.

RI International Tesla Society *
PO Box 5636
Colorado Springs, CO 80931
- MEMBERSHIP CARD- *

AUM U. S. A. Co..*Ltd.
is a member in goodtnding.

Prealdent .0

Visit the
Nikola Tesla Museum

of Science and Industry
2220 East Bau, Colorado Springs. CO

Hours: 1OAM - 4PM Monday-Friday
I IAM - 4PM Saturday
Tours at 2PM Daily!

Closed Sundays and holidays!

Nikola Te-la
(18S6- 1943)

Fields or Research

El=a Ian Pswd I

Oeodywnics Telecoanaissan

Who Invented RADIO???
Tels was affirmed hasli Inventor of radio-by the US

S spreme Court IR a June 21, 1943 ruling.

The prinery obaecti.e and purpose. l t ils Sodly shaM be:
i. To'nu -awnwssa Tsadlsikkmn@Wons mno hega, puJbcV ough

news releases, eu6aksl iosptam. PubiAk1s nSd Varkus omermet:
2. Toorganzeand ismntTqasynampos~ms (1o()sIh*iekpidis oTesia's

Wand(2) ,o!d a wn1m oa an amWdcilad Ihduca
undmial~muoe ts y.sxyonts&WtmWWn1P ubC-d
lometio sy rpoiiroaoalsodkarl.edpavsmma.

3. To esistbh. matin mid conllnu , ufaoi a Tesia Musom and Lixiy in
Colrad ngSipdoeonbknTeemamomlra.books.,emWhdif dal aid udl
o5hmmtaowdsasmaybecme avaia:oprosidspuMiccass k h Museum
du6 esiabishehoursmdWode0caiifolO,*mihpmUlslo. Kraal.
cht auibd(oeglizagensi , mssol TsTea'ssadsdbiAvnioMan w6duloies:

4. TozsimnalohTsinsTda'sshuia sandi eodosam sdlSodhit.
n mi w adw U;lonao ,,g Tendas a €: to ovi

0nTu " sawltis isddiredh;

* Trovid sa miss though N pAIons ndogaizaios Inlwsswd hi Tais
anhs msemhc wakopo. o losicoepeaVaI anwdbetweenlhow

Tealorguaniefns
*. To pubish anddissamlnet t r s ghurk als an MIn land Oducal

fsor ebe#itlold off*s;
7. Toestablish.makntlsiflmi mieIomllyl mac nM ar boda dnTsla

resach rueswess wW ow dsa. and 0eanouage use of " lIsin bad or
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Senate Permanent Subcommittee
~on itltigations

EM lBIT #_ 5d.

"The moment I attained enlightenment I was able to understand what
Buddha Sakyamuni realty wanted to convey. This great teacher left
a concrete method of practice with which anybody could attain
enlightenment. Unfortunately, no one was able to understand it.
Now, I understand i. I must be the only one in the world. Since this
has come to pass, I wirl present his system called the Odgination of
the Twelve Conditions anew to the world, and I will spread the true
meaning of this teaching. . .

he True Victor, Buddha Sakyamuni,
was truly a great being He attained
enlightenment after many years of

ascetlc practices His noble teachings have
sirvtsed a great span of time, been handed
down to the present generation, and now
give spintual support to many people We
should not, however, regard his enlighten-
nert as something special because anyone

can attain er sgitenr'neo. Anyone who prac-
tices the path can reach the sate of absolute
freedom and bi.ss Enlightenment has been
considered difficult because a specific
method of practice has not been known

I myself thought enlightenment was
merely a wild dream, Nevertheless I had a
strong desire to experience it This is
because my Life was nothing but suffenng on
those days I thought, "the only way to get
out of this suffenng is tO attain enlighten-
ment' I threw away evertig and plunged
into the pracnce There was no one to gude
me My path was indeed osal after trial and
error after error

After a long and arduous eight years of
practice, finally attained enlightenment At
the same time I was shocked I discovered
that Buddha Sakyamunc haa revealed a path
to enlightenment for futre practitioners it
was called "the Ongination of the Twelve
Conditions" Many of you may have heard of
this teaching for it is quite famous It iS the
central teaching of the Agansa Suira which

the leading disciples of Buddha Sakyamuni
compiled shortly after the Buddha died and
entered Parirvana These sitras (scriptures)
are therefore considered the most faithful ren-
dition of the onginal teachings of Buddha
SakyamumJ But the problem was that nobody
was able to understand their profound mean-
ing There have been some Japanese transla-
tiOns, but they are merely superficial.
However. the moment I attained enlighten-
ment I was able to understand what this great
teacher really wanted to convey Buddha
Sakyamurn left a concrete method of practice
with which anybody could attain enlighten-
merit Unfortunately, no one was able to
understnd it

Now, I understand it I must be the only
one in the world "Since thls has come to
pass," I said to myself, "I will present thin sys-
tem called the Origination of the Twelve
Condions anew to the world I will spread
the true meaning of this teaching" My aspira-
tion grew stronger If i could disclose the
meaning of 'the Ongination of the Twelve
Conditions' and explain it with my own expe-
nence it would be a preoous gift for those
who aspLred to atain enbghtenment I feel that
it is my m.5sion to accomplish Os task

hls let me explain Kundliu KurdalLis
a spinrual energy which raises toe human spir.
it to higher dimensions Evers one of us has
ths er erg withinl but it is dorntni in an ordi-
nan' person If you wish to attain enlighten-

By invirarior of the govemmen. Hle Holinas
Shrs Aam ped an o~5€i tear it SVticut. in
Pirs kirgdor, e te estate rIti n i rsTaMr-
reirsysasor he wsaV go wt Gte ais tmea

meant, the first thing you should do is
awaken IL This is called 'the awakening of
Kundalini ' Buddha Sakyamuni attained
enlightenment by continuing his practice
after he had awakened his Kundalini It
was the same with me After awakening
Kundaiini, one attairs Final enlightenment
when one has perfected the six kinds of
Yoga These six kinds of Yoga are

I Heat Yoga
2 Bardo Yoga
3 Dream Yoga
4 Illusory Body Yoga
5 Light Yoga
6 Consoousness Trans erring Yoga

On sale starting April 8, 1993 (Sakyamuni's birthday!) .
SAot tev tounat itu Nonditat yeers gV., Bctda sakyirtoit ntered a tarry woe Gay sarnatr e ?
ore Sodsi Tree He coerced the "sI stags at Etriheirs aft ccrrolMt recagnzn ari emrtorrig
all ti proces c ot ra.sr Poest Formaton of Ewverca Orsoittfoit Matal BEart & Farm-
Applearsise, as well as tl'o SoA Sense Elements & thir ctbects Toc, Swseattcv. Crsorvg Orososog.
BerV m DrThf a S orr , Me First Wrr " ol wa s dril a gradualy th La ol the Trut
e $"Wsa 0e ovter the weti His Meansfs 0w attainerSthe fonal stage of srnl~ser rtr i e etaysoA
in 198. e$ thor first nos in " r wo 'steal the evore process o Sc r Sakyetrvir's Os on of
Oe Tweere Contr It i So proourd ftl no oe sise has ever un rsood i t iurear"ng

To order by phone, call (212) 421-3687 US $14-postag o
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The Six Yogas corre-
spond so die si Chlakras,
and the higher the stage
of Yoga, the higher the
mavesponding Chakra I
have ome to this under-
standing as a result of
practicing with Indian
Yogic scrgturm In ther
words, my understand-
lng Is based on my
empirical knowledge. To

my surprise, I learned law that die Kagyu lneage
of Tibetan Buddhism also has the same idea
Tbetan Buddhism is said to have produced the
mos spiritual aduevem. Does thin fact imply that
all paths to the ukinate goial of enlitetens are
one and the sume a the ens

* tght Yoga

Before long, one reaches the level called
'Lght Yoga', which Ls the Last Yoga as the stage of
Samadhi Through tlis Yoga, or, realizes the
meaning of the lights which con.ie this world
and the words of other dimenslos. This concept
is rather difficult to grasp, so examples should be
helpful Let me explain it step by step as it had
happened to me. I was practicing in the
Htisalayas and at ta Fuji when all of dese things
happened

I concentrated my mind on dhe Apia Chaka at
my forehead and saw "ie Dmime Elemen of the
Uruverse,' The Drvlne Element of the Universe is
a transnssron from the heart of the universe
which is also called %he Akashik Record.' It is a
gigantic ball of light, into whid I melted To be
precise, it felt as if I had melted, fr I discovered
after my practice advanced funkier that I was con-
nected to the ball of eight by two streams of red-
purple tight One emanated from the
Brahmarandhra (the crown of the he2d), and the
other emanated from the heart The ball was so
huge that it was difcul to gauge as shape a, one
look The folowing descripton is the reads of my
having melted into the ball many wines after that.

its center is transparent The cokxs change.
mixing from blue to violet, as they go further
away from the center, until the become red on
the penphesy There are countless m,-nie dots at
mtaon arn the clear pan in die center The nearer
io the center the dots are, the whitei de' are, the
further they are, the blacker they are Each of
these dots is a piece of information The white

dots in thea center A e

)Iet tlpS iaiil ro4n
Irv Id Mp~sud is loot Mr e

' S&lkTwla*Vewjwk nd vex'

'In Aphi f Ps-Rllin Shsltye Ib

hnusbgoi ha Itar woun ad lhe

Aun S*AjEv as of Saporster I9M
tIO la~y pmiwlnsmarwttesand,
700is- -sir aidreaw).These ews
22 truantat AN&i Japan anrd A ver'
seats. (Nest York. Don't SrI Lanita and

pieces of information n a universal level,
'chile the dots furher away from the center
cry mor individuaL,zed information I draw
my information from the Akashik Record
whenever someone asks me to make a predic-
tion

After a few das had passed, I experienced
the lights & the Divine Element of the Liverse
for the Font tie Thus, my practice advanced a
step funher I was able to constandy stay it the
tight without concentrating on my A" Chakra
The disintegraton of the Alna Chakra was a
necessary step for this to happen

When it happened, I was in the Savasana
posture When I woke up, I found that my
body was twisted from the cold I remembered
what a Yogi had told me some time ago and
said to myself, this, is the state in which one's
head is hot and one's feet are cold " As I
straightened my body, Kundahni ascended
with great force and stopped at the Ajna
Chakra

After I concennted on the Aita Chal nr. I
found myself for a while playing a drama in my
Astral body When it was over, four midgets
began to make a fus around me My con-
sciousness an my Astral body thought, 'Don't
be so noisy. I cannot concenuate." 't i.n here,'
thought another corsoousness, which usually
arose during my medaiuon with t leaving my
physical body. In other words, I had two con-
scousnesses simultaneously at that moment
Incidentally, human beings have four con
soouaisesnes in addition to the two conscious-
nesses which I was using, there is a conscious-
ness which we use in our daily activities and
another consciousness which we use while we
are in a deep sleep

Then the next moment, my Ana Chakra
was put under a iremendous pressure It w4s
so strong that I was afraid it might hurt my
eyes, or even damage my brain But at the
same time another thought arose. 1I have been
waiting for my forehead to be bored for hun-
dreds of years I shall bear it" I kept on con-
centraung Then my Ana Chaka exploded
with a big bang My Yoga of light was com-

Mr Khasbutatov, Chairman of the Supreme Sovie (the most powerful Russian politi-
cian nex to President Yeltsin), sad, 'the Master hes been engaged in truly great activi-
ties ewch propagate the pure and sublime teachings of Buddhism in Ja>a,i and all
over the world I wish h4m good health and further success in his endeavors."
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plated at this moment.
Now, I was always In light. My Aina

Chakra shLned brighldy like fire. On one
occaev% t saw the Spams element cuing my
meditation. It was made of blue light and
was KRusd in shape wih a alt in one place.
PStating cowatesdckwlse. It wosund Its way
toward my A)= Chak. When it ws closer,
I saw that it had been tugging something
along on Its righL It was then sbsobed into
my Ala Chkra. At that mem I knew that
what the Space element was tugging along
was de Imnr Ylion In my heart his is the
sacme of lie called the Causal Body which
is skuated in the bea r

The causa Body consists of six cats of
light. They sm the True Self, Chia (ta&l-
Stuff), Ego, Subtle Vital Energy, Subtle
Nate and Brahman the Abluae. The True
Sels Is a naspaean d an scslke light which
looks like it Is reflecfn off the sAace of a
lake. Chita is igh blue; Ego bluish-green
Subtle Vl Energy, ope-pn Subtle Nature,
orange; and the ort of Brahman Is white.

Here the description of the Causal Body
is limited only to Its colon because I wat to
mentio It onl briefly. I wil explain it in
de a m otser tim.

One day I noticed that one's feelings
could also be expressed by light Thro
my dairvoyant power, I saw the Orb of Wll"
and 'the Orb of Images' at the

Brahmarandhrs (sistaed at the awn oft the
head) change their colors in accordance with
experience. For example, when one is ser-
ay arose the orb becomes dark-red in
color and makes a wavy nmon.

Ullmaely you realize that light is the
highest of all the elements which compose
the universe. (The entire universe is com-
posed of eight, sound vibedon, and gross
shrance)

I shal end my explanation of the Five
Yogas. which should be practiced in the
stage of Samadhi. All of these Yogas are
impontata steps toward the goa of enlihten-
met. What one uses a one's last moment i
the Yoga of Transferrtng Conclousnesa,
which I will deal with in the section on

(My apologies: there is nm enough space
here to explain all sbou the four Yogps -
Bardo Yoga, Dream Yoga, the Yoga of the
llusory Doly and the Yoga of Ugh. Tber
profound meaning canno be covered in a
fewpegae

•Om mcesa - Knowiog ldae Tah

After you have mastered Samadhi, you
ester the sage called Onrctes Let me
tell you about the realization I reached
through SamadhL It can be summarized as

1. Everything Is In flux Everything
in the whole universe and In all
dimenions undergoes change
and never keeps its original
form

2. No concept or idea belongs to
one's True Selfr: no fixed or
common ideas in this sodety
belong to one's True Self.

3. Eistence iself is the ou=e of
negative deeds. For all beings,
Icldng human beings, exis-
tena itself induces the Cause
for negative deeds. For
Instance, e kill or lie so that
we may Ive.

Hence, I have reached the condusos
'Everything is sufferiag.' This Is
OrsntRC One obtains omniscience byr
knowing everything dhsough Seah-dh You
will also come to this Irsable conclusion
when you hv achieved this stage.

Cexcepted froms leOMi Lift .ssdlD l)A
H Is Holiness, Master Shoko Asahara, the Spirit of Truth, attained the final stage of Enllghtenstiant

In 1906 In India, the sane ptace as Buddha SakysmunL Soon after, he founded a religious group

of monks and nuns and has since engaged In the activities of a Mahaysns Buddha. His organization
ti highly regarded oversees, especially by various Buddhist count ies.

His Holiness and Aum
Supreme Truth were invit-
ed in September 1991 to
be the guests of state in Sri
Lanka. It is the most
revered country of the
Upper Seaters (Theravada
Buddhists). During this
visi His Holiness was wet-
corned cordially every-
where he went. The Prime
Minister himself offered
him a relic of Buddha
Sakyarnunl. This is the
most precious treasure of
the Buddhist schools.

His Holiness the DaW Lame, (the higes poC1t and
religious leder In the Thetn govairnet
*Your experience, Is sold and very Itereating. 1 (0oot
nized that you practiced Tantra In your pest life. You
should spread true religion al over Japan. You can do It.
I will always be blessing you and watching over you?' (in
1967, at Dhamnsasl Irda)
'Aurn endeavors to awaken people through religious and
socWl activities. They teach the method of meditation
and they themselves are
continuously practicing the
tradition ol Mahayana
Buddhism* (From en auto-
graphed letter, May 1989)
"i always look forward to
seeing Master Shoko
Asahars. He always prac-
tces herd."
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Reverend Ananda Maitreya. who is
called 'a man of the greatest wis-
dam" throughout the Southern
Route Buddhist countries, which
include Sri Lankaz said.

'When I first met the Master, I could
Immediately tell that he was one of
the greatest holy persons presently
existing on this maith. He is a great
religious master He has attained an extremely high prtual stage. Although I have met

Welcomed cordial- many practitioners and spiritual gurus I have never met such a greet guru as Master
of stale In Laos, Asahara.' (May. 1992, in Barngoda Sn Lanka)

rhe True Victor
His Holiness meets
with Bishop Petrium,
the most influential
person of the Russian
Orthodox Church.
They agree to cooper
ate with each other in
salvation activities,

aupercecing relo" boundaries.

'The Master has gr wiom and a great understanding of Dhanrm He has a
profound and immeasurable love. He has a desire to
help every sentient being. Therefore, if you practice
under him, take refuge In hi n, inns the ten precepts
and Bodhisattva vows, and devote yoursa to the vari-
ous practices of Vajrsyana and Tantrayana, you wil be
able io attan Buddhaehoo rdth wit de tmla or duing
the Intomed sta e dfter deat whi ti ~ts few o your
uur ,ye' (The late Kalu Rnwoche, a groa media-
tio mas r of the Kagyv lreage of Tbetan Budcsm.)

Khsmtul Rimpoche. an incarnated Nynma
master
'You have attained the highest stage of
self realization. That Is the stage of
'Yeshe' (perfect absolute divine wisdom).
Your sole purpose In life Is salvation.'
(May, 1991, at Dharmet. India)
'if Master Asahara can obtain the general
public's cooperation, he wilt become the
true Master of Buddhism. Then, it will be
accepted by many people, and he wil be
able to establish the true Law of Dhamma
once again in Japan." (From an auto-
graphed letter. May 1989)

Southeast Asian nation whose state
religion is Buddhism. Four hundred
Buddhist priests and lay practition-
ers, both men and women, wel-
comed the Master and his staff at
the Laos airport

Egypt, July 1987

Years before visiting
Egypt, His Holiness
obtained, through the
practice, one of the
supernatural divine
powers called Diine
Knowledge of Past
Lives by which he
could see his many
past Ives. Therefore,
His Holiness knew
that in one of his past

fives he was a minister In Egypt. And, as in his
present fife, he had mastered the secret process-
as, attained supreme erlightenment and was a
guru oi the Peiarsoha.

The Mager, along with Aurn Supreme Truth's scientists and
technical experts, held a heated discussion on the future of
quantum mechanics with the president of the Moscow Institute
of Technology and Physics. Dr. Bsshov has won the Nobel
Prize for his reeamh on the laser. The Master has for a lon
time pointed out that the goal at which modem theoretical
physics ultimately aims coincides with the Truth, the

Buddhistic view of the world and t Lw. This exchange of views and opinions with such
eminent physicists demonstVtes Au's approach of proving the Tnit scienificay.

'Chyren,' the Russian Aurn Supreme Truth Symphonic Orchestra, plays astral music.
Astral music is a representaftn of fthe slime, hoty and wonderfully beautiful sounds
which are always heard in the Upper Realm of Fors (in Tbetan Buddhism, the world of
Sambhogakays). They can only be heard by those who have attained samadhi.

Throughout history, great musicians and some enight-
ened people have been able to perceive these sounds.
His Hoitness Shoho Asahara, who has attained the final
stage of enlightenment, moves between the Upper
Realms of Form and the Gross World during samadhL
He composes various songs in the Gross World by
putting together each melody he has retained from the
Upper Realms cof Form. This is a revolutionary type of
music which has never existed in human history.

His Holinessw
ly as a guest
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Transcr of video message by Shoko Asahara,
taped for NHX-TV, March 24, 1995:

Due to the media reports and police announcements,
you may be thinking that Auto Supreme Truth actually
produced satin and carded out the attacks in the sub-
way. Beo e tooh upon this incident, mut explain
how this situatos came abouL Without this knowl-
edge, you won't be able to understand these media

Fum of al, my body is very weak now. rm affected
by Q-fever rickettsia, which is also affecting about
50% of the 1,700 monks and nuns-my disciples who
have renounced their secular lives. Rkketia is an
extremely hamful virus, u harmful a any Pestilence,
and it has been sprayed on us repeatedly. Poisonous
gases like satin and yperite were also sprayed.
Although antibiotics ate helping us to sustain our
lives, we ar in a very critical condition For this rea-
son I appeared in public only a few tames after May
1994. We repeatedly announced these incidents to
newsn mcies but the media never rsed the issue.

We act on the basis of prophecies. In 1997 and
IM mon or a a clu wtu == ,
&,., ins wa eweut 5. [IA as ,.lapIn. "thee

Japanese economy will collapse. Japane -ase
be lost. R evin the nation af r colaps is one
goal of oat Mahalm. practice and slvationcOt.ae

From the beginning our activities ave o5en tlpu.

However, many incidents hampered our efforts. For
example, the media and the National Public Safety
Commisson prevented us from making necessary pur-
chases. They also Pressured suppliers to stop exporting
their commodities to us. As a result we were forced to
produce everything on our own for 1,700 monks-and
nuns. Several hundred different chemicals were neces-
sary for this purpose.

For example, several newspapers wrote yesterday
about the potassium cyanide found in Auto's complex.
The chemical is used for gilding-plating Buddhist
sttues. Yet it is an extremely poisonous compound.
Ordinarily, if a person possessed such a poison, the
police would naturally suspect him of planning a mur-
der. However, these industrial chemicals are bought
and sold by the ton. Thousands of tons of thes chemi-
cals are used in Japan annually. Without them, we
actually could not live or engage in our religious activ-
ties. This is because it is hard for Auto Supreme Truth

to buy things.

Now let me ralk about the main topic.
The medi repot that the police found three chemi-

cals ne r the Sayan No. 6 buiding. in which the police
say I reside. These chemicals are phosphorus trichlocid,
sodium fluoride, and isopeopyl alcohol. The police say
they found them there, and it is probably true.
However, you should understand the following.

Since Las year some magzins have been spreading
rumors about Auto Supreme Truth producing satin.
We deny their accusados So why did the police find
the chemical in warehouses nm the Saryan No. 6
building, which they say is my residence? This clearly
indicates that Aura Supreme Truth had no idea they
wee related to the production of sada.

Why is this so? Aura Supreme Truth sells a variety
of products so that monks and nuns can live in the
order. For examp we have become the first or sec-
ond largest seller of DOS/V personal computers in
Japan. Sodium fluoride is a raw material for ceramic
coatings. We have made plans to start selling chi-
naware in 199s or 1996, which is made with sodium
fluoride. The goal of this project wa to offer cheap
but beautiful chinawas to many people through mss
producdoo

We p, ied phosphorus trichlocide foe two rea-
sons. The first was to study its properties as a plasti-
cier in the production of plastic goods. Our 1,700
monks and nuns currendy use plastic continue We
had also expected to sell out plastic products in the
futu The second reason was that we need pbospho-
rus trichloride to produce fertilizer and other sgricul-
url chemicals for hydroponics. This would be used in
the event Japan suffered major damage.

What about isopropy slcohol According to scien-
em, the production of satin requires isopropyl alco-
hol. But you can easily obtain it by going to a drug
swot. Like ethanol, it is widely used as disinfectant-

Therefore, even thought large quantity of sodium
fluoride was found, it is only a material for ceramic
coatings. Even though phosphorus trichloride was
found, it is only used as a plasticizer in the production
of plastic products. The buildings of Aura Supreme
Truth throughout Japan occupy a rotal area four times
larger than Korakuen Baseball Stadium. Phosphorus
trichloride was used in the fireproof suvcture of our
buildings. We were also planning to use it for fertilizer
and other agricultural chemicals in hydroponics.
Lastly, we needed a large amount of isopropyl alcohol
because there are more injuries as the number of
monjs and nuns grows.
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EXHIBIT# 7

Securty Council Distr.

GUNMRAL

8/1995/964
11 October 1995

ORIGINAL: 1L3ISR

MT BY THZ 13CRTARY-GUIOAL

1. The Secretary-OGeneral has the honour to trandmit to the Security Council a
report submitted by the Xxcutive Chairsan of the Special Commision established
by the Secretary-General pursuant to paragraph 9 (b) (M) of Security Council
resolution 67 (1991).

2. The present report is the eighth submtted under paragraph 8 of Security
Council resolution 715 (1991) of 11 October 1991, by which the Council requested
the Seczetary-General to subuit a report to the Security Council every six
months oan the implementation of the Special Comlssion's plan for ongoing
monitoring and verification of Iraq's compliance with the relevant parts of
section C of Security Council resolution 687 (1991). It updates the information
contained in the first seven reports (8/23i01, 8/24661, 8/25620, 8/26684,
8/1994/489, 8/1994/1138 and Corr.1 and 8/1995/284).

3. Further information concerning developments since the last report submitted
under resolution 715 (1991) is contained in the report to the Security Council
of 20 June 1995 (8/1995/494), the ninth report provided in accordance with
paragraph 3 of resolution 699 (1991).
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I. INTRODUCTION

1. The six months which have elapsed since the last report submitted to the
Security Council under paragraph a of resolution 715 (1991) have been among the
most eventful in the history of the Special Commission, both in respect of
relations with the Government of Iraq and of the progress made in obtaining
information regarding Iraq's prograemes for production of weapons of mass
destruction and missiles with a range greater than 150 kilometres. While the
present report is submitted pursuant to resolution relating to ongoing
monitoring and verification, the Commission has repeatedly pointed out that a
full understanding of all aspects of Iraq's progress for weapons of mass
destruction is essential to the planning and the operation of an effective
system of monitoring to ensure Iraq's compliance with its undertaking not to
use, develop, construct or acquire any of the items proscribed to it under
paragraphs 8 and 9 of resolution 687 (1991), namely 0(a) all chemical and
biological weapons and all stocks of agents and all related subsystems and
components and all research, development, support and manufacturing facilities
related thereto; (b) all ballistic missiles with a range greater than
150 kilometres, and related major parts and repair and production facilities".

2. While describing the developments which have taken place in the conduct and
strengthening of monitoring operations since April 1995, the present report
contains a detailed account of the new information obtained regarding Iraq's
prohibited programmes and its probable impact on the monitoring system. In the
period under review, Iraq has taken important decisions to acknowledge its
offensive biological weapons programme and documents are being obtained in all
areas. However, much of the new information contradicts earlier declarations by
Iraq and some assessments made by the Commission now must be revised. A more
enduring and coherent explanation of past activities must be provided by Iraq in
the new full, final and complete disclosures which it is to submit in all areas,
as described more fully elsewhere in this report.

3. The Commission's report in April 1995 (S/1995/284) cont-:.ned, in its
paragraphs 3 and 4, a comprehensive description of the concept of operations
underlying the Commission's monitoring system. It is worth while, in the light
of developments in the last six months, to recall the sections in that
description which explain the importance of a full knowledge of Iraq's
prohibited programmes for the monitoring system and for confidence in its
effectiveness and comprehensiveness. These require:

"Possession by the Commission of a full picture of Iraq's past programmes
and a full accounting of the facilities, equipment, items and materials
associated with those past programmes, in conjunction with full knowledge
of the disposition of dual-purpose items currently available to Iraq, the
technologies acquired by Iraq in pursuing the past programmes, and the
supplier networks it established to acquire those elements of the
programmes that it could not acquire indigenously. This information
provides the baseline data from which ongoing monitoring and verification
proceeds;
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"Knowledge oE the level of technology attained by Iraq, of the production
and acquisition methods it used and of the materials and equipment it had
available are all key to designing a system of monitoring that addresses
issues of concern and focuses monitoring effort where it would be most
effective and efficient. For example, within Iraq, the system should focus
more of its efforts on those technologies and production methods that I*aq
is known to have mastered than on technologies and methods that Iraq is
known not to have mastered, whereas, for the export/import monitoring
regime, the converse would be true, with effort focusing on those items
that Iraq would have to import in order to reactivate a proscribed weapons
program. Clearly, knowing where to focus effort requires knowledge of
what Iraq would have achieved in its past programs;

"Similarly, knowledge of the procurement methods and routes used by Iraq
for its past programs is key to the design of an effective and efficient
export/import monitoring regime. This system should be designed to be
effective against the procurement routes and methods that Iraq is known to
have used in the past. Testing whether it is, is predicated on knowing
those routes and methods;

"Pull accounting for the materials, items and equipment associated with the
past programmes is directly related to what assets should be monitored
under the system. Dual-purpose materials, items and equipment from the
past programmes must be monitored, along with other dual-purpose
capabilities available to Iraq. Uncertainties relating to the accuracy or
completeness of this accounting will consequently lead to uncertainties as
to whether the ongoing monitoring and verification system is indeed
monitoring all the materials, items and equipment which should be
monitored'. (ibid., pars. 3 (a))

4. Under Security Council resolutions 687, 707 and 715 (1991), Iraq is obliged
to provide the above information, which the Commission then verifies through its
inspection, monitoring and analysis activities. Iraq is required to update its
declarations on its dual-purpose activities and capabilities every six months.

5. The description in the present report of the new information received from
Iraq in the period under review is intended to assist in assessing the extent to
which such information, together with that previously obtained, contributes to
meeting the criteria set out above. This, in turn, will bear upon the
assessment of the effectiveness and comprehensiveness of the monitoring system
and the extent to-which it may have to be further modified and augmented to take
account of recent developments. Because of the challenges to the monitoring
system implied in the new revelations, this report contains, under each separate
weapons heading, a detailed description of the operations of the newly designed
monitoring system.

6. The present report, after summarizing relations with Iraq in the period
under review, contains chapters on the various areas of responsibility of the
Special Commission, namely those relating to missiles with a range greater than
150 kilometres and to chemical and biological weapons. Further chapters cover
the Commission's support and other responsibilities in the nuclear area; other
activities, such as those in relation to the export/import mechanism; and
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finance, organization and air support. The final chapter contains the
conclusion of the Commission on the developments which have occurred in the last
six months.

II. RMATIONS WITH IRAQ: DEVELOPMENTS: VISITS
BY THE EXECUTIVE CHAIRMAN TO IRAQ

A. Sunimarv of the Executive Chairman'S visits

7. During the period under review, the Executive Chairman has paid five visits
to Baghdad to maintain contact with the most senior levels of the Iraqi
Government and to seek to expedite the work of the Commission, particularly in
relation to Iraq's prohibited programs, by pressing the Government to follow a
policy of complete and frank disclosure. This was specially important in
respect of Iraq's biological weapons programme, which the Coaismion's experts
had determined to be of very significant proportions, despite Iraq's constant
denials that it had done anything more than limited research.

8. The Executive Chairman's visits took place as follows: 29 May to 1 June,
30 June to 2 July, 4 to 6 August, 17 to 20 August and 29 September to
I October 1995. Two visits were also paid to Baghdad by the Deputy Executive
Chairman, from 14 to 17 May and 17 to 20 September 1995, to address issues
relating to Iraq's prohibited programmes. Information on those visits, from
April to I June 1995, will be found in the Commission's June 1995 report
IS/1995/494, pares. 4-10).

B. Cooperation. ultimatum and disclosures

9. The visits listed above illustrate the rocky road of cooperation between
Iraq and the Commission in the period under review, where indications that Iraq
was contemplating ceasing such cooperation culminated in an ultimatum, early in
August 1995, that such cooperation would cease if, by 31 August 1995, no
progress was made in the Security Council in the direction of easing or lifting
the sanctions and the oil embargo. However, the ultimatum was withdrawn
following the departure of General Hussein Kamel Hassan from Baghdad and his
receipt of asylum in Jordan. The General had, among a large number of important
responsibilities, bean in charge, over considerable periods of time, of Iraq's
programmes in the areas now proscribed to it. Since his departure, the Deputy
Prima Minister, Mr. Tariq Aziz, has stated that Iraq has adopted a new policy of
complete cooperation and transparency with the Commission and the International
Atomic Energy Agency (IAEA), without any time-limit.

10. In the first of the Executive Chairman's visits, at the end of May 1995,
the Deputy Prime Minister of Iraq sounded a warning that, if no prospect
appeared for reintegrating Iraq into the international community through the
easing or lifting of sanctions and the oil embargo, it would be difficult for
Iraq to justify the expense and the effort involved in cooperation with the
Commission and IAZA. Iraq required statements from the Commission that the
chemical weapons and missile files were closed and the monitoring system was
operational, and from IAZA that the nuclear file was closed. If Iraq received
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much assurances and thus judged the prospects for reintegration to be positive,
it would, in late June, address the one outstanding issue of significance, the
biological issue. In response, and subsequently in his June 1995 report to the
Security Council (S/1995/494), the Chairman stated that the bulk of vhat was
required to implement paragraphs 8 to 10 of Security Council resolution 607
(1991) with regard to chemical weapons and missileil had been achieved. However,
in view of Iraq's late and incomplete declarations, a longer period had been
needed to identify all aspects of Iraq's programmes than might otherwise have
been required. Furthermore, the major area of Iraq's biological weapons
progrmme remained non-disclosed. Monitoring was operational in all areas.
Those uncertainties which remained in the missile and chemical areas needed to
be resolved and in order to do so the Comission would continue to use its
rights under the relevant Security Council resolutions and the exchange of
letters of 7 and 14 May 1991 on the facilities, privileges and imsunities of the
Comission in Iraq.

11. Upon the Executive Chairman's arrival in Baghdad on 30 June 1995, Deputy
Prime Minister Tariq Aziz said that his Government had reviewed carefully the
Coamission's report of June 1995. While it had found the report to contain both
negative and positive elements, it had concluded that the positive elements were
such that Iraq would now address the issue of its biological weapons programme.
The following day, on 1 July 1995, Iraq made a brief oral presentation in the
course of which it acknowledged an offensive biological weapons programme,
including the production of a number of biological agents, but denied the
weaponization of such agents. The Chairman welcomed this disclosure but
expressed the view that it needed to be augmented, particularly as regards
weaponization, and had to be presented to the Commission in the form of a full,
final and complete disclosure as required by Security Council resolution
707 (1991). A fuller account of this and subsequent disclosures relating to
Iraq's biological weapons program will be found in chapter V of the present
report.

12. Iraq's decision to disclose its offensive biological weapons programme
appeared to indicate that it was moving away from its warning of
non-cooperation, expressed by Mr. Tariq Azia during the Executive Chairman's
preceding visit to Baghdad. However, this situation was abruptly reversed in
the course of July 1995. On 17 July, President Saddam Hussein made a speech in
Baghdad in which he indicated that his Government would cease cooperation with
the Security Council if there were no progress in the Council towards the
lifting of sanctions and the oil embargo. No deadline was given by the
President for such progress. However, a few days later, in Cairo, the Foreign
Minister of Iraq, Mr. Mohammed Saeed Al-Sahaf, made a speech in which he stated
that 31 August 1995 was the deadline.

13. The Executive Chairman arrived in Baghdad for the third of his visits in
the period under review on 4 August 1995. Iraq delivered to him what it stated
to be its full, final and complete disclosure of its biological weapons
programme, still denying that any of the agents produced had been weaponized.
In a meeting with the Deputy Prime Minister, Mr. Tariq Aziz, on S August, the
latter stressed to the Chairman that Iraq would cease cooperation with the
Security Council and the Commission if there were no progress, by
31 August 1995, towards lifting sanctions and the oil embargo. The Deputy Prime

/I.o
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Minister asked the Chairman to convey this information to the Security Council
upon his return to United Nations Headquarters. The Chairman reached New York
on 7 August, and immediately thereafter received a message from Mr. Tariq Aziz,
through the Permanent Representative of Iraq to the United Nations,. that the
deadline was serious and that the Chairman should inform the Council
accordingly. The Chairman did so, in an oral briefing to the Council on
10 August.

14. Three days previously, on 7 August 1995, General Hussein Kamel Hassan had
left Baghdad, arriving in Amman the following day. On 13 August, the Executive
Chairman received a letter from General Amer Rashid al-Ubeidi, Minister of Oil
and former Director of the Military Industrialization Corporation (MIC),
inviting him to return to Baghdad. In the letter, it was stated that the
Government had ascertained that General Hussein Kamel Hassan had been
responsible for hiding important information on Iraq's prohibited programmes
from the Commission and IAEA by ordering the Iraqi technical personnel not to
disclose such information and also not to inform Mr. Tariq Aziz or General Amer
of these instructions. An identical letter was addressed to the Director
General of IAZA. In a message to the Chairman on 14 August, Mr. Tariq Aziz
stated that the deadline was no longer in effect.

15. The Executive Chairman and the Leader of the IAEA Action Team, in response
to the invitations from Iraq, arrived in Baghdad on 17 August 1995. On the
evening of that day, a plenary meeting was held with an Iraqi delegation led by
the Deputy Prime Minister, and including the Foreign Minister, Mr. Al-Sahaf, the
Minister of Oil, General Amer, the Under-Secretary of the Foreign Ministry,
Dr. Riyadh Al-Qaysi, and other senior officials. Mr. Tariq Aziz made an initial
statement in the course of which he repeated that General Hussein Kamel Hassan
had, unbeknown to the senior levels of the Iraqi leadership, hidden information
on the prohibited programmes which Iraq would now disclose to the Commission and
IAEA. Iraq had decided on a policy of cooperation and full transparency with
the Commission and IAEA, without imposing any time-limit, and also of
cooperation and good-neighbourliness with the States of the region and elsewhere
and of economic development in Iraq itself. Following on the plenary meeting,
in a meeting devoted to Iraq's biological weapons programme, Iraq for the first
time disclosed a much more extensive program than that contained in its full,
final and complete disclosure of early August 1995, admitting weaponization
immediately prior to the outbreak of the Gulf war, including the filling of
biological warfare agents into 166 bombs and 25 Al Hussein missile warheads.

16. In the course of the following two days, Iraq made further disclosures in
regard to other prohibited programs, including indigenous production of
Scud-type missile engines, assembled from both imported and locally produced
parts, and the testing of such engines. The significance of this, and its
consequences for Iraq's previous statements regarding unilateral destruction of
proscribed materials, is discussed in paragraphs 21, 22 and 44 below.

17. On 20 August 1995, at the conclusion of the Executive Chairman's visit, a
considerable cache of documents and other materials was located and taken
possession of by the Commission, as described in paragraphs 24 to 27 below.

I..
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18. The Executive Chairman returned to New York through Jordan, thus affording
the opportunity to meet General Hussein Kamel Hassan and to discuss with him
Iraq's programmes in the proscribed fields. Useful information was obtained.

19. Both during and after the Executive Chairman's mid-August visit to Baghdad,
expert teams in all areas of the Special Commission's responsibility held
discussions with their Iraqi counterparts. The missile and biological teams
obtained much valuable information, indicating programmes larger or more
advanced in every dimension than previously declared. In the chemical field,
after being confronted with evidence found by the chemical team in the new
documentation, Iraq acknowledged a much larger and more advanced programme than
hitherto admitted for the production and storage of the chemical warfare
agent VX. in this regard, the Deputy Executive Chairman visited Baghdad from 17
to 20 September 1995, in the course of which he pointed out to Iraqi officials,
at senior levels, the gravity of the clear deception of Iraq in its spring 1995
declarations to the Commission concerning the VX nerve agent in particular.
This had been reported to the Security Council in June 1995 and the intentional
deception would have to be underscored in the current report.

20. On 29 September 1995, the Executive Chairman arrived in Baghdad, for his
last visit in the period under review, to assess with the Iraqi authorities the
situation resulting from the recent disclosures, following on the departure of
General Hussein Kamel Hassan. The Chairman expressed the view, in the various
meetings which he held, that it was in Iraq's beat interests to provide
everything now, rather than to drag out the uncovering of information which
would have an increasingly negative impact. Iraq undertook to do its best, and
the Deputy Prime Minister, Mr. Tariq Aziz, pledged his Government's cooperation
and full openness with regard to the implementation of Security Council
resolution 687 (1991).

C. Some consequences of recent disclosures

1. Unilateral destruction by Irac

21. Iraq's decision in 1991 to undertake, in violation of Security Council
resolution 687 (1991), the unilateral destruction of various elements of its
prohibited programmec has had the most severe consequences in delaying, and in
rendering much more complicated, any determination by the Commission that it has
a complete picture of those programmes and has accounted for all the significant
components thereof. This destruction has been stated by Iraq to cover all three
areas of proscribed missiles and chemical and biological programmes. Unilateral
destruction of weapons, equipment and materials, including agent and precursors,
has made verification, particularly of the quantities involved, extremely
difficult- The Commission has thus pressed for any documentation Iraq may have
relating to such destruction, including the orders to carry it out and field
reports on how those orders were executed.

22. The picture is further complicated by certain recent disclosures which show
that Iraq has used alleged unilateral destruction to cover up elements of its
prohibited programmes which it wished to keep concealed. Possibly the most
important example of this, uncovered to date, relates to the missile field.

/..
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Iraq declared in 1992 that it had unilaterally destroyed 89 Scud/Al Hussein
missiles. Recent analysis by the Commission's experts, and admissions by Iraq,
now reveal that only 63 missiles were so destroyed in 1991. The figure was
inflated by Iraq to 69, in order to conceal its indigenous production of engines
for Scud-type missiles, as reported in paragraphs 43 and 44 of the present
report. This example will require the Commission to take a new look at all
Iraq's declarations on unilateral destruction and for it to press for
documentation and any other means of verification of such declarations.

2. Docmnio

23. The Commission has, on every available occasion, stressed to Iraq that the
handing over of documentation relating to its prohibited programs is the best
and quickest means for the Commission to verify Iraq's declarations relating to
the programes. Iraq, however, has sought to maintain that, some time in 1991,
it issued an order to destroy all documentation on those programnes. The
Commission's attempts to obtain evidence of such an order, end to ascertain
precisely when it was issued, have been unsuccessful. The Commission has
remained sceptical that any such wholesale destruction ever took place. It has
so told Iraq on numerous occasions. It was not conceivable that all evidence
would be destroyed of major and very costly scientific research and engineering
undertakings, representing billions of dollars in investment and countless man-
hours of work.

24. On 20 August 1995, at the conclusion of the Executive Chairman's visit to
Baghdad (17-20 August), the Chairman, in a public statement, complained that,
while very significant new information had been provided, not a single document,
which could help in verifying that information, bad been handed over. Shortly
after that statement was made, and while the Chairman's team was preparing for
departure to the Habbaniyah airfield, General ALer Rashid al-Ubeidi contacted
the Chairman and requested that, on his way to the airfield, he visit a farm
which the General stated to have belonged to General Hussein Kamel Hassan, where
item of great interest to the Commission could be found. On arrival at the
farm, in addition to a number of shipping containers with miscellaneous
equipment in them, the Chairman and his team found, in a locked chicken house,
numerous metal and wooden boxes which were packed with documentation, together
with microfiches, computer diskettes, videotapes, photographs and prohibited
hardware components. Orders were immediately issued to the Commission's
personnel, who had been brought to the site, to secure this material and
transfer it to the Baghdad Monitoring and Verification Centre.

25. Examination of the contents of the boxes at the Centre revealed well over
half a million pages of documetation. While most of this related to the
nuclear area, a large amount concerned the chemical, biological and missile
areas. This documentation has now been inventoried and is being arranged, after
scanning, on a priority basis for examination. The initial assessment of the
Commission is that the bulk of the material in the missile, chemical and
biological fields comes from a number of the sites where Iraq's proscribed
programmes had been carried out. The amount of material varies from area to
area, being more comprehensive in certain areas than in others. However,
documentation from the Headquarters of the Military Industrialization
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Corporation (MIC) is not included, nor are the relevant archives of the Ministry
of Defence. From recent statements made by senior Iraqi officials, the
Ministry's records are still intact and detailed.

26. Since the discovery of the documents, Iraq has admitted to the Commission's
personnel that, in the summer of 1991, orders were issued by a Ohigh authority*
to the directors of the sites involved in Iraq's proscribed programmes to
protect =important documents" - which was understood to relate to the technology
of production - by packing them, in a very brief period of time, and delivering
them on demand to representatives from the special security organizations. This
delivery is said to have taken place without written orders or the provision of
receipts by the representatives of those organizations when they collected the
packed documents. Iraq's original claim that all documentation was destroyed is
thus patently false.

27. The Commission doubts that the materials obtained are all those which were
gathered under the protection order issued in 1991. More such documentation
must still exist, particularly in certain significant areas such as production
records, Iraq's procurement networks and sources of supply. Also, the relevant
MIC headquarters documentation and archives of the Ministry of Defence are
missing. These are materials which must be handed over if the Commission is to
be able to undertake a speedy and thorough verification of Iraq's declarations
regarding its prohibited prograumes. The Commission, nevertheless, acknowledges
that the materials already obtained, together with the admission that the
relevant documentation was not all destroyed, is one of the most significant
breakthroughs in the four years of its operations in Iraq, and will provide an
invaluable source of verification material. What has been started should be
completed by handing over the missing documentation identified above.

3. Rationale for Irag's biological and chemical weapons

28. Iraq's intentions with regard to the operational use of its biological and
chemical weapons have been subject to conflicting presentations by the Iraqi
authorities in the period under review. On the one side, it was explained that
the biological and chemical weapons were seen by Iraq as a useful means to
counter a numerically superior force; on the other, they were presented as a
means of last resort for retaliation in the case of a nuclear attack on Baghdad.

Certain documentation supports the contention that Iraq was actively planning

and had actually deployed its chemical weapons in a pattern corresponding to
strategic and offensive use through surprise attack against perceived enemies.

The known pattern of deployment of long-range missiles (Al Hussein) supports
this contention. Iraq stated,. during visits of both the Chairman and the Deputy
Chairman, that authority to launch biological and chemical warheads was
pre-delegated in the event that Baghdad was hit by nuclear weapons during the
Gulf war. This pre-delegation does not exclude the alternative use of such a
capability and therefore does not constitute proof of only intentions concerning

second use. It is evident that the Commission must have a complete
understanding of the concept behind each stage of the development of all
proscribed weapons systems, together with their intended and actual deployment
plans.

/..
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III. MISSILE ACTIVITIES

A. The monitoring system

29. Pursuant to the plan for ongoing monitoring and verification, approved by
the Security Council in resolution 715 (1991), the Commission has established a
multi-layered monitoring system in the missile area. The system is designed to
cover essential elements of Iraq's missile and related research, development,
testing and manufacturing facilities and non-proscribed missiles with ranges
less than 153 kilometres as defined by the plan. The system is designed to
compensate the limitations of one layer of the system with the strengths of
other layers. The current monitoring system includes, inter elia:

30. On-site monitoring inspections. Such inspections are carried out without
advance notice by a resident expert team based at the Commission's Baghdad
Monitoring utd Verification Centre (BNVC). These inspections include
verification of Iraq's declarations under the plan, review of related facility
documentation, inspection of items produced and production techniques, and
inspection of all areas and buildings at each facility. Currently, over 30
different facilities are inspected on a routine basis, with the frequency of
visits dependent on the nature of activities at the specific sites.

31. Continue sensj.gr monitoring. This is directed at critical areas of
missile-related activities and dual-purpose machines. On-site cameras are
connected to and can be viewed remotely from the BMVC. Furthermore, the BMVC
staff collect videotapes from the monitored facilities every 30 days, or more
frequently if required, for detailed analysis. Tamper-proof tags and labels are
used to positively identify important equipment at the facilities to assist in
the monitoring of their use, movement or disposal. Currently, over 120 pieces
of missile related equipment carry UNSCOM tags and labels. The Commission
regularly revievis the need to upgrade, replace or add additional sensors to
improve its missile monitoring.

32. Specialinspections. Special inspection teams are tasked to address
specific issues, for example assessing non-proscribed ongoing missile research
and development activities. These teams are staffed by highly qualified experts
in specific fields who advise the Commission of potential modifications to the
monitoring regime.

33. Comllj ace inspections. Such inspection teams are used to verify
information available to the Commission on Iraq's activities. These teams are
also used to determine if new facilities should be included in the monitoring
regime.

34. A lial surveillance. The Comission uses both helicopter and high-level
surveillance assets to monitor activities and the infrastructure of relevant
facilities throughout Iraq.

35. After completion of the baseline process for each site being monitored, the

Coeinsion began operating the ongoing monitoring and verification system for

Iraq's missile and related facilities on 17 August 1994. Since that time, the

Commission has performed over 450 inspections at a variety of missile facilities

Io.o
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and has installed over 40 video cameras at 16 facilities monitored for missile
production-related activities. Iraq has continued to provide the support
requested by the Commission in the conduct of these inspections, including,
inraLija, access to production, quality control and inventory records; access
to buildings, facilities or equipment located at the sites; installation of
cameras and tags; and the provision of technical experts to explain designs,
tests and production activities to the monitoring and inspection teams.

36. During the reporting period, the Commission conducted the second annual
verification of Iraq's non-proscribed operational missiles as defined by
Security Council resolutions 687 (1991) and 715 (1991), i.e. missiles with
ranges less than 150 kilometres that are designed for use, or capable of being
modified for use, in a surface-to-surface role with a range greater than
50 kilometres. The Commission uses tags to confirm that all such missiles are
identified in Iraq and to ensure that these missile systems are not modified to
ranges prohibited by the Security Council. The Commission has established
modalities pursuant to which Iraq is required to present 10 per cent of its
missiles, three times per year, to the Commission for its verification. The
Commission selects the missiles for Iraq to present and the timing of these
inspections. In accordance with the established procedures, Iraq submitted the
requested number of missiles for verification by the inspection team during the
second annual verification. No modifications of these missiles were detected.

37. The Commission has recently obtained information that Iraq has resumed its
acquisition efforts in support of its missile facilities. Iraq placed a number
of orders, both directly and indirectly (through middlemen and front companies),

for the purchase of equipment, technologies, supplies and material for both
missile- and non-missile-related activities at these facilities. Iraq explained

that many of these efforts were in direct support of its Ababil-100 programme
fox indigenous development and production of surface-to-surface missiles with

ranges between 100 and 150 kilometres. During the period since the last report
in April 1995, Iraq has acknowledged these procurement activities, including the
actual import, without notifications to the United Nations Sanctions Comittee
established under Security Council resolution 661 (1990), of equipment and
materials. In most cases, Iraq has wrongly asserted that such equipment and
materials were purchased within Iraq.

B. Destruction of proscribed items

38. In April 1995, the Commission completed an investigatioL of Iraq's

acquisition and use of equipment for Project 1728 (production of liquid-
propellant rocket engines) prior to the Gulf war. On 21 April, the Commission
sent a letter to Iraq outlining measures that needed to be taken for the
disposal of this equipment, including the destruction of five key pieces of
production and testing equipment purchased specifically for proscribed missile
activities. Iraq was also informed that all work must cease on equipment
requiring destruction. The personnel in the facilities where this equipment was
located apparently disregarded these instructions and continued to operate the
machinery to produce parts for current missile programmes. The Comission

detected the continued operation of this equipment, in contravention of the

Comwission's instructions, through several elements of its monitoring system,

I.o.
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primarily the monitoring cameras. Iraq also tried to delay the destruction of
the equipment. The relevant developments were reported by the Executive

Chairman to the Security Council on 2 July 1995. Shortly thereafter, Iraq
agreed to comply with the Commission's decision and the destruction of the
equipment was completed by the end of July 1995.

C. Proscribed proaranmme

39. During the period since the report in April 1995, the Commission has
continued its investigations of Iraq's proscribed former missile activities.
These investigations concentrated on the unresolved issues mainly connected with
Iraq's past research and development activities. The Commsission sought
additional data from Iraq and its explanations concerning work on a number of
undeclared missile designs or components, missile fuels and the connections
between the missile programme and other proscribed activities. These issues
were addressed during the rounds of high-level talks from May until early
August 1995 and additionally by the inspection team UNSCOM 122/8M 33. At that
time, Iraq provided some answers to the Commission's requests, but mainly
limited its admissions to cases where the Commission had evidence of Iraq's
activities. However, in the majority of cases in the period prior to
mid-August 1995, Iraq tried to mislead the Commission by withholding information
or by attributing the case on which information was requested to some other
activity. Thus, Iraq specifically denied the existence of any biological
warheads, test activity with chemical warheads, any work on advanced liquid-
propellant missile systems, using new materials for missile airframes (like
aluminium), and missile fuels (like UDMH). Iraq also continued, in the period
indicated, to falsify its accounting of missiles, warheads and supporting/
auxiliary equipment.

40. During the Executive Chairman's visit to Baghdad from 17 to 20 August 1995,
following on the events described in paragraph 14 above, Iraq, in
contradistinction to its attitude prior to that time, disclosed substantial new
information related to its proscribed missile programme. Iraq acknowledged for
the first time work on advanced rocket engines, including those with increased
thrust or using UDMH fuel. Iraq also admitted to the production of proscribed
rocket engines made of indigenously produced or imported parts and without
cannibalization of the imported Soviet-made Scud engines. Iraq further admitted
that the number and the purpose of static and flight tests of proscribed
missiles had previously been misrepresented.

41. As described in paragraphs 24 to 27 above, the Commission obtained boxes
with documents and materials including, in addition to written documentation,
videotapes, films, microfiches and computer diskettes related to missile
activities. Some prohibited missile components were also found in the boxes.
Apparently these documents had at one time belonged to projects that were
engaged in activities such as project 144 (modification and production of
missile systems), the Karams project (production of missile guidance and control
systems), project 1728 (production of liquid-propellant rocket engines) and
Badr-2000 (two-stage solid-propellant missile). The Iraqi representatives who
had worked on these projects explained that they had been ordered to prepare a
selection of the most important documents and to hand them over to the special
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security organizations. In the view of the Commission, the boxes obtained by it
do not contain the full record of proscribed missile activities or a complete
set of documentation which could be expected to be found at such facilities.
The Commission intends to exploit fully available documents in the verification
process, while continuing to press for the handing over of all the relevant
documents.

42. During the Executive Chairman's visit to Baghdad from 29 September to
I October, and the UNSCOM 123/BM 34 inspection (27 September-l October), the
Iraqi authorities provided additional information on previously undisclosed
activities. It appeared that Iraq considered this to be critical and essential
information on its prohibited activities and it was therefore withheld from the
Commission for more than four years. At the end of September 1995, the
Commission obtained new information on Iraq's testing activity, including both
static and flight testing of Scud variant missile systems; several new designs
of longer-range missile systems; development and testing of new liquid-
propellant engine designs, development and successful testing of a warhead

separation system; an indigenous design of a 600 mm diameter supergun system;
and three separate flight tests of chemical %arheads. Some of the previously
undisclosed designs included missiles that could reach targets at ranges of up
to 3,000 kilometres. The Comission also obtained information of a special
missile under design for delivery of a nuclear explosive device. Since these
and previous declarations substantially change the scope of Iraq's missile
programme, the Commission has requested, and Iraq has agreed to provide, a new
full, final and complete disclosure (FFCD) for its proscribed missile
activities.

43. New Iraqi disclosures, including production of indigenous rocket engines,
have a severe impact on the Commission's accounting of proscribed weapons and
equipment used in the missile programmes prohibited by Security Council
resolution 687 (1991). So far Iraq has failed to provide conclusive evidence on
the quantity of engines produced by Iraq. Thus, the Commission has no firm
basis for establishing at this time a reliable accounting of Iraq's proscribed
missiles.

44. Another serious complicating factor in establishing a new accounting of
proscribed weapons and items in Iraq is associated with unilateral destruction
allegedly carried out by Iraq in the summer of 1991 to which reference has
already been made in paragraphs 21 and 22 above. The destruction of large
quantities and varieties of proscribed items carried out at that time was
disclosed by Iraq to the Commission only in March 1992. However, the Commission
has come to the conlusion that this March declaration and Iraq's original FFCD
of May1992 had been intentionally falsified to cover activities that Iraq
intended to withhold from the Commission at that time. For example, Iraq
declared that 89 proscribed operational missiles were destroyed in summer 1991,
although only 83 such missiles were actually destroyed. in this case, the
inflated number seems to have been put forward by Iraq to cover undeclared
Static and flight-test activities and its efforts to produce its own missiles.
Iraq.later presented an incorrect accounting of missile warheads - both imported

and indigenously produced - to hide its projects involving unconventional and
separating warheads. Iraq presented false figures on the quantity of destroyed
imported missile components and othdr items. Iraq has agreed to provide a new

Io.
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declaration on the material balance of proscribed weapons and other prohibited

items, in the new FFCD, to correct these and other false or misleading

disclosures. Until it verifies Iraq's new declaration, the Commission will not
be able to provide a definite accounting of weapons (missiles, launchers and
supporting/auxiliary equipment) as well as equipment and materials used in the
proscribed missile programme of Iraq.

45. As may be seen from the above, during much of the reporting period, Iraq

has continued to withhold information related to its proscribed missile
programme. For the most part, Iraq has provided new data only when there were

clear indications that the Commission possessed information from other sources.

However, after the Executive Chairman's visit in mid-August, Iraq volunteered
some important new information and in several cases supported these disclosures

with additional documents. Nevertheless. based on the totality of the

information available to it, the Commission believes that Iraq has not yet

disclosed fully and completely its proscribed missile activities. The

information to be included in the forthcoming FFC will be crucial for the
Commission's verification of Iraq's compliance with its obligations. For this

reason, Iraq needs to provide accurate and substantiated data, including
documentary evidence to support its statements, and to make suggestions for

speedy and effective verification.

46. The Commission intends to continue its intensive inspection and
investigation missions under resolution 687 (1991), including application of new

verification methods, in order to obtain a full and complete picture of Iraq's

proscribed missile activities. Iraq's cooperation, including the provision of

accurate information and supporting documentation, access to personnel involved
in the relevant activities and support of the Coamission's inspection and
monitoring efforts will be required, on a continuous basis, in order to enable

the Commission to achieve this objective in a speedy and efficient manner.

IV. CHD4ICAL ACTIVITIES

,A. The monitoring system

47. During the period under review, four additional baseline inspections were
completed in the chemical area. Monitoring and verification protocols were

prepared for one research institute and three chemical storage and production

sites. These activities were conducted by the chemical monitoring team

stationed at the Baghdad Monitoring and Verification Centre. The Coemission has

thus completed baseline inspections of 62 chemical sites and 16 universities,

colleges and research institutes. Over 200 monitoring inspections have been

undertaken by the chemical monitoring team to date. some site protocols will be

re-evaluated in the light of recent findings that sites outside of the Muthanna

State Establishment were also involved in Iraq's chemical weapons prcgramme, a

fact which has been denied until very recently. It is anticipated that

information from the documents obtained on 20 August 1995 wil'.. lead to

inspections at newly identified sites not yet visited.

48. During monitoring inspections in June and July 1995, the chemical

monitoring team detected the unauthorized movement and use of four major items

/ /.
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of tagged equipment at two sites under monitoring. Iraq was immediately
instructed to replace the equipment in its original position. This was done.
The seriousness of this unauthorized activity and the attendant considerations
of possible destruction of the equipment was underlined to Iraq at the highest
.evel.

49. In addition to the monitoring tools and modalities described in paragraphs
30 to 34 of the chapter on missile activities in the present report, the
Commission's chemical monitoring apparatus also includes 19 air samplers
installed at 6 chemical production sites in Iraq. From 2 to 11 July 1995, a
technical support teem performed a retrofit of these samplers and reviewed their
locations in order to optimize their use. As a result, several samplers were
moved and some added or removed from sites. The upgraded samplers are now
better equipped to withstand difficult conditions, such as humidity and chemical
extremes.

50. Ten sampling pumps and supporting calibration equipment have been provided
to the chemical monitoring team. This gives the team the capability to take air
samples at any location in Iraq. An infrared spectrometer and a melting-point
determination apparatus are currently under procurement to enlarge the range of
samples which can be analysed.

51. A reverse osmosis water purification system and a complete air filtration
system for the chemical fume hood has been installed in the chemical laboratory
at the Baghdad Monitoring and Verification Centre. These will enhance the
health and safety of personnel working in the laboratory. To ensure the health
and safety of monitoring personnel in the field, protective equipment has also
been procured, including NEPA filters, a variety of respirators and pressed air
suits.

B. proscribed orogramme

52. The new information obtained by the Commission in August and September 1995
clearly shows that Iraq's full, final and complete disclosure presented on
25 March 1995, the attachment of 27 March 1995 and the addenda to the
attachment, received on 29 May 1995, are incorrect and incomplete. The new
information was gathered initially from material obtained in Iraq on
20 August 1995 and subsequently admitted by Iraq during the course of technical
talks undertaken by the UNSCOM 124/CW 25 inspection team. The material includes
documents, videotapes, microfiches and microfilm records and computer discs
spanning a large part of Iraq's chemical weapons programme.

53. In response to the Commission's statements that the March 1995 FFCD was no
longer adequate, on 7 October 1995, Iraq provided the Comission with a number
of revised chapters. The revised chapters, however, cover only those areas
already raised by UNSCOM 124/CW 25 as examples of shortcomings in the existing
FFCD. The March 1995 FFCD omitted information on major militarily significant
chemical weapons capabilities, such as additional types of warfare agents,
advanced agent and precursor production, stabilization and storage technologies,
new types and numbers of munitions and field trials and additional sites
involved in the programme.

o.,
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54. During the technical talks held in Baghdad in September 1995, it became
clear that Iraq was continuing to withhold important information on the extent
and technical depth of its chemical weapons programme. Iraq officially stated
that the March 1995 FFCD was complete and accurate and that there was no
additional information available. Only belatedly did it admit shortcomings in
its latest FFCD.

SS. Of greatest concern are new revelations concerning the timing, extent and
success of Iraq's programme for the production of the nerve agent VX. In the
March 1995 Iraqi FFCD and its amendments, it was asserted that the VX programme
existed only from April 1917 to September 1988, conducted only laboratory-scale
production and had been abandoned because of poor agent quality and instability.

56. Based on the new findings, it is now clear that the VX programme began
at least as early as May 1985 and continued without interruption until
December 1990. The commission has concluded that VX was produced on an
industrial scale. Precursor and agent storage and stabilization problems were
solved. Furthermore, one of Iraq's documents on this subject, dated
1989, proposes "the creation of strategic storage of the substance
(VX - hydrochloride, one step from conversion into VX) so it can be used at any
time if needed.

57. Significant in this context is Iraq's admission, in September 1995, of the
production in 1990 of 6S tonnes of choline, a chemical used exclusively for the
production of VX. This amount would be sufficient for the production of
approximately 90 tonnes of VX. Furthermore, Iraq had, inter alia, over 200 tons
each of the precursors phosphorous pentasulphide and di-isopropylamine. These

quantities would be sufficient to produce more than 400 tonnes of VX. At
present, there is no conclusive evidence to support Iraq's claims concerning the
complete disposal of these two precursors and the choline.

58. Iraq's recent declarations concerning the weaponization of biological
agents has rendered invalid the current material balance for chemical munitions

and the quantities of weaponized chemical agents. This derives from the fact

that the munitions, including missile warheads, declared as being used for

biological agents had previously been declared as used for chemical weapons
purposes.

59. Iraq has also admitted the development of prototypes of binary sarin-filled

artillery shells, 122 m rockets and aerial bombs. However, the new
documentation shows production in quantities well beyond prototype levels. Iraq

has also admitted three flight tests of long-range missiles with chemical
warheads, including one, in April 1990, with sarmn.

60. Iraq admitted that it had received significant assistance from abroad.

This support included, at a minimum, the provision of munitions specifically

designed for chemical weapons fill, technical support for the development of a

VX precursor manufacturing process and the provision of technical personnel

directly to the Muthanna State Establishment (4SE).

61. The recently obtained documentation contains significant information on
procurement and financing for Ma5. These records indicate that at least
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$100 million in procurement remains undeclared. This finding contradicts Iraqi
statements that all NSZ procurement had been declared.

62. The new information on Iraq's proscribed chemical weapons programme will
require appropriate follow-up action, including technical analysis of the
documents and expert seminars. The documentation shows Iraq's efforts to
produce indigenously key precursors for chemical weapons, for example, the
synthesis of cyclohexanol (a 0F precursor) from phenol and the synthesis of
di-isopropylamine (a VX precursor) from ammonia and acetone. In the light of
this, certain proposals by Iraq to construct new facilities with dual-use
capabilities will have to be considered very carefully by the Commission and the
monitoring system adjusted accordingly.

63. The new information invalidates material balances provided in the
March 1995 FiCD and subsequent amendments. At the present time also the
Commission cannot exclude the potential existence of stocks of VX, its direct
precursors and undeclared munitions in Iraq. In these circumstances, the
Commission is requiring a new full, final and complete disclosure from Iraq
which will give a coherent and true account of its chemical weapons programme.

V. BIOLOGICAL ACTIVITIES

A. The monitorina system

64. Monitoring in the biological area began in full on 4 April 1995. preceded
by a four-month interim monitoring phase. The scope of activities and sites to
be encompassed by the monitoring needs to be broad because of the inherent
dual-use nature of biological technology and the ease with which civilian
facilities can be converted for biological weapons purposes. The Commission has
been compelled to cast a wider net in the biological field because of Iraq's
incomplete disLAosure of the full extent of its past biological warfare
activities. In actively seeking to establish an understanding of such a
programme, the Commission has had to rely less on Iraq's openness and more on
its own findings.

6S. Currently, 79 sites throughout Iraq are included in the biological
monitoring and verification regime. These sites are comprised of:

(a) Five sites currently known to have played a significant role in Iraq's
past biological weapons programme;

(b) Five vaccine or pharmaceutical facilities;

(c) Thirty-five research and university sites which have significant
technology or equipment;

(d) Thirteen breweries, distilleries and dairies with dual-purpose

capabilities;

(e) Right diagnostic laboratories;

/...
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(fM Five acquisition and distribution sites of biological
supplies/equipment;

(g) Four facilities associated with biological equipment development; -

(h) Four product development organizations.

of these sites, 9 are category A (most intense monitoring), 15 are category B,

10 category C and 45 category D.

66. The monitoring concept that has been implemented by the Commission
includes: equipment inventory at all sites where dual-purpose equipment is
located; notifications by Iraq of transfer, modification and acquisition of such
equipment; placement of cameras at selected sites to observe change in activity
or use of equipment; routine inspections of sites by a Baghdad-based monitoring
team, primarily on a no-notice basis, and on a variable frequency; and
identification of factors related to 'break-outO scenarios at sites and of their
possible role in proscribed activities. These monitoring activities from the
Baghdad Monitoring and Verification Centre are reinforced by special inspections
where investigations by most experienced specialists are desired. Key aspects
of the baseline process, including identification of additional sites of
interest and their capability, identification of undeclared dual-use equipment,
assessment of their present and future use, are also ongoing activities that are
incorporated into the monitoring process.

67. During the reporting period since 10 April 1995, over 150 inspections or
visits to different sites have been made by the biological monitoring team,
including over 20 inspections of the Al Hakam facility. At three sites,
including Al Hakam, video monitoring, using a total of 22 cameras, supplement
the other monitoring efforts. Both realtime images and recorded videotapes are
analysed and the information is incorporated into the monitoring process.

B. Proscribed proqramme

68. While ongoing monitoring concentrates mainly on dual-use biological
capabilities in Iraq, an efficient and effective monitoring is not possible
without a full understanding of Iraq's proscribed biological activities. In its

report to the Security Council last April (S/1995/284), the commission stated
that wit has come to the conclusion that Iraq has not provided a full and
comprehensive disclosure of its past military biological programme or accounted

for items and materials for that programme".

69. Up to the middle of the reporting period, Iraq continued to deny having

ever had any offensive biological weapons programme or activities. It should be

recalled that, in March 1995, Iraq officially submitted a new full, final and

complete disclosure in the biological area which, like its original FFCD in
May 1992, and other declarations since the adoption of resolution 687 (1991),

adhered to the position that Iraq had had only a very small defensive biological

research programme conducted by 10 people from 1985 until the autumn of 1990.
The March 1995 FFCD was so contrary to the information in the Commission's
possession that the Commission saw no merit in initiating verification of the
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document. Essentially a stalemate developed between Iraq and the Commission.
The Commission continued to collect information related to Iraq's biological
weapons prograeme while, in parallel, trying to persuade Iraq, through a
dialogue, to present a true declaration covering its biological weapons
activities.

70. In April and May 1995, Iraq continued to display an uncooperative attitude.
During the Executive Chairman's visit to Iraq (29 May-1 June), Iraq refused even
to meet with the biological experts accompanying the Chairman. The stalemate
continued through June, but with promises from Iraq of information about its
biological weapons programme to be provided only in late June or early July, if
Iraq at that time concluded that there were indications that progress was being
made towards the reintegration of Iraq into the international community (see
pars. 10 above).

71. On 1 July 1995, during the Executive Chairman's visit to Iraq (see para. 11
above), Iraq did provide an oral overview of its past programme, admitting for
the first time that it indeed had had an offensive biological weapons programme
from April 1986 to September 1990. But while acknowledging an offensive
programme that included the production of large quantities of two warfare agents

at the Al Hakam facility, the overview, nevertheless, firmly denied
weaponization of these or any other biological warfare agents. During technical

discussions that followed this oral presentation, the Commission's experts

indicated that several major issues related to Iraq's biological weapons
programme - for example weaponization, earlier initiation date of the programs,
larger involvement of Iraq's other establishments, and the material balance of

supplies and agents - were still outstanding and urged Iraq to address those

issues in a new FIFCD that Iraq undertook to submit to the Commission.

72. In the second half of July, Iraq prepared a draft FVCD and the UNSCON
121/8W 26 team was sent to Iraq to review the draft together with Iraqi

personnel in order to assist them in the preparation of a document that would be
amenable to speedy and effective verification.

73. The July draft declaration contained many areas in which Iraq's disclosures

were inconsistent with the Commission's information or where information was

missing or unclear. These deficiencies followed a pattern: they appeared to be

designed to deny information that would either provide evidence of weaponization

or reveal military connections with the biological weapons programse. There was

also a strong suspicion that Iraq's new accounts of agent production and complex
growth media consumption were manipulated to provide what Iraq hoped would pass

as a credible accounting for the missing media, as previously described by the

Comsnission in its April 1995 report (S/1995/284, paras. 62-69). The

UNSCOM 121/BW 26 team strongly advised Iraq not to submit a deficient
declaration.

74. Nevertheless, on 4 August 1995, Iraq officially submitted its FFCD to the
Executive Chairman. This new FFCD was consistent with Iraq's oral presentation
of I July and the July draft and ignored the Commission's suggestions. Because
of the acknowledgement that Iraq's programme was offensive in nature, it was
considered a breakthrough in the stalemate that had existed between the

Comission and Iraq. The Coemission 'initiated verification efforts, including
/...
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analysis by the Commission's and visiting experts of various portions of Iraq's
declaration; inquiries with States concerning supplier information; detailed
assessment of the new FFCD and correlation with information available to the
Commission.

75. On 17 August 199S. after the events described in paragraph 14 above, Iraq

informed the Executive Chairman that the full, final and complete disclosure of
4 August should not be considered valid. Iraq then presented to the Chairman a
vastly different account of Iraq's past biological warfare programme that
included weaponization, additional agents and additional sites involved in the
programme. Iraq undertook to submit to the Commission a new FFCD. During this
visit, some documents were obtained which related to the proscribed
biological weapons programme. On 22 August 1995, a biological expert team
(UNSCOM 125/BW 27) visited Baghdad in order to collect detailed information and
clarifications on the revelations which had been presented during the Chairman's
visit. A summation of the most recent revelations of Iraq's biological weapons
programme follows. It should be stressed' that it is solely based on
declarations made by Iraq since mid-August, which remain subject to
verification. At this time, therefore, the Commission can give no assurances as
to the correctness and comprehensiveness of that information:

(a) Iraq stated that, in 1974, the GoVernment had adopted a policy to
acquire biological weapons. In 1975, a research and development biological
weapons programme was established under the Al Hazen Ibn Al Haytham Institute at
a site located in Al Salman. The work was poorly directed. Coupled with a lack
of appropriate facilities and equipment, it was said the Institute achieved
little and it closed in 1978;

(b) The failure of the Al Hazen Institute was claimed to be a severe
setback for the programme and the following years are alleged to be devoid of
any biological weapons-related activity. In the early period of the Iran/Iraq
war (perhaps in 1982 or 1983), a prominent Iraqi microbiologist wrote a report
expressing his concerns on scientific developments relating to biological
warfare agents and suggesting that research in this subject be commenced in
Iraq. It is still uncertain whether this report was followed up, but in 1985
the Muthanna State Establishment, Iraq's main facility for chemical weapons
research and development, production and weaponization, recommended the
commencement of a biological weapons programme. In May or June 1985, Muthanna
sought and obtained endorsement from the Ministry of Defence for this programme.
it was anticipated that the biological weapons research would be production-
oriented axad thus, in addition to laboratory-scale equipment, a pilot plant in
the form of one 150-litre fermenter was purchased by Muthanna. Throughout 1985,
personnel were recruited by Muthanna and by the end of the year, a staff of 10
was working on biological weapons research;

'(c) Initial work at Muthanna was said to focus on literature studies,
until April 1986, when bacterial strains were received from overseas. Research

then concentrated on the characterization of Bacillus nthracis (anthrax) and
Clostridilu botulinum (botulinum toxin) to establish pathogenicity, growth and
sporulation conditions, and their storage parameters. (Anthrax is an acute
bacterial disease of animals and humans that can be incurred by ingestion or
.inhalation of the bacterial spores or through skin lesions. It produces an

Ioo
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infection resulting in death in days to weeks after exposure. Botulinum toxin

produces an acute muscular paralysis resulting in death of animals or humans.)
As claimed by Iraq, there was no production of agents and the imported
fermenters at Muthanna were not used. However, Muthanna was still looking ahead
to biological warfare agent production and wrote a report to the Ministry of
Defence recommending that the former single-cell protein plant at Taji be taken
over by Muthanna for the production of botulinum toxin. The Ministry of Defence
agreed but, in early 1987, before the plan could be implemented, the proposal
went into abeyance for a short time owing to administrative reasons;

(d) In May 1987, the biological weapons programme was transferred from
Muthanna to Al Salmn. The reason for this was said to be that the biological
work interfered with the (presumably higher-priority) chemical weapons programme
at Muthanna. At Al Salman, the biological weapons group administratively came
under the Forensic Research Department of the Technical Research Centre (TRC) of
the Military Industrialization Corporation. After a slow beginning, it appeared
that the biological weapons programme flourished at Al Salman. Equipment,
including the fermenters, was transferred from Muthanna, new equipment was
acquired, and new staff joined the biological weapons group to bring the
workforce up tc about 18. Tle research at Al Salman shifted to issues related
more to the application of tae agents as biological weapons. The effects on
larger animals, including sheep, donkeys, monkeys and dogs, were studied within
the laboratory and inhalation chamber, as well as in the field. Initial weapons
field trials were conducted in early 1998. Studies of scale-up production were
initiated on botulinum toxin and anthrax;

(e) The earlier proposal for the acquisition of a biological weapons
production site was revived and the former single-cell protein plant at Taji was
taken over by TRC in moid-1987. The plant was said to be in a run-down condition
and it was not until early in 1988 that it was made operational. With a
workforce of eight people, and using one 4S0-litre fermenter, production of
botulinum toxin commenced in February or March 1988 and continued until
September/October of that year. Production of botulinum toxin also was car Ied
out at Al Salman in flasks or laboratory fermenters;

(f) Initial production fermentation studies with anthrax at Al Salman used
7- and 14-litre laboratory-scale fermenters at the end of 1988. From the
beginning of 1989, the 1S0-litre fermenter transferred from Muthanna was used to
produce Bacillus subtilis, a simulant for anthrax as a biological warfare agent.
After five or six runs of producing subtilis, anthrax production began at
Al Salman around March 1989. About 15 or 16 production runs were performed,
producing up to 1,500 litres of anthrax, which was concentrated to 150 litres.
Additional production with the laboratory fermenters was also accomplished;

(g) Towards the end of 1987, a report on the success of biological weapons
work by TRC was submitted to MIC. This resulted in a decision to enter the
full-scale production phase for a biological weapons programme;

. (h) In March 198, a new site for biological weapons production was
selected at a location now known as Al Hakam. The project was given the
designator "3240. The design philosophy for the Al Hakam plant was taken from
the chemical weapons research and production facility at Muthanna: the

I.,o
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buildings were to be well separated, research areas were segregated from

production areas and the architectural features of Muthanna buildings copied

where appropriate. The plan for the new facility at Al Hakam envisaged research
and development, production and storage of biological warfare agents, but not

munitions filling. Construction of the production buildings at the northern end

of the Al Makam site was largely complete by September 1988 after which work

commenced on erection of the laboratory buildings;

i) In 1988, a search for production equipment for the biological weapons

program was conducted in Iraq. Two 1,950-litre and seven 1,480-litre

fermenters from the Veterinary Research Laboratories were transferred to

Al Hakam in November 1988. The 450-litre fermenter line at Taji, which was at

the time used in the production of botulinum toxin, was also earmarked for

transfer to Al Hakam and was relocated there in October 1988. From mid-1988,

large fermenters were also sought from abroad, but after Iraq completed a

contract for a 5,000-litre fermenter, an export licence was not granted;

(M) At Al Kakam, production of botulinum toxin for weapons purposes began

in April 1989 and anthrax in May 1989. Initially much of the fermentation

capacity for anthrax was used for the production of anthrax simulant for weapons

field trials. Production of anthrax itself, it is claimed, began in earnest in

1990. In total, about 6,000 litres of conCentrated botulinum toxin and

8,425 litree of anthrax were produced at Al Hakam during 1990;

(k) From the early period of the biological weapons programme at

Al Salman, there was interest in other potential biological warfare agents
beyond anthrax and botulinum toxin. It became the policy to expand the

biological weapons programme into these other fields. Thus, from the design

phase of Al Hakam as a biological weapons research, production and storage

facility, there were plans for such diversification, including facilities to

work on viruses and laboratory space for genetic engineering studies;

(1) In April 1988, in addition to anthrax and botulinum toxin, a new

agent, Clostridium oerfringens (gas gangrene), was added to the bacterial

research work at Al Salman. (Clostridium perfringens produces a condition known

as gas gangrene, so named because of the production of gaseous rotting of flesh,

common in war casualties requiring amputation of limbs.) In August 1989, work

on perfringens was transferred from Al Salman to Al Hakam;

(m) In May 1988, studies were said to be initiated at Al Salman on

aflatoxin. (Aflatoxin is a toxin commonly associated with fungal-contaminated

food grains and is known for its induction of liver cancers. It is generally

considered to be non-lethal in humans but of serious medical concern because of

its carcinogenic activity.) Later research was also done on trichothecene

mycotoxins such as T-2 and DAS. (Tricothecene mycotoxins produce nausea,

vomiting, diarrhoea and skin irritation and, unlike most microbial toxins, can

be absorbed through the skin.) Research was conducted into the toxic effects of

aflatoxins as biological warfare agents and their effect when combined with

other chemicals. Aflatoxin was produced by the growth of the fungus aspergillus

in S-litre flasks at Al Salman;

I...
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(n) In 1989, it was decided to move aflatoxin production for biological
weapons purposes to a facility at Pudaliyah. The facility was used for
aflatoxin production in flasks from April/May 1990 to December 1990. A total of
about 1,850 litres of toxin in solution was declared as having been produced at
Fudaliyah;

(o) Another fungal agent examined by Iraq for its biological weapons
potential was wheat cover smut. (Wheat cover smut produces a black growth on
wheat and other cereal grains; contaminated grain cannot be used as foodstuff.)
After small production at Al Salman, larger-scale production was carried out
near Mosul in 1997 and 1988 and considerable quantities of contaminated grain
were harvested. The idea was said not to have been further developed; however,
it was only sometime in 1990 that the contaminated grain was destroyed by
burning at the Fudaliyah site;

(p) Another toxin worked for weapons application was ricin. (Ricin is a
protein toxin derived from castor bean plants that is highly lethal to humans
and animals. When inhaled, ricin produces a severe diffuse breakdown of lung
tissue resulting in a haemorrhagic pneumonia and death.) It appears that work
started in 1998 at Al Salman. The first samples of ricin were supplied from the
Sammarra drug factory and after some initial toxicological tests in conjunction
with Muthanna, the quantity required for a weapons test was determined. Ten
litres of concentrated ricin were prepared. A weapons trial was conducted with
the assistance of Muthanna using artillery shells. The test wa considered to
be a failure. The project was said to have been abandoned after this;

(q) Work on virus for biological weapons purposes started at Al Salman in
July 1990. Shortly thereafter, a decision was taken to acquire the Foot and
Mouth Disease facility at Daura and it was taken over for biological weapons
purposes, in addition to the continued production of vaccines. It was decided
that the Daura plant within the biological weapons programme would include
facilities for bacteriology, virology and genetic engineering. Three viral
agents for the biological weapons programme were obtained from within Iraq:
haemorrhagic conjunctivitis virus, a rotavirus and camel pox virus.
(Haemorrhagic conjunctivitis is an acute disease that causes extreme pain and
temporary blindness. Rotavirus causes acute diarrhoea that could lead to
dehydration and death. Camel pox causes fever and skin rash in camels;
infection of humans is rare.) It was stated that very little work had been done
on these viruses and none had been produced in quantity;

(r) Early in 1988, efforts began in the weaponization of .biological
warfare agents and some of the senior scientists involved in the biological
weapons programme at TRC were sent to Iraq's munitions factories to familiarize
themselves with this aspect. At about the same time, TRC first discussed with
the Muthanna State Establishment weaponization of biological warfare agents and
it was agreed that, because of Muthanna's experience in the weaponization of
chemical agents, the Establishment would also provide the necessary assistance
for the selection of weapons types for warfare agents and the conduct of field
trials;

(s) The first field trials of biological weapons were said to have been
conducted in March 1988 at Muthanna's weapons test range, Muhanuadiyat. Two
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tests were done on the same day, one using the anthrax simulant, Bacillus
& , and the other using botulinum toxin. The munitions chosen for the

tests were aerial bombs positioned on adjacent stands. The effects were
observed on test animals (for botulinum toxin) or on Petri dishes (for
subtilis). The first tests of both agents were considered failures. The agents
in both cases did not spread far enough. Later in March, the second field trial
with the same weapons systems was said to have been conducted and it was
considered successful;

(t) No further weapons field trials were claimed to have been carried out
for the next 18 months. In November 1989, further weaponization trials for
anthrax (again using subtilis), botulinum toxin and aflatoxin were conducted,
this time using 122 mm rockets, again at Muhamwndiyat. These tests were also
considered a success. Live firings of filled 122 mm rockets with the same
agents were carried out in May 1990. Trials of R400 aerial bombs with Bacillu
&Mb1iia were first conducted in mid-August 1990. Final R400 trials using
subtilis, botulinum toxin and aflatoxin followed in late August 1990;

(u) After 2 August 1990, the date of Iraq's invasion of Kuwait, Iraq's

biological weapons programne was drastically intensified: the emphasis was
shifted to production and later to weaponization of produced biological warfare
agents. The foot and mouth disease plant at Daura was converted to biological
weapons production. The six vaccine fermenters with ancillary equipment at the

plant were used for production of botulinum toxin from November 1990 until

15 January 1991, by which time about 5,400 litres of concentrated toxin had been
produced. It was decided that there was an additional requirement for anthrax
production and the fermenters at Al Hakam that had been previously used for the

production of botulinum toxin there were modified to meet the requirements for

increased anthrax production. Production of perfringens for biological weapons
purposes also began at Al Hakam in August 1990 using the 150-litre fermenter
which had been relocated from Al Salman. A total of 340 litres of concentrated

perfringens was produced;

(v) In December 1990, a programme was initiated to develop an additional

delivery means, a biological weapons spray tank based on a modified aircraft

drop tank. The concept was that tanks would be fitted either to a piloted
fighter or to a remotely piloted aircraft to spray up to 2,000 litres of anthrax

over a target. The field trials for both the spray tank and the remotely

piloted vehicle were conducted in January 1991. The test was considered a

failure and no further effort towards further development was said to have been

made. Nevertheless, three additional drop tanks were modified and stored, ready

for use. They are said to have been destroyed in July 1991. The prototype

spray tank used for trials was claimed to have been destroyed during the Gulf

war bombing;

(w) Weaponization of biological warfare agents began on a large scale in

December 1990 at Muthanna. As declared, the R400 bombs were selected as the

appropriate munition for aerial delivery and 100 were filled with botulinum

toxin, So with anthrax and 16 with aflatoxin. In addition, 25 A1 Hussein

warheads, which had been produced in a special production run since August 1990,

were filled with botulinum toxin (13), anthrax (10) and aflatoxin (2). These
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weapons were then deployed in early January 1991 at four locations, where they
remained throughout the war;

(x) In summary, Iraq has declared the production of at least 19,000 litres
of concentrated botulinum toxin (nearly 10,000 litres were filled into
munitions), 8,500 litres of concentrated anthrax (some 6,500 litres were filled
into munitions) and 2,200 litres of concentrated aflatoxin (1,58) litres were
filled into munitions);

(y) Iraq declared that it had decided tJ destroy biological munitions and
the remaining biological warfare bulk agent after the Gulf war. An order for
destruction was claimed to have been given orally, and no Iraqi representative
seems to be able to recall an exact date for the order or the dates of
destruction operations. The order was said to have been given some time in May
or June 1991. All filled biological bombs were relocated to one airfield and
deactivation chemicals added to agent fill. The bombs were then explosively
destroyed and burnt, and the remains buried. A similar disposal technique was
used for the missile warheads at a separate site. In late August 1995, Iraq
showed to an wsSCOM team a location which it claimed to be a warhead destruction
aite. However, later on, Iraq changed its story and was unable to identify with
any degree of certainty the exact location of warheads destruction operations;

(z) Of the bacterial bulk agent stored at Al Hakam, Iraq stated that a
similar deactivation procedure had been adopted. The detoxified liquid was
emptied into the facility's septic tank and eventually dumped at the site.
About 8,000 litres of concentrated botulinum toxin, over 2,000 litres of

concentrated anthrax, 340 litres of concentrated perfringens and an unspecified
quantity of aflatoxin, according to Iraq's declaration, were destroyed at
Al Hakam.

76. Iraq's biological weapons program as described to the Comission embraced

a comprehensive range of agents and munitions. Agents under Iraq's biological
weapons programme included lethal agents, e.g. anthrax, botulinum toxin and
ricin, and incapacitating agents, e.g. aflatoxin, mycotoxins, haemorrhagic

conjunctivitis virus and rotavirus. The scope of biological warfare agents
worked on by Iraq encompassed both anti-personnel and anti-plant weapons. The

programme covered a whole variety of biological weapons delivery means, from
tactical weapons (e.g. 122 mm rockets and artillery shells), to strategic
weapons (e.g. aerial bombs and Al Hussein warheads filled with anthrax,
botulinum toxin and aflatoxin) and economic" weapons, e.g. wheat cover smut.
Given the Iraqi claim that only five years had elapsed since its declared
inception in 1985, the achievements of Iraq's biological weapons programme were

remarkable.

77. The achievements included the production and actual weaponization of large
quantities of bacterial agents and aflatoxin and research on a variety of other
biological .weapons agents. A special dedicated facility, Al Rakam, for
biological weapons research and development as well as large-scale production
was under construction, with most essential. elements completed at the time of
the Gulf war and production and storage capabilities operational. A number of
other facilities and establishments in Iraq provided active support for the
biological weapons program. The program appears to have a degree of balance
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suggesting a high level of management and planning that envisioned the inclusion
of all aspects of a biological weapons programme, from research to
weaponization. It is also reasonable to assume that, given that biological
weapons were considered as strategic weapons and were actually deployed,
detailed thought must have been given to the doctrine of operational use for
these weapons of mass destruction.

78. It appears that, until August 1990, the biological weapons programme had
been developing at a steady pace, continuing to expand and diversify. In
August 1990, a Ocrash" progranme was launched and the imperatives of production
and weaponization took over.

79. The documentation on Iraq's biological weapons programme obtained by the
Comission in August 1995 appears to represent a fraction of all the documents
generated under the programme. For example, studies were described orally by
Iraq to the Commission that are not included in any of the documentation. Some
of the studies referred to in the documents differ significantly from those
described to the Commission. Information available to the Commission from other
sources does not correspond in important aspects to the information provided by
Iraq.

80. In spite of the substantial new disclosures made by Iraq since mid-August,
the Commission does not believe that Iraq has given a full and correct account
of its biological weapons programme. The Commission intends to continue its
intensive inspection, verification and analytical efforts with the objective of
presenting to the Security Council, as soon as possible, its assessments of
Iraq's compliance with the biological weapons-related provisions of Security
Council resolution 687 (1991). Success will depend on Iraq's cooperation with
these efforts and its complete openness, including provision to the Commission
of all documentation and of a truly full, final and complete disclosure of
Iraq's proscribed biological weapons programme.

VI. NUCLEAR ACTIVITIES

81. TbI, Director General of IAZA is reporting separately on the activities of
the UNSC 687 Action Team set up to implement paragraphs 12 and 13 of Security
Council resolution 687 (1991) and the IAEA plan for ongoing monitoring and
verification approved under resolution 71S (1991) (S/22872/Rev.l and Corr.l).

82. The Special Covmission continues, in accordance with paragraph 9 (b) (iii)
of resolution 687 (1991) and paragraph 4 (b) of resolution 715 (1991), to
provide its assistance and cooperation to the IARA Action Team through the
provision of special expertise and logistical, informational and other
operational support for the carrying out of the IAEA plan for ongoing monitoring
and verification. In accordance with paragraph 9 (b) (i) of resolution
687 (1991) and paragraph 4 (a) of resolution 715 (1991), it designates sites for
inspection. In accordance Qith paragraph 3 (i1) of resolution 707 (1991), it
decides on requests from Iraq to move or destroy any material or equipment
relating to its nuclear weapons programme or other nuclear activities.
Furthermore, it continues, in accordance with paragraph 4 (c) of resolution
715 (1991), to perform such other functions, in cooperation in the nuclear field
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with the Director General of IARA, as may be necessary to coordinate activities
under the plans for ongoing monitoring and verification, including making use of
commonly available services and information to the fullest extent possible, in
order to achieve maximum efficiency and optimum use of resources.

83. During the current reporting period, the Commission has reviewed and
concurred with a number of lAM evaluations of Iraqi requests to relocate
materials and equipment within Iraq, participated with lAZA teams during routine
inspections, provided, through the German Government, fixed-wing. (C-160) and
rotating-wing (CH-53G) aircraft for the transport of ZARA inspectors into Iraq
from Bahrain and between points within Iraq and provided the UNSC 697 Action
Team with working room and supporting facilities at the Baghdad Monitoring and
Verification Centre.

84. Close coordination between ZARA and the Commission is already ongoing in
the management and control of machine tool movements within Iraq, and a better
integration between the IAZA and UNSCOM systems of survey has been implemented,
for example for machines located at the Nassr State Establishment, which are
under both missile and nuclear monitoring. Cross-disciplinary inspections have
been more frequent in order to increase the information flow and develop cross-
fertilization between the specialized teams. lAEA and the Commission also
cooperated in the initial assessment of the documents obtained in Iraq on
20 August 1995.

85. The Coamission's nuclear experts will participate in certain inspections
decided by the Action Team during the coming months. Regular meetings are now
scheduled, alternatively in New York and Vienna, to exchange information from
all sources and to plan cross-disciplinary inspections. Commission experts
regularly visit Vienna to update the IAEA photo library. The Commission's
experts are continuing to participate in lANA's negotiations with the Russian
Federation regarding the sale of the nuclear materials removed from Iraq and
reprocessed in Russia.

VII. OTHER ACTIVITIES

A. Exnort/iemort mechanism

86. As mentioned in the April 1995 report, the joint proposal prripared by the
Special Commission and IANA for the export/import mechanism called for in
paragraph 7 of Security Council resolution 715 (1991) was submitted to the
Sanctions Committee in February 1995. Upon receipt of the concurrence of that
Committee, it is to be transmitted to the Council for its approval.

87. In the course of the consideration of the proposal by the Sanctions
Committee, certain delegations requested information on the modalities which
would be followed by the Special Commission and IARA when implementing the
mechanism in Iraq. On 17 July 1995, the Executive Chairman of the Commission
sent a letter to the Chairman of the Sanctions Committee responding to this
request. In that letter, the Chairman pointed out that the Security Council had
on several occasions confirmed that the sole responsibility for carrying out
their mandates in Iraq rested with the Commission and IAEA. Nevertheless, the
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Commission and ZARA had kept the Council fully informed of their activities and
their modus operandi. In keeping with that practice, it was useful to indicate
the general principles which would be followed in implementing the mechanism in
Iraq.

8. In his letter, the Executive Chairman explained that an office of
export/import specialists would be established in the Baghdad monitoring and
Verification Centre which would serve as an administrative clearing house for
communications from Iraq regarding the notification forms which it would be
required to submit. That office and the Centre would also implement inspections
within Iraq to ensure that the mechanism was being complied with. These
inspections would be as vigorous as necessary to ensure that no violations of
the export/import regime would occur. in this regard, the Commission and the
ZARA intended to rely on their full rights under the relevant Security Council
resolutions (including resolutions 687 (1991), 707 (1991) and 715 (1991), the
plans for ongoing monitoring and verification (S/2271/Rev.1 and S/22S72/Rev.1
and Corr.l), the privileges and immunities as set forth in the exchange of
letters between the United Nations and Iraq of 6and 17 Kay 1991 and the
decision to be taken by the Security Council approving the mechanism.

89. The letter further stated that inspections under the mechanism would take
place not only at the declared end-user sites where notified items would be
tagged, as appropriate, and entered into the site protocols, but would also be
conducted anywhere else in Iraq, including points of entry into Iraq, where
there was reason to believe that notified items or dual-use items in respect of
which there should have been notification might be found. To ensure Iraqi
compliance the monitoring activities would be carried out in whatever ways
yielded the most effective results, whether by monitoring end-user sites, or
border crossings, or other locations.

90. The Executive chairman proposed, when the Sanctions Committee was in a
position to forward the proposal for the mechanism to the Security Council, as
the tripartite proposal called for in paragraph 7 of resolution 715 (1991), that
it should be accompanied, for purposes of information, by his letter setting out
in general terms the modalities which it was intended would be followed in
implementing the mechanism.

91. On 20 July 199S, the Sanctions Committee resumed consideration of the
Special Commission's and lAN's joint proposal for the export/import mechanism,
together with the Exeiutive Chairman's letter of 17 July. The Committee
approved the proposal and the suggestion of the Executive Chairman that its
transmission to the Council should be accompanied by the letter of 17 July.
Because of a request, formal transmission to the Council has been postponed.
Transmission is expected to take place as soon as all members indicate the
concurrence of their Governments.

92. in the meantime, the Special Commission has continued its efforts to
prepare for the implementation of the mechanism after its adoption by the
Security Council so as to be able to put it into effect as of such time as the
Council directs.
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B. Natona imolementatio measures

93. There have been no new developments since tne Commission's reports in April
and June 1995 regarding the national implementation measures which Iraq is
required to take under the plans for ongoing monitoring an€ verification. The
Commission has continued to pursue the matter and to press for the adoption of
the necessary legislation. On each occasion that the matter has been raised,
the Iraqi representatives have stated that the legislation in with the Office of
the Presidency and that no problems were foreseen in its adoption. Assurances
that such adoption would be forthcoming in a matter of days or weeks have not
been fulfilled. The absence of this legislation, almost four years after the
adoption of resolution 715 (1991) approving the pl4s for ongoing monitoring and
verification, is of great concern to the Commission. There is no doubt that the
enactment of this legislation, inter alia, prohibiting Iraqi citizens from
engaging in activities proscribed by resolution 687 (1991), would be regarded as
an indication of Iraq's will to comply fully with the requirements of the
resolution.

C. Aerial surveillance

94. The aerial imagery provided by the Commission's high-altitude surveillance
aircraft (U-2) and the Baghdad-based aerial inspection team continues to be an
essential tool for the monitoring regime and for the investigation of new sites.
To date, over 600 missions have been undertaken by the aerial inspection team
and 269 missions by the U-2.

95. The establishment of the photographic development laboratory in the
Monitoring Centre in Baghdad has facilitated the &wift processing and review of
the aerial photographic product. The capability to process photography at the
Centre has also proved a useful asset for ground inspection teams.

viii. FINANCE, ORGANIZATION AND AIR SUPPORT

96. The financial situation of the Special Commission is more precarious than
ever. Funds, either from frozen Iraqi assets or provided as contributions to
the Commission, have been trickling into the escrow account established under
Security Council resolution 778 (1992) on a very irregular basis. While funding
has been secured for the remainder of 1995, funds have yet to be identified for
1996. The level of operational expenditures of the Commission from its
inception in May 1991 until the end of 1995 will have reached $100 million. The
operational budget of the Commission, under the current rate of activities, will
be around $20 million for the next year.

97. The above figures only reflect the operational budget of the Commission,
which has greatly benefited from the assistance of supporting Governments
through the direct provision of services, staff and equipment. Such Governments
may seek reimbursement when adequate funds are obtained from Iraq, which has
responsibility for all costs incurred under section C of Security Council
resolution 687 (1991).
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9S. The number of the Special Commission's experts in NIew York has been
increased over the last few months to cope with the growing workload. All
additional experts have been provided by Member States at their own cost.

99. The Commission in strengthening its communications system between New York
and Baghdad and is acquiring an improved voice and fax date system which wilt
enable the transmission of data in a highly secure manner.

100. The office space situation of the Commission in New York is becoming more
difficult. It will be impossible to accommodate, within the currently available
space, the additional documents obtained in August which are now arriving in New
York. A special request has been made for additional secure space for this
purpose.

101. The Commission has described the establishment, preparations and resources
of the Baghdad Monitoring and Verification Centre in earlier reports
(S/1994/1138 and S/1995/284). All the projects planned to renovate the Canal
Hotel facilities for the Centre, in part using I raqi labour and materials, are
now completed. This effort has taken up much of the last year and could not
have been finished without the generous contributions of personnel, equipment
and materials from supporting States.

102. The field office in Bahrain continues to support the operations of the
Commission and the activities of the Baghdad Monitoring and Verification Centre.
The Commission wishes to place on record its gratitude to the Government of
Bahrain for its great generosity and unstinting support in the establishment and
maintenance of the field office in Bahrain. This has constituted one of the
most important contributions to the work of the Comsnission and has considerably
expedited that work.

103. Recently, the Secretary-General noted the substantial contributions of air
support from the Government of Germany for the operations of the Special
Commission and IAZA in Iraq (A/SO/I. pare. 701). Indeed, without the C-160
transport aircraft and the CH-S3G helicopters, the Commission would not have
accomplished its work and could not meet the requirements of the Security
Council in carrying out ongoing monitoring and verification and its other
reb 1 onsibilities in Iraq.

104. The airlift support provided by Germany has been of the highest quality.
One meas-ire of the success of this effort is that the helicopter unit recently
achieved 3,000 accident-free flying hours in Iraq under the difficult and
complex flight conditions existing there. The C-l60 Transall aircraft has flown
over 10,000 passengers into and out of Iraq. Another measure is the outstanding
logistical support from the contributing Government to its forward-deployed
units in Bahrain and in Iraq. Air support will continue to be critical to
Commission and IAZA operations in Iraq.

105. Helicopter support in Iraq has been and will continue to be vital for the
independence of the operations of the Commission and IAEA. Indeed, with the
lifting of sanctions and the resumption of international trade, the requirement
for helicopter support will increase significantly. Helicopters will provide
efficient transportation for inspection teams to travel to border crossings and
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points of entry. At the same time, the current requirements will remain for
low-altitude aerial inspection photography; medical evacuation; rapid, no-notice
movement of inspection teams; and airlift for vehicles. These many needs are
met with the CH-530, which appears to be the most efficient aircraft currently
available for this purpose. The Commission remains profoundly grateful to the
Government of Germany for its unique and vital contribution in carrying out the
Security Council's mandate in Iraq under section C of Security Council
resolution 687 (1991).

IX. CONCLUSION

106. During the period under review and since the Special Commission's report in
June 1995, very important developments have taken place in all areas, and a
considerable amount of information has become available to the Commission
concerning Iraq's proscribed programmes. The Commission's preliminary analysis
of this information reveals that Iraq has been concealing proscribed activities
and that, consequently, some of the assessments in the Commission's earlier
reports have to be revised.

107. Iraq has been misleading the Commission by withholding information that,
before the Gulf war, it had secretly produced Scud-type missile engines and
carried out research and development on a variety of projects on missiles of
prohibited ranges. Furthermore, Iraq's efforts to conceal its biological
weapons programme, its chemical missile warhead flight tests and work on the
development of a missile for the delivery of a nuclear device led it to provide
incorrect information concerning certain of its missile activities. The new
revelations cast into doubt the veracity of Iraq's previous declarations in the
missile area, including the material balance for proscribed weapons and items.
Consequently, Iraq has agreed to provide a new declaration with a full, final
and complete disclosure in the missile area.

108. In the chemical weapons area, the Special Commission's investigations have
led to disclosure of activities aiming at the acquisition of a considerable
capability for the production of the advanced nerve agent VX. Whether Iraq
still keeps precursors in storage for immediate VX use has not been fully
clarified. The revelations also shed new light on the scope and ambition of
Iraq's chemical weapons programme. The Commission must adjust the direction of
some of its monitoring activities, especially to prevent Iraq from using its
chemical compounds, equipment and activities for secret acquisition of chemical
weapons. Further destruction of some Iraqi chemical assets has to be
contemplated. The Commission has requested Iraq to provide a new declaration
comprising a full, final and complete disclosure of its capabilities with regard
to chemical weapons.

109. The Special Commission has detected and identified a hitherto secret
offensive biological weapons programme in Iraq comprising a large-scale
production of biological warfare agents, the filling and deployment of missile
warheads and aerial bombs with agents, as well as biological weapons research
and development activities of considerable width and depth. As late as August
of this year, Iraq presented to the Commission a formal, but essentially false,
declaration on its biological weapons activities. Consequently, the Commission
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has requested again and - Iraq has agreed to provide - a full, final and
complete disclosure of its biological weapons programme in the form of a new
declaration. Much remains to be verified with regard to these weapons, in
particular the destruction of munitions and bulk agents.

110. Given the new disclosures, the Special Commission is obliged to consider,
in accordance with paragraph 8 of Security Council resolution 687 (1991), the
possible destruction of facilities and items which were used in the production
of biological weapons.

111. For the fulfilment of the Special Commission's tasks, it needs a complete
understanding of the concept behind each stage of the development of all
proscribed weapons. A special concern of the Commission in this respect is the
matter of the deployment of Iraq's proscribed missiles with non-conventional
warheads for strategic and offensive use.

112. The increased flow of data, whether originating in Iraq's new admissions or
in recently obtained documents and other types of documentation, has opened up
new possibilities for a solid and credible account of the proscribed weapons and
weapons capabilities. with these new developments, the prospects for the full
implementation of the weapons chapter of Security Council resolution 687 (1991)
have improved.

113. Further exploration and investigation are necessary to verify that Iraq's
new statements and the declarations in all the weapons areas requested by the
Commission are true representations of the facts. The large amount of
documentation obtained will be of use in this regard. The Special Commission
will concentrate its personnel and technical resources in order to achieve a
complete and reliable account as fast as possible.

114. The system for ongoing monitoring and verification is now in place and has
been tested for some time. It is as much in the interests of Iraq as of the
Commission that the ongoing monitoring and verification system functions without
any flaws. Even if the new revelations have led to adjustments, redirection and
augmentation of activities, the system has already proved to be robust and
fundamentally sound. Indeed, it was during the build-up of the monitoring
structures that the Commission's scientists and analysts were able to detect
Iraq's concealment of its hitherto secret biological weapons programme.
Likewise, as mentioned above, Iraqi efforts to circumvent the control
arrangements in the missile and chemical areas have been detected before any
serious damage has occurred. The Commission also detected undeclared efforts by
Iraq to establish a covert procurement network for activities under monitoring.

115. In this report, the Commission has outlined its concerns in all areas of
its responsibility. Questions can still be raised about the intentions of Iraq
as regards possible remnants of its proscribed programmes. In the coming
months, the Government of Iraq must present three new declarations comprising
full, final and complete disclosures of all its proscribed capabilities. Iraq
must at the same time hand over the weapons documentation still in its hands.
Access to and control of all relevant documentary evidence is necessary for the
Commission to be able quickly and effectively to verify Iraq's declarations and
ascertain that all Iraq's proscribed weapons capabilities have indeed been
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disposed of. If the requested declarations and actions by Iraq fulfil the
requiremets-of the Security Council, a solid base will be laid for the full
implementation of all aspects of section C of Security Council resolution
687 (1991). With an effective and proven monitoring and verification system in
place, the Comismsio should be able to confirm that Iraq would have no
capability to project any threat with proscribed weapons against its neighbours.

116. A necessary prerequisite for a comprehensive solution is that Iraq
demonstrate a full openness and a manifest willingness to cooperate in all its
dealings with the Special Commissio. Iraq's stated preparedness to provide
such cooperation is a hopeful sign. The true character of Iraq's expressed
political intent will soon be tested by the Comsission in its inspections and
analytical activity. If Iraq were genuinely to translate its statements into
action, there would be a real hope for the completion of the task entrusted to
the Special Cowmmission within a reasonable time-frame.

I...
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APPIDIX

Inspection schedule

(in- country dates)

Nuclear

15 May-21 May 1991 IAEA 1/UNSCOM 1
22 June-3 July 1991 IARA 2/UNSCOM 4
7 July-18 July 1991 [AEA 3/UNSCOM 5

27 July-10 August 1991 IAEA 4/UNSCOM 6
14 September-20 September 1991 IAEA 5/UNSCOM 14
21 September-30 September 1991 IAEA 6/UNSCOM 16
11 October-22 October 1991 IAEA 7/UNSCOM 19
11 November-18 November 1991 IAEA 8/UNSCOM 22
11 January-14 January 1992 IAEA 9/UNSCOM 25
5 February-13 February 1992 IAEA 10/UNSCOM 27
7 April-15 April 1992 IAEA 11/UNSCOM 33

26 May-4 June 1992 IANA 12/UNSCOM 37
14 July-21 July 1992 IANA 13/UNSCOM 41
31 August-7 September 1992 IAEA 14/UNSCOM 43
8 November-19 November 1992 IAEA 15/UNSCOM 46
6 December-14 December 1992 IAEA 16/UNSCOM 47

22 January-27 January 1993 IANA 17/UNSCOM 49
3 March-11 March 1993 IAEA 18/UNSCOM 52

30 April-7 May 1993 IAEA 19/UNSCOM 56
25 June-30 June 1993 IAEA 20/UNSCOM 55
23 July-25 July 1993 IAEA 21/UNSCOM 61
1 November-9 November 1993 1AEA 22/UNSCOM 64
4 February-l1 February 1994 lAEA 23/UNSCOM 65
11 April-22 April 1994 IAEA 24/UNSCOM 73
21 June-i July 1994 IAEA 25/UNSCOM 53
22 August-2 September 1994 IAEA 26/UNSCOM 90
7 September-29 September 1994 NMG 94-01

14 October-21 October 1994 IAEA 27/UNSCOM 93
29 September-21 October 1994 NMG 94-02
21 October-9 November 1994 NMG 94-03
8 November-29 November 1994 NMG 94-04

29 November-16 December 1994 NMG 94-05
16 December 1994-13 January 1995 NMG 94-06
12 January-2 February 1995 NMG 95-01

2 February-28 February 1995 NMG 95-02
28 February-16 March 1995 NMG 95-03
16 March-6 April 1995 NMG 95-04
6 April-26 April 1995 NMG 95-05

27 April-10 May 1995 NMG 95-06
11 May-30 May 1995 NMG 95-07
31 May-20 June 1995 NMG 95-08
21 June-9 July 1995 NMG 95-09
10 July-30 July 1995 NMG 95-10
31 July-10 August 1995 NMG 95-11
11 August-29 August 1995 NMG 95-12
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August-11 September 1995
September-19 September 1995
September-3 October 1995
October 1995- . ....

June-15 June 1991
August-22 August 1991
August-8 September 1991
August-S September 1991
October-9 November 1991
October-2 November 1991
November-1 December 1991
January-5 February 1992
February-24 March 1992
April-13 April 1992
April-29 April 1992
June 1992-14 June 1994
June-10 July 1992
September-29 September 1992
December-14 December 1992
April-18 April 1993
June-30 June 1993
November-22 November 15q3
February-14 February 1994
March-26 March 1994
April-22 April 1994
May-5 June 1994
May-12 June 1994
June-14 June 1994
August-23 August 1994
September-24 September 1994
October 1994-14 January 1995
October-27 October 1994
January-21 January 1995
January-22 January 1995
January-15 April 1995
April-26 September 1995

September-20 September 1995
September 1995- . ....

30
9

12
4

Chemical
9

15
31
31

6
22
18
27
21

5
15
18
26
21

Biological

August-8 August 1991
September-3 October 1991
March-18 March 1993
April-26 April 1994
May-7 June 1994
June-5 July 1994
June-8 June 1994
July-7 September 1994

NMG 95-13
IAEA 28/UNSCOM
NMG 95-14
NMG 95-15

CW 1/UNSCOM 2
CW 2/UNSCOM 9
CW 3/UNSCOM 1.
CW 4/UNSCOM 12
CW 5/UNSCOM 17
CW 6/UNSCOM 20
CBW 1/UNSCOM 21
CW 7/UNSCOM 26
CD 1/UNSCOM 29
CD 2/UNSCOM 32
Cw 8/UNSCOM 35
CDG / UNSCOM 38
CBW 2/UNSCOM 39
CW 9/UNSCOM 44
CBW 3/UNSCOM 47
Cw 10/UNSCOM 55
c" iJ iUNSCOM 59
CW 12/UNSCOM 65
CW 13/UNSCOM 67
CW 14/UNSCOM 70
CW 15/UNSCOM 74
CW 16/UNSCOM 75
CW 17/UNSCOM 76
CW 18/UNSCOM 77
CW 19/UNSCOM 89
CW 20/UNSCOM 91
CG 1
CW 21/UNSCOM 95
CW 23/UNSCOM 108
CW 22/UNSCOM 107
CG 2
CG 3
CW 25/UNSCOM 124
CG 4

1/UNSCOM
2/UNSCOM
3/UNSCOM
4/UNSCOM
5/UNSCOM
6/UNSCOM
7/UNSCOM
8/UNSCOM

I...
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5/1995/864

Page 38

August-25 August 1994
August-3 September 1994
September-14 October 1994
September-26 September 1994
November-22 November 1994
December-10 December 1994
December-13 December 1994
December-16 December 1994
December 1994-31 January 1995
January-22 January 1995
January-6 February 1995
January-3 February 1995
February- 17 February1995
February-17 February 1995
March-18 March 1995
March-6 April 1995
February-3 April 1995
April-7 August 1995

April-16 May 1995
July-26 July 1995
August-3 September 1995
September-11 October 1995
August 1995-.

Rallistic missiles

30
18

8
6
1
1
9

21
21

13
14
11

7
16
25
12
22
27
.5
10
24
28
21
17
30
20

June-7 July 1991
July-20 July 1991
August-15 August 1991
September-13 September 1991
October-9 October 1991
December-9 December 1991
December-17 December 1991
February-29 February 1992
March-29 March 1992
April-21 April 1992
May-22 May 1992
July-29 July 1992
August-18 August 1992
October-30 October 1992
January-23 March 1993
February-21 February 1993
February-23 February 1993
March-17 May 1993
June-28 June 1993
July-l July 1993
August-15 September 1993
September-1 November 1993
January-29 January 1994
February-25 February 1994
March-20 May 1994
May-8 June 1994*

BW 9/UNSCOM
BW 10/UNSCOM
BW 11/UNSCOM
BW 12/UNSCOM
BW 15/UNSCOM
BW 16/UNSCOM
BW 13/UNSCOM
BW 17/UNSCOM
IBG 1
BW 18/UNSCOM
BW 19/UNSCOM
BW 22/UNSCOM
BW 20/UNSCOM
BW 21/UNSCOM
BW 23/UNSCOM
BW 24/UNSCOM
IBG 2
BG I.
BW 25/UNSCOM
BW 26/UNSCOM
BW 27/UNSCOM4
BW 28/UNSCO4
BG2

BM 1/UNSCOM
9M 2/UNSCOM
BM 3/UNSCOM
BM 4/UNSCOM
BM 5/UNSCOM
91 6/UNSCOM
BM 7/UNSCOM
BM 8/UNSCOM
B1 9/UNSCOM
BM 10/UNSCOM
BM 11/UNSCOM
5M 12/UNSCOM
BM 13/UNSCOM
BM 14/UNSCOM
IMTIa/UNSCOM
91 15/UNSCOM
BM 16/UNSCOM
IMTlb/UNSCOM
IMTlc/UNSCOM
BM 17/UNSCOM
5M 18/UNSCOM
BM 19/UNSCOM
BM 20/UNSCOM
BM 21/UNSCOM
BM 22/UNSCOM
BM 23/UNSCOM

(IMT)
(IMT)(IMT)

se
92
94
96

104
105
99
106

109
110
113
111
112
115
116

118
121
125
126

3
10
8

13
18
23
24
28
31
34
36
40A+B
42
45
48
so
51
54
57
60
62
63
66
69
71
79

I...
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Page 39

10 June-24 June 1994 SM 24/UNSCOM 80
14 June-22 June 1994 3M 25/UNSCOM 81
3 July-28 July 1994 BM 26/UNSCOM 82

15 July-24 July 1994 BM 27/UNSCOM 85
17 August-9 October 1994 MG 1
2 October-6 October 1994 3M 28/UNSCOM 98A

23 October-28 October 1S94 BM 28/UNSCOM 985
14 October 1994-21 February 199S MG 2
19 October-22 October 1994 MG 2A
2 December-.6 December 1994 MG 29
9 December-'14 December 1994 3M 29/UNSCOM 101
9 December-16 December 1994 BM 30/UNSCOM 102

27 January-31 January 1995 MG 2C
22 February-30 May 1995 MG 3
6 March-14 March 1995 3M 31/UNSCOM 103

25 May-i June.1995 3M 32/UNSCOM 100
30 May-27 August 1995. MG 4
25 July-30 July 1995 BM 33/UNSCOM 122
20 August-24 August 1995 MG 4A
27 August 1995- . .... M G 5
27 September-i October 1995 3M 34/UNSCOM 123

CoQguWer search

12 February 1992 UNSCOM 30

Exhort/ inrt mission

22 April - 6 May 1995 UNSCOM 119

Special missions

30 June-3 July 1991
11 August-14 August 1991

4 October-6 October 1991
11 November-15 November 1991
27 January-30 January 1992 .
21 February-24 February 1992
17 July-19 July 1992
28 July-29 July 1992
6 September-12 September 1992
4 November-9 November 1992
4 November-$ November 1992

12 March-18 March 1993
14 March-20 March 1993
19 April-24 April 1993
4 June-S July 1993

15 July-19 July 1993
25 July-5 August 1993

'40-675 96- 20
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S/1995/S64
EnglLsh
Page 40

9 August-12 August 1993
10 September-24 September 1993
27 September-i October 1993
1 October-8 October 1993
5 October-15 February 1993
2 December-lO December 1993
2 Dew-Crer-16 December 1993

21 January-27 January 1994
2 February -6 February 1994
10 April-4 April 1994
24 April-26 April 1994
28 May-29 May 1994
4 July-6 July 1994
8 August-16 August 1994

15 September-19 September 1994
21 September-25 September 1994
23 September-26 September 1994
3 October-6 October 1994
4 November-20 November 1994
7 November-12 November 1994

14 November-17 November 1994
4 December-18 December 1994
14 December-20 December 1994
7 January-31 January 1995
7 January-21 January 1995

13 January-26 January 1995
13 January-16 March 1995
12 January-28 January 1995
23 January-14 February 1995
25 January-4 February 1995
19 February-23 February 1995
22 February-28 February 1995
28 February-18 March 1995
16 March-29 March 1995
24 March-27 March 1995
4 May-23 May 1995

14 May-17 May 1995
29 May-1 June 1995
19 June-22 June 1995
22 June-2 July 1995
30 June-2 July 1995
2 July-10 July 1995
4 August-6 August 1995
7 August-12 August 1995

17 August-20 August 1995
24 August-2 September 1995
24 August-18 September 1995
5 September-14 September 1995

17 September-20 September 1995
29 September-1 October 1995
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Semae PerIMM-

FXWWi # 9

THE MATSUMOTO INCIDENT:
SARIN POISONING IN A JAPANESE

RESIDENTIAL COMMUNITY

KYLE B. OLSON

INTRODUCTION

Late on the evening of June 27, 1994. authodes in Matsumoto, Japan began
to receive calls from fiiened citizens in K16 Heights a neighborhood near the
old heart of the city. Over the nex several hours, emergey responders wouid
tnsfer dozens of persons to area hospitals where they would be treated for acute
eposure to toi€d chemicals Doctors we astonished to find dramatically reduced
cholinesterase levels in virtuay id1 the victim and followed a course of treatent
for orgnophosphoric poisoning.

Through the efforts of the medical teams, several very seriously afflicted
persons wee saved, whie others with less severe symptoms received aPproprit
treatment and were made comfortable. Some cases, hwer, were beyond help.
The roll would ultimately nuber..evwn dead P than 200 it'ed, with a
number of the injured requiring lengthy hospital stays.L mvivor suffered
permanent and mssie brain damage.

- Subsequent sampling and analysis identified the presence of the supenoxic
nerve gas sarin - atrue chemical weapon - at several sites in the affected area.

I had the opportunity to visit Matsumoto in December, 1994. for the purpose
of collecting information on this case, which has been little reported outside of
Japan. The following pages detail my findings, based on interviews with vicms,
medical personnel and government officials in Matsumoto. In addition, it reflects
information compiled and reported by Japanese sources.

JUNE 27, 1994

Matsumoto is located 100 miles west of Tokyo on the Japanese main island of
Honshu. An indusna and tourist city of several hundred thousand people, it sits at
the feet of the rugged Japanese Alps. The city is still dominated by the majestic
moated castle coomsructed by a powerful daimyo nearly 400 years ago.
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On June 27, between SOO PM and tiidnight. u-.rNbelming evidence indicates satin gas was
released in the Kaichi Heights area. The gas was apparently generated or released from a vant
lot. near a small fishpond. Alhough no containers or related equipment were fotmd significant
damage to plant life that occurred that evening - apparently caused by another S (HO?) released
at the same time as the sarin - radiated from da point. In addition, dead fish found in the pond,
and the water and soil in the immediate area, showed traces of satin.

While the trees around the fish pond and the darkness of night apparently prevented anyone
fiom observing the exact source of the gas. there were several reports of odd, sharp smells. Two
witnesses reported seeing a wi-te, mist-like cloud emanate from the area

CHRONOLOGY

The following is an edited chronology of the events of the evening of June 27, 1994 and the
following days:

11:00 PM: A man visiting a friend in the neighborhood iuddenly complained of a headache,
dizziness, and narrowing of vision.

It :09 PM: A call was received by Matsumoto emergency officials from a man saying that his
wife was in paand asking for an ambulance. The fin department medical team
that arrived five min s lae was greeted by the husband, who was disoriented and
ill himself The couple and one of their daughters was transported to Kyoritsu
Hospital. the wife recevn CPR from the emergency medical technicians.

11:30 PM: Police were notified by the fire department of the "accident". All officers were
placed on alea. There were numerous emergency calls, and many victims were
taken to hospitals by ambulance.

12:45 PM: Police used loudspeakers to warn persons of the toxic gases and to close their
windows and doors.

1:00 AM: A police officer patrolling the area complained of stinging eyes.

1:20 AM: A shout from the Meiji Life Insurance Co. dormitory summoned help for a
colased person on the 3rd floor, wao ultimately died.

2:45 AM: Twelve out of eighteen persons brought in to Kyoritsu Hospital were hospitalized.
Nurses handling the intake of victims, and in close physical proximity to them.
subsequently reported having symptoms sima to those of the patients they
assisted. Doctors observed physical symptoms of consricted pupils, nausea, and
spasms, while blood test revealed severely depleted cholinesterase levels in the
persons bought to the hospital. Assuming orgaophosphoric poisoning of some
kind, physicians prescribed atopine sections. Subsequent interviews with doctors
also indicated a pattern of excessive salivation (a secondary symptom linked to
satin) by many victims.
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4:15 AM: Police announced that six persons had died. Another death Ws reported Later that
day.

500 AM: Five police officers investigating the scene were tken to Marinouchi Hospital
complaining of nausea and sting eyes.

S"35 A) Rescuers wearing protective clothing and portable air supplies enfteed Kaichi
Height

7.00 AM: Matsumoto police set up a special investigation headquarters to look bu the
nao-ident".

10:30 AM: The city established a command post to *Vrk out a solution to the poison ga.

11:00 AM: Investigators from the Matsnoto Healt Center checked the ala and water in Kichi
Heights. Chief Yoko Midorikawa annoumed. thA based on the symptoms of th
victims, it appeared the toxic chemical is an orgnophosphorus compound.

3:00 PM: The Department of Medicine at Shinshu University conducted autopsies on three of
the seven dead.

July 3: Local police authorities announced that they had found residual wr of the nerve
*s trin", at six different sites in the Kalchl Heights. The identity of the nerve

gas was dewrmined through gas chromatography of samples taken in the afflicted
neighborhood.

ANALYSIS

Although the events in Masunoto prompted tremendous media speculation in Japan. the
national authorities have publicly deemed the event to be a maner for the local police. There is,
however, some reason to believe that considerable investigative activity is taking place within the
Japanese intelligence and counter-tworism establishments. Perhaps out of a desire to prevent
panic, Japanese officials have played down the Matsumoto event and avoided speculation - and
even comment - on the matter.

A better understanding of th threat powc. by sarin may help explain why the authorities have
apparently decided to downplay the Masumnoto incident.

Sarin is an organophosphos compound first developed by German scientists during the late
1930's. Although derived from research related to the production of pesticides, it was specifically
intended for military use as a chemical weapon. It is one of the most aggressively lethal .ubstances
knoA to chemical sciemc.- with an Do (lethal dose) of less than 0.1 milligram per kilogram.
That is, for a typical person of 60 kilograms (132 pounds) weight. a drop containing less than 6
milligrams (approximately 0.0002 ounce) of satin in contact with the skin will result in death in at
least 50% of the a$ses.
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Satin was produced by combaauts on both sides during World War 11. but was never used.
Although Grat*ny shared the formula for saxin "%ith its Axis partner, Japan. during that conflict,
there is no clear evidence that Tokyo ever went ahead %ith production. Satin is still present in the
arsenals of the United States and Russian Federation. though both countries have pledged to destroy
their inventories of all chemical arms by early in the next century.

Ther are several paths of manufiicture for sati. and these are widely kiowm and
documented in the open literature. The compound has no commercial applications, although it is
produced from chemicals that at openly available to civilian buyers, Two of the precursor
chemicals, hydrogen fluoide ard isopropyl alcohol are produced globally in extremely large
volumes. While not exactly easy to make, the s.7thesis of satin relies upon widely available
technology dating back more than 50 years. The conclusion - and fear - of many experts is that
nerve gases such as stin are well within the technical capabilities of developing countries and
terrorist groups.

The possibility that Matsmoto may have been the site of such a terrorist use is supported by
several factors in the ca.

First, sarin is the product of a specific and rather complex Series of chemical processes.
While well within the capabilities of a technically proficient chemist, the prodution of sat is
simply not something that can be done by accident. Some of Lhe chemicals used in the manufactre
of the gas art both toxic ma difficult to obtain. and must be combined in a precise fashion, usually
at high temperature, to produce the nerve was. 'The satin at Mat umoto must have been
deliberately formulated.

SSecond, weather conditions play a major role in the lethality of satrin. Rain both cleans the air
of vapors, such as sarin, and neutralizes the nerve agent through hydrolysis; in addition. satin, a
volatile liquid, remains a vapor longer at warmer temperatures. June in Matsumoto is the rainy
season, with steady showers and temperatures hoveing ground 200 C (approx. 68 F). On June 26,
the weather changed abruptly. The skies cleared and the temperatures climbed to 300C (86F).
Forecasters predicted the dry, warm conditions would last until June 28. The satin poisonings took
place on the evening of the second day, Yuggesting someone anticipated a break in the weather and
took advantage of it

Finally, the appae absence of hard evidence such as the container used to transport or
generate the nerve gas indicates a planned effort to conceal the identity of the person or persons
responsible for the act. Initial theories of an experiment gone %Tong, or some inadvertent mixing of
toxic chemicals foundered as much on the "missing" equipment as on the scientific improbabilities.
Possible explanations for the container's absence include that the container was composed of a
material that decomposed or melted under the heat of the reaction, that the perpetrator or an
accomplice removed the container during the confusion of the emergency response, and that the
authorities actually recovered somedhin and are keeping quiet about it

Arguments against the terrorism theory center on the absence of both a clearly defined target
in the Kaichi Heights area (indeed, in all of Matsumoto) and the apparent failure of any person or
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group to follow-up on the event - ith the usual tappings of such an action, i.e., mesaes to the
media claiming credit, messages blaming authority s for forcing the ana.14 threats about another
attack, etc. Several possible answers suggest these es. One of the more compelling is that the
Matsumoto attack wm.essentially an "experiment", designed by the mann makers to tea their
u4 p, *ir ability to carry off such in assault successfully, and the'deadly c efftiiss of
their weapon. The experimet theory may be firther supported by reports that an investiqation of
complaints of heedaches and nausea from the inhabitants of a village about an hours drive south of
Mauumoto turned up chemicals in the environment authorities acknowledge were likely the
degradation products of sarin.

It is not far-fetched to postulate a small group of persons (their motivations being beyond the
scope of this paper) carefully testing and evaluating the effectiveness of a weapon based on a
technology with which they are unfamiliar. Such testing would be prudent prior to planning a
major smte using the new weapons, both to prevent accidents and to assure maximum
effectivenm. t may also be that the unknown natue of the hand wielding the weapon plays as
part of the groups strategy, or perhaps a desire for optimum mpds and shock. It any case, the
person(s) responsible for Matsun )to certainly understand now that a significant quantity of nerve
gas, delivered into a warm, crowded urban she (such as a Ginza department o, or major subway
station) could have catastrophic constquences

CONCLUSION

The Matsumoto incident has generally bc- referred to by authorities and the media in Japan
as "the accident". There is compelling evidence ftt whatever the complete story of that deadly
June night turns out to be, the events in that quiet city were anydng but accidental. "this case
deserves further attention as the potential harbinger of the next phase of-terrorist horror.



608

SAte Pmanent Suvbnrmtes
on Inmltigations

EXHUS #_ 13b.

EMBASSY OF AUSTRALIA

WASHINGTON. 0. C.

24 October 1995

The Honorable
Senator Sam Nuna
Ranking Minority Member
Permanent Subcommittee on Investigations
United States Senate
WASHINGTON DC 20510-1001

Dear Senator Nunn,

In reply to y,ur request of 5 October. I am pleased to be able to provide a brief (attached)
prepared by the Australian Federal Police (AFP) whici escribes the outcome of their
investigation of activities ofthe Aum Shinuikyo sect in Australia. I expect to forward the
annexes referred to in the brief- which presently ae .omirrz to the US by diplomatic bag -
within the next few days.

You will be aware that the possible use by the sect of chemical weapons on Australian soil
has been a matter of prave concern to the Australian Government. This concern endures.
even though more recent chemical analysis suggests the situation at the Western Australian
station used by the sect may not be as clear cut as the AFP report suggests

In the wake of the Oklahoma bombing and the Tokyo sarin attack, the Australian
Government - like the US Government - has been searching for better means to protect
against terrorism, and in particular against the new spectre of chemical weapons (CW)
terrorism. CW terrorism is a new phenomenon and fighting it effectively calls for new
thinking. One forum Australia has already used, i conjunction with the United States and
others, to explore ideas on countering CW terrorism is the Australia.roup which
reconvened in Paris from 16-19 October. The Australia Group is an informal international
body which seeks to counter the proliferation of chemical and biological weapons.
Australia also is in the process of conducting an extensive internal investigation of possible
national measures to fight CW terrorism.

As a result of consultations both nationally, and internationally in the course of the Australia
Group meting and with a wide range of countries on other occasions, the Australian
Government has concluded that the entry into force of the Chemical Weapons Convention
(CWC) offers a particularly important opportunity to assist efforts to prevent further
chemical weapons terrorism incidents.
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2.

The CWC will establish a clear international legal norm against CW. This norm should
reinforce the abhorrence widely felt towards such weapons, raising the threshold for any
terrorist group dnking of using CW to advance its aims.

And as participation in the CWC regime moves towards universal adherence, the
Convention should serve to limit and ultimately prevent any opportunity for terrorist groups
to acquire chemical weapons from state sponsors.

The CWC also requires that member goverments incorporate in their national law general
prohibitions on the dvelopment, production or use of chemical weapons. The enac wnt of
such law creates an opportnity to install or reinforce at the national level legal barriers to
chemical weapca.

The process of implementing the CWC alo will sensitise industry, and other sources of
dual-use maerials which might be souht by terrorists to make CW. to the risk of misuse of
theme matedal.

Fhnly, the international organisation responsible for implementing the CWC the
Organisation for the Prohibitio. of Chemical WeVons - which will be established after the
CWC e, -tes-im force - wil provide a global forum for raising and exploring Isses relating
tCW tuorlm.

I hope the material provided herewith i of ss ce to the Sente permanent
Subcommite on Invesgtim amd that the United States will move soon through ratifying
the CWC, to take up the oppotiunlty which I believe the Convention offers to fight CW
terris

Your nearly

Don Russell
Ambassador
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THE AUSTRALIAN INVESTIGATION OF

THE AUMI SHINRIKYO SECT

THE RELEASE OF NERVE GAS ON THE TOKYO SUBWAY IN
RLTSULTED IN 12 DEAD AND MORE THAN 5,500 INJURED
EXISTENCE OF A JAPANESE DOOMSDAY CULT DEDICATED
'ARMAGEDDON' THROUGH ACTS OF MASS MURDER.

X'ARCH THIS YEAR
AND REVEALED THE
TO BRINGING ABOUT

AUM SECT LEADER, CHIZUO MATSUMOTO, OR AS THE WORLD KNOWS HIM, SHOKO
ASAHARA, ATTEMPTED TO BRING ABOUT THE END OF THE WORLD BY RECRUITING
YOUNG INTELLECTUALS TO DEVELOP WEAPONS OF MASS DESTRUCTION. SECT
MEMBERS OPERATED UNDER A MIX OF' BUDDHIST BELIEFS OF REINCARNATION
AND DELIVERANCE AND WERE OCCUPIED IN LEGITIMATE ENTERPRISES AS WELL
AS A RANGE OF CRIMINAL ACTIVITIES INCLUDING MURDER, EXTORTION AND
SUBVERSION. THE SECT'S STRUCTURE MIRRORED SOME ASPECTS OF THE
JAPANESE GOVERNMNT WHICH TUE SECT WAS SET TO REPLACE WHEN IT
INSTIGATED THE GOVERMMNT'S DOWNFALL.

THE SECT IN AUSTRALIA

IN APRIL 1993, TWO YEARS BEFORE THE SUBWAY ATTACK, THE SECTS
'CONSTRUCTION MINISTER', KIYOHIDE HAYAKAWA, AND THE 'INTELLIGENCE
MINISTER'. YOSHIHIRO INOUE, ARRIVED IN PERTH, WESTERN AUSTRALIA'S
STATE CAPITAL. THEY WERE MET BY AN AUSTRALIAN REALTOR OF JAPANESE
ORIGIN. OVER THE.'FOLLOWING THREE DAYS, THE GROUP FLEW TO SEVERAL
SHEEP GRAZING PROPERTIES, KNOWN IN AUSTRALIA AS SHEEP STATIONS, AND
INSPECTED THEM AS PROSPECTIVE LOCATIONS TO ESTABLISH A SECT
FACILITY. (ANNEX 2)

SECT MEMBERS INDICATED THEY WANTED TO INSPECT REMOTE PROPERTIES
WHERE THEY COULD CONDUCT EXPERIMENTS OF BiWEFIT TO HUMANKIND, BUT
THEY DID NOT DISCLOSE WHAT THE BENEFITS WOULD BE. AFTER LANDING AT
EACH STATION, THEY WENT OFF BY THEMSELVES FOR SOME HOURS. AT THE
TIME, THEY WERE EQUIPPED WITH PLASTIC BOXES CONTAINING ELECTRONIC
TESTING EQUIPMENT TO WHICH PROBES WERE ATTACKED FOR INSERTING INTO
THE GROUND. IT IS NOT KNOWN WHAT THIS EQUIPMENT WAS USED FOR DURING
THOSE TIMES AWAY FROM THE AIRCR.FT.



611

AFTER VIEWING SEVERAL PROPERTIES, THE SECT MEMBERS DECIDED TO
PURCHASE THE REMOTE BANJAWARN STATION, A SHEEP-GRAZING PROPERTY
ABOUT 400 MILES (600 KILOMETRES) NORTH-WEST OF PERTH. THE PROPERTY

THE SECT FORMED TWO AUSTRALIAN COMPANIES, MAHAPOSYA AUSTRALIA PTY
LTD AND CLARITY INVESTMENTS PTY LTD. DIRECTORS OF EACH COMPANY WERE
MATSUMOTO AND YASUrO SHIMADA, AN AUSTRALIAN CITIZEN OF JAPANESE
DESCENT AND SECT Mm3 ER. MZNZN EXPLORATION LICENCES FOR BANJAARN
STATION WERE PURCHASED BY BOTH COMPANIES FOR A DOLLARS 150,000 FROM
THE WESTERN AUSTRALIA DEPARTMENT OF MINES. IN SEPTEMER 1993, THE
SECT PURCHASED BANJAARN STATION FOR A DOLLARS 540,000 THP4UG
HAYAKAWA, WHO HAD RETURNED TO AUSTRALIA WITH ANOTHER SECT M0ER
TSUYOSHI MARl.

ON SEPTER 9, 1993, MATSUMOTO AND 24 SECT MEMBERS ARRIVED IN PERTH
FROM TOKYO. THE GROUP PAID ABOUT A DOLLARS 30,000 FOR EXCESS BAGGAGE
WHICH INCLUDED TOOLS, GENERATORS, DITCH DIGGERS AND PROTECTIVE
0tLOTHING. INCLUDING GAS MASKS AND RESPIRATORS. CUSTOMS OFFICERS
SEARCHED THE BAGGAGE AND FOUND AN ARRAY OF CHEMICALS INCLUDING

UYDROCHLORIC AND PERCEORIC ACIDS. THE HYDROCHLORIC ACID WAS IN
LARGE GLASqS BOTTLES MARKED ''HAND SOAP''. TWO CRATES OF CHEMICALS
AND LABORATORY EQUIPMENT WERE CONFISCATED. (ANNEX 6 AND 7)

AS A RESULT, TWO SECT MEMBERS, SEIICHI ENDO A BIOCHEMIST AND
TOMOMASA NAKAGAWA A MEDICAL DOCTOR, WERE CHARGED WITH CARRYING
DANGEROUS GOODS ON AN AIRCRAFT. THEY DESCRIBED THEMSELVES AS OFFICE
WORKERS ON THEIR VISA APPLICATIONS. EACH WAS SUBSEQUENTLY FINED
DOLLARS 2,400.

AMONG THE GROUP WERE HIDE MURAI, THE SECT'S 'SCIENCE AND TECHNOLOGY
MINISTER', WHO WAS SUBSEQUENTLY MURDERED IN TOKYO ON APRIL 23, 1995.
ALSO IN THE GROUP WAS NIIMI TOMOMITSU, THE 'HOME AFFAIRS MINISTER',
WHO WAS ARRESTED BY JAPANESE POLICE ON APRIL 12, 1995 ON CHARGES OF
FALSE nIPRISONMENT. ANOTHER MEMBER OF THE GROUP WAS THE SECT'S
'INTELLIGENCE MINISTER', YOSHIHIRO INOUE, WHO WAS ARRESTED BY
JAPANESE POLICE ON CHARGES RELATED TO THE TOKYO SUBWAY GAS ATTACK.

TRANSPORT LOGISTICS APPEAR TO HAVE BEEN PLANNED WELL IN ADVANCE.
SECT MEMBERS CHARTERED THREE AIRCRAFT TO FLY FROM PERTH TO BANJAWARN
STATION. A NEW BATCH OF CHEMICALS WAS ORDERED TO REPLACE THOSE
SEIZED BY CUSTOMS. ONE SECT MEMBER FLEW FROM WESTERN AUSTRALIA TO
MELBOURNE ON THE OTHER SIDE OF THE COUNTRY TO PURCHASE TWO 25 GRAM
BOTTLES OF THE CHEMICAL THIOACETAMIDE, VALUED AT ADOLLARS 190 - A
RETURN TRIP OF ABOUT 4000 MILES (6000 KILOMETRES).

EIGHT DAYS AFTER ENTERING AUSTRALIA, MATSUMOTO AND THE MAJORITY OF
THE GROUP LEFT THE COUNTRY. BY OCTOBER 4, 1993 ALL OF THE REMAINING
SECT MEMBERS HAD LEFT AUSTRALIA.
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THE AUSTRALIAN FEDERAL POLICE SOUGHT ADVICE FROM THE JAPANESE

NATIONAL POLICE AGENCY ABOUT THE SECT. GENERAL VERBAL ADVICE WAS
PROVIDED ON THE SECT'S POSSIBLE INVOLVEMENT IN KIDNAppING IN JAPAN
AND PREFECTURAL POLICE WERE INVESTIGATING ALLEGATIONS THAT MEMBERS
WANTING TO LEAVE THE SECT WERE BEING UNLAWFULLY DETAINED. IT WOULD
APPEAR THAT THE NATIONAL POLICE AGENCY WERE NOT CONVERSANT WITH THE
SECT'S INVOLVEMENT IN DOMESTIC TERRORISM OR 'MtE PRODUCTION OF NERVE
AGENTS. IT SHOULD ALSO BE NOTED THAT IN JAPAN REGULATION OF
RELIGIOUS GROUPS IS COVERED BY LAW.

IN OCTOBER 1993, MATSUMOTO AND FOUR OF THE ORIGINAL GROUP APPLIED
FOR VISAS TO RETURN TO AUSTRALIA. THEIR APPLICATIONS, ALONG WITH
THOSE OF ANOTHER 12 SECT MEMBERS WERE REJECTED BY THE AUSTRALIAN
EMASSY IN TOKYO. THE CIRCUMSTANCES OF THE GROUP'S ARRIVAL IN
AUSTRALIA AND THEIR FAILURE TO OPENLY DISCLOSE THEIR ACTIVITIES AND
ANTECEDENTS RAISED A HIGH LEVEL OF SUSPICION IN THE AUSTRALIAN
FEDERAL POLICE. THIS WAS BASED ON INFORMATION PROVIDED BY THE
AUSTRALIAN FEDERAL POLICE FOLLOWING CONSULTATION WITH THE JAPANESE
NATIONAL POLICE AGENCY INVESTIGATIONS AND RESEARCH UNDERTAKEN. TWO
SECT MEMBERS AVATOIDED DETECTION BY OBTAINING VISAS FROM THE
AUSTPALIAN CONSULATEIN IN OSAKA. THEY TRAVELLED TO AUSTRALIA AND
BECAME CARETAKERS FOR THE STATION.

MATSUMOTO WROTE TO THE WESTERN AUSTRALIAN MINISTER FOR MINES AND THE
FEDERAL MINISTER FOR IIGRATION AND ETHNIC AFFAIRS ASKING THAT THE
APPLICATIONS BE RECONSIDERED. IN THE LETTER HE SAID THAT HE WAS
BLIND AND NEEDED THE HELP OF TWO AIDS. ALSO, BECAUSE HIS LIFE WAS
UNDER THREAT, HE SAID HE NEEDED 17 BODYGUARDS TO ACCOMPANY HIM ON
HIS TRIP TO AUSTRALIA. HIS CONCERNS WERE EXPRESSED BY REVELATIONS
THAT HIS TOKYO HEADQUARTERS HAD BEEN SPRAYED WITH ' DILUTED HARMFUL
GAS" AND THAT DURING HIS VISIT TO RUSSIA HE HAD RECEIVED BOMB
THREATS. (ANNEX 8)

THE INTERNATIONAL COMMUNITY WAS OBLIVIOUS TO THE GLOBAL AND DOMESTIC
CRIMINAL ACTIVITIES OF THE SECT. NEWS BROKE THROUGHOUT THE WORLD ON
MARCH 20, 1995 THAT THE SECT HAD USED SARIN GAS ON COMMUTERS
TRAVELLING IN FIVE TRAINS ON THE TOKYO SUBWAY SYSTEM.. TWELVE PEOPLE
WERE KILLED AND 5,500 INJURED. THESE TRAINS WERE ROUTED THROUGH
KASUMIGASEKI STATION WHICH WAS LOCATED BENEATH THE NATIONAL POLICE
AGENCY AND THE TOKYO METROPOLITAN POLICE DEPARTMENT. ELEVEN POUCHES
SIMILAR TO THOSE USED FOR BLOOD TRANSFUSIONS OR INTRAVENOUS DRIPS
WERE FOUN30 ON THE TRAINS. THE POUCHES CONTAINED TRAC4 OF SARIN.
INMFPATE.r,Y AFTER'THE ATTACK, SECT LEADER MATSUMOTO WENT INTO
HIDING.

SECT ACTIVITIES AT BANJAWARN STATION

AFTER NEWS OF THE SUBWAY ATTACK WAS REPORTED IN AUSTRALIA, THE NEW
OWNERS OF BANJAWARN STATION, THROUGH THEIR LAWYER, ALERTED THE
AUSTRALIAN FEDERAL POLICE TO SEVERAL UNUSUAL FINDINGS. IMMEDIATELY
FEDERAL POLICE OFFICERS FROM PERTH, ACCOMPANIED BY A CHEMIST, RUSHED
TO BANAWARN STATION.

THE SECT HAD ESTABLISHED A LABORATORY IN THE KITCHEN OF AN ABANDONED
HOUSE ON THE STATION. THE LABORATORY DOOR WAS MARKED IN JAPANESE
HANDWRITING, 'TOYODA LABORATORY'. THIS!XS AN OBVIOUS REFERENCE TO

TORU TOYODA, A SECT MEMBER WHO ARRIVED 'IN AUSTRALIA WITH MATSUMOTO.
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TOYODA IS A PHYSICS GRADUATE OF TOKYO U ;VE SSTY. HE ALSO DESCRIBED
HIS OCCUPATION AS ''OFFICE WORER'' ON HIS AUSTRALIAN VISA

APPLICATION. TOYODA HAS BEEN ARRESTED FO. HIS INVOLVEMENT IN AUM
RELATED CRIMINAL ACTIVITIES. HE HAS ADMITTED TO PRODUCING SARIN FOR
THE SECT'S GAS ATTACKS.

WITNESSES DESCRIBED THE LABORATORY AS A TEMPORARY FACILITY
CONTAINS LAPTOP COMPUTERS, DIGITAL EQUIPMENT, GLASS TUBING, GLASS
EVAPORATORS, BEAKERS, BUNSEN BURNERS AND CERAMIC GRINDING AND MIXING
BOWLS. THERE WERE LIMESTONE OR CALCRETE-TYPE ROCKS ON THE FLOOR AND
BENC(:,S. OTHEAT EQUIPMENT INCLUDED A SMALL LABORATORY-SIZE, ROCK-
CRUSHING MACHINE AND TWO SMALL GENERATORS.

ANOTHER DOCUMENT WRITTEN IN JAPANESE AND TITLED BANJAWARN STATION
WAS LOCATED AT THE STATION. THIS SUGGESTED THE SECT MAY HAVE BEEN

EXPERIMENTING ON SHEEP AS THE DOCUMENT CONTAINED NOTATIONS FOR
CLASSIFYING DEAD OR INJURED SHEEP BY USING UNIQUE JAPANESE MARKINGS.

NEAR THE HOMESTEAD, 29 SHEEP CARCASSES WERE DISCOVERED AS WELL AS
LARGE AMOUNTS OF CxMCALS INCLUDING HYDROCHLORIC AND NITRIC ACIDS.
THESE CHEMICALS ARE COMMONLY USED FOR SOIL ASSAYING AND ANALYSIS.
HOWEVER, THEY ALSO CAN BE USED TO MAKE AGENTS SUCH AS
PHOSGENE. NO INGREDIENTS FOR SARIN OR OTHER NERVE AGENTS WERE
LOCATED. THE CHMUCALS WERE SEIZED AND SOIL SAMPLES FROM THE SHEEP
CARCASS SITE WERE TAKEN FOR ANALYSIS. THE TEAM THEN RETURNED TO

PERTH. (ANNEX 12 AND 13)

INITIAL ANALYSIS OF SOIL SAMPLES TAKEN FROM THE SITE WHERE DEAD

SHEEP WERE FOUND IN A CIRCLE CONFIRMED jiPA RESIDUE. ACCORDING TO

EXPERTS WA DOES NOT OCCUR NATURALLY.
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CORE INVESTIGATIONS

BELIEVING THAT SARIN GAS HAD BEEN USED ON SHEEP AT BANJAWARN

STATION, FEDERAL AND WEST AUSTRALIAN POLICE OFFICERS RETURNED To THE
PROPERTY WITH A FORENSIC OFFICER AND STATE AND FEDERAL CHEMISTS TO
CARRY OUT A COMPREHENSIVE EXAMINATION TO DETERMINE WHAT THE AUM SECT
HAD BEEN DOING THERE.

AT THE SITE WHERE THE 29 CARCASSES WERE FOUND, SOIL, WOOL AND BONE
SAMPLES WERE TAKEN FOR ANALYSIS. ALSO FOUND WERE TWO EAR TAGS
INDICATING THAT THE SHEE WERE TWO TO SEVEN YEARS OLD. THE SHEEP
WERE ESTIMATED TO HAVE DIED 18 MONTHS PRIOR TO THEIR DISCOVERY BY
THE NEW PROPERTY OWNERS. THIS SITE WAS UNUSUAL IN THAT THE SHEEP
WERE GATHERED IN A SHfALL AREA. A FORENSIC PATHOLOGIST'S REPORT ON
THE DAMAGED SKULLS SUGGESTED TEAT SOME OF THE SHEEP MAY HAVE BEEN
ALIVE AT THE TIME THE DAME WAS INFLICTED.. THE REPORT STATED THERE
WAS . .... .EVIDENCE OF BLUNT-FORCE INJURY, CONSISTENT WITH A FLAT
HAMMER-HEAD... -AND THERE WERE FINS OFL POSSIBLE INTZRCRANIAL

.HAEMORRHAGE ... ''. (ANNEX 14)

SAMPLES COLLECTED FROM THE SHEP-CARCASS SITE WERE ANALYSED BY
AUSTRALIAN FORENSIC CImCISTS USING PROCEDURES TO DETER)MN THE
PRESENCE OF MPA. THE PROCEDURES WERE DEVELOPED BY DR ROBYN BLACK, A
WORLD AUTHORITY ON NVE AGENTS AND THEIR RESIDUES.

ALTHOUGH ALL GOVERbOM SCIENTISTS AND CHESTS CONSULTED IN THIS
MATTER AGREE ON THE PRESENCE OF XPA IN SOME OF THE SAMPLES TESTED.

SOME SCIENTISTS ARGUE THAT, ACCORDING TO DR BLACK, TE PRESENCE OF
ANOTHER BY-PRODUCT 0W AS ISATOPROPYL METHYLPHOSPHONZC ACID (IMPA)
IS CONCLUSIVE EVIDENCE OF SARIN.

DR BLACK REPORTS THAT INPA IS USUALLY PRESENT AT MUCH LOWER LEVELS
THAN MPA IN SOIL THAT HAS BEEN EXPOSED TO SARIN. BECAUSE HPA LEVEr4S
WERE SO LOW IN SAMPLES OBTAINED AT BANJAWARN IT IS UNDERSTOOD THAT
MOST EQUIPMENT CURRENTLY AVAILABLE FOR TESTING FOR THE PRESENCE OF
IMPA IS NOT SUFFICIENTLY SENSITIVE TO PROVIDE CONFIRMATION THAT
SARIN WAS USED. HOWEVER, WHEN FORMED, IMPA EXISTS IN MINUTE LEVELS
AND EVEN SHORT-TERM EXPOSURE TO THE ELEMENTS INCREASES DIFFICULTY OF
DETECTION. (ANNEX 15)

TO MAKE THE SITE SAFE, SOIL AND SHEEP CARCASSES WEREBURIED IN A
DEEP PIT BY THE INVESTIGATION TEAAT IN ACCORDANCE WITH
RECOMMENDATIONS FROM SCIENTIFIC EXPERTS WHO ADVISED -THAT THE SARIN
GAS DEGRADATION BY-PRODUCT WAS HARMLESS.

FORENSIC EXAMINATIONS WERE CONDUCTED AT A RUBBISH DUMP NEAR THE
HOMESTEAD. JAPANESE FOOD CONTAINERS AND WRAPPINGS, PROBABLY DUMPED
BY SECT MEMBERS, WERE FOUND IN ONE AREA OF THE DUMP SITE. SOME
RUBBISH AT THE SITE HAD BEEN BURNT WITH THE ASSISTANCE OF AN
ACCELERANT SUCH AS PETROL. THE ASHES SEARCHED VARIED IN DEPTH TO
ABOUT 16 INCHES (400 MILLIMETRES) AND COVERED ABOUT 14 SQUARE YARDS
(2.5 SQUARE METRES).
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MANY SMALL EMPTY BOTTLES WERE FOUND IN riv ASHES, ALONG WITH A
CERAMIC 'BUCHNER' LABORATORY STANDARD FUNNEL USED FOR FILTERING
SOLIDS FROM LIQUIDS. ALSO LOCATED WAS A RECHARGEABLE BATTERY WITH THE
NAME OF " MAK"I' WRITTEN ON IT. MAKI WAS A SECT MEMBER WHO LIVED AT
THE PROPERTY UNTIL IT WAS SOLD. A FRONT-ED LOADER WAS USED TO REMVE
A CROSS-SECTION OF THE REMAINDER OF THE DUMP SITE TO A LEVEL WHERE
BARE EARTH WAS EXPOSED.

NO FURTHER MATERIAL OF EVIDENTZARY VALUE WAS LOCATED AND THE SITE
WAS DECLARED SAFE FROM CONTAMINATION. A LINE SEARCH WAS CONDUCTED OF
THE AREA SURROUNDING THE mAIN DUMP SITE WHICH COVERED AN AREA OF
ABOUT 5-7 ACRES (2-3 HECTARES). NOTHING OF SIGNIFICANCE WAS FOUND.

SOME )nmERS OF THE JOINT OPERATION TEAM TRAVELLED TO THE MILGA
QUEE ABORIGINAL COMMUNITY 40 MILES (60 KILONETPES) NORTH-EAST OF
BANJAWARN STATION (WI=) AND TOOK STATEMENTS ABOUT SIGHTINGS OF SECT
MDBERS. WITNESSES REPORTED SEEING PEOPLE BELIEVED TO BE SECT
MEMBERS IN AND AROUND BANJAWARN OMESTEAD AND ON THE AIRSTRIP AT
TDMS WEARING PROTECTIVE CLOTHING WHICH INCLUDED RUBBER GUMBOOTS AND
LARGE GLOVES.

THE SEARCH AT BANPAHARN CONCENTRATED ON PHOTOGRAPHIC. VIDEO AND
FOR SIC EXAMINATIONS OF THE BUILDING IDENTIFIED AS THE LABORATORY.
ITEMS WERE LOCATED WHICH LInR[E THE SECT WITH THE BUILDING AND
INCLUDED COMPANY MAREINGS FROM MAEAPOSYA PTY LTD ON PIECES OF TAPE
AND CARDBOARD.
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ASSESSMENT

THE AUSTRALIAN FEDERAL POLICE HAVE ASSESSED THAT THE SECT USED THE
BANJAWARN STATION:

* TO CONDUCT NERVE-AGENT EXPERMENTS ON SHEEP

* WITH THE INTENTION OF ESTABLISHING A PERMANENT FACILITY

* AND THAT THERE IS NO EVIDENCE OF ESTABLISHED SECT MEMBERSHIP IN
AUSTRALIA.

THE SECTS ACTIVITIES IN AUSTRALIA SIGNIFICANTLY PRE-DATE THE DOOMSDAY
ACTIVITIES ANNOUNCED TO THE WORLD FOLLOWIM THE TOKYO SUBWAY GAS
ATTACK.

THERE IS SOME EVIDENCE TO SUPPORT THE CONTENTION THAT MATSUMOTO AND
HIS FOLLOWERS PLANNED TO USE BAI3WANAPN AS A REMOTE SAFE HAVEN FOR
THE SECT. HOWEVER, IS MORE L=IEY THAT MATSUM0TO INENDED TO BE IN
AUSTRALIA DURING THE WREN THE MAJOR ATTACKS WERE TO TAKE PLACE.

IT WILL, OF COURSE, BE INTERESTING TO ASCERTAIN THE PURPOSE OF
MATSUmOTO' S INTENTION TO RETURN TO AUSTRALIA PARTICULARLY AS HE WAS
PLANNING TO RETURN THROUGH SYDNEY, A MAJOR POPULATION CENTRE ON THE
EAST COAST.

INTERNATIONAL COOPERATION

MEMBERS OF THE AUSTRALIAN FEDERAL POLICE INVESTIGATION TEAM VISITED
JAPAN AND THE USA DURING THEIR INVESTIGATION. THE JAPANESE NATIONAL
POLICE AGENCY PROVIDED INFORMATION ABOUT THE PROGRESS OF THEIR
INVESTIGATION INTO THE TOKYO SUBWAY GASSINGS AND RELATED SECT
ACTIVITY AND THE ATTEMPTED MURDER OF ITS DIRECTOR-GENERAL. A
DETAILED BRIEFING EAS BEER PROVIDED TO THE NATIONAL POLICE AGENCY ON
THE SIGNIFICANCE OF THE SECT'S ACTIVITIES IN AUSTRALIA.
INFORMATION WAS ALSO EXCHANGED WIT THE FBI AND THE NEW YORK POLICE
DEPARTMENT JOINT TERRORIST TASK FORCE WHO WERE RESPONSIBLE FOR
INVESTIGATING THE NEW YORK CHAPTER OF THE SECT.

AN OUTCOME OF THESE DISCUSSIONS WAS A NEED TO EXCHANGE INFORMATION
ON INVESTIGATION STRATEGIES FOR THIS TYPE OF CRIME. THIS
INVESTIGATION HAS DEMONSTRATED A NEED FOR CLOSE COOPERATION AND THE
ESTABLISMENT OF MULTI-LATERAL INVESTIGATION TEAMS AS REQUIE.

SWIFT INTERNATIONAL COOPERATION IS REQUIRED SO THAT TASK TEAMS CAN
SUPPORT ANY COUNTRY DEALING WITH CIMES OF THIS NATURE. SEVERAL
BENEFITS EVOLVE FROM THIS APPROACH WHICH INCLUDE THE:

* ENHANCED FLOW OF INFORMATION BETWEEN AFFECTED COUNTRIES.,

* IMPROVED EXPERTISE IN DEVELOPING SCIENTIFIC KNOWLEDGE RELATING To
THE PRINCIPLE OFFENCES
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* ESTABLISHMENT OF NEIwRKS FOR REACHING COMMON GOALS.,

* SUPPORT GIVEN TO THE COUNTRY WITH THE PRINCIPAL OFFENCE WILL BE
IN ACCORDANCE WITH RESPECTIVE LEGISLATION AND GOVERNMENT POLICY.
(ANNEX 17)

APPENDIX LIST
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REPORTS - DSTO AND A CHEM. CENTRE RE SARIN AND RESIDUES
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PSYCHOLOGICAL PROFILE

EMERGING ISSUES.

PSYCHOLOGICAL PROFILE

A GENERAL PSYCHOLOGICAL ASSESSMENT WAS PREPARED By AN AUSTRALIAN
FEDERAL POLICE PSYCHOLOGIST WHO SUGGESTED THAT THER IS NO SPECIFIC
PSYCHOLOGICAL PRoFI THAT WOULD PREDICT A PERSON' S SUSCEPTIBILITY
FOR RECRUITMENT TO THE SECT. ALTHOUGH MNY SECT MERS WOULD HAVE
THER PERSONAL, EMOTIONAL, SOCIAL AND INTELLECTUAL NEEDS SATISFIED.

THE RECRUITMT OF E ERS COULD TARGET PEOPLE EXPERIENCING AN
EXISTENTIAL OR PERSONAL CRISIS WHICH ERL PROVIDE AN ILLUSION OF
SUPPORT, MEANING, VALUE OR POWER. SYtMTIC RECRUITMENT IDENTIFIES
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CERTAIN CHARACTOUSTICS ; AS CO-DEPENDENCY. ONCE PEOPLE ARE
RZC rITED. SECTS USE SPlZIFZC PROCESSES TO MITAIN T E ILLUSION TO
MANIPULATE THEIR FOLLOWtRS. SOME POWERFUL TEC IQuzs INCLUDE, MIND
DISTORTIlaU NARCOTICS, ALIENATION FROM ALTERNATIVE V'EoInrS,
INDOCTRnWTION REGIMES AD RIGID ROLE ASSIGNMENT ARE MPLOyED.

OTHER CULT SPECIALISTS BELIEVE THAT ''TH LACK OF A FATHER FIGURE IN
THE ROME LEADS THE YOU1w TOWARDS CULTS WITH STRONG MALE
LEADERSHIP' o.

EMERGING ISSUES
AUTYrALIA HAS A VARIETY OF FEDERAL AND STATE LAWS THAT COULD BE
APPLIED IN THE EVE OF AN INCIDENT SUCH AS THE TOxYO SARIN GAS
ATTACK TAKING PLACE IN AUSTRALIA. PROSECUTIONS FOR LOSS OF LIFE AND
ASSOCIATED OFFENSE GANS THE PERSON ARE CLEAR. MORE COMPLEX
ISSUES DbOE WH CRfliS RELATING TO CE CAL, BIOLOGICAL AND
NUCLEAR MATERIAL CROSS nraTIOAL BOUNDARES. CURRNLY
AUSTRALIAN FEDERAL LEGISLATION FOR DEALING WITH CR3M RELATING TO
BIOLOGICAL AND NUCLEAR INCIDENTS IS ADEQUATE FOR MILITARY INCIDTS
BUT AMENIKENS FOR NON-MZLITARY INCIDENTS ARE NECESSARY.

AUSTRALIA ESTABLIS[ED THE CHICAL WEAPONS CONVENTION OFFICE TO
AC STER TH INTMNTIONAL CHEMICAL WEAPONS CONVENTION TREATY

WHICH CANNOT BE ENACTED UNTIL 65 OF THE 169 PARTICIPATING COUmxzs
RATIFY IT CURRENTLY, 36 COUNTRIES HAVE SIGNED RATIFICATION AND IT
IS EXPECTED THAT RATIFICATION WILL BE COMPLETE BY LATE L996.

AUSTRALIAN FEDERAL LAW-ENFORCE n AGENCIES ARE RESPONSIBLE FOR
ENFORCING LAWS IN RELATION TO CONSTITUTIONAL REQOZREMES FOR
FOREIGN NATIONALS, flGCGR)TION AND THE INFLUX OF CR .MALS. THE
AUSTRALZAN JOINT STANDING COMMITTEE ON MIGRATION nIQUIRY INTO
AUSTRALIA'S VISA SYSTEM FOR VISITORS TO AUSTRALIAN IS CONSIDERING
TEREE OPTIONS:

* ABOLITION OF THE REQUIREMENT FOR ALL VISITORS TO OBTAIN A VISA
BEFORE TRAVELLING TO AUSTRALIA.

. ABOLITION OF REQUIRE lT FOR SELECTED NATIONALS. AND

• MAINTAIN THE EXISTING SYSTEM BUT mAuE IT MORE EFFICIENT,

LAW-ENFORCEMENT AGENCIES PUT FORWARD THE VIEW THAT ALL VISITORS MUST
BE CLEARED TO ENTER AUSTRALIA BEFORE THEY DEPART THEIR COUNTRY OF
ORIGIN. THIS CAN BE ACHIVED BY SOPHISTICATED INFORMATION
COLLECTION, MANIPULATION AND COMMUNICATION WHICH ADDRESSES PRIVACY,
BILATERAL RELATIONS AND DATA-MATCHING IMPLICATIONS. THIS HAS
OCCURRED PRIMARILY FOR TOURISM AND TRADE.

NOTE: FOR REASONS OF LEGAL PROCESS THE PARAGRAPHS AND PHRASES MARKED
AS CONFIDENTIAL IN THIS BRIEF SHOULD NOT BE RELEASED OUTSIDE THE U.S.
SENATE PERMANENT SUBCOMITTEE ON INVESTIGATIONS WITHOUT THE PRIOR
CONSENT OF THE GOVERNMENT OF AUSTRALIA. qTHER MATERIAL IN THIS BRIEF
MAY BE MADE PUBLIC AND MAY BE ATTRIBUTED TO THE AUSTRALIAN FEDERAL
POLICE.
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APPENDIX 6

MATSUMOTO, Chizuo

a.k.a. ASAHARA, Shoko

D.O.B. 02 MAR 1955
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SHIMADA, Yasuko

D.O.B. 05 JAN 1941
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it

II

HAYAKAWA, Kiyohide

D.O.B. 14 JUL 1949

Senior Member Aum Shinrikyo
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INOUE, Yoshihiro

D.O.B. 28 DEC 1969

Member Aum Shinrikyo



ENDO Seiichi

D.O.B. 05 JUN 1960

Member Aum Shinrikyo

69

I
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NAKAGAWA, Tomomasa

D.O.B. 25 OCT 1962

Member Aum Shinrikyo
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MAKI, Tsuyoshi

D.O.B. 24 NOV 1960

Member Aum Shinrikyo
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APPENI -.

DETAILS 0 PERSONS TRAVELLING WITH THE- MAHPOSY8 COMPAnY -=
THE 'AWU' ,ELIgIOUS SECT ON QANTAS FLIC,? 70 oN THURSDAY 9

SEPTEMBER 1993,

NMI
" Yukiko KIDA f

" Toru TOYODA N

A Akira MORI 0

M Iiws MATSUMOTO f

* Tomomitsu NIIMI m

* Habaharu ITONAOA U

* Nobuki AM! U

* Yuteke ONAYA m

" Satoru SHINOHARA m

* Hideaki TATSUTA a

* Chike TPNB E f

S-toru 00 U

" Kenichi HIROSE m

* Yuki KAKINUWA f

* Chikako SHIMIZU £

* Yasuko MARUMASHI f

* Neoko YA4NOO f

Takenori KOMIYA4A' a

• Selichi ENDO U

-s Hideo MURAI U

* Tomoma8 NAKAGAWA m

Chituo MATSUMOTO a

Wakeshio TOGASHI a

t Naruhito NODA 0

, Yoshihiro INOE N

2o1

15/10/77

23/1/68

8/8/59

22/7/78

9/3/64

29/9/68

14/5/64

i2/10/63

15/1/69

16/9/58

22/1/79

17/5/58

12/6/64

1/3/79

22/9/74

6/8/82

29/12/67

15/12/68

5/6/60

5/12/58

25/10/62

2/3/55

17/12/59

15/11/66

28/12/69

MM0348327

KN1126557

M44246778

MK4806189

M44585859

ML1131596

13388229

ML2255855

ML1130690

ML8720639

ML1575925

MK5313796

HL597795

ML1030847

ML1130693

1.40185140

MN3095066

ML1268614

K1799417

MK3053890

KK3833843

MK4807684

MK5093603

HH0941809

MM4898861

QUPATION

Student

Office Worker

Office Worker

Student

Office Worker

Office Worker

Office Worker

Office Worker

Office worker

Medical Doctor

Student

Office Worker

Businessman

Student

Student

Student

Student

Office worker

Doctor

Office Worker

Doctor

Company President

Office Worker

Office Worker

Office Worker
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APPENDIX 14

CONFIDENTIAL MEDICAL REPORT

I attend th Australian Federal Polc buldng (19 Murray Street, Perth) at 10.30am

on Friday 26 May 19S.

I am shown sverl shee sAls:

1. Labeled a Siull Sanmle I

A Wu& which shows sun-bleaching of the left si and back, with some
yellow/brown colourtion (with remnants of brown coloured dirt) on the right
side. In th centre of the back of the akui Is a dIrule of depressed fracture,
approximetely 4 x 2.5cm In size. The depressed fracture plate I further
frctured longaudiny;, there ar no specific festures.

No soft tissue mains. Examination of the inside of the skull shows no

residual brain. and no obvious blood clot

2. Unlabelled Skull

The skull Is similar In appearance to the previous specimen, showing sun.
bleaching of the left side, top and part of the back of the skull, and with
yelloww/bn colouration and residual sand on the right side.

In the centre of the top/back of the Iufl Is an approximately drcular - profile,
ring fracture, 40 x 30mm. There Is slight depression of the plate of the
fractured bone on the right side and posterory. Extending from the right
rea side is a further linear fracture towards the right occipital region, 5cm in
length.

No soft tlsue/haemorr"ag Is seen.

3. Labelled : Skull Sample 6

This skull showed generalosed yellow/brown colouration, with some remants
of mummified tissue and wool.

In the centre of the top of the skull is a shield-like defect, approxlmstely 60 x
40ram In size. Within the skul cavity Is the displaced piece of bone. On the
Inner sped of the bone of the right occipital region of the skull cavity Is a
thin layer of red/brown coloured material, which may be blood.

4. Labelled : Skull SAmple 21

The specimen Is a skull, including lower Jew, with wool, some of which Is
partly attached to the top of the skull.

In the centre of the back of the skull is a transversely orientated, oval-
shaped defete approximately 85 x 35mw. On the Inner aspect of the bone
of the right occipital region of the skull cavity is a thin layer of red/brown
Coloured material, which may be blood. The missing piece of skul bone Is
not found.
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coNFEwTnw. MEDIAL REPORT -continue....

Shoop Skuls:

I. Sub-tota or WW o hal eftmm~u

2. EvkW" of bk*fbMs "nJ~. cnslstsnw~ a SIst hamMW-ho.

3. Pesbisomar hmasntegsb Woo Vie 36mwnsd slwft.

Dr C. T. CCOC*ca. MSSS, BLedScl FRCPA
Chie~rni Ps sllt

20 May 1995

CTCIno
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NDIX 15

WA%=IO16
' '.943272 CHEMISTRYSi"R C EHmaq

CENTRE

B O'Shauay .XWCActing Su 4 .adeAwtraliaP edea Poic
P OBox 586
WEST PERTH WA68.

Report an the exmlnatio of 59 itas in connection with an hwinlgatln Into the
activities of the Awn Shim Kyo sect at Banjawarn Station.

The items were collected by Mr R C Hanson of the Cbemistry Ctre(WA) In company
with officers of the Austrlian Federal Police at Bazwarn Station on 11 May 1995. The
Items weze transported to Perth by the Australian Federal Police and received at the
Chembty Cetre(WA) on 2S May 1995.
Items received are listed in Table 1.

TABLE I

LAB NO MAMKS SAMPLE

94F3272001 BJAJSAO 1 CONTROL WOOL SAMPLE

943272002 BJA/SAO 2 SOIL SAMPLE SECTION 1

94F3272003 BJA/SAO 3 WOOL SAMPLE SECTION 1

9473272004 BJA/SAO 4 SOIL SAMPLE SECTION 1

9473272005 BIA/SAO 5 WOOL SAMPLE SECTION 1

104F3272006 BJA/SAO 6 SOIL SAMPLE SECTION 2

943272007 BJA/SAO 7 WOOL SAMPLE SECTION 2

94F3272008 BJA/SAO 8 SOIL SAMPLE SECTION 2

94F3272009 BJA/SAO 9 WOOL SAMPLE SECTION 2

9473272010 BJA/SAO 10 SOIL SAMPLE SECTION 3



94F3272011

94F3272012

94F3272013

94F3272014

94F3272015

94F3272016

94F3272017

94F3272018

94F3272019

94F3272020

94F3272021

94F3272022

94F3272023

94F3272024

943272025

943272026

94F3272027

94F3272028

94F3272029

94F3272030

94F3272031

94F3272032

94F272033

94F3272034

94F3272035

94F3272036

94F3272037

646

BJA/SAO 1

BIA/SAO 12

BlAJSAO 13

BJA/SAO 14

BJA/SAO 15

BJA/SAO 16

BJA/SAO 17

BJA/SAO I

BJA/SAO 19

EJA/SAO 20

BJA/SAO 21

BJA/SAO 22

BJA/SAO 23

BJA/SAO 24

BJA/SAO 25

BJA/SAO 26

BJA/SAO 27

BJA/SAO 28

BJA/SAO 29

BJA/SAO 30

BIA/SAO 31

BJA/SAO 32

BJA/SAO 33

BJA/SAO 34

BJA/SAO 35

BJAISAO 36

BJA/SAO 37

WOOL SAMPLE SECTION 3

SOIL SAMPLE SECTION 3

WOOL SAMPLE SECTION 3

SOIL SAMPLE SECTION 4

WOOL SAMPLE SECTION 4

SOIL SAMPLE SECTION 4

WOOL SAMPLE SECTION 4

SOIL SAMPLE SECTION 5

WOOL SAMPLE SECTION 5

SOMI SAMPLE SECTION S

WOOL SAMPLE SECTIONS

SOIL SAMPLE SECTION 6

WOOL SAMPLE SECTION 6

SOIL SAMPLE SECTION 6

WOOL SAMPLE SECTION 6

SOIL SAMPLE SECTION 7

WOOL SAMPLE SECTION 7

SOIL SAMPLE SECTION 7

WOOL SAMPLE SECTION 7

SOIL SAMPLE SECTION 8

WOOL SAMPLE SECTION 8

SOIL SAMPLE SECTION 8

WOOL SAMPLE SECTION 8

SOIL SAMPLE SECTION 9

WOOL SAMPLE SECTION 9

SOIL SAMPLE SECTION 9

WOOL SAMPLE SECTION 9
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9413272035 B3A/SAO 38 SOIL CONTROL 15 M S/EAST

943272039 BJA/SAO 39 SOIL COIROL 25M S/EAST

94F3272040 BIA/SAO40 WHIT PLASTIC SHEP EAR TAG

9413272041 BJA/SAO 41 GREEN PLASTIC SHEEP EAR TAG

9413272042 BJA/SAO 42 SPHERICAL OBJECT - SECTION $

9413272043 BJA/SA0 47 SOIL CONTROL - OOAT SIT

9413272044 BJA/A0 48 SOL FROM PORTABL3 FENCE

9413272045 BJA!SAO 49 R ER PRO PORTABLB TRAR.

9413272046 BJA/SAO 50 hMOOBILISE UQUID - TIP

943272047 BJA/SAO 60 WOOL & TAG - CULIMNG AREA 1

943272048 Bl/SAO 61 SOIL - CULUNG AREA I

9413272049 DJA/SA0 62 WOOL & TAG- CULLJN SITE 2

94F3272050 BJA/SAO 63 SOIL - CULIN SITB 2

94F3272051 BJA/SAO 73 WATEX TROUGH QUARTZ WEL

AF3272052 BJA/SAO 74 WATER TANK QUARTZ WEL

9413272053 BIA/SAO 75 WATER TIUGH QUARTZ WELL

94F3272054 BIA/SAD 76 SOIL FROM QUARTZ WELL

9413272055 BJA/SAO 77 KANGAROO HIDE - QUARTZ WELL

9413272056 BJA/SAO 92 SOIL PROM NECERSOAT RANGES

94F3272057 BJA/SAO 93 SOIL OUTLET FROM LAB. SINK

94F3272058 BJA/SAO 99 SOIL OUTLET FROM LAB. SDMK

94F3272059 BJA/SAO 100 SOIL OUTLET PROM LAB. SINK

METOD OF EXAMINATION

The item wer ami for the peoo of mthypsphonl add (&PA) usg a
modifiaion of a rmthod demsmled by Black et A. in the Jowral of CroaiutoVraply A,
662(1994) 301-321.
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The modification involved the use of tatramethylammonium hydroxide as detivalsing
agent rather than N-(tert.b-tyldkie l~)-N-methytdifluoroacetmide (vM"BSTFA) and
was required because of intertences and irgularities encountered when uing
MTBSTFA.

Gas chromatography -mass specUoscopy was performed on a VO TS-250 Mas
Spectrometer with 70 EV electron ionisation at a resolution of 500, operating in the
selected ion recording mode.

Detection of the dimethyl derivative of methylpho honic acid was established by
monitoring the major fragment ions at mauses 124,031, 109.007, 93.963, 78.939, and
62.915. The El spectra of the derivative is shown in Appendix 1.

Identifhcadon of dimethyl methyiphosphonio add was established when the retention time
and the ftment ion ratios from the sample was the same as a standard run under the
same conditions in the ise analytical batch.

Reagent blanlc and control samples were run with every wydcal batch.

RESULT OF EXAMINATION

Control samples

MPA was not detected In wool sample BIA/SAO1 and soil samples BJA/SAO 38, 39, 47,
48 (Lab No's 94F3272001, 38, 39, 43, 44).

Samples From Dead Sheep Site

MPA was detected in the folowing samples

Wools BJA/SAO 5, 9, 13, 17, 21, 25, 29, 33, 37.
(Lab No's 94F3272005, 9, 13, 17, 21, 25, 29, 33, 37).

Soils BJA/SAO4, 8, 12, 16, 20, 24, 28, 32, 36.
(Lab No's 94F3272004, 8, 12, 16, 20, 24, 28, 32, 36).

The following samples were not examined:

Wools BJA/SAO 3, 7, 11, 15, 19,23, 27, 31, 35.
(Lab No's 94F3272003, 7, 11, 15, 19, 23, 27,31, 35),

Soils BIAISAO 2, 6, 10, 14, 18, 22, 26, 30, 34.
(Lab No's 94F3272002, 6. 10, 14, 18, 22, 26, 30, 34).



649

Far Tabs BJA/SAO 40,41 (Lab No's 94F3272040, 41).

Sphedcal Object DJA/SAO 42 (Lab No. 94F3272042).

Misellaneous Samples

MPA was not detected inth liquid sample BJA/SAO 50 (Lab No. 94F3272046).

The rubber sample BJA/SAO 49 (Lab No. 94F3272045) was not examined.

Culling Site samples

MPA was detected in woo samples BJA/SAO 60, 62, (Lab No's 94F3272047, 49) and
soil samples DJAISAO 61, 63 (Lab No's 94 3272048, 50).

Quartz Well Sample

MPA was not detected in wte and soil samples BJA/SAO 73, 74, 75, 76 (Lab No's
94F3272051, 52, 53, S4).

The kangaroo hide sample BJA/SAO 77 (Lab No. 94F3272055) was not examined.

Neckeasgat Ranges Sample

WPA was not detected in soil sample BYA/SAO 92 (Lab No. 94F3272056).

Laboratory Sink Outlt Samples

MPA was detected inaoi sample BJA/SAO 99 (Lab No. 94F3272058).

MPA was not detected in soil samples BJA/SAO 98, 100 (Lab No's 94F3272057, 59).

Robert Charles Hanson Peter Andrew Collins
- PRINCIPAL CHEMIST CHEMIST & RESEARCH OFFICER.

FORENSIC SCIENCE LABORATORY FORENSIC SCIENCE LABORATORY

18 August, 1995
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APPENDIX 17

NERVE AGENTS

OFFENCES

Chemical
Weapons
(Prohibition)
Act 1994

S.12. Offences
relating to
chemical weapons
S.13.
Notification of
Ending of
substances or
articles believed
to be chemical
weapons
S.77.
Production etc of
Scheduled
chemicals
otherwise than in
accordance with
permit
S.78. Breach of
condition of
permit
S.79.
Interference with
monitoring
equipment
S.80. False or
misleading
statements and
documents

p mm

S.14. Forfeiture
and seizure of
chemical weapons
Warrants
S.57.Offence-
related searches
and seizures
S.58.Offence-
related warrants
S.59. The
things that are
authorised by
search warrant
S.60. Specific
powers available
to national
inspectors
executing
warrants
S.61. Use of
equipment to
examine or
process things
S.62. Use of
electronic
equipment at
premises
S.63. Warrants
by telephone or
other electronic
means
S.64. Retention
of things thet
are seized
Miscellaneous
provisions
relatLng to
warrants
S.66 Announcement
before entry
S.67 Availability
of assistance and
use of force in
executing warrant
S.68. Details
of warrant to be
given to occupier
etc.
S.69. Copies of
seized things to
be provided

POWERS

MAKE

USE



653

NERVE AGENTS

OFFENCES POWERS

Weapons of S.9. Prohibition S.17. Forfeiture IMPORT
Mass on supplying of goods
Destruction goods for WMD EXPORT
(Prevention program
of Prolif.) S.10. Prohibition
Act 1995 on exporting

goods for WMD
program
3.11. Prohibition
on providing
services for WMD
program

(Plus offences as
per 6,7 & 7A
Crimes Act 1914)
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BIOLOGICAL

OFFENCES POWERS

Crimes S.8. Restriction S.9. Forfeiture MAKE
(Biological on development and seizure
Weapons) Act etc. of certain S.10(4)(1)(b)
1976. biological agents Power of Arrest/

and toxins and Arrest warrant.
biological
weapons
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NUCLEAR

OFFENCE

Nuclear Non-
Proliferation
(Safeguards)
Act 1987.

S.23. Possession
of nuclear
material or
associated item
without permit
S.25.Breach of
condition of
permit or
authority, &c.
S.27. Minister
to be given
certain notices
re.exempt nuclear
material
S.28.Interference
with containment
or surveillance
devices
S.29.1nformation
In relation to
design for
construction or
modification of
nuclear facility
S.30. False or
misleading
statements, &c.
S.31. Obstruction
of Agency
inspector
Offences Re:
Physical Prot.
Convention
S.33.Stealing
nuclear material
S.34. rpemanding
nuclear material
by threats, &c.
S.35. Use of
nuclear material
causing injury to
persons or damage
to property
S.36.Threat to
use nuclear
material
S.37. Threat to
commit offence
S.38.Extension of
appl.of offence
provisions
outside Aust.

POWERS

S.59. Safeguards
inspections by
inspectors
S.60. Safeguards
inspections by
Agency inspectors
S.61.
Offence-related
searches and
seizures
S.62 Warrants
may be granted by
telephone
S.63. Emergency
searches and
seizures
S.67. Seizure
of nuclear
material, &c.,
where required by
prescribed
international
agreement
S.70. Powers to
be exercised in
accordance with
International
agreements.

oAm" AMMEs - __ -- -MaO AMNO

USE

M AKE
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APPENDIX 18

PSYCHOLOGICAL PROFILE

A general psychological assessment was prepared by an Australian Federal Police
psychologist who suggested that there is no specific psychological profile that would predict a
person's susceptibility for recruitment to the sect, although many sect members would have
their personal, emotional, social and intellectual needs satisfied.

The recruitment of members could target people experiencing an existential or personal crisis
which would provide an illusion of support, meaning, value or power. Systematic recruitment
identifies certain characteristics such as co-dependency. Once people are recruited, sects use
specific processes to maintain the illusion to manipulate their followers. Some powerful
techniques include, mind distorting narcotics, alienation from alternative viewpoints,
indoctrination reginies and rigid role assignment are employed.

Other cult specialists believe that "the lack of a father figure in the home leads the young
towards cults with strong male leadership".
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APPENDIX 19

EMERGING ISSUES

Australia has a variety of federal and state laws that could be applied in the event of an
incident such as the Tokyo sarin gas attack taking place in Australia. Prosecutions for loss of
life and associated offences against the person are clear. More complex issues emerge when
crimes relating to chemical, biological and nuclear material cross international boundaries.
Currently Australian federal legislation for dealing with crime relating to biological and
nuclear incidents is adequate for military incidents but amendments for non-military incidents
are necessary.

Australia established the Chemical Weapons Convention Office to administer the International
Chemical Weapons Convention Treaty which cannot be enacted until 65 of the 169
participating countries ratify iL Currently, 36 countries have signed ratification and it is
expected that ratification will be complete by late 1996.

Australian federal law-enforcement agencies are responsible for enforcing laws in relation to
constitutional requirements for foreign nationals, immigration and the influx of criminals.
The Australian Joint Standing Committee on Migration inquiry into Australia's visa system for
visitors to Australian is considering three options:

* abolition of the requirement for all visitors to obtain a visa before travelling to
Australia;

* abolition of requirement for selected nationals; and

* maintain the existing system but make it more efficient.

Law-enforcement agencies put forward the view that all visitors must be cleared to enter
Australia before they depart their country of origin. This can be achieved by sophisticated
information collection, manipulation and communication which addresses privacy, bilateral
relations and data-matching implications. This has occurred primarily for tourism and trade.
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Tec9nologies

Wo -OM Meemift

VIA VAX 19

October 26, 1995

Mr. Scott Nr etn
Unied States Senate
Committee on Governmental Affairs
Minority Permanent Subcommittee on Investigations
Washington, DC 20510

Dear Scoft

As we discussed on the phone and in respons. to the October 24 letter of Dan Gelber,
attached are the following docments relating to Biosym's contacts with AUM
Corp-.

I. Non-Diadosure Agreement relating to the software evaluated;.
2. Shipping Authoflization Forn
3. Initial Shipping Order (3/1/95);
4. SppingC on rma o
5. Revised Shipping Order(3/15/95),
6. Quotation for Computer Hardware;
7. AUM Corp. Purcha Order for the Hardware;
8. Blosym License Purchase Agreement;
9. Computer Registration Form;
10. Order Approval Form- and
11. Customer Status Checklist.

Please do not hesitate to contact me if you have any questions about the attached
documentation or if you require further asstance in connection with your
examination of AUM.

Sincerely,

Corporate Counse

U~ccvs mitz~ *96"r StomFL'un ~i UIT 021 193iJa) 45&M59 tL (619) 458.036
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2odflAw-219
NEW Ywk NY 1007

TcpIIUneNwb
Pax1*AVNr.
B-Md Adre

C=9"4I.36
C= 421-WU

Bio"y Technologies Inc.
4 Ceuimy Ddve

Parstpmy,lNkwjawy 054
TeRIIm Nm 2DI-24476

PAX Number 21-267-9608

Salas maasm Johnftm*"d
Rwyoua if, NM65199A

Df F*e27,1995
QaoeVal~d~nk Mar3L. 99

Tmnmw

ro lawmugd Dist. ExtWW. URic. OWmIinded TOTAL
NumburDszph rdm V. rfc War % Wamf Ytke

I WU-1WTIIZ berdRUV.HbniFupts.03.C $57 31% 413905 UM~2 0% $3= S43A00

1 MOS-CD CRMUpdaaMeOpo $0 0% $0 5240 0% 524 524
# hxMW W FF43CB Ft SC Opin DiskFor woo6 0% 52.66 $0 0% s0 52AW6

I I EinKxknalSCSI U Ddye5 0% P70 50 0% so $700

GRANWTOTAL 56086 - O 84.15 .965 $M,96 S47A00

1. NARDWAMWARRAN-h OM Dai mfet5 eiwelicpawamayowrpwd~amwdmr
2. FAW1ff7ZOA& Nago4s0~
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AUm COs., USA

I EAST 48TH ST., 22 (ND StLOOR)
"Ew YORX. N.Y. 10011 USA
TIL&FAX all-481-3i?

DZOSYS TKCIKMLOGZI INCv
4 CENTURY DRIVI PAR8IPPANT NEV JRPRSY 01014
R..oIN BONICHR / SALl KANAR
201-261-4416
sal-261-8640

lfJGS-619IA
NO, xNPUSE02?

DATS nla/27/IUDI

PU, CASING ORDr
El VORK

P~g-------------------mewoe 
eoo --- m a---- - - - - - - - - - - -

ITS" DUBCRPTZON qTY U/P AMOUNT

1. SILICOR GRAPHICS POlER INDIGO 2 1 11D 47,000.00 USD 47,000.00
aR8000 PAOCBISOR
61XTRNZ aRAPEECS
u20" COLOR MONITOR
*S4NS MEMORY
m501 INTERNAL SYSTM DISK

2. CD-RON UPORADE NIDtA OPTION 1
3. ZXTZRAL 4x CD.AO1(*l 1
4. EX ERNAL 4.30 DISK(a) 1

----------------------------------------------------------------------
TOTAL~US IS41OOO

PAYNKM? TERMS
DELIVtRY
WARRANTY
DtITINATION

RZHARXS

: N T 30 DAYS
: 6TH OF WARC1995
ON1 YEZAR WORLD WIDE WARRANTY 5Y SO0
AUK COR., USA
I CAST 4ST XT.. #21 (2ND FLOOR)
NEW YORX, N.Y. 10017 USA
TEL&FAX 1Z2-421-3587
PRIOR TO DELIVERY o WE WILL VISIT YOUR OFFICE
rOR AUSHESS HMRETNO, KXANTIMZ WE WILL CRICK ALL
SOTVARS WHICH WN ARE GOING TO BUY.
90 PLS ARRANOR ALL CONMLETE INSTALLATION.

: REGARDING TO SOFTWARE PURCHASING. W% NEED MORI
TIME TO MAXE FINAL CONFIRNATION, UT N WILL
BUY THZ HARDWARE INDEPENDINTLY.

: (0) T[IND PARTY SOT COKPATZBLZ MODULES

TRS AN) n.ES REGARDS,

Y.HIRAATSU / AUl COR.

TO

TZL
PAX
FN
P/I
/O
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Agreement No:mn1

BlOSYM Techuiologis, Inc. O IIA
Miense Purdus. Agrement RI I A

rseow im AUK CU1W TZW

SIOSYZ Tedirslges Inc. (UlOSYMI~ arid the underignped ("Cusome agree that the Wolowing
terms " andidna sh-all govent the licensing anid maitenance of appikanon software arid opuradrs

= msoftwara and Its aueeodated docwniriation provided by 8JOSYM, arid tedutleel serylce reiawe
, n, h ale of equlpniert manufactured by third parties C lpirntI. &lU as identifed int

the ateuwnots listed in Paragraph 17.

1. De8.walk
a ) The term 5Agreeant' shall mean the terms and condldomi herein, -s well as the Attachmets

specified in Pargraph 17 arnd all future Addends. ifI any.
b) The Mem "Softw&W shall mean collectively 81405M compter ProW in acine mrcutable

code. derivadiv* works uan support matterial including but not liiedt dot wowals,
flow disrer specifications and traintaS materials related theesto, including update. avifiations
AnM now rele&ses as specified In the relevant Attachmean.

c) The tern"Server" shall mreani a contputer systm on which softwurrsides dta mbe acc by
other compum r ywarasresidentan a local ntwo rk syssmu

d) The term 'Desiated System(s)' shal mean the specific O'U(s) or Server~s) on which the
Softweg under this Agreement Is intended to run. as specified In the rele vant Attadtwnert.

e) The tem 'Sitew shalL mean a comoutef system. or system composed aflone or maore Cils that are
located at the same physical address.

f1 )The team "SInultaneotis Active Use" or SAU" license shall meaz a license to usts the Softwar on a
Server that can be accessed by other computer system resident on a local network system a&
specified in the relevant Attachment.

g)The ten, "Software Maintenance' shall mean the software ttaaritenatce and support services
described in Sect6o% 4.

2. License. - 9OSYM hereby grants to Customer arid Customer hereby amcpts a nonrariferable,
nonsubllcensable, nonexclusive right ithe 'Licernse') to use the Software at a single Site within
Customers own organization with the specilic CP(si or Servetis) on which the Software under tis
Agreement is designated to run solely for Customer's own internal ditta procehIng and computation
needs as sat forth hereniatr. provided. however that Customer may use a sin&gl backup computer
systm as a substitute for the Designated System only durla$ ruch periods when the Dutpiated System
is ino~eradve because it Is malfu~ncdarine or undergoing repair. maintenance or modification. No tight
to use. copy, o: display the Software in whole ar i put is granted except as expressly provided in this
Agreement.

Custor agres to Itnform BIOSYM% Imnmediately of any changes In the location of the Software, and
upon written request of UIOSYM. Provide veriflcation oit the current location and computer system ort
which the Software is resident.L Wheniever a second computer system is permanently substituted for a
first computer system prior to the tttstallittion of the Software on the second computer system, ant
Addendum to the Agreeme nt shall be exsecuted which identifies the second computer system as the
single Designated Syszem Upon BIOSYM\rs consent. the License and Software M'alnteranee feas paid
for use with uhe first computer shail be upplied to the second compute System.

Customer may use the Software solely to process the work of Customer's own business. including env
uirdscorporatod divisions &An mlonty owned substdiAries oi Customear. Customer is exressly forbidden
to use the Software to process the work of env rion-mnaority owned aliate or other third party.

Upon request at anty tame by Custometr tor t.wrch&t o rutlic or Inistall additional copies of the Software
on additional Designated'Systems within Custmmorr torre'tzation. the parties $hall execute an
Add'mdurn to the Aircemrent with arrit'ate Aa---~.v elact o~ corresponding extension of the
Licnse.
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Titl to aQA OWwilp of 11e Software (and all cop;.es a4' ensoru thereof) aMd all appumke~ erWW
to pUOU cop 7Tiot tradewks and trade secrats in the SOttwarp or fay utodidatne, to

pewaiimd anIeocably veudl in DIOSYM and shal remain with SOSYM twit~mbiAh t
dlino owptw and vise o(f use by Custom.

3. Teulwogy Preftallos- L~Exp as reasonably required to use the Software on dt DuipmWSystint
sricy inam~m with thi LWom and ezspt for one copy poiely foe hectoup purposo,opb of
the Softwar or any pardon therf, Mnuding Software tbat has bun modLUW or I 5PaOH O~ Woof
wft th er softw a Jsaesly foebWwt. Customer must repeodume afAlbrude *Ae aopyd& - elo
Wzt anty othe AW=c tha - pw on the ortlna Software an any ceplm vad v7s uifa Uamefow
Cusvoev shall not (abd = ~ low any third party to) U1) daeontal* dlasmibls cr Otbmwlae
r0Orvos P V. ora_70to mommucator discover arnyaored cwd pldioegushn
of th o twa Y UVy u W hmnoeWVe, (II) reMOve &aY Pu~dut Idm4fimROO11 co,,mt~ht or othor
nodees LD pmovlde. larnlend. use forhtmesharingor iuv. bouu PMAIROra o*Jlwte seor
allow other to use the Software to or for the benefit of third parties, 00v P mpt as rpaded in the
appli"al user domtination provided by 5IOSYM irodify, Irswroratlnm or withot 91. twar or
cmato a dtvate work of any pant of ths Software, Wv load or use any portion of the Softwar
(whether or wt niodWek or ini=prated into or wist other software on or with any mublne or *V=
odwe than te applicble Daipted System (or a 3UbstAnd4lY sinMa "SIMs dndng 11WjqKay
Iropesubility of the applicable Desipted Systern) or (YO) aept It, as and to the P t mxpWely
authorized in the applicable user docwnentaiort provided by 50SYM hrunnit at ise the Software
*VWr a ne*twork.

Unless otherwise set fort in art appopriate Attachmnant, in no vent tny given Softwae be
rconcuruxmiy loaded on more CPUs than the niumrber set forth in the Software Configvnun./Prdzsg
Attachment.

Ithe. Software includes the BEOSYM computers programs Skaedo , Custoaw agrees ttit will be used
only for the purpose of building molecules In two dimension (skewhlrig) osbsequentgenawaon of a
three diumsiora structure. Customer further agrees that Sketcher will not be used for the ma"s
conversion of two dlnmnrail strucnzrue obtained from mlecula databases

Custom agrees that the Software and/or Equtpreett arid its assoclated do mentebion constitute andi
contain valuable trade secret and conrldc-nnai business intformation of SIOSYM, or its third party
suppUers, as applicable. Customer arrets to hold such iriformadon in confdence- and to take all
reasonable precutions necessary to saieguard tha conf~identiality of such Infostaat. Custonver
further agrees riop to disclose, provide or otherwise r.take available such Information in any kom to any
person other thin Customer's or BIOSYMts ernrilyceii. This provision shall survive any avcelldofn or
termlnadon of this, Apeenertt.

4. Software Maintenance - Upon initial delivery of the Software, BIOSYM sill preside standard
one year maintenance and SUPPo' service, for the annual fee set forth in the Software
Coiigszra don /Pricing Attachmerit BIOSYM Software Mintelna pricas and umaAntwuice prices for
Soirware ownedJ by parties other than B10SY14 which is provided hereunder. masy be adjusted by
9IOSYM at arty time with 30 days prior wnitm nocea.

BIOSYMs obligation to provide maintejartce and support services and Custortwes obligation to py the
then prevailing maintenlance and support charges shall be autointadrully renewed for Successive one
year periods unless either piny gives to the other w-dit notice of eancelatiori at leat ninerty (90)
day's prior to the expira don 0, the ~trt exping term.

Software Mainitensn", must be purchased io receive suppon services after the itial 30 day warranty
period. Software Maintenance is pro ired ahtead to the thast day of the month followimir receipt of
Software to allow for shipping~ trrne bncd instalation. ( EXAMPLE. If Software is received on August 10.
1993 covers go would sespir on Sepiarnmrr 30. 1996) Ac osdi the preceding paragrph, Customer
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wil be eUWutfty r.miwed for a gucc=svg one year punod unles notie as previously desAaid is
Omu At adnbaums CUM== imw" pumhaeome full yea of Software Mainionwwc

BIOSYM shall prsWde Custaw with nalnteirtne and suppout selviices for the Software as followsa

Vlsafudot of Updatm Software Maintenamc may consist of updaha to tM Software wblch
(I) contitin coeedn of applicatio software error remedied by IOSYM, 00i change to
doc. tiift, and CiU) n'Jnor enhancements which may extend the ways to &=comlish
in] itn fturcdorw Custom.'i is responsible for the installation and iZl tusaloof an
update and requred data coaveutosi Ma* o hnemisest to the Software Which addne
funsedomilty (as 4atemined by BIOSYM at its sole disaton) may require ---- 1 of
addlimoal Umw (ee and are not included in Software Maintenance Servkema Intla- n@
ansy software teived dim*el fiam the Equipment nianuba. oc atuchant, annoriss,
Featuew daia or additional equltpmnat added by Customer shall be coordinated in advance
with BJOM to ensure compatibgilty with the Software

RHotlm DIOSY?4shal provide telephone consultation during vouns San Diego bvAnwahour
beween 7:00 am% a&d S00O p~ri., Monday throaah Friday excrpt an January 1, P"!aidstro Day,
Memorl Day, Jul 4, Labor Day, ThanksSiving Day e&M the Friday following, ad Dmcttiber
24 end 25. If one of the specified dates falls on a weekend. the holiday will be obserez ort the
nwmvo wsitilay. Hotline Support will be limited to the then current vtrsion of the Software
a&M Its imutediate pnsdecessr version.

VIOSYM technical pesonnel shall be available at a charge dewribed in Secdon 6, at DIQ0SY~ds
diatredon. for on site service for problems not resolved by telephone consultation. Custoamr shall
cornwit, in advance to system availability during the schcduted on sihe visit.

Software Matitnteane shall be available to Customer subjoct to the foiLowing cond~ttons:
a . Customer is using the Software at the Site and an the Equipment end operating ystMM for

which it Is licensed Ls detailed in the relevant Attachnwnt by CPU7 sei number "Id CPU
110;

b. Customer Is using the Equipment and operating system on wich the Software Is ntrising int
the form supplied by the Tinuwecrurer. without alteration: and

c. Customer Is using the current version of the Software or its immediate predecessor version.

Arty changes made to the Software by Customer or any other person or agency Without the written
permission of BIOSYM immediately releases BIOSYM from any responsibility to correc or malntart
said Software, but In no way aliens Cstomner's obligation to protect the Software under the toois of this
Agreementr.

Purchase of Software Maintenance service for a Customer Site shall be subject to purchase of suach
service for all B1IOSYM supported Software modules licensed for use at that Site.

5. Equipment Maintenance - Sublect to availability ot such services. Equipment snsuhtenartce services
beyond the applicable Equipment warranty periods set forth In Section 10 hereof my be purchased
from BIOSYM under a separate maintenance contract with the Equipment niatufacwure.

6. Prices - BIOSYM charges ior the tucensing of the Software and associated Software Maintentance
and for the purchase of the Equipment are specified In the Attachments3 hereto, and Customer agrees to
pay all such charges on Oie terms described In Section 7. The Prices set forth In such Attachments are
exclusive of and Customer agrees to pay- Wa freight on Equipme~nt Mb transit Insurance chat 3us of onte-
half of one percent (.5%Y,) oi the list crice oi the Equ~ipment wigh a mninimumn charge of tern dollazi ($10);
Wc shipping and handling ior Software In the amount oi twenty-five dollars ($2.5) pet each software
prora licensed hereunder: Wd BIOSYNIs time and materil charges plus reasonable travel and living
expenses ior additional services recuoited by Customer in wring; and (a) all dudies and taxes
(exclusive of taxes based ork MiYM not income). C~zstomer agrees to support any claim of tax
tixemotior. by pt..idi~r BIOSYM wilth a copy of the applicable : x Pvcnmptioii cerificate prior to the
.jeliviy.
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7. FayneW TeOM$ - IFIO S charges for the Software licensed And saoad Wotwaxi
Malaaium am and the £qulpuimt purchased will be invoicwd upon shiparent paYMM~ is due vpn
daUvesy of Sotw. and/or Equiphau. If the CustOMr a&SIM to TOOMIVO par"a sIpuOWi of
Sotwm mandoffqulpumtt the Cumat pe to wMak payment for all IMlteuoo~d I aiduzus01c
wih u thin Chug"ar for Software Maktoaance will be awoaed annually in saman m other
ehrgW liWMbe Invoicd as kncured Paymet frs m W yvr otwar MWUAPM cis du JluwdkAdv~

d- vyofhedofWnn ad psyn for eubaqut Softwar Maaw*sd ELM ~.~am
do ~ 3~ DO waMreeves the tight to aans a late UAyn ebare of ,M s ("0 1Z.)

Pff ~ rtas aismT puvtd by law. whiclw it leow on the .1d ~ma my

S. Cil~ae.IX.ah~ling~ s- In the eent Cu$MWfeW cortis ordwiwu40 ir u'tpeirt of
anty order, vcluv of Software MWAinmce, or fagls to nm anty obUpdai houwdv avig
caninladaut oir dely in shipping of amy order or portion thervof, or (11) rupue dely in ihipftu the
order, ad *he requea Isactooptd by IMP Cstomer agree to pay upon DWWbt Invoc the
fofllowhtg dwarw

lfadWbof4AP b at @- date hpasSa

15.50 10% 5%
31-60 3% 5%
:P60 0% 0%

0IOSYM apee" to waive the foregoing change charges It Customes chanp UWMeas ilte Me
Hcuuse/PMMchse pries o its border mome than ton pumau (10%).

9. Site PrspmanliomDeliv**y/nt9UltI~n - CIuIouWte shall, at its erpana pngmpar a intain an
Installation Site. If BTOBYM provides Customer with written specilcations 41&to Slb e
Custom will prepare the inistallation Site in aacodanci with suh qinpedtovs bLS wl
deliver, or cana to be delivauvd. the Software and/or Equipmentin Accordace with aa utoafy speed
upon schedule. The method of shipment will be determined by DIOSYM Iquipuwit. Software a&d
other mnaterials wil be shipped F084105Th( or Equipmexu Yvor, except that A*s of lo "l Peon
to the Customer upon% delivey to the Customer. DeIver of Equipmen't and/or SAfWare is subject 1 its
vailabdity and the completion of Site preparation by the Customer. If ordered by Custmew 306M

wi ntal or cause the Equipment to be Inistalled. IrStLlaon sevlcu requeed by Customer Iad
agreed to by DIOSYM will be provided on a time and Materials basis at JIOSYM theft cum rts
plus actual travel and living OeAN&S

10. Limited Wnafy arnd DIsclar - Sublet to the conditor~p and lIftntations of thi ApnmMM
BICSYM wamiuw.s for the solo bitnefit of Cumtomer, that the Soiftware shall mfaterialy cmofom to
SIOSYM.s published product specificadrlos in effect on the date of this Apeenren f" a Period of
tir (10) days from the date of shipumt ('oftware Warty 'eriod an thAt durin such period.

5IOSYM. a% its own expensshallIexercise commrrercially reasonable efforts as described huvtim

Upont receipt of written notice of an error in the Software which significantly degrads i1W.Software as
compared to to Published product speciflcariorts. BIOSYM shall use Its diligent efforts to provide a
yvral and/or written response to Customer within thirty (30) days. or soonw Uf Posaile. ahor such
rclipt. Such response may include fth issuancot of a correction. to the Software and/or the aseociased
Software documnnation. Issuance oi a program operating restriction. or Issartce of a pro~~fl bypas. as
appropriate under the circumstances In order for this Sotware warranty to be applicable. Customer
must promptly provide the following Iiormation to MSIOYM in writing for any alleged sofware
defemt:

a. the operaingS eftrdilions :rder which the defect occuxui (Iticlv~ding the specific
hardware /Softivarg confivrr3tiofr.
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b. adescription of whatoccuus asampared to what shoud ocsu. and
c. a vvreemu~ve vsu*e of Inputs for repeat and anrlyzing fte probleat.

SIOSYM shall have ifto warranty obliptiomu with respect to the Software, or any portion thmfeof.
which his bow (1) operated by Custom in a mamter icnsiutrnt with the rvfubwmwtts se forth int
Software dm emlanw or that has bewi ntodlRd by any party other than UTOSYM; (U) -ampdin
amyfwie and by any cause other than the act or omission of IIOSYMK (ILI) openwed or u~rllin
anvlronsnental conditions outside the parameters designated by MIOYM in the associated
dooinumls or edsewhwem 00v oub*actd to e ari. power nrwu or emuzmatle fltM; or tv)
oprae on a computer smer oter than the Deignated Sysem or with Equipewie modified or

chadwithout authoi~zroi from. BlO M

DIOSYM dme not wanent that the Schwase will neswarlly nr~ C'a*.Wvreu plarured appliaions, or
that it will be errm r En,, or that all Software defects can be correc Ld Customes aehaowledgi and
agrees that Software prforrnace &An response tin t v a futnction of Custanw, applications
raqulzamseds Anid will affected by the mixi of conagseittly rtuning Applictins, an nearowidat;
capability udle by the Custawan Ns rytem arnd thi .ctwut o!f liwy dthuwn. X dos
not warrant that functious contained in th Software will oeaein conjunction with eqipumt,
software or servimw that may be obtained by Custoumr outside this Apvment Custoxnw also
acknowledges that updated Softwarv versions may nor be compatible with oubldad ?tsviosw of
equipmetat operating sylten software. BIOSYM. does wio warrant that the Softwar will operate int
conjunction with outdated versions of equilpment operatinrtm tm software. This Hutitsid warray
cove only problewts reported to 3IOSYMA durng fth Software Warranty Perio

BIOSYM spmr that warranties extended by original eqiment urianufacttam and s uppliers are
passed thmouh to Customr if and to the extent permitted by fthe warrandtes. 310SY m7akesnoi
warrantes~ in assocation with sunch EqulPrneL

EXanP FOR TfHI FOREGOING EXPRES LIMITED WARRANT, BIOSY)4 DISCLAIMS ALL
WARRANTIES RILATUIJG TO EQUIPMENT AND SOFflVARII (NCWUDG DOCUMENTATION.
TEICJICAL ThJFORMATION OR TECiNICAL ASSISTANCE PROVIDED UNDER ORt PURSUANT
TO THIS AGRZIMENT). AND THE EQUIPMENT AND) SOFTWARE IS PROVIDED -AS IS'
WITHOUTF WA'ARANIrY OF ANY ICND INCLUDING WIllTHOU LIMTATION, ANY WARRANTY
AGAINST INFRINGEMENT OF THIRD PARTY PROPERTY RIGHTS, FITNESS OR
MERCHANTAI3I.IY, OR FITNESS FOR A PARTICULAR I'ltRPOSE (EVEN IF BIOSYM HAS BME
C4ORMED O1? SUCK PURPOSE). FURTHER. BIOSYM DOES NOT WARRANT. GUARANTEE, OR
MAIM ANY REPRESENTATIONS REGARDING TI USE OR. THE RESULTS OF THE USE, OF THE
SOFTWARE OR DOCUMENTATION INJ TERMS 0F CORRECTNESS, ACCURACY~. REUIABILYY OR
OTHERWISEL Custornm understands that BIOSYhI is znt rospoisibe for and will havi no. 11%4Ity. fr
hardware, software, or other Items or any service provided by arty perans other than BIO0SYM.
BIOSYM shall have no llabLty for delays or failures beyond Its reasonable control. NO AGENT OF
DIOSYhI IS AUTHOR=Zt TO ALTER OR EXCEED TZHE WARRANTY ORLIGATIONS OF BIOSYM
AS SIT FORTH HEREIN.

11. LlnILation of Remedies - Customer acrowledges and agres that the fees which BIOSYM is
charging hereunder or in cordnetion with Software MaInteace do rnot include any consideration for
assumption by BIOSYM of the risk og Customer's consequciulsl or incidental damages which may arite
In correction with Customer's use of the Software and Equipmnt.

ANY LtABIITm' Of DBIOSYM. Ml OFFICMS AGENTS OR EMPLOYEES WITH RESECT 'TO THE
EQUIPMENT OR SOPI'vARE Olt THE PERFRMANCE THEREOF UNDER ANY WAR"Zirf,
CONTRACT. NEGLIGENCE, STRICT LIABILITY OR OTHER THEORY WILL BE LIMD
EXCLUSIVELY TO PRODUCT REPLACEMENT OIL iF REPLACEMENT IS INADEQUATE AS A
REMEDY OR IN SIOSYM'S OPINION IMI'RACICAL. TO A CREDIT OF AMOUNTS PAID TO
SIOSYM FOR THi-E LICENSE/1PURCHASE CF rTHE RELEVANT 1QUIPM04T AND/OR SOriWARE.
1310SYM SHALL NOT 81' RFSPONSIOLE Of. LIABLE WITH RESPECT TO ANY SU 8JECT MATTER
OF TH15 ACRE ZIM ENT OR ANY A" TACHM NT. PURCH ASE ORD ER, SCHEDULE Olt TERlMS AND
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CONM1TIOI IZIATIM rAM O LIND AMY THE~li WA iEM 1.0560 R IACCVJDAC' Of
DATA 0lt CECT VI RETU OF AMOtJNf PAW T0 DIOSY rh1R011. COST 0F
IP10CtREMT 0F SUISTITMl GOODS, SERVICES 01 UICE#ILOGY; M) MR ANY
V411CT1M ?4OD= 4TA1. X0AL OR CONIQRNIA DAMAGE INCLUDE RT NOT
LUU1M T0 LW OF RZVECU AND LOSS 0F PROMr~ 011 (0 FM ANY MAT=D MROM
PIOSYW R1ASONIAILZ COMTMO ISM IF BOSM AM OEN ADVMS* OF SUCH

of Softwiais Mao" or fiAnish a workmzwuwd solufts. CM aw &MaU Is ml ea
bethe*ahWlo otar anuao o tI Softweue - Owfrud eal S dmsovee di

ca dwe p.ipftswidm amat~witm fee baud on the surshig days of imh pulod. Ay

IL Iadaay - COSM "hl hold Custom harmless from lhblhty rul~g fuu IftI S by
the Soiftwar of mny United St puaet issued au of the da* of dellvay of the fm eM cof t
apple Softwar or any Udied States Copyright, povided IIOSY is powwpy vw~d of any
and all thress, dais aid promndinp related thermt and gile= reasonble aaeuttmeAm the
opporttsit~y t W ont rowl over the cdewe and all ragodagm in a laminzorco~~u
DIOSM wlrat ebes mpomfbl for any settlement it does root ap~~w tI 13PBRGL
IN LMV OF ANY WARRANTIE OF NON fIMMNJ, AR HI~rMCA

IXOSY~a tndanudty oiblgaton does not apply with respect to Software or WnilM or cwmomi
thereof Gi) not suppUod b~y BIOSY)4 (11) made in whole or in pan in uosedanm to Cusunmes
spedfesfaton, (Mii mioified after shipmarit by Customer, 9 t ged bfbgi relatu to SAVA
modlfrlon, (iv) coumbiried with other ptoducs, processes or cueall wivue the alleed h~frbgmwx
relates to such ckbinittion, (v) where Customer continue allegedly infrlungA sedwtty aftw befg
notifed thereof or after being informed of modifitis that would hayst avoided the J-aled
ianzgmt, or (vi) whert Customes' uise of the Sotware cods the Scope (if fthe 141pnedi
this Agnmaiwt or is Lneideat to an inflnmenw~ now rOsuting pARVImmuly froM tIe SoftWare CUMAWoe
releaem D1OS'Yf from any infringemew claims Irsing under any of the drcmnstarg descrbed In "h
preceding sewteao anid apte" to indemiy BIOSYM from all dlamges, seftlawits, a*Mwy* fewn and

expenses related to a claim of infrngertwnt or midsappropriation based upon the exclusions from
dnerliton conairwed in the preceding swentne.

BIOSYM, at its option. my obtain for Customer the pght to continue using of to zeplaceormrodify the
Software involved so it kocomas noriinlytinpg, or, if such rmwdies anreiot twaonay available, punt
Customer a credit for th. Software involved, bused upon its depreciated value, ari mtept its srtum

23. Tarm and Tert~ation - nou License shall remain effective (Or A term Of tMs (10) Yome fromth
latest signature date on this Agreenti unless terinmated earlier in accordance with this section 13, or
unless a different utrm is specified in the Software Copfiguration P'ricing Aftchamefii The ucuae will
terminate automatically if Customer fails to cure any material breadh of Ws~I Aprectnant or &Ay
Attachment Incoryorated herein within thirty (30) days (10 days ina the cmn of ron~aymiwnt of
receiving notice of such breach froin BIOS)h (or immediately upon notice ina the cane of a Customer's,
breach of Section 3. Uipon temination. Customer "al !!nnutdiateiy cease al! use of the software

Lf terrmination L~ duc to non-payment and Customer has acquired Equipment as pan of this A1156021411t.
Customer shall within fifteen (15) days after termination return all I-quiprnent, POl9-3IOSYM. to
8IOSYM.

Within fifteen t15) clavs after termination of the Licarue. Customer stllI desoy the or'6 inal and all
copies of the Software in all forndcr shall cortfy to 8IOSYM In writing that such obligation h"s
been fulfilled.
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Licensr te LIaend cept s aotherwise vensiv provided herein. she tet &I thisAasa
Shall s 1 awin. TeWn*Mo ts not an exclusive remedy aU al e ow tnlit wti be
available whath or not the Uci m b trainastld.

It G a trm aeft MA CustmM will not rev oranport from the United $.tw mn bx m
sacywast my pen of the Softwon or my direc prodcit themeo to laW. Iran, Iraqi, 57511. yugnsia
(Sa aM MonIupgo), the People Republic of China or ry Group ., W, Y, (M Z coUrtr (as
spodfe4 in Supplemnt No. I to Secton O of the Ua. Expor Adnftl dsmtaa Urlila, or a

a r tetno) or odtise eacept ia wantlanm with and with all 'k mand " a mals requzed
undor applicable export laws end regulatioms tntluding withot Umatatimn T)" of ame u.s

Unemt 3?XYSM GovevaQiense Attaduwadit is ad. Cam, -3aur essi that it is not a
gWoSS"um agency mu4 it is not acquiring the Licens puwn to a goveummtt sm-,a or with

I5. Noteca- All notic. requitd b7y or reladtn to this AVpenm t hal be in writing era *shal be
d P amd to be given if delivered peroutily. by faalre or maile by &Uc asaumail (posinge prepakl
to the putim to th u Agnsaen at the address or fasimgllo number sp d below, or to such other
addrm or fecdzle nwnher as etlh party may substitute by writimn to ber olm

Custom. Mome been met forth on the Agnatme page of t Agrmwu)

BIOSYM: BSOYM Tectololi, Inc.
ATTN. Sale Adautistrmon
9685 Samton Road
San JDIego CA 9=12
Pacsizzle Number (619) $97-4975

%6. General - Thi Agrlmnent shall be binding upon ar4 inure to the beeit of the EinJsor. and
assigns of the parties hereto provided. however, that Customr may not &Asipi, plaldg or otherwise
tander this Ap rnmt or the License. in whole ,r In part without the written ansent of DICSYM
which consent shall not be utruenaoneblv withhold by BIOSYM for an asl~p mt of all of the rights
and obligations of the ASrerment.

The failure of either pirty to enforce at any time any of the provisions of tis Aginaent shall In no
way be construed to be a waiver of such provision. nor in any way affect the validity of tib Agteemt
or iny pan thereof, or the right of the odr party thereafr to enorce each and evity provision.

BIOSYM shall not be liable for any delay in or failure of performance due to any cause or condlUon-
beyond StOSYl~s m -oable conuoL winethe foreseeable or not.

If a'ty provisions of this Agreement are tIvwaUd under any applicble statute or rule of U. they Ae to
that extent, omitted, t the remainder of this Agreemtent shall continue to be binding upon the patim
hereto.
Nothing contained In this ATeetnent shall be deemed or cost ed as creating a JOint venture or
partnrship betven the parties. No party by virtue of this Ageme ant is authglnd as an = int,
employee or legal representative of the other party, and the relationship of the ptrtes is, and at all
tlnes will continue to be. that of Irtdsoendmnt contractors.

If Customer or any of its employees breaches or threatens to breach the obligations of this Agreement.
BIOSYM shall have the right. in addion to such other remedies which may be available with it, to
injunctive relief enjoihnia mUch acts or attempts. it being acknowledged that legal rumediet are
inadequate.

This Agreement may be executed Int counrervarm which together sl*ul construe orw and the some
instrument.

I P'A 7//911/.,V4/1
9/ 94
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Agreement No.- C1=

The SOCOn IVdifltV wm for cawence oWy and do not (Onm pan of thiS Agpeimt r pwpoe od

The --w shaM, be Soved and consaued in acoancea with tLMS ofm the MWo of Califotoa
and th Uni Saw whout l" ulect to the pdrnplm of th coe110 of laws,

Any lepp pr oeedbp0 e Mng e Ut AVwnt shall be imi ftd olybi the cw of te SUN of
¢iaUtod&

Z ay snlor pomdh bought to . orm or InterrtthsA mt h pm bU pmett ha be

=Mdd to novaer hom he otw pM reasonable mttomri fe end M st In addidom w my oh
rel to wbhh wt p"yray be odmwis waited.

Any wahmes or au nwo "hl be efuev only IV roAde in 'rida by woraysWt d a Indeatly urodereod by both putl= to be ant sexunumn or waiver mud sipo by a fepmeraswwof *Ae
reapeed pastier audtoelud to h-nd the partkes

Tis Aprmwa shill be eft 9a on the date of eaecuion by the las ina.

17. In*e Areemen - The followfn Attchmunts us i ntMa part of mW ifawpomtsd by this
refew Ino this Agpemar& (OeCk all applicable Attaduts,)

a "so.u Can mdt/Frliig Atrciment
k BqipmaConfigudt/Pridng Attthmnt

C Interimadomal AttalthntU
o ovrmmia Lksemi Atwmwl a
o Open iabrnface Attkment,
C) Amas Anwchnwrt

Li e U w P-..hns ASemnt Chan AttUJ~rowt

This AIeemM and the Atftda ento herto coltitutSe the enuo agrewnt between the pander ard
shall supaueda all proposals or prior apeeisn oral or written and a,11 other coaerunfatImibetwee
the partihh reLatng to the eubec matt of this Agrement. The price tes. of this Alpen est en
cordentt& no pmres release or other wntm or oraJ dsclosure of aq natu rmepdng " prim
terms of thWs Apreemvmt shall be made by either party without the otht party's prior writtft
approval: however, approval for such dlisosure shall be denied given to the mun race iadosum is
required to comply with 8owmmentl rule.

IN TIRN MS WICH EOP. the parties hereto have caused this Apmeeent to bo s"cuted by rhuf.
duly authoriz od off ies/e ployees.

OA M CMion , BIOSYM TeduoloIm, Inc.
90"M._. .. .. a- ' ,, _C laft/"

Mfr -AHIR.-,,T. V',

1-k, C, .. V ,t "z,. A- A 'e A1 1Iw1V

Ttle V.&Pm ktog Ften __

AvMrEUW

TIfS ArRJEENT WILL BECOME B[NDING UPON BIOSY.M ONLY WHI!N ACCED IN

WRItMNC 3) SIOSYM'.. AV7VOR171 V IrRESNTATIVE.
I V.-A -, 1. G! M,- -
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AGRWW4T NM.CUM
3W205 MNCIWcI, INC.

Eaun4Fnr cNFGTJATwI / iCING ATTAOSONT

Th Aldmwnt relatedto awl Is lnwpmawd into dw above .d. ,emsr ApwNhL Cpitad to" eif
IkMI bwu *A me in a I t A, em. "h, At dww is an addition pWrt of e Apu t
"n dcoe WIanup 09S~wuie afy~r Unao WA~wan~t.ttothft UM u*Iuouiyatcmasy thzm.

UsrNa=n AUM ORPOULATZON
Dr. Y. Hramod

Equipt pauma by the Custouw shal wjtisutEb e foQw wirqr

SALE
, ' l'cz

I Pcnw M l2 REoo, Extnre Grp iS 64MB 2G3
rotlM~zrware W3

Warranty 113.9
GRAND TOTrAL WAOO

As described in Ctstomer Purcuse Order Number MIN30227

SFECXAL SIWOFlG INSTRUCrIONS:

User / ContdctNane: Dr. Y. H.rarAhu

Phone Number. (212) 421-367

Fox Number (212) 421-3687

E-Mail Address:

Shipping Address (if different from MailinS):

Clity :- Iw Country Zi)
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Computer Registration Form
Salepmoz - John BmDchm

COMANY INFORMATION

tts ram Dr.l. t -amafu

Compamame AUMS Couportat
AdM, 8 E~at 4Ut Ste

"dre.z 2ridml=r-2E
AddNMS

City New York
State NY

NonUSA
nwh, Numb (212) 421-&587

49" L1 Addreua

Campuwyu _

Custards _

S.. blow

zip 0017

Pax Nuamber (12)42143687

DATABASE CROSS REFERENCES

NVA TsiL_ Quou NJ95-5199A

Media let Choice CD MiUa 2rid QWc*

(Workatafl=o CD, 8nm, 4mm DAT, 150 MB Catddge)

Ozdr # 13226

U Ifeene transfer, fill In existing computer data:

Tgamier Host __me Tiuzuf Seia l 0

COMPUTER DATA FOR WHICH NEW(UPDATED LICENSE IS NEEDED

computer Mfg SGI CmputaModeL Power Indigo2

Hosbum iris .ez l
*Imhostid"

The Im1gostid 1u value Is obtained by executing a unix command on the computer for

which this value is desired. The command depends on the make of the computer.

for SGl, the command Is /etc/sysnfO -s

for 1BM, the command is /bin/uname -m

for Sun, th. comnmd is /bin/hostid "

for other makes of computers, this field is not required.
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____ Yearw Qum* ~6G

Ontor Appvuv.LJbvwm:

Far ApprovmL: - flecsIAT baa:.

?o par O Q"o 2 ortqinats f~ ~Jpackaq

Quote PTch 3 Order:
____'A Ama.in&

evylShi4ppiow Aadvrtzato% Form wlig 119 9d.LPA-

Urns to Cu~ftm.nw:P %A

Camp sa ?arm;. 3 . t Reccd

Licenne Puirchase AVYsments: flatie V4. ial ~4
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IIBIOSY
Jechnooolesinc.

San Diego, CA 92121

April 25, 1995

Dr. Yasau Hiramatsu
AUM Corporation
8 East 48th St. #2E
New York, NY 10017

Dear Dr. Hiramatsu,

According to your Purchase Order # M.-P950227 for a Silicon Graphics workstation
("Equipment"), you agreed to pay us within 30 days of receipt of our invoice. On
April 17, I transmitted a letter to you by facsimile indicating that payment was due
April 13, and that we had yet to receive it. On April 19, we spoke about this
situation and you indicated that due to the current situation in Japan and the
location of the Equipment at a third party's ("I.C.P.") place of business you were
unsure of when we could expect to be paid or if you would be able recover the
Equipment.

As part of this sales transaction, you executed a License Purchase Agreement
("Agreement") setting forth the terms and conditions governing the sale of this
Equipment. According to Paragraph 13 of this Agreement (which follows), you are
in breach of the Agreement due to non payment.

'13. Term and Termination -The License shall remain effective for a term of teq (10) years from
the latest signature date on this Agreement unless terminated earlier in accordance with this Section
13, or unless a different term is specified in the Software Configuration Pricing Attachment. The
License will terminate automatically if Customer fails to cuze any material breach of this Agreement
or any Attachment incorporated herein within thirty (30) days (10 days in the case of non-payment) of
receiving notice of such breach from BIOSYM (or immediately upon notice in the case of a Customer's
breach of Section 3. Upon termination, Customer shall immediately cease all use of the Software.

If termination is due to non-payment and Customer has acquired Equipment as part of this
Agreement, Customer shall within fifteen (15) days after termination return all Equipment, FOB-
BIOSYM, to BIOSYM."

Therefore, in accordance with the terms of this Agreement, we ask that you return
the Equipment within 15 days of receipt of this notice.

-,,ran:on Ri lad %in Di"o CAQ! III 10-68-991N., FAX 011) 1
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If, as you indicated to me in our phone conversation, you are unable to recover
possession of the Equipment from I.C.P., we request that you notify them that they
should release the Equipment to us as soon as possible.

Thank you in advance for your prompt attention to this matter.

Sin jelyl

Dstrative Operations

cc: Mr. Cameron Haider
I.C.P. Corp.
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Senate Permanmn Subcommitte
on Invntigathos

EXHIBIT # 20

Ir, pcs

November 3, 1995

Mr. Scott Newton
Senate Permanent Sub-Committee on Investigation
Room 193 - Russell Building
Washington, DC 20510

Dear Mr. Newton:

John McAlister, President and CEO of Tripos, Inc. asked that I send you a hard copy
of what was faxed to you last week regarding AUM.

Sincerely,

Dottie Gruber
Executive Assistant

Tripos, Inc.
1699 South Hanley Road , St. Louis, MO 63144
Phone 314 647-1099 & Fax 314 647-9241
Munich, Cevvnn & Paiaise,, France a f&cknelt UK a Korea a rawan
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Monday, March 27, 1995

Ward Davidson
T"M1111111

16 Hare" Rd
SL Louis, Mo i6144

Der Wai:

1111 lu1idbscptlon on Tdpos' interaction wIth AUM Co. to Date:

March 3,19095 - Mr. Hiramutsu contacts the Tdpos New Jersey Office and is referred to me
. I call hm at his hotel In Callfomla. where he urgently request Information about our software.
He says he has seen our software through a conipant he %v toed with In Japan. He has projects
that h6 needs to start by the end of Mareh. He wil not divulge what his conlpany does. He ants
to begin an evaluation before March 10. 1095. We Initially fax Info to his hotel Ih Sen Jose. He
calls b wants all our marketing sheets on all products. He wants to decide what to evaluate.
We fed-ex the brochures. Betsyland I agree tobo to his office to set-up an evalution the next
Friday (March 10th). I em una'/ailable, Betsy add Anna will go. I have l budgeting quote faxed
to hlr t his hotel 6s per his request. I I I I I

March 7,1995 - Hiraerfatsu leaves me voicamefl. I call him and he says SGI Is delaying delivery
of his machine until Monday. We reschedule Installation meeting for Tuesday (Maft.114t h). I
He still will not give eny sighficant details about his company says save fol rfeetingo. I lIform
him that I canitbt meet with him until Wednesday. Betsy' and I Will go In the day foiloting the
installation. I I I I I

KA11i1995 - I respond to Hiramatsu's voicem5il fronf Atlanta. M6re meetlnglconfirmaflon
Talk about the purctfase process. Confirm Wednesday meeting time (March 16th).

March 13,109511 receive U fax from Hiramatsu endowedd) statihg thet the SGI woIkstation Is
delayed. By the end of the day he promises that he will have thd machine by Tuesday (14th)
afleenoon. We schedule Annd to gb there In the late afternoon. I I I/

March 14, 199- Anna Toy Palmdr, accompanied by Mary Rogowski, Installs ALL of our modules
on Hiramatsu's wor1statioh (We had thought he picked o~t specific modules). He wants
everything. When Betsy and I find out about this', we are ve*4 suspicious. I

Mardh 1511995 - After'speaking with Mary via carphone, Betsy aiid I are concerned about AUM's
motives. When we visit the ocdbunt, Hiratnasu stands us up. There Is only his assistant. She
gives us 2 letters from Hlramatsu (enclosed). As you can sbe In the letter He discussed Legion
ind Selector with Anna, and wanl to evalubte thdttoo. I

March 16, 1995 - Hirarriatsu demands to ahve an apllcatlon sclents come buck and complete
the Installation with MM3 and Legion/Selector. I e4lbltn that we need to meet with him firat He
argues for quite some time. We get up a meeting at the Red Bank office (We don't like his
pice.) for March 20th. I I I

March 17, 1995 - Hirematsu calls and ties to convince me that he needs Legion and Selector
Installed "just send It to me and I will Install". No Dice. He claims he cannot Start his problem
set evaluation until all the software Is Present. I

March 20. 1995 - I talk with Martin Stdart about AUM. He finds out from Japanese distributor that
Hlramatsu Inquired about Td ' software there,also. He did not leave anyidetalled Information
about himseldlwith that officV I

NMia211I1SAiHVfttldalls and says that having used our softwarefln Japan, he knows
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tOa we h4 menubrs In Japa s. He wants a hrdcopy of thoe. I tefd himthat " r Check on R.

That Is Il fMial coted that Ihad with Hlf ms. I leiaasage for him to conlrm oat
Wednesd meeliV. He left me a mssage today cancelln Our meet bot said he wanted
to talk to ii~bUt t purchase podas. I

Let me know if you have questions. I

/ 6lncr,
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aUm COB., US

8 VUAT 468 T. 6,, #23 (2Ev FLOoRC)
MHU YORK, N.Y. 10011 USA
?L&rAXI 21Z-421-3687t"TO ; RSO amomt~w tim. .

,' ~~ 61 Bu/m ' Avg. sK~i'meDuRy, NJ 01"102
ATTN I H3,JZ7P HAIZII
C.C. HKSY tWLL'AGLIO
TEL 312-34Z-578

SFAX 312-342-0184 vP_6 __e_0
SFr I V.tt lAJ~u DA&TE 13TH/XIU/1995

'1Z V~jB l IKG MY Q FICZ ..

HE~nLLO.' TKS FOR VM KINqD JAlMk~gg~ft . '
twRZ 9 'HAVE TO UPIAIt oN F Bt rlit,Ls.

WE R AVE AR1GD OH N= SG COUTk. FOR THB FROJCT.
WE AVE OlRDE ON O47T/ruB TO B01 CtwAJIy.
THEY PMIBED THLT DELIVERY DATE M.6 AT, pkRDAY.
BUT BVILL WI DIDNT RE] RR PUX MAC IVE. IT 15 D31..kYI
I TR1aW TO FUSE Sol, BUT go 0000 RESPONSE STILL NOW.
WE Aft 50 n.ADY, BUT mACEigNz is mw RiAY.

I AN 0 SORRY 101 T1S -CONV&ZNEMCI, L U DS KINDLY UWDVUSTI OUR
95TtTAIOR. • ."

THEN TODAY I WILL TRY TO PUSH SOL COHPVfTER, An MMK SU*E EXACT RimADY
DATE AT OUR OVIICE.
:F I CAN RECIEVE TODAY, 10 ChAN G OF OUR MEETING SCHEDLUS.
BUT IF NOT TODAY, COULD WN POSTPONE TXR SCHHULY7
I'LO KINDLY ADVISE YOUR CONV1Im DTE i T6I% TIME AFtER THIS TUE.

ANYHOW I WILL BURBLY CALL YOU ON THi 16SVE DEFORS NOON.

ONCl AGAIN, 60 SOY FOR OUR UNCONVIENICE.

WI AM LOOKING PORWAPD TO SEEING YOU VERY bO0N.

TKS AND S b SORGAS,

y.4 su / gum CoA.
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AU COR., USA

8 EAST 48TH ST., #2K (2ND FLOOR)
NEW YORK, N.Y. 10017 USA
TEL&FAX 212-421-3687

TO • TRIPOS ASSOCIATES INC.
621 SHREWSBURY AVE. SHREWSBURY, NJ 07702

ATTN : MR.JEFF MARTIN
C.C. M8.BBTSY DELL'AGLIO
TEL : 312-342-5578
FAX : 312-342-6184
FM : Y.HIRAMATSU DATE l5TH/KAR/1995

RE ' WELCOME TO OUR AUM CORP.

HELLO.
TKS A LOT FOR YESTERDAY INSTALLATION, I WAS SO GLAD TO SIZE THEM.
I AM PERSONAL REALLY APPRECIATED YOUR GOOD SUPPORTING.

TODAY DEU TO VERY IMPORTANT MEETING WITH A COMPANY IN SANJOSE,
WE HAVE TO FLY THERE AGAIN.
AS YOU KNOW WELL, I FLY ALMOST EVERY WEEK TO THERE.
BECAUSE THIS IS OUR BIGGEST PROJECT NOW.
SO SOMETIMES I CANT CONTROL URGENT CHANGE OF SCHEDULE LIKE TODAY.
I FEEL SO SORRY FOR THIS BIG UNCONVENIENCE FOR YOU.
I DEEPLY APOLOGIZE MY REDNESS.

THEN TO MAKE MORE STEP, HERE I WOULD LIIE TO CONFIRM FOLLOWING ISSUE,
IF YOU LEAVE ANY ADVISE & MESSAGE ABOUT THIS, I AM VERY HAPPY.

1. ORIGINAL QUOTATION
WE NEED YOUR ORIGINAL QUOTATION FOR OUR TARGET SOFTWARE.
LAST WEEK I SENT MY TOTAL TARGET SOFTWARE. AND ALL OF THEM WAS
INSTALLED NOW.
SO PLS GIVE US ANY QUOTATION.

2. 30DAYS LICENSE AGREEMENT
TKS FOR YOUR KIND INSTALLATION. THEN I SUPPOSE WE SHALL DO SOME
UN-DISCLOSE AREEMENT. SO PLS LEAVE IT HERE. I WILL SIGN BACK TO YOU.

3. MENU
YESTERDAY YOUR STAFF SAID THAT SOME OF MENU IS MISSING.
SO PLS KINDLY ARRANGE IT. WE MISS ABOUT 11 BOOKS.

4. SOFTWARE INSTALLATION PROBLEM
WE FOUND FOLLOWING 3 SOFTWARE HAS SOME PROBLEM.

1) MO3
2) MATCHMAKER
3) 7

PLS CHECK IT AGAIN. AND MAKE COMPLETE.
TKS IN ADVANCE.

5. NEW SOFTWARE
YESTERDAY I GOT CATALOG OF 'THE MOLECULAR DIVERSITY MANAGER"
IT IS REALLY UNIQUE AND EXCELLENT.
IF POSSIBLE, PLS ADD THE KEY LICENSE OF THIS SYSTEM ALSO.
SOFTWARE WILL BE 'LEGION" AND "SELECTOR".

BECAUSE THIS IS JUST ONE OF WHAT WE ARE GOING TO DO FROM NOW.

6. NEXT CONVENIENT DATE FOR SALE MEETING
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YOUR OFFICE TO HAVE A BUSINESS MEETING WITH YOU.
I CAN GO TO NJ BY CAR OR TRAIN.
IF YOU CAN MAKE ANOTHER DATE FOR US, I WILL REPLY FOR IT.

FINALY TODAY AT MY OFFICE, WE RAVE ONLY ONE NEW STAFF.
SHE CAN SPEAK ENGILSH, BUT SHE ISNT FAMILIAR WIHT THIS KIND OF SOFTWARE
TECHNICAL ISSUE. BUT SHE CAN HELP YOU ANYHOW YOU NLED.

I AM LOOKING FORWARD TO SEEING YOU ON NEXT TIME

TKS AN ES EARDS

Y. / AUM COR.
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AUI COR., USA

8 EAST 46TH UT., #2E (2ND FLOOR)
NEW YORK, N.Y. 10017 USA
TEL&FAX 212-421-3687

TO TRIPOS ASSOCIATES INC.
621 SHREWSBURY AVE. SHREWSBURY, NJ 07702

ATTN : MR.JEFF MARTIN
C.C. M.BHTSY DELL'AGLIO
TEL 312-342-5578
FAX 312-342-6164
PH Y.HIRAMATBU DATE RTH/MAR/1995

RE : VISITING MY OFFICE

HELLO. 7S FOR YOUR KIND ARRANGEMENT.
HERE I WANT TO CONFIRM YOUR SOFTWARE ENGINEER VISITING SCHEDULE

DATE 14TH / MKR / '95
TIME 13:00 PM
PLACE AT MY NY OFFICE.

OUT OFFICE 18 4TH FLOOR ROOM 4P4
REMARKS :
<HARDWARE>

POWER INDIGO2 R8000, EXTREME GRAPHICS, 64MB, 2GB
204 MONITOR, EXTERNAL 4x CD-ROM, EXTERNAL 4.3GB HDD
(*) WE DON'T HAVE TAPE DRIVE.

<SOFTWARE>
UNITY
CONCORD
TRIAD NMR
DIANA
M RDIGRAS.
CAPRI
SYBYL/BASE
LEAPFROG
DISCO
MM2(91)
M43(92)
BOS8
HOLCAD
SYBYL/ADVANCED COMPUTATION
RECEPTOR
SYBYL/BIOPOLYMER
COMPOSER
MATCHMAICER
PROTEP
SYBYL/OSAR WITH COMFA
SYBYL/DYNAMICS

SOFTWARE EVALUATION PERIOD IS 30 DAYS.
AFTER 30 DAYS, WE WILL INFORM YOU OF CONFIRMATION OF PURCHASING.
THEN PLS ISSUE ORIGNAL LICENSE.

SO PL8 KINDLY DO ALL INSTALLATION AND PROVIDE MENU OF SOFTWARE.

WE ARE LOOKING FORWARD TO SEEING YOU ON NEXT TUE.

TIS AND 826 REGARS
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Tripo. Inc.
169 S. Honley Road, SuRe 303
St. Louls, MO 63144
(314) 647-1099 Fax (314) 647-9241

TO: AUM USA Company, Ltd.
8 East 48th Street, W1
New York NY 10017

ATrN: Yasuo Hiramatsu

QUOTATION

TEL: 212-421-3687

o.jotation No:
Quotation Date:

Page
Sales Rep:
Quote By:

Expires:

FAX 212-421-3687

WE ARE PLEASED TO SUBMIT THIS QUOTATION IN RESPONSE TO YOUR INQUIRY

I I Sybyl Basic, Single SImultaneous User $30000 $30,000
2 1 Advanced Computation, Single Simultaneous User $25,000 $25,000
3 1 BioPolymer, Single Simultaneous User $25,000 $25000
4 1 Composer, Single Simultaneous User $18,000 $18'000
5 1 Osar/CoMFA, Single Simultaneous User $30,000 $30,000
6 1 Dynamics, Single Simultaneous User $0 $0

(w/purchase of Sybyl Basic and I additional
advanced module)

7 1 Leapfrog, Single Simultaneous User $30,000 $30,000
8 1 DIsco, Single Simultaneous User $25,000 $25,000
9 1 Molcad, Single Simultaneous User $8,50 $8.50

10 1 Triad NMR, Single Simultaneous User $38,000 $38,000
11 1 Capri, Single Simultaneous User $20,000 $20,000
12 1 Diana, Single Simultaneous User $7,500 $7,50
13 1 Mardgras, Single Simultaneous User $5,000 $5,000
14 1 Unity 2D, Singl Slmultaneous User $25,000 $25,000

Includes 1 Relational Database Interlace and
1 Search Engine

15 I Unity 30, Sfngle Simultaneous User $20,000 $20,000
Includes I Search Engine

16 1 Concord Standalone, Single Simultaneous User $25,000 $25,000
17 1 MatchMaker, Single Simultaneous User $17,500 $17,500
18 1 MM2(91), Single Simultaneous User $15,000 $15,000
19 1 MM3(92), Single Simultaneous User $15,000 $15,000
20 1 Receptor, Single Simultaneous User $15,000 $15,000

Software purchase Includes a 90 day warranty.
Annual Software Support and Update Service Is
then 18% of list price.

Special Instructions: rkt.. upedS~y notedb stve. p tied do Wo kidudo Woro
OMkw Woe, . eajmooe epedot WW"m C o edt. $392,50

TERMS F.O.B. FREIGHT EST. DELIVERY
Balance Net 30 Origin Prepay and Add

TW 01t WF4MI t r 3ey f t St So dtf. wft55nue O W Im Wft y V5pMft W 16 AO d aS0o fWtt e Rnd owfdI
GTOW ulmwed A* Neot term Uoetee 5oWe o oats appe deed agreeus. def T jen q,,,- e N, 1 P-, r odas Order~ se h9d by ant

&ArduW00 aedeero ntneewft eNW &*=oned at Tr~m owporafe efts by a ed* &Aewtotd 222!!!!!M~s of Tryna

20-875 96 -23

6824
3/18/95 "

I of 1
Martin

4/15/95
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Tpos, Inc.
1699 S. Hanley Road, SuIte 303
St. Louis, MO 63144
(314) 647.1099 Fax (314) 647-9241

TO: AUM USA Compary, Ltd.
8 East 48th Street. #4F
New York NY 10017

ATTN: Yasuo Hirarnatsu

QUOTATION

TEL: 212-421-3687

Quotation No:
Quotation Date-

Page
Sales Rep:
Quote By:

Expires:

FAX: 212-421-3687

WE ARE PLEASED TO SUBMIT THIS QUOTATION IN RESPONSE TO YOUR INQUIRY

Legion, Single Simultaneous User

Selector, Single Simultaneous User

Software purchase includes a 90 day warranty.
Annual Software Support and Update Service is
then 18% of list price.

$30.000

$85,000

$30.000

$85,000

Special Instructions: Unless mpecftaly noted above prces qund do n4 bnksd sotes ot
sir la( taxes, freight. $nsurncs spe" 1"andkin or peciaging, $1,0

TERMS F.O.B. FREIGHT - EST. DELIVERY
Balance Net 30 Origin Prepay and Add

TNs QouotJOo sh&e rernair In eflei for 30 deys homtS the quoottor dote, uN4ess m dto in erg by Trie. lnc and Is to IM5 lie n ind cox rto
at Trlos' standard Ag rm W o rsed Sowre of ther spOlWeba standard gW rew t qTs on bones a Purchase Onder wen signed by 1
uinozed cmsorer rotproseutolke and accepted at Tripos onporste office by a do " utorzd osertet of Trfpot

6825
3/16t95

I of I
Martin

Maloney
4/15/95
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Nakw" Too FMe

(000) 64-5195

.Fx: (51) 234472

Omw" of. 0 SO* Ssbcmmittse

SMiThOWN. NEW YORK 117 ,W4M

EXHISIT# 21

October 13. 1995

Chairman, Senate Permanent Subcommittee
on Investigations of the Committee on
Governmental Affairs

Senate Office Building
193 Russell
Washington D. C. 20510

Re: Subpoena #902272

Gentlemen:

Enclosed please find documents requested in the above referenced
subpoena.

As you will note, we do not save telephone messages, and our files
are not stored on computer disks. However, we have enclosed all
documentation contained In our files.

You will also note that the tile for Devinlr Millionaire which you
have requested, is in our records as ICP.

We have also enclosed a copy of the subpoena, for your reference.

If we can be of further assistance, please contact me.

Sincerely,

MORRIS ROTHENERG & SON, INC.

Howard Sou gVice Presildenft

HS/vl
enc.
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UNITED STATES OF AMERICA E02272
Convot% of tbe initeb btats

To ROTHCO
SmithtYOwn, New York

J] tll to lawful authority, YOU ARE HEREBY COAML4NDED to appear

before the SENATE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS OF

THE COMMITTEE ON GOVERNMENTAL AFFAIRS of the Senate of the

United States, on October 20th 1915,

at 10:00 o'clock S._m., at their committee room 193 Russell

Senate Office Building, Washington, D.C. 20510 , then and there

to testify what you may know relative to the subject matters under consideration by

saidcommittfee., and produce any and all records, receipts, rough notes, files,
computer records, computer disks, telephone messages, sales receipts, bills
nf tn, inp hi'ppinC i4ntt.,-tinng, chiprr.r- Aort.* d.e 2.atn.i- !
Department of State Defense Trade Controls Export licenses, relating to and
In rnnnn ,tth thP fnllnwing hicfnpmot.

Aur Ltd. Maha Posya '

Awn IIKA Mnha Pton
Aum Publisher Devenir Millionaire -"

*erf fail not, as you will answer your default under the pains and penalties in

such cases made and provided

To

to serve and return.

,Personal appearance in dibcn under my hand, by order of the committee, this
'Washington, D.C. waived if
subpoenaed materials are 11th day of ktabor in the year of our
produced on or before the
.herein appointed date Lordn thousand nine hundred an -five

and time.

QarmaA, Seate Pennanwt subcomnaiiA* lnoattaons af
the Committee on Governmetal Affair
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(m1) 645-51s
fea.a ($4) rPtff

OTHCO"
Ogw4ioi o4 aosttlg oeflrg Son. knc
:15 RANICK ROAO

SMITHTOWN. NEW YORK 117870966

FAX TO: MAHA POSYA, INC.

DATE: FEB. 9, 1995

ENCLOSED PLEASE 7I3D REVISED P?,OFORNA

PLEASE R.-IT $1,906.65 TO OUR ACCOUNT
8.

RGS,
HOWARD S OHB ERG

PAGE 1 OF 2

INVOICE WITH NEW NAE.

AS NOTED IN TAX OF FEBRUARY
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a..a a e t0140)2460

OTHrO (600"68 198
Odlon @ Montrl Rothenberg 9 San. Inc. FAX (515) 234-472
25 RANICK ROAO
SMITHTOWN. NEW YORK 117740984

February U, 1995

e'V e' ; F f

Gentlemen:

Enclosed please find invoice/packing list covering merchandise to be

chipped by air to Kaba Posya Inc. in Tokyo, Japan.

Please insure for CIF value. All charges are for account of consignee.

Thank you.

Sincerely,

MORRIS ROTHEflERG & SON, INC.

Ginger LaLumia

export manager

enc.
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liqOTHCO"
OMAW"oi o Morns RonthWo" & Son, Irm

U PANICK ROAO
GMITHTOWN. NEW YORK 11TS7I4M

(0)6488105

FAX Mi6) 234477

February 13, 1995

MAKA POSTAL INC.
1-7-4 MINAMI-AOYAMA
NINATOKU
T0OY JAPAN 107

Gentlemen:

Thank you for your recent order. Ve are pleased to enclose the
invoice/packing list covering merchandise shipped.

Freight has been turned over to Everrrift.

We trust your merchandise arrives promptly and in good order, and
ve look forward to the pleasure of hearing from you again.

Sincerely,

MORRIS ROTHEUBER. & -SON, INC.

Hovard Somberg
Vice President

ES/Jc
enclosure
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qOHCO*
,Ue~ ow I&nl R wow*gIS.

MAHA POSYA INC
1-7-4 NZNANZ-AOYANA
NINATOKU
TOKYO JAPAN 107

m mnPIN, a:

81 MN"~a
WhWsmm w NEW

WAE

ACCI".

TERS:

02/09/95

92526-LOOSBS9

PAYMENT ZN AOVANCE

PAQE:
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Oc S~au /@o/fS U:IO T IU: IS73 aIT$] FL:MIIaL VShISTMM M:SIU3417T

hORRIS ROTHENBERG AND SON, INC
ArT GINGER LALUMIJ.
25 RANICK ROAD
SMITHTOWN (N Y) 11787

FROM: NATIONAL WESTMINSTER BANK USA
OUR REPS NB 950209-002460-504
UNTESTED MESSAGE

WE CREDITED YOUR ACCOUNT WITH US A

ACCOUNTS 2218203749 IT

AMOUNTS USO 1,901.65 USD

VALUE DATES FES 09, 95

RELATED REFERENCE I 010TT8656225 f l
ORDERING BANK i BANK OF TOKYO KANDA

P.O.BOX 140 /
KANDA
TOKYO (JAPAN)

ORDERING CUSTOMER I DEVENIR MILLIONNAIRE INC.

FOR PAYMENT TOsMORRIS ROTHENBERG AND SON, INC
ATTS GINGER LALUMIA
25 RANICK ROAD
SMITHTOWN (N Y) 11787

DETAILSi 92526 / ROTECO

SIGNATURE

REPLY TOi 62610 NBNA UW

-'Vhp

(ell



~OTHC6

I

TO NAHA POSTA INC. TO -NAN4A POSYA INC.

1-7-4 NINANI-AOYAMA 1-7-4 MINANZ-AOYAMA

TOKYOJAPA 107TOKYO JAPAN 107

Ibmg MANA POsTA INC O H '
Adg 1-7-4 NIMAMI-AOYAM o
c*a&ta = Sm. 07TU.KPAMEN INAUAR fl=

NO::

1~ 1-7-4 RIJmmi-AOYm"

PAYMENT*hA4*h* PN A A Pds~ 0 0

312
b 774 200 CA K NIMNI-MAOLITC'

1 &71 1 EA ICK 44 HOUR CANDLE LA2
* 6 1 EA 'PSISLE 50T BLADDER CANTEEN 1041

Va EA UX ux SU*VIvO" 5-1W-i 3
I E0 A RSER* MULTI-FLIEN (600o) I*w

I 69 1 CA ffUSSiIAN GAS IMASK U/FILTER LOADG50 67
1 925 3.5 3A.IH EL5

I 52 1 LA AND TACTICAL ASSAULT VEST a04
I 386 1 LA 3-MAN HEXAGON DOME TENT 

4.0 70
COMMENTS / SPECIAL INSTRUCTIONS ~**

223, ITCH ORDERED CHK 02/06/95 16505t29 ON TTY3 TOTAL SUNE isa ODE. 90.6

Plower. tPdmdlmg a

t 
0

0kWftdNwAbVAWAA"Avm&
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(516) 2346000
National Toll Free
(600) 645-.5195'V O H C Fax: (5161 234.80"2

D , skon *I Mors t$ omeborg & Son, Inc.
25 RANICK ROAD

SMITHTOWN. NEW YORK 11787-098

FAX TO: MAHA POSYA

JAPAN

DATE: FEBRUARY 16, 1995 PACE 1 OF 3

FOLLOWING IS COPY OF INVOICE/PACKING LIST COVERING YOUR ORDER. ALSO

PLEASE SEE COPY OF ORIGINAL BILL OF LADING INDICATING THAT YOUR FORWARDER

EVERSWIFT, PICKED UP THIS MERCHANDISE ON FEBRUARY 13. SINCE THEY

CONTACTED US. WE HAVE NO RECORD OF THEIR PHONE NUMBER.

MAY WE SUGGEST IN THE FUTURE THAT YOU USE UPS YAMATO AS YOUR FREIGHT

FORW ORDER. WE HAVE FOUND THEIR RATES TO BE COMPETITIVE, AND THEIR

SERVICE TO BE EXCELLENT.

IF THERE IS ANYTHING FURTHER WE CAN DO FOR YOU, PLEASE CONTACT ME.

RGDS.

GINGER LALUMLA

I HAVE TRIED AGAIN TO REACR YOUR FORWARDER AT THE 201 AREA CODE, AS

YOU SUGGESTED. THERE IS NO PHONE LISTING FOR THIS COMPANY IN THAT AREA,

OR IN 212, 718, OR 516. IF YOU WILL ADVISE ME OF THE PHONE NUlBER, I

WILL CONTACT FORWARDER TOMORROW AND GET FLIGHT INFORMATION FOR YOU. .AS

I SUGGESTED ABOVE, PERHAPS IN THE FUTURE YOU WOULD DO BETTER WITH A LARGER,

MORE EXPERIENCED FORWARDER SUCH AS UPS YAMATO.



STRAIGHT 4ILL Of LADING - SHORT FORM - ORIGINAL -NOT NEOTIA11LEBKOV19. sjud % ie d..dkuhm dun hewk. vl. 4.d. g hkass 01 0#46d an oftwbe.

Fro RoTHC6aino MORRIS ROTHENBERG & SON, INC. N2 10886At smITNowi. m. Y. 
490"f A M1 shipper's No.________

Carrier own truck February 13 1 9_.25 sy IOUC 0 M 00h1 Li Agent's No.
Consigned to IR1ZRNN= EVESUiFT 

7;*NSH~dame.

Destintio. 
-State of onyo

Delivering Carrier Vehicle or Car InfiltOINo.... ..N _______w~9G 4 i~ *-*Q.wCe'"C 
-'.t.Ss (9AI coo-to %.. i... 0 .0 . 9.

FOOTWEAR 028160 100 :.U.*A.

CLOTHXNG 149880 Sub 4 RV77.5 
-*.

.9 $9-5 OR- 4. . -

'HARDWARE,095190 
70

CANVAS BAGS NOT CLAYED NOI 12070055 __

JACKETS, CLTIG #49880, SUB 3
1 IARXS: NAHA POSYA INC., JAPAN 110

0ORRIS R.TN" R &. SON IN. *a~e Pe *-etoPe______

25t kalc Road Vmi.."n N.61 Yl A1787
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(Sit) M-1000

DATE: 02/09/95
f~m '00 .i

92528

L. MAHA POSYA INC
D

1-7-4 MINANI-AOYAMA
T MINATOICU
0

LTOKYO JAPAN 107,

NNolM 440)S-51 9

FAX: ISI) -8

PAGE: I

MAHA POSY NC.

1-7-4 IXNAMI-ADYAMA

0 LT 0JAPAN 107

FmO Na.L 810955 NO. I 59 8PNVIA N. NO 7

3181 "BC"STYLE LrE-KNIFE 10 EA 3.75 37.

$ 770- SLACK "IMINI-MAGLITE" 200 EA ei5O 1,700.

9004SMAL CNVASWATR BCATEENA 300 3

905CAECANVAS WATER BUCKET I EA 3.00 3.

603 COIS8E5TBADRCNEN I EA 7.50 7.

7772 ACFLE3STG2PKSTRAWS I PKG 8.15 S.

6405 DELUXE "SURVIVO" 5-IN-1 I EA 1.90 1.

3010 "GER&ER" NULTI-PLIER (N55000) I EA 37.90 37.

3214 YORKCRAFT 11-IN-1 PKT WORKSHOP I EA 6.75 6.

7694 RUSSIAN GAS MASK W/FILTER &BAG 1 EA 3.75 3.

9253 SWEDISH HELMET I EA 4.00 4.

7592 ISRAELI GAS MASK WITH FILTER I EA 6.00 6.

6581 CAMO TACTICAL ASSAULT VEST I EA 33.00 33.

3883 3-14AN HEXAGON DOME TENT I EA 47.00 47.

P1 EASE INDICATE ACCOUNT N AND INV CE NON YOUR REMITTANCE

ALL LAIOTALS 
1,906.

A U.CLIS MUST 84 MADE WIThIN FIVE DATS AFA RECEIPT Of GOODS-
MAWS~C MERCHANDISE WILL1 NOT 0S ACCEPTED PONRETURN WfTHOSI

WrOUR WRITTEN CONSENT ANDS MUST 0E FP5)01 PREPAID.

20-875 98-24



OTHCO"
OMI.'o Of MOaMSAInbVq & Son. I#W.
25 RANICK ROAD
SMITHTOWN. NEWYORK 117874066

FAX TO: DEVENIR MILLIONNAIRE, INC.
ATT: TUSYOSHI MAKE

DATE: FEB. 6, 1993

IN REFERENCE TO YOUR
TEE FOLLOWING ITEMS;

PRICE
$3.75
8.50
9.15
9.15
9. 5
3.00
4.25
N/A
4.1.5
7.50
8.15

15.10
1.80

37.80
6.75
3.75
4.00
N/A

31.00

FAX, 3RE IS THE PRICE & AVAILABILITY ON

DELIVERY
IMMEDIATE
IM2MDIATE
2 WEEKS
InoEDIATE
IMMEDIATE
IMMEDIATE
IMMEDIATE

IMMEDIATE
IoMEDIATE
IMMEDIATE
2-3 WEEKS
IMMEDIATE
IMMEDIATE
IMMEDIATE
IMMEDIATE
IMMEDIATE

LATE MARCH. DELIVERY

IF YOU HAVE ANY QUESTIONS OR NEED SAMPLES, PLEASE CONTACT ME.

RGDS,
CHARLES MOOR

702

(31e) 234-e0
Naltla To Free
(60) 645-5195

Fax: (516) 234-772

PAGE I OF I

ITD I
3181
770
762
764
765
9004
9005
8370
678
603
7772
7782
8405
3010
3214
7694
9253
4862
6580
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Nslosdl Tel Ffe
(300) 6441"36
Pw: (16) 234477- OTHCO"

SMIThTOWN. NEIW YON 117317066

TAX TO*e: e Ilq- M 1IaA1Or/c -

DATE: &i 6 1, 1 9r PAGI OF /

T~p r IU C.Ie

-€ ~ ~ S !- ,7,r"
• 31'7 - 3'...r

# 9oo" 3.0"

# 9oor Y 3. io
# 13?O a.'V1

$"P e? r &/. If

10 &o3$,. '7- 5v

oo 3 o

3/. 00

P/&" P* ** " !4
• ,,4 ,,.#.

":X) 1 A d .A 16e.

Ii

Xrtie ~ie q

'I

I'

..:3 w eaka.

re
Let.

*& o- j
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A!"

DEVENIRMLLONNAIRE.. 4C.,

T1O2 * W 1 -7 -1 4 IO A, 5,F

TEL:03-3259-843g. ?AX:03-5280-6442

TO : Ro-cv MI skys MAI&-
AtTN )flW CHALE Mloak& 'AT ,6 t / Fe~b / 8l5'
IgAIfo. Hci A(QO L/h 21 af eV 1-6 1 Qilv 094qe

1 Yla xL &c z ~to 6,iS piti -) A n

CcV~ do.

I M'?~yZl t - r
vr to v I

200q- . q-00,5-- Water Bucket.
4-8320 Ancho UngR-

6 q8 AA Wi" CAAIPLE-

4 ?IZL2, 9992- 
Woo

5 -R40 - VeLtYA-
.!J)3olo 6f: PZRE9 M,,L-r,:
10)3214- o KK rP-4PT 71- A/-j

1 76%
/2) 7bg2 - % q3 . at
/3)?63 Swe-Mt4ai igg-PET

4-96 2_ 61 ADA lbdcho '
LO 4580 -- TACT"64L SMUlt k .S

r M ̂ PAN

A n.

1 1:: , - -- , ...

T-baCK 14 jAb-OS I
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I DEVbN! R i.L, IO.NNAIRE INC..

I YO215~~4Aea-l?-14 Jt)AeA'5F
OA r~i4c ld-.!kg O* L:03-251 -! ..'. . S O-644Z
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V~3EL~ ~Y'\i M1pugAituvt J~- $ 2- 1.1 {vA.
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NATIONAL WESTMIJNtTe-R IAA"k USA,
SOME .IF-5T'AtkrT, .JJEW Y'oltr., is~oS

I I , !n 'a Imam" -

I~q t ox 1~je. 000 1.

£

-- V

- _____________________________ - --- - -I
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TO OEEWISl HIU.ZOI I NC TO DEVEbNh MILLIONWAZA C c TO OLVc~m iaiLLI0HUAISL INC

WIULL CoSFIAN SNIPPIN UII.L CONFIRM SHIPPING hiLL Cowl"n SHIPPING

HWA: OEEHI ftILLIOWNMBE INC I___ mm ILventit MILL IO11fAIGE II

Ado~ 3-11-14 XAMOAIUNIKI-CHO A .... 032........ hL CIII SIPN

10 JAPANAYbI sN&

... 6* .*E* *6 *h I ~ F 03N A Sob ~***C0 P IC6***100"*&*

77 200 CA SLACK '011-MAGLITIE

C*... MLL60 COWAS USYKS mICKEY .00 36

I0 C A P6LCK 44 Y HOURAROLEANEE

301 1 FA 'EUEV NULTI-PLIEN (#SSW0) 3.0 70

U9 1 EA MUSSIAN GAS MASK il/PILTER 480A70G.7

* 654 1 E.CAN TACTICAL ASSAULT VEST 33.000 33.00
1 ,CA3-ANHEAGN ON TNT47.000 47.00

.... *COMMIENTS / SPECIAL INSTYUIS ****

! ~tSUS-TOTALs 2.61T.1%

1 14111I RERE
2.&10.15CHIC 02100t" Ids*5s28 ON TTY23 TOTAL DUE 'D to ORDERS
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dhOTHCO"
25 ,qAMICK MO

SMrf4TOWN. NIW YORK 117661M.N

FAX TO: DEVI
Al:

DATE: FERUlAR

N&laon To Fre
(600) 64 -10
Fax: (516) 234-0772

fl NE ILONNAIRE
TUSTOSSI NAZI

8. 1995 PAGE I OF 2

FOLLOWING iS PROFOL INVOTCE NOR YOUR ORDER. PLEASE RA T $2.60.15

TO OUR ACCOUNT NUfBl 2218 20 3749 AT NATIONAL WES NSTE& SANK USA,

80 PIn STREET, EWL YORK, NEW YORK 10005, ABA 9021 000 322.

PLEASE HAVE TOOUR SNK INCLUDE TOUR ACCOUNT KAM AND I1'0 "CUSTOCR

sNE ON m TRNSFn, SO THAT WE CAN PROPERLY CREIT T01ut ACCOUNT.

UPON RECESPY OF FZED COPY OF WIRE TRANSFER, WE VflL EXPEDITE TOUR

ORDER.

- L DS.

CUARLES MOORE
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S OTHCO Fox CSI Qm.
PW6 iMii u•I. £ Soji. -nc.

Mm4WTW NELW YORK 11737,062

TAX TO: I c

DATE: ARC 3, 1995 PAO I OF 2

CLOSED PLEASED FI NVOICZ/PACKG LIST COVERIG 10 CARTONS
SIPPED TO IOU' TODAY VIA IOADWAY IR.SS,

BOAD SaOGUG



STRAIGHT BILL OF LADING - SHORT FORM - ORIGINAL - NOT NEGOTIABLE-4-VS 'dim b 1sing0hudinm hl b~u -e we d &si bu.,aJkodld ui.

rrom ~ I'(OTHCO t MORRIS ROTHENBERG & SONIC ~O 4At SMTTOWN. N. V. WO" MXI shipper's No.____________
Carrier ROADWAY FxUESs a _ 31 192 9.LBy TKK 1:1 "'GT 0 -Agent's No._
Consigned to- I C P 4656O.FREMONT BLVD, SUITE 402 lwa"IW.wPP

Destination. FREONT State of CAL 94538 _________of

Delivering Carrier................ 
..- Vehicle or (or Initial ...---.-..........No._________

Pacgoms ~ ~ ~ ~ ~ ~ ~ ClS HhMC USM.NO SA4.ML &5"0@~"0SEU coxw- f P .0 .. &-iAEASS NM41( lo~c. 00 Il Cot~ Pot bm -0%. . P
FOOTWEAR 128160 100 .
CLOTHING #49880 Sub 4 77.5 ~,n

10 HARDWARE #95190 850 70
- CANVAS ACS NOT CLAYED NOI 020700 55 f
j JACKETS, CLOTHING #49880, SUB 3-



SOTHCO
0mswo W MAtl rseuwfle" a "%n W'&

* RANICO ROAO
8Im4TOWN, NEW YORK 1 177066

TAX TO: T. MAKI

DATE: MARCH 16, 1995

PLEASE E ADVISED TEAT ORDER SHIPPED TO IC IN flO ZNT, CAL
VIA ROADWAY EIDDSS IS DUE TO 3E DELIVERED TERE TODAY.

RODS,
HOWARD SOSERG

713

NdaW TOl Frme
(60 )645-5100
per. (516) 224477

pAcs i o 1
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NOTHCOb (100) 646-4195

OMSo of Mof$ Nig ,aenbewg Inc FAX 016) 234-772
25 ,RANICK ROAD
SMIYrTOWN. NEW YORK 117870M6

March 3, 1995

IC P
46560 FREMONT BOULEVARD
SUITE 402
FREMONT, CA 94538

Gentlemen:

Thank you for your recent order. We are pleased to enclose the
invoice/packing list covering merchandise shipped.

Freight has been turned over to Roadway Express.

We trust your merchandise arrives promptly and in good order, and
we look forward to the pleasure of hearing from you again.

Sincerely,

MORRIS ROTHENBERG t SON, INC.

Hovard Somberg
Vice President

RSlJc
enclosure



ORDIE0 0/02/2/95 07a31t14 ON TTY17

Pee~tw4Pl- Nn .. nW

-T

.11 PlV~m4i~v
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, 6i J 1.1 1i/a.&Rhf 4i LMPI

j9I NA AANE VS4.

WE tdr, I n YUR -ooC .'•

A' 'r, : EL :o AT F U,.o w : r / CSS " ".

X'U?~t B A I' F-F-(I AU

4,V DA
, ; .- . . - .." ,;. .,.
&x, r ,r, sa ',a'!, otvcu /.+. "- :i.

I R- ,4 "- . -'.+i . .. f +RR -, .... . ."? 'Ar , .,DS, LU;

Avii, r DAT1^m -0 0 P LU ,-

• " -": 2 .IU'tCK Rq:,AD
! .2 +..') %r92526 -

QK )4uc B1l BA.:. U' CF r.. ""-,

"L.. %1U .

- 0.8 7O !A'h

<T.,.. Cn, c C "SOIR- EL.I LC4U L U
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DOV 3t;I R X ILl I ONNA IR E ;I HC.-"

TkOI "UTAMMW*EP'1 - 17I- 1 4 itO)Aeb5M
S( I itsom& s *8-17-14 wAnAig it-"Chyd-u.gyT 12.$euz
TEL:033259-843t. FAX:03-5280-8442

ATTN {S~~lA~ DATE: itA7 K 5

Ad:4657bJ P rik4. 131 ~

AVPZdLj 0 -2,11 22L '-0~

27o~naL A
'40st

PI)1 21

*1
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-a send" do ?ho

soro., C P
"*0580 FREMONT BOULEVARD
SUITE 402
FREMONT

pq e".

mwnffm mw "m w

OATI 03/02/gS

AcCT.0

PRa 0

PAGE:

73405-LOOS83

TelI& PAYMENT IN AOVANC.E

VIjk ROADWAY EXPRESS

-e wieeOESCRPTION C.0. .

1-10 10 0 00 7892 FACE NASK IL 6.00 3200.0C
-------.--------- ..------------------------------ - -------- -- ----- --

F.O.B WAREHOUSE 3200.OC

Packed: 10 Cartons Weight: 080 bs.

I certify the above to be true a correct.

NORRIS ROTHENBERG A SON, INC.

&V TOls &M *-m~ "llC took A tFAi ~ fa M.~"
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NOl9011110- THWM

DATE: 03/02/95 ,aa m"
wA F40

73406
" F- c p -
L
D46560 F MONT BOULEVARD

T SUITE 2 T

OLFREMONT, CA 94538 0

55***E X P 0 Rt T

PA I

SlUNG.ANT I U/N Iw~io @UA~

76921ISRAELI GAS MASK WITH FILTER

**$COLD WEATHER 0
-,JUST ARRIVEO-- 00% COTTON

Y LINED--BUTTON FRONT--SIZES M,
EASE INDICATE ACCOUNT # AND INVC

- THANK YOU FOR THIS

NasUk (411023m

PAGE: 1

L009483
pimxcE NO.:

IC P

46560 FREMONT BLVD
SUITE 402
FREMONT, CA'04530

400

LERT*S*
THERMAL O'

L, XL, ONLY
ICE # ON Y
ORDER

EA

TONS
$3.75]
R REM:

.O00

EA 162
TTANCE

i OTAL* 3,200.C

A.L CLAIMS MUST SlE MAO WITHIN FIVE DAYS AFTER RECEIPT OF GOODS
MEACHAND4SS WILL NOT BE ACCEPTED FOR RETURN WITOJT
OUR WRITTEN CONSENT AND MUST SE FREIGHT PREPAID.

1,200.C
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(516) 22=44000

No" Too Fm**• (800) 643-1- "

F: (516) 234-6772

Ohio" of men Nothww £ Sen. Inoc
25 RAN= OAO
MIHTOWN. EWVOI 117374666

FAX TO: DEVENIR NILLIO4NKAIRE INC.
ATE: T. MAKI

DATE: MARCE 2, 1995 PAGE 2. OF 2

THANK YOU TOi YOUR FAX. ENCLOSED PLEASE FIND PROFOEMA INVOICE
FOR ORDER GOING TO CALIFORNIA.

PLEASE REMIT $3,200.00 TO OUR ACCOUNT NUMBER 2218 20 3749 AT
NATIONAL WESTINSTER BANK USA ABAD021 000 322 AT 80 PINE STREET
NEW YORK, Nt 10005. PLEASE RAVE YOUR UK INCLUDE ACCOUNT NUMBER
AND NANE ON TRANSFER. UPON RECEIPT OF PA N=NT, SHIPET WILL BE
MADE.

RGDS,
HOWARD SOKBERG

300-



TO I C P

4&560 FREMIONT ULVO
SUITE 402
FREMONT. CA 743

Sa . .-. 0y~P

46360 FREMONT 
SLY0I SUITE 402

FREIIONT, CA 94539
P.o0..

BWTO: culwWW: 73406 cow O-UO2/95 Tw. -
NWW I c p Pop NL: I NOW I C p

0-4 --. PICKICKS. W. Add

Addmm 46360 FREMONT 9LV0 aktond a 500913 Ad&M 46560 FREMONT BLVO
vwwx 49m 91

SPAN& m SaW.

ckvss Or" MT, CA V4538 P--d OrdwNw. CRY, 94236
^TRENT IN 40 A ROTHCO -AVkw ROADMAY EXPRESS

fts"m @Oft @now" lm rft

p R 0 F 0 R " A SMA
LIOD 1 /7691 400 EW 181thELI OAS MASK UITH FILTER cvfvherc a 0.

------------

651e-TOTAL .200.00

Z'

400 ITEM.' ORDCREO HIS 03/02/93 0701o14 ON TTY17 TOTAL OUE TJIS ORDERi .1.200.00

PWMd Or- Paclod Dr. MD. QM- jo- woo*

.sl

MKOTmcdG~.l p4vww"4"kL
nftwm PmK SWAN"..k mi 117P

p .
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INTIL TESLA SOCIETY INC. 71947-5sa2 P.01SO&tePmamu SukCOamU

UIVA International Tela Society, Inc. lI.Ustim
So L A Q 53M F1IT# 22

COlorad Swkisk CO 80931

(719) 475-0918
Fex 475-0582

October 24, 1995
Mr. Dan Gelber, Chief Counsel
Senate Investigat ons
Senator Nunn
Washno D.C.
FAX 202-224-1972

RE: Au USA Co. Ltd.

Dear Mr. Gelber.
Accompanying this cover letter Is a copy of the complete file covering our brief contact in

January of ts year with Aum. et al. Our cotact was limited to telephone conversttions of limited
duration, a membersp and an order for general books on the life and inventions of Nikola Tesa,
his patents which are. public domain, as well as his writings. None of us member the
converations We are providing this information without Summons to, hopefully, help in this
investigaon.

As you will see, out contact was with a Ms. Yumiko Hirsoka, but nothing in this
communication indicates where they heard of our Society. I believe that this may have been a
"fishing" expedition on her part for information deemed valuable to their way of thinking.

Further, for your information, concerning Teams work on resonating frequencies. As early
as 1897/1898, he created an 'earthquake' in New.York City which he spoke about in an article for
the New York World-Tlegram on July II, 1935. In February, 1912 an article ina a New York
Publication The World'Today wider the heading of'Nikola Tesh, Dreamer,, it was reported that
Testa attached a small, pocketable device to a steel supastructure of a building In the Wall Street
district which caused the building to begin to sway. Reportedly, that building would have collapsed
within 10 minutes If left there. It was further reported that by using the same device, he could have
made the Brooklyn Bridge collapse in an hour. Tesla, himself, said he could create a device to *split
the world' in two, using his technology. However, this was not the goal of Teala, but rather his
purpose was to we the earth, Itself, as a transmitting device for radio as wall as electrical power.
This concept he further developed in Colorado Springs in 1899 and later on Long Island. Perhaps
It was for the former reason Aum was interested in Tesla.

Upon Tesla's death in 1943, the US govemme;nt seiud the vast majority of his papers and
research notes. When members of the Society or others have requested information under FOIA
from the archives, much has been "black penned" for national security reasons. However, In the
1930's Tesla developed a "my" gun which was actually a particle beam accelerator which, again
repotlcdly, could have "shot down an airplane at 200 miles."

Without question, Tesla grasped the imagination of a newly born technological world.
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IHT'L TESLA GOCIrTY INC. 7194750S82 P.92

Page 2, Gelber
October 24, 1995

Today, however, we are left with bits ad pieces of fact and fintasy, but we do know that the
technology which he developed could well have been adapted to various weapons of masa
destmcon. It is only regrettable that the world does not rognimze him for the genius he was, the
man who brought us AC electricity, the Padio, compue ter hnology and much mor.

LestI continue on, I trust the inIformao will assist you In your Investigation.
Should you need any father Information, pleas let me know md I will do whW I can to gum It
for you.

We trust your invesation will go Well and It will accomplish the goals you have
established.

C DavidH. metw

Te International Tesa, Society. Inc.

DII-:u

accompaaying fax documents
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Ad Leland. ed., Nikla_ Tei nhsWrkwt WilA&!ErNZC Cw~vzt and their~MlmgW

T rp T- and T mission of oer Sun PabIihig 1992.

A~wq Meere., 7bIW.- W!. -t 1, ~.ID W6 as'-_ .
0/" O~COVOz Robert7Tqia Ak.- &Ediso: A Sfruek of Luc*, Da Capo Prems 197.
-A, @-Ford- Richard A.. Tesla Coils ec'et. Lindsay Publications. 1985.
.,v @Howe. Russell Warren. WtaP . Sphere Books Ltd.. 1981.

o .. I-Hunt. Inez & Dr2pe,. Wanetta. mh in •On P.;ric
. o / 19 8 4 .

Mai.T*C, ed..7 Thehzeutions. Resaycs and Writn PL Nikola Tzs&La Arugriff Prems 1981.

. 'Neil. John J.. T/dgf Genj.s: The Life of Nikala Testa. -Angriff presr 1966.

C-.,o @ oPovic. -Vojin. ed." Nika Tesla : Life and work of a Geniu. YugosJav Society for the Promotion
Scientific Knowledge "Nikola Tesla-. 1976-

4 KRatzraff. John.~ ad-. CMpete Patents of. Tesla. Gordon Prems 1986.
:A .@Ratrff. john. ed: Te Said. Tesla Book Copany. 1984.

@Seifer. Marc J, Testi S~ .r'si*1966.
/ Seifer. Marc J., Nola Tesla Tke Man Who Haressed Nigara Fals. Meta Science Publicatdom. 199L

M @.j'Si . e, Mike. ed, Hgo Ge sbai* : Fakter of Modem Scince Fticfmn The Boro Pre, 198&.

,OYWTesba, Nikola, Colomdo Sin~sNotes 1899-1) Nolit. 1978.



--- , es-a. Nikola" 1 with A. C. & Tansi of EKthidc ze With Wires, Angriff Press

__Niko#Ar fnwdions: 7heAutobioV74)hy of Nikoa Tesia. Hart Brothers Publication% 1982.

~~FesI~ io~7 Pro.bem et fncretsiff ffemtm 1 High Energy EP Feiies. Inc., US&O

! An a gTesla Cotl. High Voltage Press. 1986.
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. 7 y /

En c/c.vsd check
( /hoPks4 &

AUM U.k6.. LTD.
8 E 48TH ST. 0 2E

NEW'VORK, N.Y;-10017.
(212) 421i687

Au'

New

.2/.- 2/-- 36 "'7

3/7.
- 2

79

* ~

'I.

C

v 'S.A. Co.
, , kth s .
" k IV..

/04/7

. . ..... a, r4o ..

L C?"

te / & Fax
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INCOME ITEM OESCRIPTION FORM
Tbeopiwde v"ev dilck or oeh Me* fT

Cutoer - b

Transaction Date: / 5 ) ..

on tlon ........................................................................
MmbershipFFees $_-___

M~ff omho Fe ........................................................

Publication Sales . . . 2 6. -..7

Conference Fe . ................................. ..............................

W orkshop F Pe .........................................................................

AR Payment ... Inv# . .............................................
R oyale ................................................................................... $ _, __ ,
Other ._ . ..................................... .

TOTAL DEPOSIT OF CHECK OR CASH
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>>>>>)) INVOICE <<((<<<4XR<

INTERNATIONAL TESLA SOCIETY
P.O. Sox 563
Colorado Springs, CO iol31

r 601 C19 01/24/96

AU* U. 8. A. Co., Ltd.
8 East 48th Street #2E
New York NY 10017

3 anuary 23, 1995

INVOICE N0s 741
P0 NUMBERs

LIu Catalog ...riptiw Q'deted sbipp 1.0rkrsd Vuit ..t..i

litsla Ti a bh Hork itk lttrxitlag Corfrets
litle Il. - is llaestims Ad britriogs
hrigal kit s Ipaper)
Ceplt Patemts o its
ytl SAid
Nikoli Tesl at iagarl Falls
14|rairo spilogs Note
Tetll 1ks Out of Time 1pper)
xy Iovestims Ip0prbatk)
Prabl ef Iscrieslag liai, lurly
Tvill Cell
S|Kild Fittia NrAper%

Lin Totih
1ISCM1I~

541 1.1.1:

Tll
Sliptiag & aIll

Neqat Crelted:
kent lost

lare llatue: CLOND

10.001 - 21.03

252.2a

0.001 0,00
26.45

J*r9t203. 1/

-14.06

'7.' 1 7
P74 L

20-875 (740)

47101
210004
2100M
21000
41007
4200
21002

2i200210002

34001
V10001

40.0

12.00
40.00
21.00
I."5
44.00
5.11
1.95
M.5
4.91

60,00

10.9015.10

"12.00
0.00

28.00I."
44.00
S."
1.95
11.93
4.95

44m w4f4t -1 1 V Cbo ;,r P7-t . ?- I yq -- 'L A-

Y*W eOj'*' 64J4 O:r vAl eA

1-7-A-CA dc"t 'i eMN


